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Technical overview

September 6, 2025

Citrix Secure Private Access on-premises is a customer-managed Zero Trust Network Access (ZTNA) so-
lution that provides secure access to internal web/SaaS and TCP/UDP applications with the following
along with a seamless end-user experience:

« VPN less access for SaaS and internal web apps
+ Least privilege principle

+ Single sign-on (SSO)

+ Multifactor authentication

« Device posture assessment

+ Application-level security controls

« App protection features

The solution uses the StoreFront on-premises and Citrix Workspace app to enable a seamless and
secure access experience to access internal web/SaaS and TCP/UDP apps within Citrix Enterprise
Browser. This solution also uses NetScaler Gateway to enforce authentication and authorization
controls.

Citrix Secure Private Access on-premises solution enhances an organization’s overall security and
compliance posture with the ability to easily deliver zero-trust access to browser-based apps (internal
web/SaaS apps) and client-server apps (TCP/UDP apps) using the StoreFront on-premises portal as a
unified access portal to internal web/SaaS, TCP/UDP apps, along with virtual apps and desktops as
an integrated part of Citrix Workspace.

Citrix Secure Private Access™ combines the elements of NetScaler Gateway and StoreFront to deliver
an integrated experience for end users and administrators.

Functionality Service/Component providing the functionality

Consistent Ul to access apps StoreFront on-premises/Citrix Workspace app

SSO to SaaS and Web apps

Multifactor Authentication (MFA) and device
posture (aka End-Point Analysis)

Security controls and App protection controls for
web and SaaS apps

Authorization policies

Access enforcement

NetScaler® Gateway

NetScaler Gateway

Citrix Enterprise Browser™

Secure Private Access

NetScaler Gateway and Citrix Secure Access™
clients
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Functionality Service/Component providing the functionality
Configuration and Management Secure Private Access
Visibility, Monitoring, and Troubleshooting Secure Private Access, NetScaler Console

(formerly ADM), and Citrix Director

Components

This illustration shows the components of a typical Secure Private Access deployment.
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Secure Access
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Active
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Firewall Firewall

For information about each component, see Key components.

Fixed issues

August 18, 2025

The following issue is addressed in release 2507.

Domain Controller configuration

The one-way or two-way trust with trust type as “Forest”between domains across different AD forests
isn’t supported.
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For example, if a.com and b.com domains are in two different AD forests, and SPA is installed on a
machine where the domain is joined to a.com / b.com, then other domain users cannot access SPA
published apps.

[SPAOP-2031]

Known issues

September 6, 2025
The following issues exist in release 2507.
Note:

Some issues are assigned a tracking ID for internal reference only and these do not have any

impact on the customer.

Director Ul

When multiple applications are launched within a session, only the initially launched application is
displayed in the Director Ul. Subsequent application launches are not shown in the monitoring inter-
face.

[SPAOP-8483]

Policy Modeling tool

User names are not populated in the Access Policies > Policy Modeling tool for administrators with
the Read Only Administrator role.

Workaround: To display user names for these administrators, ensure that the General service is also
enabled for the Read Only Administrator role.

Domain Controller configurations

« If the machine’s domain where Secure Private Access for on-premises is installed is different
than the domain of the administrator logged in to Secure Private Access, then you must do the
following:

Add a different domain service account as an identity in the 1IS Application pool for both the
Secure Private Access admin and runtime service.
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[SPAOP-1558]

« Distribution groups are not supported in Secure Private Access. Therefore, policies cannot
search for distribution groups to add user and group conditions.

+ Secure Private Access does not capture the domain details in the admin console or service.
Hence, it relies completely on the domain that the user provided. Therefore, if the correspond-
ing domain is not accessible or if the domain name is not a valid name, then that domain is not
supported.

NetScaler® Gateway

« The SSL virtual server with SSL profile configuration isn’t supported in the following scenario:

- The customer is using NetScaler Gateway 13.1-48.47 and later or 14.1-4.42 and later.
- Thens_vpn_enable_spa_onpremtoggle is enabled.

Workaround:

Bind the SSL parameters configured in the SSL profile directly to the SSL virtual server or disable
thens_vpn_enable_spa_onpremtoggle.

For details on the toggle, see Support for smart access tags.

RfWeb /| Workspace for web

« RfWeb /Workspace for web isn’t supported and hence the apps are not enumerated. For details,
see When using StoreFront version 2311 or later.

[SPAOP-2487]

Application launch

+ Application launch fails if LDAP UPN and sAMAccountName are different.

[SPAOP-1412]

StoreFront™

+ In Stores > Configure Unified Experience, the default receiver for Website must be configured
to /Citrix/<StoreName>Web. In earlier versions of StoreFront, the default receiver for Website
is set to a blank value and that does not work for Secure Private Access. Also, the earlier version
of the Receiver Ul is displayed on the client. For information on StoreFront configuration, see
StoreFront.
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« If you are using the StoreFront versions 2308 or earlier, the Stores > Manage Delivery Con-
trollers page displays the Secure Private Access plug-in type as XenMobile®. This doesn’t im-
pact the functionality.

Logging

+ Support bundle generation for the cluster isn’t supported.
+ Thelogs folders foradmin and runtime services must not be deleted. Secure Private Access can’
t recreate if these folders are deleted.

Upgrade

« After the database upgrade, the module/section tabs in the Ul do not appear for some time
(approximately an hour).

Workaround: Manually restart the IIS service if you want the tabs in the Ul to be visible immedi-
ately after the database upgrade.

[SPAOP-5331]

« When attempting to upgrade versions 2402 or later to 2507 by replacing the MSI, the Secure
Private Access tile in the Citrix Virtual Apps and Desktops™ installer shows Upgrade available.
However, clicking the Secure Private Access tile to proceed with the upgrade results in Secure
Private Access being uninstalled instead of being upgraded. The Core Components page dis-
plays the message “Secure Private Access will be removed.

[SPAOP-5495]

+ You cannot upgrade the Secure Private Access plug-in from earlier versions to 2507 if the plug-in
was installed using the Delivery Controller.

[SPAOP-4505]

User interface

« The Application launch count counter in the Secure Private Access > Overview page is not
incremented for TCP/UDP apps.

[SPAOP-4201]
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System requirements

September 6, 2025

Ensure that your product meets the minimal version requirements.

Product Minimum version

Citrix Workspace™ app Windows —2403 and later
macOS —2402 and later
StoreFront™ LTSR 2203 or CR 2212 and later

NetScaler 13.1, 14.1, and later. It is recommended to use
the latest builds of the NetScaler Gateway
version 13.1 or 14.1 for optimized performance.
For TCP/UDP apps - 14.1-25.56 and later

NetScaler FIPS 13.1-37.219 and later FIPS builds

Citrix Secure Access client Windows -24.6.1.17 and later

macOS - 24.06.2 and later

Linux - 24.10.1 and later

Director 2402 or later

Operating system for Secure Private Access Windows Server 2019 and later
plug-in server

Communication ports: Ensure that you have opened the required ports for the Secure Private Access
plug-in. For details, see Communication ports.

Databases: The following is the list of supported Microsoft SQL server versions for the site configura-
tion, configuration logging, and monitoring databases:

« SQL Server 2022, Express, Standard, and Enterprise Editions.
« SQL Server 2019, Express, Standard, and Enterprise Editions.
« SQL Server 2017, Express, Standard, and Enterprise Editions.

For new installations: By default, SQL Server Express 2017 with Cumulative Update 16 is installed
when installing the Controller, if an existing supported SQL Server installation is not detected.

For upgrades, any existing SQL Server Express version is not upgraded.

Thefollowing database high availability solutions are supported (except for SQL Server Express, which
supports only standalone mode):
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« SQL Server Always On Failover Cluster Instances
+ SQL Server AlwaysOn Availability Groups (including Basic Availability Groups)
+ SQL Server Database Mirroring

Windows authentication is required for connections between the Controller and the SQL Server site
database.

For more information about the databases, see Databases.

Note:

« The Secure Private Access for on-premises is not supported on Citrix Workspace app foriOS
and Android.

« The Citrix Secure Access client for Linux, iOS, and Android does not support Secure Private
Access on-premisesTCP/UDP apps.

Prerequisites

For creating or updating an existing NetScaler® Gateway, ensure that you have the following details:

« AWindows server machine with IIS running, configured with a SSL/TLS certificate, on which the
Secure Private Access plug-in will be installed.

« StoreFront store URLs to enter during the setup.

+ Store on StoreFront must have been configured and the Store service URL must be avail-
able. The format of the Store service URL is https://store.domain.com/Citrix/
StoreSecureAccess.

+ NetScaler Gateway IP address, FQDN, and NetScaler Gateway Callback URL.

« IP address and FQDN of the Secure Private Access plug-in host machine (or a load balancer if
the Secure Private Access plug-in is deployed as a cluster).

+ Authentication profile name configured on NetScaler.

+ SSL server certificate configured on NetScaler.

« Domain name.

+ Certificate configurations are complete. Admins must ensure that the certificate configurations
are complete. The Secure Private Access installer configures a self-signed certificate if no certifi-
cate is found in the machine. However, this might not always work.

Note:

The Runtime service (secureAccess application in the 1IS default website) requires anonymous
authentication to be enabled as it does not support Windows authentication. These settings are
set by the Secure Private Access installer by default and must not be changed manually.
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Admin account requirements

The following administrator accounts are required while setting up Secure Private Access.

« Install Secure Private Access: You must be logged in with a local machine administrator account.

+ Set Up Secure Private Access: You must sign into the Secure Private Access admin console with a

domain user which is also a local machine administrator for the machine where Secure Private

Access is installed.

« Manage Secure Private Access: You must sign into the Secure Private Access admin console with

a Secure Private Access administrator account.

Communication ports

The following table lists the communication ports that are used by the Secure Private Access plug-

n.

Source

Admin
Workstation

Secure Private
Access plug-in

Destination

Secure Private
Access plug-in

NTP Service

DNS Service
Active Directory

Director

License server

Type

HTTPS

TCP, UDP

TCP, UDP
TCP, UDP
HTTP, HTTPS

TCP

TCP

TCP

Port

4443

123

53
88
80, 443

8083

389

636

Details

Secure Private
Access plug-in -
Admin console
Time
synchronization
DNS lookup

Kerberos

Communication
to Director for
performance
management and
enhanced
troubleshooting
Communication
to license server
for collecting and
processing
licensing data
LDAP over
Plaintext (LDAP)
LDAP over SSL
(LDAPS)
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Source Destination

Microsoft SQL
Server

StoreFront

NetScaler
Gateway
StoreFront NTP Service

DNS Service

Active Directory

Secure Private
Access plug-in

NetScaler

Gateway
NetScaler Secure Private
Gateway Access plug-in

StoreFront

Type

TCP

HTTPS

HTTPS

TCP, UDP

TCP, UDP
TCP, UDP
TCP

TCP

TCP, UDP

HTTPS

HTTPS

HTTPS

HTTPS

Port

1433

443

443

123

53
88
389

636

464

443

443

443

443

Details

Secure Private
Access plug-in -
Database

communication
Authentication

validation
NetScaler

Gateway Callback
Time
synchronization
DNS lookup

Kerberos

LDAP over
Plaintext (LDAP)
LDAP over SSL
(LDAPS)

Native Windows
authentication
protocol to allow
users to change
expired
passwords
Authentication
and application

enumeration
NetScaler

Gateway Callback
Application
authorization
validation
Authentication
and Application
enumeration
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Source Destination Type Port
Web applications  HTTP, HTTPS 80, 443

User Device NetScaler HTTPS 443
Gateway

References

« Authentication profiles.
« How Authentication Policies Work.
« Bind an SSL Certificate to a Virtual Server (SSL) on NetScaler.

Sizing guidelines

September 6, 2025

Secure Private Access on-premises databases

Details

NetScaler
Gateway
communication
to configured
Secure Private
Access
applications
(Ports can differ
based on the
application
requirements)
Communication
between
end-user device
and NetScaler
Gateway

The Secure Private Access on-premises database contains information about the applications, poli-
cies, and related artwork. It also contains information related to troubleshooting and telemetry.

Due to their dynamic nature, the records for telemetry and troubleshooting undergo frequent changes

and are kept for a short period. Therefore, a Secure Private Access on-premises database must be

configured considering the need for frequent updates.

© 1997-2025 Citrix Systems, Inc. All rights reserved.
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During internal scalability testing, the following configuration of Secure Private Access on-premises
database was able to handle a 10000-user load.

Component Specification
Processor 8 vCPU
Memory 16 GB
Network 10 GBPs networking
Host storage Size: 127 GB

IOPS: 500

Maximum throughput: 100

Operating system Windows Server 2022
SQL Server SQL Server 2022 CU12
Daily database space used for 10000 users 5GB

Note:

« The metrics are derived based on the assumption that the log event cleanup is disabled and
the log retention period is set to 7 days.

+ Bydefault, the logs are retained for 90 days or up to 100 K log events are retained depending
on the configured settings. These settings are available in the Secure Private Access Run-
time service appsettings.json file and can be modified as required. For details, see Settings
to retain event logs.

Decision server sizing

The scalability of Secure Private Access on-premises server depends on the database used. The data-
base stores telemetry and troubleshooting information. The database’s scale depends on memory,
disk speed, and the number of CPUs used to process the load.

During the internal scalability testing, it was confirmed that the following configuration of 3 Secure
Private Access on-premises nodes was able to handle a 10000-user load.

Component Specification
Processor 4vCPU
Memory 8GB

© 1997-2025 Citrix Systems, Inc. All rights reserved. 13
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Component
Network

Host storage

Operating system

Install Secure Private Access

September 6, 2025

Specification

10 GBPs

Premium SSD LRS

Size: 127 GB

IOPS: 500

Maximum throughput: 100
Windows Server 2022

The Secure Private Access installer is part of the integrated Citrix Virtual Apps and Desktops™

installer.

Perform the following steps to install Secure Private Access:

1. Download the Citrix Virtual Apps and Desktops product software from https://www.citrix.com
/downloads/citrix-virtual-apps-and-desktops/ and launch the wizard.

2. Click Start next to Virtual Apps or Virtual Ap

ps and Desktops.

3. Choose Secure Private Access and follow the on-screen instructions to complete the installa-

tion.

© 1997-2025 Citrix Systems, Inc. All rights reserved.
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Deliver applications and desktops to any user, anywhere, on any device.

Virtual Apps and Desktops

Virtual Apps

cifrix

© 1997-2025 Citrix Systems, Inc. All rights reserved. 15



Citrix Secure Private Access™ - On premises

Citrix Virtual Apps and Desktops 7 & X

Get Started Prepare Machines and Images

Delivery Controller

Virtual Delivery Agent for Windows Multi-session OS

Install this agent to deliver applications and desktops from
Windows multi-session O3 virlual machines or physical machines.

Extend Deployment

Citrix Director o Citrix Web Studio o Session Recording e

Citrix License Server o Universal Print Server @ Citrix Workspace Environment e
Management Agent

Citrix StoreFront o Federated Authentication Service L) Citrix Studio e

Upgrade available

Secure Private Access 9

Product documentation

Knowledge Center Cancel

For detailed instructions, see the following topics:

» Install core components.
« Install using the command line.

Once the installation is complete, the first-time setup admin console opens automatically in the de-
fault browser window. You can click Continue to set up Secure Private Access.

Zero Trust Network Access to all enterprise applications
Secure access to all enterprise applications based on contextual access policies

Citrix Secure Private Access provides a better,
easier, and most secure way to access all
enterprise applications using Zero Trust security
principles.

Zero Trust Network Access solution that uses granular security controls VPN-less access to all internal applications. All connectivity is outbound from your data Citrix Secure Private Access provides the best user experience, eliminating
like watermarking, clipboard access, printer, copy and paste controls and center to the users, without even opening a firewall port. traffic backhauling and privacy concerns with employee personal data
other security features to protect your data and applications. going through the corporate network.
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You can also see the Secure Private Access shortcut on the desktop Start menu (Citrix > Citrix Secure

Private Access™).

Bl cCitix

& Citrix Secure Private Access

Citrix StorefFront

SSO to admin console

It is recommended that you configure Kerberos authentication for the browser that you use for the
Secure Private Access admin console. This is because Secure Private Access uses Integrated Windows
Authentication (IWA) for its admin authentication.

If Kerberos authentication isn’t set, you’re prompted by the browser to enter your credentials when
accessing the Secure Private Access admin console.

« If you enter your credentials, you enable Integrated Windows Authentication (IWA) sign on.
« If you do not enter your credentials, you’re presented with the Secure Private Access sign-on

page.

You must sign into the admin console to continue with the Secure Private Access setup. You can set
up Secure Private Access with any user who belongs to the same domain as the installation machine,
if the user has local administrator privileges on the installation machine.

For Google Chrome and Microsoft Edge browsers, perform the following steps to enable Kerberos.

1. Open Internet Options.
2. Select the Security tab and click Local Intranet Zone.
3. Click Sites and add the Secure Private Access URL.

You can also use a wildcard if planning to install Secure Private Access on multiple machines.
Forexample, "https://x.fabrikam. Local".

4. Click Custom Level.

5. In User Authentication > Logon, select Automatic logon with current user name and pass-
word.
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Home Share Wi Application Tools

€ Intemet Properties

v o » ThisPC » Downloads » SPA_installer_B6_32

General  SecUnty Privacy Content Conneclions Programs  Advarced A
Mame

Duick sccess

Select a zone to view or change sequrity settings. Citrix Recenver and Mug-ing

Desktop +
l Documentation
| Downloads *
Internet  Loeal infranet  Trusted sites  Restricted Support
sites Documents + x64
Local intranet | Pictures * 86
i . § Sites %
This zane is for all websites that are — Hoam
fourd an your intranet. & Security Settings - Local Intranet Zone <
) ) Setings
Security level for this zone O -
Alowed levels for tis 2one: Al @ E
- Appropriate for websites an your local rs (@) Disable
(intranet) O E
- - Mast content wil be run withowt promptil
- Uinsigned ActveX controls wil nat be doy & sapong of Java applets
- Game as Medum level without prompts () Disable
[ Enable Frotected Made (requrres restarbng Inker g Sr:r:
Custom level. H B2, User Authentication
2, Logen
Reget ol zones o () anonymous logon
) Automate logon arly m Inramet fone
AutOmanc IHQon with QUITEnT uSer Ml
() Prompt for user nams nd password .
< »
"Takes effect after you restart your computer
Resel cuntom sethngs

Resetior  wedium-on (default)

Note:

+ Ifusing ChromeIncognito sessions, create a DWORD registry key Computer\HKEY_LOCAL_MACHINE\SOFTW/*
and set to value 1.

+ You must restart all Chrome windows (including non-Incognito windows) before Kerberos gets
enabled for the Incognito mode.

« For other browsers, check the specific browser’s documentation on Kerberos authentication.

Next steps

« Setup Secure Private Access

Configure NetScaler Gateway
+ Configure applications

Configure access policies for the applications
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Components

September 6, 2025

The following are the key components in a typical Secure Private Access for on-premises deploy-
ment.

+ StoreFront: - StoreFront authenticates users and manages stores of desktops and applications
that users access. It can host your enterprise application store, which gives users self-service
access to the desktops and applications that you make available to them. It also tracks users’
application subscriptions, shortcut names, and other data. This helps ensure that users have a
consistent experience across multiple devices. For details about the integration of StoreFront
with Secure Private Access, see StoreFront.

+ NetScaler Gateway: - NetScaler Gateway provides a single secure point of access through the
corporate firewall. For details about the integration of NetScaler Gateway with Secure Private
Access, see NetScaler Gateway.

+ Director: (Optional) Director enables you for effective performance monitoring and trou-
bleshooting. To integrate Director with Secure Private Access, you must enter the IP address
of the FQDN of the Director server that must be registered with Secure Private Access. For
details about the integration of Director with Secure Private Access, see Secure Private Access
integration with Director.

+ License Server: License server collects and processes licensing data. For details about the inte-
gration of license server with Secure Private Access, see License Server integration with Secure
Private Access.

« Web Studio: (Optional) Citrix Secure Private Access is integrated into the Web Studio console
to enable users seamlessly access the service through Web Studio. For details about the Secure
Private Access integration with Web Studio, see Secure Private Access integration with Web Stu-
dio.

For information about the minimum versions requirements of these products, see System require-
ments.

Note:

Director and License Server are integrated with Secure Private Access starting from release 2402.

StoreFront

September 6, 2025
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If Secure Private Access is co-hosted with StoreFront, then the Secure Private Access configuration on
StoreFront is done automatically by the first time setup wizard.

However, if Secure Private Access is not co-hosted with StoreFront, then certain configuration changes
have to be done manually.

Perform the following steps to configure StoreFront manually.

1. Download the script from the Secure Private Access admin console (Settings > Integrations).

2. Click Download Script corresponding to the StoreFront entry for which the configuration
changes have to be done.

The downloaded zip file contains a configuration script, a README file, and a configuration
cleanup script. The cleanup script can be used in case integration between StoreFront and Se-
cure Private Access is to be removed.

3. Run the script as an admin on a PowerShell 64-bit instance by using the command ./
ConfigureStorefront.psl.

» No other parameters are required.

« The PowerShell script execution policy must be set to Unrestricted or Bypass to run the
StoreFront script.

« The script also propagates the configuration to other StoreFront servers if StoreFront is
configured as a cluster.

Once StoreFront is configured with the Secure Private Access settings, the Secure Private Access plug-
in configuration can be seen in the StoreFront admin Ul (Manage Delivery Controllers screen).

The StoreFront script automatically configures the aggregation group setting for Secure Private Ac-
cess if the same is configured for the Citrix Virtual Apps and Desktops™ delivery controller. By default,
the script configures Secure Private Access for everyone (User Mapping and Multi-Site Aggregation
Configuration > Configured).

Important:

« Itisrecommended to use the StoreFront script downloaded from the Secure Private Access
admin Ul to configure StoreFront for Secure Private Access only. Do not configure Secure
Private Access from the StoreFront admin Ul as the Ul does not cover all the required config-
uration on StoreFront. The script must be run to complete all the necessary configurations.

« One Secure Private Access site can be configured on multiple StoreFront deployments (ei-
ther on another store on the same StoreFront or a different StoreFront deployment) as well.
StoreFront can be added from the Settings > Integrations page.

« The StoreFront auto configuration doesn’t work from Settings > Integration page even
if Secure Private Access is co-hosted with StoreFront. Autoconfiguration is done only dur-
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ing the first-time setup. If a new store configuration is added from the Settings page, the

StoreFront script must be downloaded and run on the corresponding StoreFront machine.

When using StoreFront version 2308 or earlier

If you are using StoreFront version 2308 or earlier, the StoreFront admin Ul has the following known

issues:

+ The Secure Private Access plug-in type is shown as XenMobile.

+ The Secure Private Access server URL is not displayed.

« The Secure Private Access port is always shown as 80.

Manage Delivery Controllers - alfacqel
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Display name:
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Advanced Settings
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advanced settings using the 'Settings' dialog.
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When using StoreFront version 2311 or later

In StoreFront version 2311 and later, the Citrix Workspace™ for Web client doesn’t enumerate the Se-

cure Private Access apps. This is because Secure Private Access doesn’t support the Secure Private

Access app launch in the Workspace for Web platform.
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NetScaler Gateway

September 6, 2025

NetScaler Gateway configuration is supported for both Web/SaaS and TCP/UDP applications. You can
create a NetScaler Gateway or update an existing NetScaler Gateway configuration for Secure Private
Access. It is recommended that you create NetScaler snapshots or save the NetScaler configuration
before applying these changes.

For details on NetScaler Gateway configurations for Web/SaaS and TCP/UDP applications, see the fol-
lowing topics:

+ NetScaler Gateway configuration for Web/SaaS applications
» NetScaler Gateway configuration for TCP/UDP applications

Compatibility with the ICA® apps

NetScaler Gateway created or updated to support the Secure Private Access plug-in can also be used
to enumerate and launch ICA apps. In this case, you must configure Secure Ticket Authority (STA) and
bind it to the NetScaler Gateway.

Note:

STA server is usually a part of Citrix Virtual Apps and Desktops™ deployment.

For details, see the following topics:

+ Configuring the Secure Ticket Authority on NetScaler Gateway
« FAQ: Citrix Secure Gateway/ NetScaler Gateway Secure Ticket Authority

Support for smart access tags

Note:

« The information provided in this section is applicable only if your NetScaler Gateway ver-
sion is before 14.1-25.56.

« If your NetScaler Gateway version is 14.1-25.56 and later, then you can enable the Secure
Private Access plug-in on NetScaler Gateway by using the CLI or GUI. For details, see Enable
Secure Private Access plug-in on NetScaler Gateway.

In the following versions, NetScaler Gateway sends the tags automatically. You do not have to use the
gateway callback address to retrieve the smart access tags.
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e 13.1-48.47 and later
e 14.1-4.42 and later

Smart access tags are added as a header in the Secure Private Access plug-in request.

Configure Secure Private Access toggles

The following table lists the toggles that must be used to support smart access tags for on-premises
deployments:

Toggle name Description

nsapimgr_wr.sh -ys Enable Secure Private Access for on-premises
call=ns_vpn_enable_spa_onprem deployments

nsapimgr_wr.sh -ys call= Disable Secure Private Access for on-premises
ns_vpn_disable_spa_onprem deployments

nsapimgr_wr.sh -ys Enable TCP/UDP apps

ns_vpn_enable_spa_tcp_udp_apps=3

nsapimgr_wr.sh -ys Disable TCP/UDP apps
ns_vpn_enable_spa_tcp_udp_apps=0

nsapimgr_wr.sh -ys call= Enable SecureBrowse client mode for HTTP
toggle_vpn_enable_securebrowse_cliercalloodmnfig

nsapimgr -ys call= Enable redirection to the “Access restricted”
toggle_vpn_redirect_to_access_restripaged gueess.iodeniedy

nsapimgr -ys call= Use the “Access restricted”page hosted on CDN.
toggle_vpn_use_cdn_for_access_restricted_page

Note:

+ To disable the toggles that do not have separate disable commands, run the same com-
mand again. This is applicable only for commands that have “toggle”in the command.

« To verify whether the toggle is on or off run the nsconmsg command.

+ To configure smart access tags on NetScaler Gateway, see Configure contextual tags.
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Persist Secure Private Access plug-in settings on NetScaler

To persist the Secure Private Access plug-in settings on NetScaler, do the following:

1. Create or update the file /nsconfig/rc.netscaler.
2. Add the following commands to the file.
nsapimgr -ys call=ns_vpn_enable_spa_onprem
nsapimgr -ys call=toggle_vpn_enable_securebrowse_client_mode

nsapimgr -ys call=toggle_vpn_redirect_to_access_restricted_page_on_deny

nsapimgr -ys call=toggle_vpn_use_cdn_for_access_restricted_page

3. Save thefile.

The Secure Private Access plug-in settings are automatically applied when NetScaler is restarted.

Enable Secure Private Access plug-in on NetScaler Gateway

Starting from NetScaler Gateway 14.1-25.56 and later, you can enable the Secure Private Access plug-
in on NetScaler Gateway by using the NetScaler Gateway CLI or the GUI. This configuration replaces
the nsapimgr_wr.sh -ys call=ns_vpn_enable_spa_onprem knob used in versions be-
fore 2407.

CLI:
At the command prompt, type the following command:
set vpn parameter -securePrivateAccess ENABLED

GUI:

1. Navigate to NetScaler Gateway > Global Settings > Change Global NetScaler Gateway Set-
tings.

2. Click the Security tab.

3. In Secure Private Access, select ENABLED.
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< Global NetScaler Gateway Settings

MNetwork Configuration Client Experience Security Published Applications Remote Desktop PColP
Default Authorization Action®
DENY

Secure Browse*

EMABLED

Client Security Encryption

Smartgroup

Advanced Settings

SameSite

Secure Private Access®

ENABLED

Upload public gateway certificate
If the public gateway is not reachable from the Secure Private Access machine, then you must upload
a public gateway certificate to the Secure Private Access database.

Perform the following steps to upload a public gateway certificate:

1. Open PowerShell or the command prompt window with the admin privileges.

2. Change the directory to the Admin\AdminConfigTool folder under the Secure Private
Access installation folder (for example, cd “C:\Program Files\Citrix\Citrix Access Secu-
rity\Admin\AdminConfigTool”)

3. Run the following command:

\AdminConfigTool.exe /UPLOAD_PUBLIC_GATEWAY_CERTIFICATE <PublicGatewayUrl
> <PublicGatewayCertificatePath>

Known limitations

+ Existing NetScaler Gateway can be updated with script but there can be an infinite number of
possible NetScaler configurations that can’t be covered by a single script.
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« If you use NetScaler deployed in the cloud, you must make some changes in the network. For
example, allow communications between NetScaler and other components on certain ports.
For details on the ports, see Communication ports.

+ If you enable SSO on NetScaler Gateway, make sure that NetScaler communicates to Store-
Front™ using a private IP address. You might have to add a new StoreFront DNS record to
NetScaler with a StoreFront private IP address.

NetScaler Gateway configuration for Web/Saa$ applications

September 6, 2025

To create NetScaler Gateway for Web/SaaS applications, perform the following steps:

1. Download the latest script xns_gateway_secure_access.shx. from https://www.citrix
.com/downloads/citrix-secure-private-access/Shell-Script/.

2. Upload these scripts to the NetScaler machine. You can use the WinSCP app or the SCP
command. For example, *scp ns_gateway_secure_access.sh nsroot@nsalfa.
fabrikam.local:/var/tmp*.

Forexample,*scp ns_gateway_secure_access.sh nsroot@nsalfa.fabrikam.
local: /var/tmpx*

Note:

« It’s recommended to use NetScaler /var/tmp folder to store temp data.
+ Make sure that the file is saved with LF line endings. FreeBSD does not support CRLF.
« If you see the error —bash: /var/tmp/ns_gateway_secure_access.sh
/bin/shAM: bad interpreter: No such file or directory, it
means that the line endings are incorrect. You can convert the script by using any
rich text editor, such as Notepad++.

3. SSH to NetScaler and switch to shell (type ‘shell’on NetScaler CLI).
4. Make the uploaded script executable. Use the chmod command to do so.
chmod +x /var/tmp/ns_gateway_secure_access.sh

5. Run the uploaded script on the NetScaler shell.
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SecureAccess_Gateway): spaonprem

NetScaler > FQDN: ns7544.gwonprem.corp
SPA Plugin I
SPA Plugin FQDN: spa.gwonprem.corp
L (including protocol http/https): https://
C. Y/N) (default: N): ¥

er authentication profile name
NetScaler authentication vserver: aut
NetScaler SSL server certificate name:
Domain: gwonprem.corp

sPA Plugin F
SPA Plugin I
StoreFront Store URL: https:

ccess created

d run command:
_gateway_secure_access tle /var/tmp/ns_gateway secure_access_output
cess_output file for output

6. Inputthe required parameters. For the list of parameters, see Prerequisites.

For the authentication profile and SSL certificate you have to provide names of existing

resources on NetScaler.

Anew file with multiple NetScaler commands (the default is var/tmp/ns_gateway_secure_access)

is generated.
Note:

During script execution, NetScaler and Secure Private Access plug-in compatibility is
checked. If NetScaler supports the Secure Private Access plug-in, the script enables
NetScaler features to support smart access tags sending improvements and redirection
to a new Deny Page when access to a resource is restricted. For details about smart tags,

see Support for smart access tags.

The Secure Private Access plug-in features persisted in the /nsconfig/rc.netscaler file allow

to keep them enabled after NetScaler is restarted.
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7. Switch to the NetScaler CLI and run the resultant NetScaler commands from the new file with
the batch command. For example;

batch -fileName /var/tmp/ns_gateway_secure_access -outfile
/var/tmp/ns_gateway_secure_access_output

NetScaler runs the commands from the file one by one. If a command fails, it continues with
the next command.

A command can fail if a resource exists or one of the parameters entered in step 6 is incorrect.

8. Ensure that all commands are successfully completed.

Note:

If there’s an error, NetScaler still runs the remaining commands and partially creates/up-
dates/binds resources. Therefore, if you see an unexpected error because of one of the
parameters being incorrect, it’s recommended to redo the configuration from the start.

Update existing NetScaler Gateway configuration for Web and Saa$S apps

You canusethens_gateway_secure_access_update. shscriptonan existing NetScaler Gate-
way to update the configuration for Web and SaaS apps. However, if you want to update the existing
configuration (NetScaler Gateway version 14.1-4.42 and later) manually, use the Example commands
to update an existing NetScaler Gateway configuration. Also, you must update the NetScaler Gateway
virtual server and session action settings.

Note:

Starting from NetScaler Gateway 14.1-25.56 and later, you can enable the Secure Private Access
plug-in on NetScaler Gateway by using the NetScaler Gateway CLI or the GUI. For details, see
Enable Secure Private Access plug-in on NetScaler Gateway.

You can also use the scripts on an existing NetScaler Gateway to support Secure Private Access. How-
ever, the script does not update the following:

« Existing NetScaler Gateway virtual server
« Existing session actions and session policies bound to NetScaler Gateway

Ensure that you review each command before execution and create backups of the gateway configu-
ration.
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NetScaler Gateway virtual server settings

When you add or update the existing NetScaler Gateway virtual server, ensure that the following pa-
rameters are set to the defined values. For sample commands, see Example commands to update an
existing NetScaler Gateway configuration.

Add a virtual server:

« tcpProfileName: nstcp_default_XA_XD_profile
+ deploymentType: ICA_STOREFRONT (available only with the add vpn vserver command)
« icaOnly: OFF

Update a virtual server:

« tcpProfileName: nstcp_default_XA_XD_profile
« icaOnly: OFF

NetScaler Gateway session actions settings

Session action is bound to a gateway virtual server with session policies. When you create or update
a session action, ensure that the following parameters are set to the defined values. For sample com-
mands, see Example commands to update an existing NetScaler Gateway configuration.

« transparentInterception: OFF

+ SSO: ON

+ ssoCredential: PRIMARY

e UseMIP: NS

« useIIP: OFF

« icaProxy: ONor OFF

« wihome: "https://storefront.mydomain.com/Citrix/MyStoreWeb" - replace
with real store URL. Path to Store /Citrix/MyStoreWeb is optional.

« ClientChoices: OFF

« ntDomain: mydomain.com - used for SSO (optional)

« defaultAuthorizationAction: ALLOW

« authorizationGroup: SecureAccessGroup (Make sure that this group is created, and is
used to bind Secure Private Access specific authorization policies)

« clientlessVpnMode: ON or OFF

« clientlessModeUrlEncoding: TRANSPARENT

« SecureBrowse: ENABLED

« Storefronturl: "https://storefront.mydomain.com"

« sfGatewayAuthType: domain
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Note:

Starting from NetScaler Gateway release 14.1 build 43.x and later, ICA Proxy mode is supported
for Web/SaaSs apps.

Example commands when ICA® Proxy is disabled

+ Add/update a virtual server.

add vpn vserver SecureAccess_Gateway SSL 999.999.999.999 443 -
Listenpolicy NONE -tcpProfileName nstcp_default_XA_XD_profile -
deploymentType ICA_STOREFRONT -vserverFqdn gateway.mydomain.com -
authnProfile auth_prof_name -icaOnly OFF -dtls OFF

« Add a session action.

add vpn sessionAction AC_OSspahybrid -transparentInterception
OFF -defaultAuthorizationAction ALLOW -authorizationGroup
SecureAccessGroup -SSO ON -ssoCredential PRIMARY -useMIP NS -
useIIP OFF -icaProxy OFF -wihome "https://storefront.example.
corp/Citrix/SPAWeb"-ClientChoices OFF —-ntDomain example.corp -
clientlessVpnMode ON -clientlessModeUrlEncoding TRANSPARENT -
SecureBrowse ENABLED -storefronturl "https://storefront.example.
corp"-sfGatewayAuthType domain

« Add a session policy.

add vpn sessionPolicy PL_OSspahybrid "HTTP.REQ.HEADER(\"User-Agent\")
.CONTAINS(\"CitrixReceiver\")"AC_0Sspahybr-id

« Bind the session policy to the VPN virtual server.

bind vpn vserver SecureAccess_Gateway -policy PL_OSspahybrid -
priority 100 -gotoPriorityExpression NEXT -type REQUEST

« Bind the Secure Private Access provider to the VPN virtual server.

bind vpn vserver spahybrid -securePrivateAccessUrl "https://spa.
example.corp"

For details on session action parameters, vpn-sessionAction.

Example commands when ICA Proxy is enabled

« Add/update a virtual server.
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add vpn vserver SecureAccessGroup SSL 999.999.999.999 443 -
Listenpolicy NONE -tcpProfileName nstcp_default_XA_XD_profile
-deploymentType ICA_STOREFRONT -vserverFqdn gateway.mydomain.com
—authnProfile auth_prof_name -icaOnly OFF -dtls OFF

+ Add a session action

add vpn sessionAction AC_OSspaonprem -transparentInterception OFF
-SSO ON -ssoCredential PRIMARY -useMIP NS -useIIP OFF -icaProxy
ON -wihome "https://storefront.example.corp/Citrix/SPAWeb'"-
ClientChoices OFF —-ntDomain gwonprem.corp —-defaultAuthorizationAction
ALLOW -authorizationGroup SecureAccessGroup -clientlessVpnMode
OFF -clientlessModeUrlEncoding TRANSPARENT -SecureBrowse ENABLED
-storefronturl "https://storefront.example.corp'"-sfGatewayAuthType
domain

« Add authorization policies

add authorization policy ALLOW_STOREFRONT " (HTTP.REQ.HOSTNAME
.SET_TEXT_MODE (IGNORECASE) .STARTSWITH(\"gateway.example..corp
\")|| HTTP.REQ.HOSTNAME.SET_TEXT_MODE (IGNORECASE) .STARTSWITH
(\"storefront.example.corp\"))&& (HTTP.REQ.URL.SET_TEXT_MODE (
IGNORECASE) . STARTSWITH(\"/Citrix\") || HTTP.REQ.URL.SET_TEXT_MODE (
IGNORECASE) .STARTSWITH(\"/AGServices\"))"ALLOW

add authorization policy SECUREACCESS_AUTHORIZATION " (CLIENT.
SSLVPN.MODE.EQ(\"SECURE_BROWSE\") || HTTP.REQ.HEADER(\"X-Citrix
-AccessSecurity\") .EXISTS || HTTP.REQ.HEADER(\"X-Citrix-Secure-
Browser\") .EXISTS)&& sys.HTTP_CALLOUT (SecureAccess_httpCallout)"
ALLOW

add authorization policy SECUREACCESS_AUTHORIZATION_ICAPROXY "
CLIENT.SSLVPN.MODE.EQ(\"ICAPROXY\")&& HTTP.REQ.HOSTNAME.SET_TEXT_MODE
(IGNORECASE) . STARTSWITH(\"gateway.example.corp\").NOT && HTTP.
REQ.HOSTNAME.SET_TEXT_MODE (IGNORECASE) . STARTSWITH(\"storefront.
example.corp\") .NOT && sys.HTTP_CALLOUT (SecureAccess_httpCallout)
"ALLOW

« Bind the secure access authorization policy to the VPN virtual server

bind aaa group SecureAccessGroup -policy ALLOW_STOREFRONT -
priority 100 -gotoPriorityExpression END

bind aaa group SecureAccessGroup -policy SECUREACCESS_AUTHORIZATION
-priority 1000 -gotoPriorityExpression END
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bind aaa group SecureAccessGroup -policy SECUREACCESS_AUTHORIZATION_ICAPRC
-priority 1100 -gotoPriorityExpression END

« Bind the Secure Private Access provider to the VPN virtual server.

bind vpn vserver spahybrid -securePrivateAccessUrl "https://spa.
example.corp"

Additional information

For additionalinformation on NetScaler Gateway for Secure Private Access, see the following topics:

« Compatibility with the ICA apps

+ Support for smart access tags

« Persist Secure Private Access plug-in settings on NetScaler
» Enable Secure Private Access plug-in on NetScaler Gateway
» Upload public gateway certificate

« Known limitations

NetScaler Gateway configuration for TCP/UDP applications

September 6, 2025

You can use the procedure outlined in NetScaler Gateway configuration for Web/SaaS applications to
configure TCP/UDP applications.

Update existing NetScaler Gateway configuration for TCP/UDP apps

If you are updating the configuration from earlier versions to 2407, it is recommended that you up-
date the configuration manually. For details, see Example commands to update an existing NetScaler
Gateway configuration. Also, you must update the NetScaler Gateway virtual server and session ac-
tion settings.

NetScaler Gateway virtual server settings

When you add or update the existing NetScaler Gateway virtual server, ensure that the following pa-
rameters are set to the defined values. For sample commands, see Example commands to update an
existing NetScaler Gateway configuration. Also, you must update the NetScaler Gateway virtual server
and session action settings.
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Add a virtual server:

« tcpProfileName: nstcp_default_XA_XD_profile
+ deploymentType: ICA_STOREFRONT (available only with the add vpn vserver command)
« icaOnly: OFF

Update a virtual server:

« tcpProfileName: nstcp_default_XA_XD_profile
« icaOnly: OFF

For details on the virtual server parameters, see vpn-sessionAction.

NetScaler Gateway session policy settings

Session action is bound to a gateway virtual server with session policies. When you create or update
a session action, ensure that the following parameters are set to the defined values. For sample com-
mands, see Example commands to update an existing NetScaler Gateway configuration. Also, you
must update the NetScaler Gateway virtual server and session action settings.

« transparentInterception: ON

+ SSO: ON

+ ssoCredential: PRIMARY

e UseMIP: NS

« useIIP: OFF

« icaProxy: OFF

« ClientChoices: ON

« ntDomain: mydomain.com - used for SSO (optional)
« defaultAuthorizationAction: ALLOW

« authorizationGroup: SecureAccessGroup

« clientlessVpnMode: OFF

« clientlessModeUrlEncoding: TRANSPARENT
» SecureBrowse: ENABLED

Example commands to update an existing NetScaler Gateway configuration
Note:

If you are manually updating the existing configuration, then in addition to the following com-
mands, you must update the /nsconfig/rc.netscaler file with the command nsapimgr_wr.sh
-ys ns_vpn_enable_spa_tcp_udp_apps=3.

© 1997-2025 Citrix Systems, Inc. All rights reserved. 33


https://developer-docs.netscaler.com/en-us/adc-command-reference-int/current-release/vpn/vpn-sessionAction.html
https://docs.citrix.com/en-us/citrix-secure-private-access/current-release/spa-onprem-netscaler-gateway-tcp-udp-config#example-commands-to-update-an-existing-netscaler-gateway-configuration

Citrix Secure Private Access™ - On premises

« Add a VPN session action to support Citrix Secure Access-based connections.

add vpn sessionAction AC_AG_PLGspaonprem -splitDns BOTH -splitTunnel

ON -transparentInterception ON -defaultAuthorizationAction ALLOW
—authorizationGroup SecureAccessGroup -SSO ON -ssoCredential

PRIMARY -useMIP NS -useIIP OFF -icaProxy OFF -ClientChoices ON -
ntDomain example.corp -clientlessVpnMode OFF -clientlessModeUrlEncoding
TRANSPARENT -SecureBrowse ENABLED

« Add a VPN session policy to support Citrix Secure Access-based connections.

add vpn sessionPolicy PL_AG_PLUGINspaonprem "HTTP.REQ.HEADER
(\"User-Agent\") .CONTAINS(\"CitrixReceiver\").NOT && (HTTP.REQ
.HEADER(\"User-Agent\") .CONTAINS (\"plugin\") || HTTP.REQ.HEADER(\"
User-Agent\") .CONTAINS(\"CitrixSecureAccess\"))"AC_AG_PLGspaonprem

« Bind the session policy to the VPN virtual server to support Citrix Secure Access-based connec-
tions.

bind vpn vserver spaonprem —-policy PL_AG_PLUGINspaonprem -priority
105 -gotoPriorityExpression NEXT -type REQUEST

« Add an HTTP callout policy to support authorization validation for TCP/UDP based connections.
Note:

This step is required only if your NetScaler Gateway version is lower than 14.1-29.x.

add policy httpCallout SecureAccess_httpCallout_TCP -IPAddress
192.0.2.24 -port 443 -returnType BOOL -httpMethod POST -hostExpr
"\"spa.example.corp\""-urlStemExpr "\'"/secureAccess/authorize\"
"-headers Content-Type("application/json")X-Citrix-SecureAccess-
Cache("dstip="+HTTP.REQ.HEADER("CSIP").VALUE(®)+"&sessid="+aaa.
user.sessionid)-bodyExpr q/"{ "+"\"userName\":\'""+aaa.USER.NAME
.REGEX_REPLACE (re#\\\#, " "\\\\\",ALL)+"\","+"\"domain\":\""+aaa.
USER.DOMAIN+"\","+"\"customTags\":\""+http.REQ.HEADER("X-Citrix
-AccessSecurity") .VALUE(Q)+"\","+"\"gatewayAddress\":\"ns224158
.example.corp\","+"\"userAgent\":\"CitrixSecureAccess\","+"\"
applicationDomain\":\""+http.REQ.HEADER("CSHOST") .VALUE(@)+"\",
"+"\"smartAccessTags\":\""+aaa.user.attribute("smartaccess_tags
"MY+"\",\"applicationType\":\"ztna\",\"applicationDetails\":{
\"destinationIp\":\""+HTTP.REQ.HEADER("CSIP") .VALUE(Q)+"\",6\"
destinationPort\":\""+HTTP.REQ.HEADER("PORT") .VALUE (©)+"\",\"
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protocol\":\"TCP\" } } "/ -scheme https -resultExpr "http.RES.
HEADER (\"X-Citrix-SecureAccess-Decision\").contains(\"ALLOW\")"

where

- 192.0.2.24 is the Secure Private Access plug-in IP address
- spa.example.corp is the FQDN of the Secure Private Access plug-in
- ns224158.example.corp is the FQDN of the gateway VPN virtual server

« Add an authorization policy to support TCP/UDP based connections.

add authorization policy SECUREACCESS_AUTHORIZATION_TCP "HTTP.REQ
.URL.EQ(\"/cs\")&& HTTP.REQ.HEADER(\"PRTCL\").EQ(\"TCP\")&& sys.
HTTP_CALLOUT (SecureAccess_httpCallout_TCP)"ALLOW

« Bind the authorization policy to the authentication and authorization group to support
TCP/UDP based applications.

bind aaa group SecureAccessGroup —-policy SECUREACCESS_AUTHORIZATION_TCP
-priority 1010 -gotoPriorityExpression END

+ Bind the Secure Private Access plug-in to the VPN virtual server.

bind vpn vserver spaonprem —-appController "https://spa.example.
corp"

Additional information

For additional information on the NetScaler Gateway for Secure Private Access, see the following top-
ics:

Compatibility with the ICA apps

Support for smart access tags

Persist Secure Private Access plug-in settings on NetScaler

Enable Secure Private Access plug-in on NetScaler Gateway

Upload public gateway certificate
« Known limitations

Contextual tags

September 6, 2025
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The Secure Private Access plug-in provides contextual access (smart access) to Web or SaaS applica-
tions based on the user session context such as device platform and OS, installed software, geoloca-
tion.

Administrators can add conditions with contextual tags to the access policy. The contextual tag on the
Secure Private Access plug-in is the name of a NetScaler® Gateway policy (session, preauthentication,
EPA) that is applied to the sessions of the authenticated users.

The Secure Private Access plug-in can receive smart access tags as a header (new logic) or by making
callbacks to Gateway. For details, see Smart access tags.

Note:

« Starting from NetScaler Gateway 14.1-25.x and later, nFactor EPA policies are supported.
« If your NetScaler Gateway version is lower than 14.1-25.x, then only classic gateway preau-
thentication policies can be configured on NetScaler Gateway.

Configure custom tags using the GUI

The following high-level steps are involved in configuring contextual tags.

1. Configure a classic gateway preauthentication policy
2. Bind the classic preauthentication policy to the gateway virtual server

Configure a classic gateway preauthentication policy

1. Navigate to NetScaler Gateway > Policies > Preauthentication and then click Add.

2. Select an existing policy or add a name for the policy. This policy name is used as the custom
tag value.

3. In Request Action, click Add to create an action. You can reuse this action for multiple policies,
for example, use one action to allow access, another to deny access.
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Create Preauthentication Profile

MName*

win10_profile @

Action*

ALLOW v
Processes to be cancelled

Files to be deleted

Default EPA Group

spaocpdev @

4. Fill in the details in the required fields and click Create.

5. In Expression, enter the expression manually or use the Expression editor to construct an ex-
pression for the policy.

Dashboard Configuration Reporting Documentation Downloads

i~ Create Preauthentication Policy

Name*

Windows10 (0]

Request Action®

Expression*

Select N Select N Select e

CLIENT.OS{win10).HOTFIX == EXISTS

The following figure displays a sample expression constructed for checking the Windows 10 OS.
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Add Expression

Select Expression Type: Client Security
Component
Operating System e
Name*
Windows 10 e
Qualifier
Hotfix hd
Operator
-— A
Value*
EXISTS|

Frequency (min)
Error Weight

Freshness

[ J&=D

6. Click Create.
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Bind the custom tag to NetScaler Gateway

1. Navigate to NetScaler Gateway > Virtual Servers.

2. Select the virtual server for which the preauthentication policy is to be bound and then click
Edit.

3. Inthe Policies section, click + to bind the policy.

4. In Choose Policy, select the preauthentication policy and select Request in Choose Type.

Choose Type

Policies

Choose Policy*

Preauthentication R

Choose Type*

Request e

<

5. Select the policy name and the priority for the policy evaluation.

6. Click Bind.
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Choose Type
Policies
Choose Policy Choose Type
Preauthentication Request
Policy Binding
Select Policy*
Windows10 > Add O
» More
Binding Details
Priority*
100
<

Configure custom tags using the CLI

Run the following sample commands on the NetScaler CLI to create and bind a preauthentication
policy:

+ add aaa preauthenticationaction winl®_prof ALLOW

« add aaa preauthenticationpolicy Windowsl1® "CLIENT.OS(winl@)EXISTS
"winl@_prof

« bind vpn vserver _SecureAccess_Gateway -policy Windowsl® -priority
100

Run the following sample command on the NetScaler CLI to configure nFactor EPA policy:

« add authentication epaAction epaallowact -csecexpr "sys.client_expr
(\"proc_0_notepad.exe\")"-defaultEPAGroup allow_app -quarantineGroup

deny_app
+ add authentication Policy epaallow -rule true -action epaallowact

Adding a new contextual tag

1. Open the Secure Private Access admin console and click Access Policies.

2. Create a new policy or edit an existing policy.

3. Inthe Condition section, click Add condition and select Contextual Tags, Matches all of, and
then enter the contextual tag name (for example, Windows10).
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Note on EPA tags sent to Secure Private Access plug-in

The EPA action name configured in nFactor EPA policy and the associated group name as smart ac-
cess tags to the Secure Private Access plug-in. However, the tags that are sent are dependent on the
outcome of the EPA action evaluation.

« If all EPA actions in an nFactor EPA policy results in action DENY and a quarantine group is con-
figured in the last action, the quarantine group name is sent as the smart access.

« If an EPA action in an nFactor EPA policy results in action ALLOW, the EPA policy names asso-
ciated with the action and the default group name (if configured) are sent as the smart access
tags.

Authentication EPA Action

[

NAME DEFAULT GROUP QUARANTINE GROUP KILL PROCESS DELETE FILES EXPRESSION

| epallowact allow_app

epadenyact deny_app

devCertAct

ys.clien
ys.clien
ys.clien
preAuthDeviceCertAct sys.client_ex;
ys.clien
ys.clien
ys.clien

In this example, when the action is denied, deny_app is sent as the smart access tag to the Secure
Private Access plug-in. When the action is allowed, epaallowact and allow_app, are sent as the smart
access tags to the Secure Private Access plug-in.

References

+ Configure access policies for the applications.
+ Support for smart access tags.

License server

September 6, 2025

A license server for the Secure Private Access plug-in is a mandatory component required to collect
and process licensing data. A license server can be registered with Secure Private Access during the
initial setup or it can also be configured or updated after the setup is complete. For details about reg-
istering a license server with Secure Private Access, see Integrate StoreFront and NetScaler Gateway
servers.

You must specify the license server URL to connect Secure Private Access with the license server. The
Secure Private Access plug-in automatically registers itself on the license server.
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Note:

« You mustinstall at least one Citrix Virtual Apps and Desktops™ broker license on the license
server to register the Secure Private Access plug-in on the license server.

+ License server for the Secure Private Access plug-in is supported from version 11.17.2 build
45000 and later. If you already have a license server, you must upgrade the license server
to version 11.17.2 build 45000 version or later.

Configuration tool parameters

The following configuration tool parameters are available for the license server:

« Hashing - . \AdminConfigTool.exe LICENSE_SERVER_ENABLE_HASHING <true|
false>

+ Downloading Pll data - . \AdminConfigTool.exe DOWNLOAD_PII_DATA <filename
>

For more information about the licensing server, see Licensing Server.

Secure Private Access licensing telemetry data elements

September 6, 2025

Admin

Event header:

Field Description Example
ver Header version. Hardcoded: 1.0
ver: 1.0
id Unique event Id (GUID) 1fced2a0-52e7-4c48-bf4e-
6f2e06136el11
type Event type name. Hardcoded admin
type: admin
st UTC formatted timestamp 2011-08-12T20:17:46.384Z
prod Product name. Hardcoded. AccessSecurity.OnPrem

prod: AccessSecurity.OnPrem
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Field

prodVer

user

Event payload:

Field

actualtemplatecode

adminLoginType

clientType

tenantName

enabledFeatures

Configuration

Event header:

Description

Product version

Unique ID to identify the admin
logged in. The value is
scrambled.

Description

Payload template version.
Hardcoded:actualtemplatecode:

1.0
RBAC of admin

Source from which the admin
logged in, such as Admin
Console, Director, Public API. If
no User-Agent is received from
the client, the source is
classified as “Others.”

Tenant name for multitenant
deployments (service
providers) or site name for
single tenant.

Denotes the features that are
enabled for the session.

Example

2507

{

fullName:
C549LH671AV44B3T3 (always
scrambled)

samName: C982LH671A44B3F7
(always scrambled)

upn: C723LH671A44B3R7
(always scrambled)
C838LH671A44B3F7 (always
scrambled)

}

Example
1.0
type: enum

values:

fulladmin/readonly/helpdesk
AdminConsole/CitrixMonitor/Others

SPASitel
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Field

ver

type

st

prod

prodVer

Event payload:

Field

actualtemplatecode

appsPublished

Description

Header version. Hardcoded:

ver: 1.0
Unique event Id (GUID)

Event type name. Hardcoded
type: config

UTC formatted timestamp
Product name. Hardcoded
prod: AccessSecurity.OnPrem

Product version

Description

Payload template version.
Hardcoded.
actualtemplatecode: 1.0

List of internal and external
applications published.
Includes Web/SaaS and
TCP/UDP apps.

Example

1.0

1fced2a0-52e7-4c48-bfbe-
6f2e06136e11
config

2011-08-12T20:17:46.384Z

AccessSecurity.OnPrem

2507

Example

1.0

[
{

name:jira

type: web
internal: true

}

{

name:Office 365
type: saas
internal: false

}

{
name:eng_printer
type: tcp
internal: true

}

]
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Field

tenantName

enabledFeatures

User

Event header:

Field

ver

id

type

st

prod

prodVer

user

dvc

Description

Tenant name for multitenant
deployments (service
providers) or site name for
single tenant.

Denotes the features that are
enabled for the session.

Description

Header version. Hardcoded:
ver: 1.0
Unique event Id (GUID)

Event type name
type: user

UTC formatted timestamp

Product name. Hardcoded
prod: AccessSecurity.OnPrem

Product version

Unique ID to identify a user.
The values are scrambled.

Indicates the device ID and
device name using which the
device license is reported. The

Example

SPASitel

Example

1.0

1fced2a0-52e7-4c48-bf4e-
6f2e06136e11
user

2011-08-12T20:17:46.384Z

AccessSecurity.OnPrem

2507

{

fullName: C982F651A44B3F7
(always scrambled)
samName: 1Y7LH6971A87B3G9
(always scrambled)

upn: CY7LH62371A87B3
(always scrambled)

userSid: C758LH671A44B3F7

{(always scrambled)
Fivcld: C843LH297A44Y3I7

(always scrambled)
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Field

Event payload:

Field

actualtemplatecode

transportProtocolType

tenantName

appsAccesed

clientinfo

platformType

Description

Description

Payload template version.
Hardcoded:actualtemplatecode:

1.5
Connection type: TCP or UDP

or 0 (for Web\SaaS)

Tenant name for multitenant
deployments (service
providers) or site name for
single tenant.

List of apps which will be
accessed by the user for the
event.

This field indicates if the client
is Citrix Enterprise Browser,
Citrix Secure Access, Citrix
Workspace App, RfWeb along
with version.

This field displays the agent 0OS

type.

Example

Example

1.5

tcp

SPAOPDEVSite

{

published : {

internal : [issues.citrite.net]
external :[citrixsys.splunk.com,
www.office365.com]

}

unpublished : {

internal : []

external : [www.okta.com,
www.cloudcentral.com]

}

}

{name: ceb, version: 21.4.0}

Win/MacOS/iOS/Android

© 1997-2025 Citrix Systems, Inc. All rights reserved.

46



Citrix Secure Private Access™ - On premises

Field Description Example

enabledFeatures Denotes the features that are 1
enabled for the session.

Citrix Secure Access client

September 6, 2025

You can now access all private apps including TCP/UDP and HTTPS/HTTP apps either using a native
browser or a native client application via the Citrix Secure Access client running on your machine.

With the additional support of TCP/UDP applications within Citrix Secure Private Access, you can now
eliminate the dependency on atraditional VPN solution to provide access to all private apps for remote
users. For more information, see the Citrix Secure Access document.

Director (Optional)

September 6, 2025

Director integration with Secure Private Access enables effective performance monitoring and trou-
bleshooting. To integrate Director with Secure Private Access, you must enter the IP address of the
FQDN of the Director server that must be registered with Secure Private Access. For details, see Inte-
grate servers.

Registering Director with Secure Private Access is a mandatory configuration for the Secure Private
Access for on-premises version 2402 customers. If you do not have Director configured, you must
install the latest version of Director, LTSR 2402 or later. If you already have Director configured, you
must upgrade it to the latest version, LTSR 2402 or later. The Secure Private Access setup cannot be
completed without registering a Director. The validation also fails in the following cases.

+ Director is not registered with Secure Private Access.
« The Director IP address or the FQDN that you have entered does not exist.

For details about registering Director with Secure Private Access, see Integrate StoreFront and
NetScaler Gateway servers and Manage settings after installation.
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Note:

« Starting from Secure Private Access 2407 or later, the TCP/UDP sessions are also displayed
in addition to the Web/SaaS apps in the Director dashboard.

« Observability is not supported for Always On machine tunnel sessions. Therefore monitor-
ing and visibility into the activities and performance of these sessions are unavailable.

« Director registration or logon does not support Integrated Windows Authentication (IWA).
If the admin has logged into the Secure Private Access console using IWA, then the admin
is prompted to enter the credentials for Director registration.

« If the admin has done a manual sign-on to the Secure Private Access console, then those
details are leveraged for authenticating to the Director server. If that does not succeed, then
the admin is prompted to enter the credentials.

+ If the admin has to add a different Director after the setup is complete, register the new Di-
rector from the Manage Settings page. While updating the Director details after the setup,
admins must enter the credentials to make the changes. Single sign-on is not supported
for editing the Director URL IPv6, SSLv3.

Configure Director with Secure Private Access using the Director config tool

Configuring Director with Secure Private Access by using the Config tool is a mandatory step for the
integration to be complete. For details, see Secure Private Access integration with Director.

View Secure Private Access user sessions in Director

You can view the View Secure Private Access user sessions in Director. For details, see View a Secure
Private Access session by user.

Web Studio (Optional)

September 6, 2025

Citrix Secure Private Access™is also integrated into the Web Studio console to enable users seamlessly
access the service through Web Studio.

To enable this integration, you must install Web Studio version 2308 or later.

For details, see Integration of Secure Private Access with Web Studio.
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Important:

For the Secure Private Access 2507 integration into Web Studio, you must manually add the
baseAppServiceUrlintheWeb Studio templatefile. Forexample, "baseAppServiceUrl
": "https://<URL>:4443". The base app URL is required because all Secure Private
Access logs are sent to the base app.

Deploy Secure Private Access as a cluster (Optional)

September 6, 2025

The Secure Private Access on-premises solution can be deployed as a cluster for high availability, high
throughput, and scalability. For large deployments (for example, over 5000 users), multiple separate
Secure Private Access nodes can be deployed to distribute the workload and enhance scalability.

Create Secure Private Access nodes

« Create a new Secure Private Access site. For details, see Setup a Secure Private Access site.

« Add the required number of cluster nodes to the Secure Private Access site. For details, see
Setup Secure Private Access by joining an existing site.

+ In each Secure Private Access node, configure the same server certificates. The certificate sub-
ject common name or subject alternative name must match the load balancer FQDN.

+ While configuring the first node in Secure Private Access, use the load balancer names. To add
the subsequent nodes, specify the database address in the Integrations tab and manually run
the database script. For details on upgrading the database using scripts, see Upgrade the data-
base using scripts.

Application Domain Administrators Integrations

Connect with StoreFront and NetScaler Gateway servers to enable them to route traffic to Secure Private Access servers.

Secure Private Access address
The address of this Secure Private Access server or of the load balancer in front of your Secure Private Access servers. Users use this address to access their policies. This address must
be a valid web URL and does not have to be a public address.

Load balancer configuration

There are no specific load balancing configuration requirements for the Secure Private Access cluster
setup. If you are using NetScaler® as the load balancer, note the following:
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« The FQDNs used to access StoreFront are included in the DNS field as subject alternative name
(SAN). If you are using a load balancer, then include both the individual server’s FQDN and the
load balancer FQDN. This is applicable for SSL certificates. For Secure Private Access, configur-
ing a load balancer is sufficient. For details, see Load balancing with NetScaler.

Before configuring Secure Private Access, the StoreFront Store must be configured. If using a
load balancer, configure the base URL with the load balancer name and use HTTPS for secure
communication. For details, see Securing StoreFront with HTTPS.

« Secure Private Access services are recommended to run as HTTPS but this is not a mandatory
requirement. Secure Private Access services can be deployed as HTTP as well.

+ SSL offload or SSL bridge is supported, so any load balancer configuration can be used. When
using SSL bridge, ensure to configure the same server certificates in each Secure Private Access
node. Also, the certificate subject common name or subject alternative name (SAN) must match
the load balancer FQDN. Also, SAN must be configured in the Load Balancer service.

« The correct SSL certificate is bound to the IIS server and NetScaler.
+ Secure ciphers are used.

« Secure Private Access services (both admin and runtime) are stateless, and so persistency is not
required.

+ Load balancers (for example NetScaler) have default built-in monitors (probes) for back-end
servers. If you must configure a custom HTTP based monitor (probe) for Secure Private Access
on-premises servers, the following endpoint can be used:

/secureAccess/health
Expected response:

Http status code: 200 OK
Payload:

{
"status":"OK","details":{

"duration":"00:00:00.0084206","status":"OK" }
}

For details about configuring a NetScaler load balancer, see Setup basic load balancing.

Create monitor for Secure Private Access

Use the following CLI command to create a monitor for Secure Private Access.

add 1b monitor SPAHealth HTTP -respCode 200 -httpRequest "GET /
secureAccess/health"-secure YES
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After creating a monitor, bind the certificate to the monitor.

For details about creating monitors using the NetScaler Ul, see Create monitors.

Configure Secure Private Access plug-in

September 6, 2025

After you install the Citrix Secure Access plug-in, you can set up the Secure Private Access environment
and then configure applications and access policies for applications. Secure Private Access supports
Web/SaaS and TCP/UDP apps. Access policies allow you to enable or disable access to the apps based
on the user or user groups. In addition, you can enable restricted access to the apps (HTTP/HTTPS
and TCP/UDP) by enabling the appropriate security restrictions.

+ Configure HTTP/HTTPS applications
Configure TCP/UDP apps
+ Configure TCP/UDP - server to client apps

+ Configure access policies for the applications
« Access restriction options

Set up Secure Private Access

September 6, 2025

You can set up Secure Private Access by creating a new site or by joining an existing site. In both
scenarios, you can use the web admin console to set up the Secure Private Access environment.

+ Set up Secure Private Access by creating a new site
» Set up Secure Private Access by joining an existing site

Prerequisites

+ You must sign into the Secure Private Access admin console with a domain user, which is also a
local machine administrator for the machine where Secure Private Access is installed.

« The SQL database server must be installed before creating a site.

« If you have multi-domain environments, ensure to establish domain trust between the Active
Directory domains located in different forests. For details, see Multi-domain environments.
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Set up Secure Private Access by creating a new site
Step 1: Set up a Secure Private Access site

A site is the name of your Secure Private Access deployment. You can either create a site or join an
existing site.

1. Launch the Secure private access web admin console.

2. On the Creating or Joining a Site page, Create a new Secure Private Access site is selected,
by default.

3. Click Next.

Zero Trust Network Access to all enterprise applications
Secure access to all enterprise applications based on contextual access policies

Q Site Step 1: Creating or joining a site
A Secure Private Access site is a cluster of servers that all share the same configuration.

Database

@ Create a new Secure Private Access site

Integrations Select this option if this is your first time installing Secure Private Access.

Summary

Join an existing Secure Private Access site

Select this option to add additional instances to an existing Secure Private Access site.

When you choose to create a site, you must automatically or manually configure a database for the

new site as the database corresponding to the site name might not be available in the setup.

Step 2: Configure databases

You must create a database for the new Secure Private Access site. This can be done manually or
automatically.

1. In SQL Server Host, enter the server host name. For example, sql1.fabrikam.local\
citrix.

You can specify a database address in one of the following forms:

« ServerName
« ServerName\lnstanceName
« ServerName,PortNumber

For more information, see Databases.

2. In Site, type a name for the Secure Private Access site.
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Note:

The site name that you enter is suffixed to the database name. The database name for-
mat is CitrixAccessSecurity<sitename> and cannot be modified. If you must
customize the database name, contact Citrix Support.

3. Click Test connection to check that the SQL server instance is valid and also to confirm that the
specified database exists for the site.

Zero Trust Network Access to all enterprise applications
Secure access to all enterprise applications based on contextual access policies

Step 2: Database configuration
Every site requires its own database, which must be created hy the database administrator or the machine identity. You can create the datahase on the
same SQL server where you host the Citrix Virtual Apps and Desktops databases.

P Site

¥ Database .
Enter the SQL Server address that will hast the database and enter your desired site name.

Integrations SOL Server host™ (O Site name* (©

spaopdev-sql.spaopdev.local\spaopdey ‘ ‘ LTSR2402

Select how you would like to create and/or configure your database:

Summary

@ Automatically
With this option, we'll automatically configure the database for you. If the database doesn't exist, we'll automatically create
one. For the automatic creation and configuration to work, the machine identity must have Create Table, Read, Write, and

Delete privileges.

Note: Your chosen site name determines your database name. If you create the database yourself. make sure the database
name is in the format of "CitrixAccessSecurity<Site Name=".

For example, "CitrixAccessSecurityLTSR2402".

O Manually
With this option, you must manually create and configure the database yourself. After creating an empty database, download
the script and share it with your database administrator. They must run the script on your chosen SQL Server host. After

running the script, test the connection again.

Note: Your chosen site name determines your database name. If you create the database yourself. make sure the database
name is in the format of "CitrixAccessSecurity<Site Name=",

For example, "CitrixAccessSecurityLTSR2402".

Note:

« If an SQL server is not available for the site, the connectivity check fails.

« Ifan SQL serveris available but the database does not exist, the connectivity check passes. How-
ever, a warning message is displayed.

+ Secure Private Access uses Windows authentication using machine Identity to authenticate to
an SQL server.

Automatic configuration:
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+ You can use the Automatic Configuration option only if the machine identity has the required
database privileges.

« If a database does not exist at the specified address, a database is automatically created.

+ When you create a database, ensure that it is empty but has the required database privileges.

For details about the privileges, see Permissions required to set up databases.

Manual configuration:

You can use the Manual Configuration option to set up the databases.

In manual configuration, you must first download the scripts and then run the scripts on the database

server that you have specified in the SQL Server Host field.

Note:

The database creation might fail if the machine does not have the READ, WRITE, UPDATE per-
missions to create tables within the database on the SQL server. You must enable appropriate

permissions on the machine. For details, see Permissions required to set up databases.

Step 3: Integrate servers

You must specify StoreFront and NetScaler® Gateway server details to connect Secure Private Access
with StoreFront and NetScaler Gateway servers. This connection must be established to enable Store-

Front and NetScaler Gateway to route traffic to Secure Private Access. You must also specify the Direc-

tor server and license server details.

1. Enter the following details.

Secure Private Access server address. For example, https://secureaccess.
domain.com.

StoreFront Store URL. For example, https://storefront.domain.com/Citrix
/StoreMain.

Public NetScaler Gateway Address —URL of the NetScaler Gateway. For example, https
://gateway.domain.com.

Virtual IP address —This virtual IP address must be the same as the one configured in
StoreFront for callbacks.

Callback URL —This URL must be the same as the one configured in StoreFront. For exam-
ple, https://gateway.domain.com.

Director URL: - (Optional) The Director server IP address or FQDN to connect Secure Pri-
vate Access with Citrix Director.

License server URL: - The License server IP address to collect and process licensing data.

2. Click validate all URLs
3. Click Next and then click Save.
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Zero Trust Network Access to all enterprise applications
Secure access to all enterprise applications based on contextual access policies

Step 3: Integrations

Site
Connect with StoreFront and NetScaler Gateway servers so they can route traffic to Secure Private Access servers.
Database
Secure Private Access address”
Enter the address of your Secure Private Access server or the load balancer managing traffic for your Secure Private Access servers. The address
Integrations doesn't need to be a public address.
Summary https://gamma.spaopdev.local

StoreFront Store URL”™
Enter your complete StoreFront Store URL.

‘ https://gamma.spaopdev.local/Citrix/StoreGamma

(%) Add another Store URL

Public NetScaler Gateway address™
Enter all the addresses of the NetScaler Gateways accessing StoreFront. If you have a Global Server Load Balancing (GSLB) deployment, add the
GSLB addresses as well.

‘ https://gwgamma.spaopdev.local

@ Add another public address

NetScaler Gateway virtual IP address and callback URL"
Enter the callback URL and virtual IP (VIP) address from each NetScaler Gateway. Each entry must match the values configured in StoreFront.
Learn more

Virtual IP address™ () Callback URL*™ &)

‘ ‘ ‘ https://gwgamma.spaopdev.local

@ Add another virtual |P address and callback URL

Director URL"

Utilize the monitoring capabilities of Director in Secure Private Access.

Enter the Director URL to configure Director for use in Secure Private Access. You must also use the configuration tool for Director as described in
the product documentation.

License Server URL"
A license server is a mandatory component required to collect and process licensing data.
Enter the License Server URL to configure this component.

‘ https://ls.spaopdev.local

Test all URLs

Step 4: Configuration summary

After the configuration is complete, validation is done to ensure that the servers that are configured
are reachable. Also, a check is done to ensure that the Secure Private Access server is reachable.
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If the configuration summary page displays any errors, see Troubleshooting errors for details. If this
does not solve the issue, contact Citrix Support.

Zero Trust Network Access to all enterprise applications
Secure access to all enterprise applications based on contextual access policies

Step 4: Summary
Review the summary of your Secure Private Access setup.

Site

Database Administration

Integrations You are a full administrator on this site and can add other administrators if needed.

Configurations
Summary

SQL Server Database has been configured.

StoreFront has been configured.

MNetScaler Gateway connected.

Director connected.

License Server connected.

Secure Private Access server connected.

After the setup is complete, the following page displayed once you click Close on the Summary
page.
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You're almost done setting up

Finish the following tasks to complete the setup. These items are essential for publishing applications and policies.

Configure Gateway Get Gateway scripts

You must configure your Citrix Gateway for use with Secure Private Access by downloading the necessary scripts from the
Gateway Downloads page. Mark as done

Download StoreFront scripts

0 Configure StoreFront

You must configure StoreFront for use with Secure Private Access by downloading and running the necessary scripts.

Director Go to Director documentation

To connect with Director for real-time diagnostics, you must use the configuration tool to configure Director with Secure
Private Access as described in the product documentation. Mark as done

Service overview

Active users (U Applications (O Application launch count (O Access policies (D

65 319 316 30

Troubleshooting resources

5 e ()

& &

Troubleshooting and Logs Director Gateway

View app access status and information for apps configured within Search by end user in Director to view and triage Secure Private Log into your Gateway appliance to track sessions and manage

Secure Private Access. Access session activity. single sign-on across all applications.

Go to Troubleshooting Logs Go to Director

Note:

« After you have set up the environment, you can modify the settings from Settings > Inte-

grations in the web admin console.
« The administrator that installs Secure Private Access the first time is granted full permission.
This administrator can then add other administrators to the setup. You can view the list of

administrators from Settings > Administrators.
+ You can also add administrator groups so that access is enabled for all the administrators

in that group.

For details, see Manage settings after installation.

Set up Secure Private Access by joining an existing site

1. On the Creating or Joining a Site page, select Join an existing site, and then click Next.
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Zero Trust Network Access to all enterprise applications
Secure access to all enterprise applications based on contextual access policies

o Site
@ Database

Summary

Step 2: Database configuration

Enter the database information for the existing Secure Private Access site. This machine identity must have Read and Write permissions for this database.

SQL Server host*® (T Site name”

e.: sql.example.com,1433 | ‘ e.: Sitel

Select how you would like to create and/or configure your database:

@ Automatically

With this option, we'll automatically configure the database for you. For the automatic configuration to work, the machine

identity must have Create Tahle, Read, Write, and Delete privileges.

Manually

With this option, you must download the script to give Read and Write permissions to the machine. After downloading the
script, share it with your database administrator. They must run the script on your chosen SQL Server host. After running the

script, test the connection again.

2. In SQL Server Host, enter the server host name. Ensure that a database corresponding to the
site name that you enter is already present in the SQL server that you have selected. You can

specify a database address in one of the following forms:

« ServerName

« ServerName\InstanceName

+ ServerName,PortNumber

For more information, see Databases.

3. In Site, type a name for the Secure Private Access site.

4. Click Test connection to check that the SQL server instance is valid and also to confirm that the

specified site exists in the database.
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Zero Trust Network Access to all enterprise applications
Secure access to all enterprise applications based on contextual access policies

o site Step 2: Database configuration
Enter the database information for the existing Secure Private Access site. This machine identity must have Read and Write permissions for this database.

@ Database

Summary | xa03-spa.training.local\SQLEXPRESS ‘ ‘ SPAopv2308

Select how you would like to create and/or configure your database:

SQL Server host™ (€ Sitename* (C

@ Automatically

With this option, we'll automatically configure the database for you. For the automatic configuration to work, the machine
identity must have Create Table, Read, Write_ and Delete privileges.

Manually

With this option, you must download the script to give Read and Write permissions to the machine. After downloading the
script, share it with your database administrator. They must run the script on your chosen SQL Server host. After running the
script, test the connection again.

If there is no corresponding database for the site, the connectivity check fails.

5. Click Save.

The configuration validation check happens to ensure that the SQL database server is configured and
to check that the Secure Private Access server is reachable.

Disable the HTTP2 setting

Secure Private Access for on-premises operates within the Internet Information Services (lIS) envi-
ronment. Consequently, any potential common vulnerability affecting HTTP/2 within IIS is directly
addressed and patched by Microsoft. In the interim, customers can mitigate this vulnerability by
manually modifying the HTTP/2 setting directly within IIS ensuring that Secure Private Access for on-
premises solution remains protected even before an official patch is released.

Perform the following steps to disable HTTP2 per site.

1. Open the Internet Information Services (1I1S) manager.

2. In the navigation pane, expand Sites and select Default Web Site.

3. In the Actions pane, click Bindings and modify the HTTPS binding by selecting the Disable
HTTP/2 checkbox.

4. Save and restart the IIS manager.
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File View Help

Connections

@-d |28

Ay Start Page

W3 BETA (SPAOPDEV\administrator)

L5} Application Pools

~ @) Sites
@ Citrix Access Security Adr|
&) Default Web Site

- & » BETA » Sites » Default WebSite »

g Default W¢

Filter:

ASP.N

SP.MET e
=0 hitp
NET https
Authorizat...

Edit Site Binding
Type:
hitps

Host name:

IP address:

Al Unassigned | |aa3

33 Server Farms
&
Machine Key
13
-]
ASP

=

HTTP
Respen... |

Management

|21 Features View ||

Ready

[ Require Server Name Indication

[] Disable TLS 1.3 over TCP
[ Disable Legacy TLS.
[[] Disable OCSP Stapling

SSL certificate:
spaopdev202s

[] Disable QUIC
[] Disable HTTP/2

Cancel

- Content View

@ 9 -
Actions
o E e
- B Edit Site
} | ic §
tion e
E e
Manage Website ~
-~ LI

%

Multi-domain environments

Secure Private Access on-premises deployment supports multi-domain environments where the ma-
chine server and user account servers reside in different Active Directory domains. This cross-domain
deployment capability offers flexibility in managing infrastructure and user identities. However, for
this environment to be successful, at least a one-way trust relationship must be established between

the Active Directory domains located in different forests.

Machine domain
(machine.corp)

One-way trust

1S
Citrix Access Security

Runtime Pool (with custom
identity svc@users.corp)

User domain
(users.corp)

svc@users.corp

To establish domain trust for Secure Private Access on-premises deployment in multi-domain envi-
ronments, the following prerequisites must be met:
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+ The service account from the machine domain (example, Domain B) used for initial configura-
tion must be provisioned in the user account domain (example, Domain A).

Note:
The service account must be added in the 1IS for the Citrix Access Security Runtime Ser-

vice Pool. The service account does not require admin privileges. For details, see Steps to
configure the service account.

« If the installation server (in Domain A, referred to as “server domain a”) is also in Domain A,
the service account must be created as a database user with ‘db owner’permissions within the
relevant database instance.

Configure the service account

Perform the following steps to configure the service account:

1. Launch the Internet Information Services (1IS) manager.

2. Under the site server, select Application Pools > Citrix Access Security Runtime Pool > Ad-
vanced Settings.

File View Help
Connections

AT 03' Application Peols
W3 Start Page N B N
This page lets you view and manage the list of application pools on the server. Application pools are associated with worker processes, contain one or more applications, and provide isolation ameng different applications.
€3 ALFA (SPAOPDEVadministrator) page e 9 e " o B i o B ° o
L Application Pools Filter - % Go - GHShowAll | Group by: No Grouping
&l Sites
S50 Server Farms Name Status  .NETCLRV.. Managed Pipel.. Identity Applications
(2 NETWS Started VA0 Integrated ApplicationPoolldentity 0
(2} NET 45 Classic Started w40 Classic ApplicationPoolidentity o
L Citrx Access Security Admin Pool Started  No Manag... Integrated ApplicationPoolidentity 1
{20 Citrix Access Security Runtime Pool = — - ApplicationPoolldentity 1
~ (& Add Application Pool
L Citrix Configuration Api ApplicationPoolldentity 1
2 Citrix Delivery Senvices Authentication Set Application Pool Defauls.. ApplicationPoolldentity 3
L Citrix Delivery Senvices Resources Start ApplicationPoolldentity 3
_::}cnnx Receiver for Web ® sop ApplicationPoolldentity EH
) DefauitappPool ApplicationPoolidentity 2

®  Recydle..
[£]  Basic Settings...
Recycling.

Advanced Settings.

Rename
XK Remove

View Applications

@ Help

3. Click the edit icon in Identity > ApplicationPoolldentity.
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Advanced Settings ? X
v (General) -~
.NET CLR Version Mo Managed Code
Enable 32-Bit Applications False
Managed Pipeline Mode Integrated
MName Citrix Access Security Runtime Pool
Queue Length 1000
Start Mode AlwaysRunning
v CPU
Limit (percent) 0
Limit Action MoAction
Limit Interval (minutes) 5
Processor Affinity Enabled False
Processor Affinity Mask 4294967295
Processor Affinity Mask (84-bit ¢ 4294967295
~ Process Model
» Generate Process Model Event L
ApplicationPoolldentity] ]
Idle Time-out (minutes) 0
Idle Time-out Action Terminate v
Identity
[identityType, username, password] Configures the application pool to run
as built-in account, i.e. Application Pool Identity (recommended), Network
Service, Local System, Local Service, or as a specific user identity.

OK Cancel

4. In Custom account: click Set.
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Advanced >ettings

.NET CLR Version
Enable 32-Bit Applications
Managed Pipeline Mode

No Managed Code
False
Integrated

MName Citrix Access Secunty Runtime Pool

Application Pool Identity ? X

() Built-in account:
ApplicationPoolldentity v

(®) Custom account:

oK Cancel

' Identity
[identityType, username, password] Configures the application pool to run
as built-in account, i.e. Application Pool Identity (recommended), Network
Service, Local System, Local Service, or as a specific user identity.

QK Cancel

5. Set credentials for the user.

6. Click OK.
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v (General) ~|
MET CLR Version Mo Managed Code
Enable 32-Bit Applications False
Managed Pipeline Mode Integrated
Mame Citrix Access Security Runtime Pool
Applica|l Set Credentials ? b4
(O Bui User name:
Al |svc@u5u’s.curp |
Password:
@ cu |-II----I |
Confirm password:
sesssns
oK  Cancel
I e oy
Identity

[identityType, username, password] Configures the application pool to run
as built-in account, i.e. Application Pool ldentity (recommended), Network
Service, Local System, Local Service, or as a specific user identity.

QK Cancel

Next steps

+ Configure NetScaler Gateway
+ Configure applications
+ Configure access policies for the applications

Configure Web/Saa$S applications

September 6, 2025
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After you have set up Secure Private Access, you can configure apps and access policies from the admin
console.

1. Inthe admin console, click Applications.
2. Click Add an app.

3. Select the location where the app resides.

+ Outside my corporate network for external applications.
« Inside my corporate network for internal applications.

4. Enter the following details in the App Details section and click Next.

Add an app hod

To add an app. complete the steps below

“  App Details

Where is the application located? *
Outside my corporate network
@] Inside my corporate network

App type * App icon

Change icon Use default icon

‘ HTTP/HTTPS

App name ”

‘ Do not display application icon in Workspace app

google-translate

Add application to favorites in Workspace app
App description

App category &

URL™

App Connectivity * (&

hittps://translate.google.co.in

‘ Internal

Related Domains ~

App Connectivity ™ (3

| * google2.com

‘ ‘ Internal

6 Add another related domain

n Carcel

« App name —Name of the application.
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+ App description - A brief description of the app. This description is displayed to your
users in the workspace. You can also enter keywords for the applications in the format
KEYWORDS: <keyword_name>. You can use the keywords to filter the applications.
For details, see Filter resources by included keywords.

« App category - Add the category and the subcategory name (if applicable) under which
the app that you are publishing must appear in the Citrix Workspace™ Ul. You can add a
new category for each app or use existing categories from the Citrix Workspace Ul. Once
you specify a category for a web or a SaaS app, the app shows up in the Workspace Ul
under the specific category.

- The category/subcategory are admin configurable and administrators can add a new
category for every app.

- The category/subcategory names must be separated by a backslash. For example,
Business And Productivity\Engineering. Also, this field is case sensitive. Administra-
tors must ensure that they define the correct category. If there is a mismatch between
the name in the Citrix Workspace Ul and the category name entered in the App cate-
gory field, the category gets listed as a new category.

For example, if you enter the Business and Productivity category incorrectly as Busi-
ness And productivity in the App category field, then a new category named Business
and productivity gets listed in the Citrix Workspace Ul in addition to the Business And
Productivity category.

+ App icon —Click Change icon to change the app icon. The icon file size must be 128x128
pixels and only the Ico format is supported. If you do not change the icon, the default icon
is displayed.

+ Do not display application to users - Select this option if you do not want to display the
app to the users.

« URL —-URL of the application.

+ Related Domains —The related domain is auto-populated based on the application URL.
Administrators can add more related internal or external domains.

Note:

- Ensurethatanapp’srelated domain does not overlap with another app’s related
domain. Ifthis occurs, remove the related domain from all apps and create a new
app with this domain and then set access accordingly in the access policy. You
can also consider if you want to display this app in StoreFront™ or hide it. You
can hide the app in StoreFront using the option Do not display application to
users while publishing the app.
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- Similarly, a published app’s URL must not be added as another app’s related do-
main.

- For more details, see Best practices for Web and SaaS application configurations.

« Add application to favorites automatically —Click this option to add the app as a favorite
app in Citrix Workspace app. When you select this option, a star icon with a padlock ap-
pears at the top left-hand corner of the app in Citrix Workspace app.

- Allow user to remove from favorites —Click this option to allow app subscribers to
remove the app from the favorites apps list in Citrix Workspace app.
When you select this option, a yellow star icon appears at the top left-hand corner of
the app in Citrix Workspace app.

- Donotallow usertoremove from favorites —Click this option to prevent subscribers
from removing the app from the favorites apps list in Citrix Workspace app.

If you remove the apps marked as favorites from the Secure Private Access console, then
these apps must be removed manually from the favorites list in Citrix Workspace. The apps
are not automatically deleted from StoreFront if the apps are removed from the Secure
Private Access console.

« App Connectivity - Select Internal for Web apps and External for Saa$S apps.
5. Click Save, and then click Finish.

You can view all the application domains that are configured in Settings > Application Domain. For
more details, see Manage settings after installation.

Next steps

Configure access policies for the applications

Configure TCP/UDP apps

September 6, 2025

Prerequisites:

« Secure Private Access setup is complete.
+ Client versions meet the following requirements:

- Windows - 24.6.1.17 and later
- mac0S -24.06.2 and later
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Perform the following steps to configure TCP/UDP apps from the admin console:

1. Inthe admin console, click Applications and then click Add an app.

2. Select the location Inside my corporate network.

Add an app X

To add an app, complete the steps below.

~  App Details

Where is the application located? "
() Outside my corporate network

@ Inside my corporate network

App type” Appicon

e Jse default icon

TCP/UDP v‘ ~ ch

Appname °

Citrix Secure Access Client for Windows
tcp-connectivity ‘ .
Citrix Secure Access Client for macOS

App description

Destinations

Destination * (& Port* @ Protocol *

443 ‘ ‘ TCP v

" examphe. net

App Connectivity* @

Internal via Connector AV ‘ @

Destination* (& Port* @ Protocol ”

code example net ' ‘ 443 ‘ ‘ Tce A
App Connectivity ™ (@)

External v ‘ @

() Add ancther destination

&

3. Enter the following details:

+ App type —Select TCP/UDP for initiating connections with the back-end servers residing
in the data center.
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Note:

The TCP/UDP option appears grayed out if the SPAOP-3315-EnableZTNAApplications
feature flag is disabled. You must manually update the database to enable this fea-

ture flag.

« App name-Name of the application.

« App description —Description of the app you are adding. This field is optional.

+ Destinations—IP Addresses or FQDNs of the back-end machines residing in the data center.
One or more destinations can be specified as follows.

IP address v4

CIDR —Example: 10.106.90.0/24

IP address Range —Example: 10.68.90.10-10.68.90.99

FQDN of the machines or Domain name -Single or wildcard domain. Example:

ex.destination.domain.com, *.domain.com

Note:

*x End users can access the apps using FQDN even if the admin has configured

the apps using the IP address. This is possible because the Citrix Secure Ac-

cess™ client can resolve an FQDN to the real IP address.

The following table provides examples of various destinations and how to access the apps

with these destinations:

Destination input

10.10.10.1-10.10.10.100

10.10.10.0/24

10.10.10.101

How to access the app

The end user is expected to access the app only
through IP addresses in this range.

The end user is expected to access the app only
through IP addresses configured in the IP CIDR.
The end user is expected to access the app only
through 10.10.10.101
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Destination input

How to access the app

*.info.citrix.com

info.citrix.com

The end user is expected to access subdomains
of info.citrix.comandalso
info.citrix.com(the parent domain). For
example,

info.citrix.com, subl.info.citrix
.com, levell.subl.info.citrix.com
Note: The wildcard must always be the starting
character of the domain and only one *. is
allowed.

The end user is expected to access
info.citrix.comonlyand nosubdomains.
For example, subl.info.citrix.comisnot
accessible.

The destination IP address must be unique across resource locations. If a conflicting con-
figuration exists, a warning symbol is displayed against the specific IP address in the Ap-
plication Domain table (Settings > Application Domain).

ranges as naesad

FODMAP

BT 3 WO LSO

POLIOHS. 224 e

DLICHL 24, 15k

WLI02. 32146

OLI0E 22 LR

Subsit overlag of IP domain with ¢

FODM/P column for warning ing

o]

]

Tyes

Irpermal

Internal

e Tl

YD il

rbernal

rip Tl

riter el

T T

il el

e s

ribes T

xiSing entroes. Pleass réeview o
calors and sdyust conflicling ip
State =
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Port —The destination port on which the app is running. Admins can configure multiple
ports or port ranges per destination.

The following table provides examples of ports that can be configured for a destination.

Port input Description

* By default, the port field is set to “ *” (any port).
The port numbers from 1 to 65535 are supported
for the destination.

1300-2400 The port numbers from 1300 to 2400 are
supported for the destination.

38389 Only the port number 38389 is supported for the
destination.

22,345,5678 The ports 22, 345, 5678 are supported for the
destination.

1300-2400, 42000-43000,22,443 The port number range from 1300 to 2400,

42000-43000, and ports 22 and 443 are
supported for the destination.

Note:

Wildcard port (*) cannot co-exist with port numbers or ranges.

Protocol -TCP/UDP
App Connectivity: Define how your applications traffic must be routed.
Internal: DNS resolution is done via a remote DNS server.

By default, all the traffic to the domain marked as Internal is intercepted and tunneled
through NetScaler Gateway. For example, if the connectivity for .example.net is set
as Internal, all of its related domains/subdomains (for example; code.example.net,
test.example.net, 123.example.net) are intercepted and tunneled through NetScaler
Gateway.

External: DNS resolution is done via a local DNS server.

When a related domain/subdomain is marked as External, traffic to that domain is not
intercepted and tunneled through NetScaler Gateway. For example, if connectivity
to code.example.net is set as External, then traffic to this domain is routed directly
through the internet while traffic to subdomains (for example text.example.net and
123.example.net) is tunneled through NetScaler Gateway.

4. Click Add to add additional destinations or servers accordingly.
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5. Click Save. The app is added to the App Configuration page. You can edit or delete an app
from the Applications page after you have configured the application. To do so, click the ellipsis
button in line with the app and select the actions accordingly.

« Edit Application
+ Delete

Configure access policies for TCP/UDP apps

To enable access to the apps for the users, admins are required to create access policies. For details,
see Configure access policies.

References

Citrix Secure Access client.

Configure TCP/UDP - server to client apps

September 6, 2025

Starting from 2408, Secure Private Access supports a new app type (TCP/UDP - server to client). This
app type can be used for supporting features such as the following:

+ Software distribution using Microsoft Endpoint Configuration Manager or similar solutions
+ Remote policy updates on managed devices using GPO Push
« Remote assistance to troubleshoot and debug user workstations.

Prerequisites:

« Secure Private Access setup is complete.

+ Client versions meet the following requirements:

- Windows - 24.6.1.18 and later
- macOS -24.06.2 and later

« TheintranetIP addressis configured on NetScaler® Gateway and is bound to the respective VPN
virtual server. Use the following sample commands for reference:

set vpn sessionAction AC_AG_PLGspaonprem -useMIP NS -uselIP
NOSPILLOVER

bind vpn vserver spaonprem -intranetIP <IP address>
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Perform the following steps to configure TCP/UDP apps from the admin console:

1. Inthe admin console, click Applications and then click Add an app.

2. Select the location Inside my corporate network.

Add an app

To add an app, complete the steps below.

Where is the application located? *
() Outside my corporate network

@ Inside my corporate network

App type*

‘ TCP/UDP-server to client N ‘

App name "

udp-app ‘

App description

Server application details

¥
Server” (%)

Appicon

Change icon Use default icon
(128 KB max, ICO)

Citrix Secure Access Client for Windows

Citrix Secure Access Client for macOS

‘ 10. 1-10.

@ Add

Client details

Port* @ Protocol *

‘ 445 ‘ ‘ TCP

@) Add

Save Cancel

3. Enter the following details:

« App type —Select TCP/UDP - server to client.

« App name-Name of the application.

« App description —Description of the app you are adding. This field is optional.
« Server - Details of the application servers that are authorized to establish connection with
the client. You can enter the IP address, IP address range, or the CIDR.

Port —The client port number.
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* Protocol —-TCP/UDP.

4, Click Add to add additional servers.

5. Click Save. The app is added to the App Configuration page. You can edit or delete an app
from the Applications page after you have configured the application. To do so, click the ellipsis
button in line with the app and select the actions accordingly.

« Edit Application
+ Delete
Important:

After you add an app for server-client communication, to enable server-client and client-client
communication, intranet IP address ranges configured on NetScaler Gateway must be added as
a TCP/UDP app.
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Whaere is the application located? "

® Inside my corporate network

App type " Appicon

E Change icon Va4 defat icon

A .
o Citrix Sacyre Access Cliant for Windows
e Citrix Secure Access Client for mac0S
App description

Server application details

Server” (@)
Wi == |Intranet IP address @

s
(%) add
Client details
Port® & Protocol *

‘ TCP N @
Port " () Protocol *

. uoP v | ©
(+) Add

m

Configure access policies for TCP/UDP server-client apps

To enable access to the apps for the users, admins are required to create access policies. For details,
see Configure access policies.

References

Citrix Secure Access client.
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Configure access policies for the applications

September 6, 2025

Access policies allow you to enable or disable access to the apps based on the user/user groups or
machine/machine groups. In addition, you can enable restricted access to the apps (HTTP/HTTPS
and TCP/UDP) by adding the security restrictions.

1. Inthe admin console, click Access Policies.
2. Click Create Policy.

3. In the Create Access Policy page, select one of the following:

+ Users/User groups
« Machines/Machine groups

Application access rules are enforced based on a user’s or machine’s context, based on the se-
lection in the access policy.

You can select Machine/Machine groups to enable Always On connectivity. For Always On con-
nectivity, you must have the device certificates enrolled. For details see Device certificate en-
rollment configuration.

For more information on the machine tunnel, see Always On VPN before Windows Logon.

Policy for Web/SaaS apps Policy for TCP/UDP apps
Create Access Policy

Create a policy to enforce application access rules based on a user’s or machine's context.

Create Access Policy
Create a policy to enforce application access rules based on a user’s or maching's context.

Select User/User Groups or Machine/Machine Groups below to proceed Select User/User Groups or Machine/Machine Groups below to proceed

‘ Machine/groups N

‘ User/user groups N

Policy name and applications Policy name and applications

Policy name Policy name

‘ msn-pol ‘ ‘ machine-pol ‘

Applications Applications

‘ NOTV @ Q ‘ ‘ T o Q ‘

Conditions Conditions

User conditions Machine conditions

‘ Matches any of ‘ ‘ spablri.com N ‘ spablrlcom\SPA Groupl @\ | ‘ Matches any of v ‘ ‘ spablri.com A\ | ‘ ALFACQE2 @ N
AND () Add condition

‘ Contextual Tags v | ‘ Matches all of A\ ‘ Compliant © ) ‘ g Actions

(@ Add condition @ Allow access

. Deny access
Actions

@ Allow access Enzble policy on save

Allow access with restrictions

Deny access \/ Cancel \'\
\ J

Enable policy on save

e ™
( cancet )
\ J
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4. a) In Policy name, enter a name for the policy.
5. In Applications, select the apps for which you want to enforce the access policies.

6. In Users conditions —Select the conditions and users or user groups based on which app access
must be allowed or denied.

+ Matches any of: Only the users/user groups or machines/machine groups that match any
of the names listed in the field are allowed access.
+ Does not match any: All users or groups except those listed in the field are allowed access.

7. Click Add condition to add another condition based on contextual tags. These tags are derived
from the NetScaler® Gateway.

8. In Actions, select one of the following actions that must be enforced on the app based on the
condition evaluation.

« Allow access
« Allow access with restriction
« Deny access

Note:

« The action Allow access with restriction is not applicable for the TCP/UDP apps.

« When you select Allow access with restrictions, you must click Add restrictions to
select the restrictions. For more information on each restriction, see Available access
restrictions.
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Add/edit restrictions

0 selected

Access Settings

A4

Clipboard

e

Copy

R

Download restriction by file type

N

Downloads

A4

Insecure content

e

Keylogging protection

Microphone

R

A

Notifications

A4

Paste

e

Personal data masking

W

Popups

N

Printer management

A4

Printing

e

Screen capture

W

Upload restriction by file type

N

Uploads

@ Watermark

A4

e

Webcam

View selected only

Current Value
Enabled

Enabled

Multiple options
Enabled

Disabled

Enabled

Prompt every time
Prompt every time
Enabled

Multiple options
Always block pop-ups
Multiple options
Enabled

Enabled

Multiple options
Enabled

Disabled

Prompt every time

Search

Q|

9. Select the restrictions and then click Done.

10. Select Enable policy on save. If you do not select this option, the policy is only created and

not enforced on the applications. Alternatively, you can also enable the policy from the Access

Policies page by using the toggle switch.

Access policy priority

After an access policy is created, a priority number is assigned to the access policy, by default. You can

view the priority on the Access Policies home page.

A priority with a lower value has the highest preference and is evaluated first. If this policy does not

match the conditions defined, the next policy with the lower priority number is evaluated and so on.

You can change the priority order by moving the policies up or down by using the up-down icon in the

Priority column.
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Device certificate enrollment configuration

Device certificates must be enrolled for Always On configurations to ensure that devices can consis-

tently and securely connect to the network.
The following steps are involved in device certificate enrollment:
1. The Active Directory Enterprise Certificate Authority issues a Device Certificate for machine au-
thentication.

2. The certificate authority must have the LDAP URL published for the CRL distribution point (CDP)

extension.
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Enroliment Agents Audting Recovery Agents Security

General Policy Module Exit Module
Extensions Storage Certfficate Managers
Select extension:
_EHL Distribution Poirt (CDP) v
Spectfy locations from which users can obtain a cerificate revocation list
(CRL).

- /UN=: '._J-'Tr‘l.uu,dtv*.j'fldrrw {CRLNameSuffix > CN=<ServerShot Na
l‘tl:p .H{Saverﬂﬂﬁﬂamewfert Enroll/ <CaMName ><CRLName Suffucs<Delta
fibe-// <ServerDNSName>/Cert Enroll/ <CaName ><CRLMName Suffoc <DedtaC

< >
[] Publish CRLs to this location
4] Include in all CRLs. Specifies where to publish in the Active Directory
when publishing manually.

1 Incdlude in CRLs. Clients use this to find Delta CRL locations.
[+1 Include in the CDP extension of issued certficates

[ Publish Delta CRLs to this location

[ ] Include in the IDP extension of issued CRLs

0K Cancel oy Help

3. Acertificate template in this certificate authority must be created to enroll the device certificate
with the following details.

a) Open the certification template snap-in and duplicate either the Computer or Worksta-
tion Authentication (preferred) template.
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b) Provide a new name for the certificate.

c) Switch to the Subject Name tab, change the Subject name format setting to Common
name, and check User Principal Name (UPN) to be included in the alternate subject

name.
ncstesting-alwayson-trial-SAN Properties 4 X
Superseded Templates Bdensions Security Server
General Compatibiity Reguest Handling Cryptography HKey Attestation

Subject Name lssuance Requirements
() Supply in the request

Use subject information from existing cedificates for autoenroliment
renewal requests (©

(®) Build from this Active Directory information

Select this option to enforce consistency among subject names and to
simplify cedificate administration.

Subject name format:

Comman name v

|:| Include e-mail name in subject name

Include this information in altemate subject name:
[] E-mail name

[_] DNS name

[+1 User principal name (UPN)

[ ] Service principal name (SPN)

* Control is disabled due to compatibility settings

OK Cancel Apply Help
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d) Switch to the Security tab and add a security group (containing only computer accounts)
to which you want to autoenroll the new certificate template. Select the added group and
select Allow for Autoenroll.

General Compatibility Request Handling Cryptography Key Attestation
Subject Name lssuance Requirements
Superseded Templates Extensions Securty Server

Group or user names:

& Anmol Garg (anmolg@spaztnabir net)

B2 Domain Admins (SPAZTNABLR"\Domain Admins)

B2 Domain Computers (SPAZTNABLR\Domain Computers)
R Enterprise Admins (SPAZTNABLR\Enterprise Admins)

Pemmissions for Authenticated Users

Full Control
Read
Wiite
Enroll
Autoenroll

w

RRORO|E
u[alulula]f; g

For special permissions or advanced settings, click anced
Advanced. - Adv

OK Cancel Apply Help

Note:
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In the preceding image, Authenticated Users (all computer objects) are permitted
to enroll/autoenroll the new certificate template.

e) (Optional) Create a group policy object (GPO) that allows for auto certificate enrollment
and bind it to an organization unit (OU) or at the domain level.

Computer Certificate AutoEnroll

Data collected on: 03.06.2024 13:14:52 show all
General
show
Computer Configuration (Enabled)
T
Windows Settings
hide
Security Settings
hide
Public Key Policies/Certificate Services Client - Auto-Erwoliment Settings
hide
Policy Setting
Automatic cerificate management Enabled
Option Selting
Enroll new cerficates, renew expired centficates, Enabled
process panding cartficate requests and remove revoked
cetficates
Update and manage cerificates that use cenficate Enabled
templates from Active Directory

Next steps

« Validate your configuration from the client machines (Windows and macOS).
+ Forthe TCP/UDP apps, validate your configuration from the client machines (Windows and ma-
c0S) by logging into the Citrix Secure Access client.

Sample configuration validation

Access restriction options

September 6, 2025

When you select the action Allow access with restrictions, you can select the security restrictions as
per the requirement. These security restrictions are predefined in the system. Admins cannot modify
or add other combinations.
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Add/edit restrictions

0 selected

Access Settings

v

Clipboard

v

Copy

v

Download restriction by file type

N

Downloads

~

Insecure content

v

Keylogging protection

v

Microphone

v

Notifications

v

Paste

N

Personal data masking

hvs

Popups

v

Printer management

L

Printing

\/

Screen capture

v

Upload restriction by file type

N

Uploads

hvs

@ Watermark

~

Webcam

View selected only

Current Value
Enabled

Enabled

Multiple options
Enabled

Disabled

Enabled

Prompt every time
Prompt every time
Enabled

Multiple options
Always block pop-ups
Multiple options
Enabled

Enabled

Multiple options
Enabled

Disabled

Prompt every time

Search

Clipboard

Enable/disable cut/copy/paste operations on a SaaS or internal web app with this access policy when

accessed via Citrix Enterprise Browser. Default value: Enabled.

Copy

Enable/disable copying of data from a SaaS orinternal web app with this access policy when accessed

via the Citrix Enterprise browser. Default value: Enabled.

Note:

« If both Clipboard and Copy restrictions are enabled in a policy, the Clipboard restriction
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takes precedence over the Copy restriction.

+ End users must use Citrix Enterprise Browser™ version 126 or later for accessing applica-
tions for which this restriction is enabled. Else, the application access is restricted.

« For granular control of copy operations within the apps, admins can use the Security
groups restriction. For details, see Clipboard restriction for security groups.

Downloads

Enable/disable the user’s ability to download from within the SaaS or internal web app with this policy
when accessed via Citrix Enterprise Browser. Default value: Enabled.

Note:

+ If you have disabled the Download restriction for the end user, the end users can request
download access from within the app when accessed via Citrix Enterprise Browser. For de-
tails, see Download access by request.

« If both Downloads and Download restriction by file type restrictions are enabled in a
policy, the Downloads restriction takes precedence over the Download restriction by file
type.

Download restriction by file type

Enable/disable the user’s ability to download specific MIME (file) type from within the Saa$S orinternal
web app with this policy when accessed via Citrix Enterprise Browser.

Note:

« The Download restriction by file type restriction is available in addition to the Download
restriction.

« If both Downloads and Download restriction by file type restrictions are enabled in a

policy, the Downloads restriction takes precedence over the Download restriction by file
type restriction.

+ End users must use Citrix Enterprise Browser version 126 or later for accessing applications
for which this restriction is enabled. Else, the application access is restricted.

To enable downloading of MIME types, perform the following steps:

1. Create or edit an access policy. For details on creating an access policy, see Configure access
policies.

2. In Actions, select Allow with restrictions.

3. Click Download restriction by file type and then click Edit.
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4. Inthe Download restriction by file type settings page, select one of the following:

+ Allow all downloads with exceptions —Select the types that must be blocked and allow
all other types.

« Block all downloads with exceptions —Select only the types that can be uploaded and
block all other types.

5. If thefile type does not exist in the list, then do the following:

a) Click Add custom MIME types.

b) In Add MIME types, enter the MIME type in the format category/subcategory<
extension>. Forexample, image/png.

¢) Click Done.

The MIME type now appears in the list of exceptions.

When an end user tries to download a restricted file type, Citrix Enterprise Browser displays the fol-
lowing warning message:

x
File format restricted

Your admin has restricted downloading files in this
format. Please contact your admin for assistance.

Insecure content

Enable/disable end users from accessing insecure content within the SaaS or internal web app config-
ured with this policy when accessed via Citrix Enterprise Browser. Insecure content is any file linked
to from a webpage using an HTTP link rather than an HTTPS link. Default value: Disabled.

To enable viewing insecure content, perform the following steps:

1. Create or edit an access policy. For details on creating an access policy, see Configure access
policies.

2. In Actions, select Allow with restrictions.

3. Click Insecure content.

4, Click Save, and then click Done.
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The following figure displays a sample notification when you access an insecure content.

W - (m]
@ Simple mixed content e X g8

[ Intemnal | Restrictions | ) Notsecure googlesamples.github.io 1§ | @

googlesamples.github.ic X L

Simp| oeeeeeiee 3nt example!

Certificate
View page over
This page loads the  [p Pop-upsand re ' % B3 )lest case of mixed content. When the simple-example.js 1
requested by the bre »ntent and take control of the entire page. Thankfully, mos
modern browsersbl @ Cookies and site data »  diay an emor in the JavaScript console. This can be seen

the page is viewed ¢

Waiting for insecure

INSECURE SCRIPT LOADED AND RUNM

Keylogging protection

Enable/disable keyloggers from capturing keystrokes from the Saa$ or internal web app with this ac-
cess policy when accessed via Citrix Enterprise Browser. Default value: Enabled.

Microphone

Prompt/do not prompt users every time to access the microphone within the Saa$ or internal web
app configured with this policy when accessed via Citrix Enterprise Browser. Default value: Prompt
every time.

End users must use Citrix Enterprise Browser version 126 or later for accessing applications for which
the Microphone restriction is enabled.

To allow microphone every time without being prompted, perform the following steps:

Create or edit an access policy. For details, see Configure access policies.
In Actions, select Allow with restrictions.

Click Microphone and then click Edit.

In the Microphone settings page, click Always allow access.

Click Save, and then click Done.

ok wDh e
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Note:

« If the Microphone restriction is enabled in the Secure Private Access policy, then Citrix En-
terprise Browser displays the settings Allow.

+ If the option Prompt every time in the Secure Private Access policy, then the setting ap-
plied on Citrix Enterprise Browser varies depending on whether the Global App Configura-
tion service (GACS) is used to manage Citrix Enterprise Browser.

- If GACS is used, then the GACS setting is applied on Citrix Enterprise Browser.
- If GACS is not used, then Citrix Enterprise Browser displays the setting Ask.

« Currently, Secure Private Access does not support blocking of the microphone. If you must
block a microphone, you must do it through GACS.

For more information on GACS, see Manage Citrix Enterprise Browser through Global App Configura-
tion service.

Notifications

Allow/prompt users every time to view the notifications within the SaaS or internal web app con-
figured with this policy when accessed via Citrix Enterprise Browser. Default value: Prompt every
time.

End users must use Citrix Enterprise Browser version 126 or later for accessing applications for which
this restriction is enabled.

To block the display of notifications without prompting, perform the following steps.

Create or edit an access policy. For details, see Configure access policies.
In Actions, select Allow with restrictions.

Click Netifications and then click Edit.

In the Notification settings page, click Always block notifications.
Click Save, and then click Done.

ok wpn =

Paste

Enable/disable pasting of copied data into the SaaS or internal web app with this access policy when
accessed via Citrix Enterprise Browser. Default value: Enabled.

Note:

« If both Clipboard and Paste restrictions are enabled in a policy, the Clipboard restriction
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takes precedence over the Paste restriction.

+ End users must use Citrix Enterprise Browser version 126 or later for accessing applications
for which this restriction is enabled. Else, the application access is restricted.

« For granular control of paste operations within the apps, admins can use the Security

groups restriction. For details, see Clipboard restriction for security groups.

Personal data masking

Enable/disable redacting or masking personally identifiable information (PII) on the Saa$ or internal
web app with this policy when accessed via Citrix Enterprise Browser.

Note:

End users must use Citrix Enterprise Browser version 126 or later for accessing applications for
which this restriction is enabled. Else, the application access is restricted.

To redact or mask personally identifiable information, perform the following steps:

1. Create or edit an access policy. For details, see Configure access policies.

2. In Actions, select Allow with restrictions.

3. Click Personal data masking and then click Edit.

4. Select the information type that you want to obscure or mask and then click Add.

If the information type does not appear in the pre-defined list, then you can add a custom infor-
mation type. For details, see Add custom information type.

5. Select the masking type.

 Full masking —Completely cover the sensitive information to make it unreadable.

+ Partial masking —Partially cover the sensitive information. Only the relevant sections are
covered leaving the rest intact.

When you select Partial marking, you must select characters starting from the beginning
or the end of the document. You must enter the numbers in the First masked characters
and Last masked characters fields.

The Preview field displays the masking format. This preview is not available for custom
policies.

6. Click Save and then click Done.
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Add custom information type

You can add a custom information type by adding the information type’s regular expression.

In Select Information type, select Custom, and then click Add.
In Field name, enter the name for the information type that you want to mask.
In Number of characters, enter the number of characters of the information type.

> wnh

In Regular Expression (RE2 library), enter the expression for the custom information type. For

example, 74[0-97{ 12 } (?:[0-9]1{ 3 1} )?s.

5. Select a masking type, if you want to mask the complete information or the first or last few
characters.

6. Click Save, and then click Done.
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Select information type

Select... AV ‘

Personal data masking settings

Custom 1

Field name

Visal

Number of characters
12

Regular expression (RE2 library)

#4[0-91{12H7:[0-93})7S

Select masking type
() Full masking
(® Partial masking

First masked characters

3

Last masked characters

3

o No preview available

|/-—-\-
[ Cancel ) Save
M A

oy
Done [ Cancel |
A v

The following figure displays a sample app in which the PIl is masked. The figure also displays the

notification related to masking of the PII.
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(@2 Restrictions = @ windcave.com/support-merchant-frequently-asked-questions-testing-details (83 Yy & O @
X
[ Cloud Software Group Bookmarks Sensitive data redacted
o Personally Identifiable Information has been
@ WI ndcave Search I Q masked by your admin. UP ENQUIRE SYSTEM STAT|l

Windcave eCommerce test details

What credit card should we be testing with?

Only pre-approved 'test card' numbers provided by Windcave can be used for testing, within test environments. We recommend using the test card *++= 1111 1111
+++« for Visa, *=+* 1111 1111 ++ for MasterCard, 3711 1111 1111 114 for Amex, and 3600 0000 0000 08 for Diners.

Popups

Enable/disable the display of popups within the SaaS or internal web app configured with this pol-
icy when accessed via Citrix Enterprise Browser. By default popups are disabled within webpages.
Default value: Always block pop-ups.

End users must use Citrix Enterprise Browser version 126 or later for accessing applications for which

this restriction is enabled.

To enable display of popups, perform the following steps:

Create or edit an access policy. For details, see Configure access policies.
In Actions, select Allow with restrictions.

Click Popups and then click Edit.

In the Popups settings page, click Always allow pop-ups.

Click Save, and then click Done.

ok w e

Printing
Enable/disable printing data from the configured Saa$S or Internal web apps with this policy when
accessed via Citrix Enterprise Browser. Default value: Enabled.

The following message appears when an end user tries to print content from the application for which

the printing restriction is enabled.

Printing has been restricted by your
administrator.

© 1997-2025 Citrix Systems, Inc. All rights reserved. 92


https://docs.citrix.com/en-us/citrix-secure-private-access/current-release/spa-onprem-configure-access-policies.html

Citrix Secure Private Access™ - On premises

Note:

« If you have disabled the printing option for the end user, the end users can request printing
access from within the app when accessed via Citrix Enterprise Browser. For details, see
Print access by request.

« If both Printing and Printer management restrictions are enabled in a policy, the Printing
restriction takes precedence over the Printer management restriction.

Printer management

Enable/disable printing data by using the admin-configured printers from the configured SaaS$ or in-
ternal web apps with this policy when accessed via Citrix Enterprise Browser.

Note:

« The Printer management restriction is available in addition to the Printing restriction
where printing is either enabled or disabled.
If both Printing and Printer management restrictions are enabled in an access policy, the
Printing restriction takes precedence over the Printer management restriction.

+ End users must use Citrix Enterprise Browser version 126 or later for accessing applications
for which this restriction is enabled. Else, the application access is restricted.

To enable/disable printing restrictions, perform the following steps:

1. Create or edit an access policy. For details on creating an access policy, see Configure access
policies.

2. In Actions, select Allow with restrictions.

3. Click Printer management and then click Edit.
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Printer management settings X

Specify which printer targets can be selected by end users when printing. If both this setting and the Printing setting are used, the Printing setting takes
precedence. Requires Citrix Enterprise Browser v126 or later.

MNetwork printers
__) Disabled
(® Enabled
Enable printers by hostname
All printers are allowed by default unless specific hostnames are populated.

&.g. local. domain.net —|—

Local printers

. ) Disabled

(® Enabled

Print using Save as PDF
@ Disabled

) Enabled

- ~
\ Cancel )

1. Select the exceptions as per your requirement.

« Network printers - A network printer is a printer that can be connected to a network and
used by multiple users.

- Disabled: Printing from any printers in the network is disabled.
- Enabled: Printing from all network printersis enabled. If printer host names are spec-
ified, then all other network printers apart from the ones specified are blocked.

Note: Network printers are identified by their host names.

+ Local printers - A local printer is a device directly connected to an individual computer
through a wired connection. This connection is typically facilitated through USB, parallel
ports, or other direct interfaces.

- Disabled: Printing from all local printers is disabled.
- Enabled: Printing from all local printers is enabled.

+ Print using Save as PDF

- Disabled: Saving the content from the application in a PDF format is disabled.
- Enabled: Saving the content from the application in a PDF format is enabled.

2. Click Save.
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If a network printer is disabled, then the specific printer name appears grayed out when you try to
select the printer in the Destination field.

Also, if Print using Save as PDF is disabled, then when you click the See more link in the Destination
field, the Save as PDF option appears grayed out.

Select a destination

Q Ibealch destinations

o Some options have been restrictad by your administrator

5  banpprint01. s.net Canon IR-ADV C5550/5560

8 HP Ink Tank 310 series @ | 5 MacBook Pro

I\. Manage ,JI i Cancel >

Screen capture

Enable/disable the ability to capture the screens from the Saa$ or internal web app with this policy
when accessed via Citrix Enterprise Browser using any of the screen capture programs or apps. If a
user tries to capture the screen, a blank screen is captured. Default value: Enabled.

Upload restriction by file type

Enable/disable the user’s ability to download specific MIME (file) type from the SaaS or internal web
app with this policy when accessed via Citrix Enterprise Browser.

Note:

» The Upload restriction by file type restriction is available in addition to the Upload re-
striction.

« If both Upload and Upload restriction by file type restrictions are enabled in a policy, the
Uploads restriction takes precedence over the Upload restriction by file type restriction.

+ End users must use Citrix Enterprise Browser version 126 or later for accessing applications
for which this restriction is enabled. Else, the application access is restricted.
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To enable/disable uploading of MIME types, perform the following steps:

[a—y

. Create or edit an access policy. For details, see Create access policies.

2. In Actions, select Allow with restrictions.

3. Click Upload restriction by file type and then click Edit.

4. Inthe Upload restriction by file type settings page, select one of the following:

Allow all uploads with exceptions —Upload all files except the selected types.
Block all uploads with exceptions —Blocks all file types from uploading except the selected
types.

5. If thefile type does not exist in the list, then do the following:

a) Click Add custom MIME types.
b) In Add MIME types, enter the MIME type in the format category/subcategory<

extension>. Forexample, image/png.
¢) Click Done.

The MIME type now appears in the list of exceptions.

When an end user tries to upload a restricted file type, Citrix Enterprise Browser displays a warning

message.

b4
File format restricted

Your admin has restricted uploading files in this
format. Please contact your admin for assistance.

Uploads

Enable/disable the user’s ability to upload within the Saa$S or internal web app configured with this
policy when accessed via Citrix Enterprise Browser. Default value: Enabled.

Note:

If both Uploads and Upload restriction by file type restrictions are enabled in a policy, the
Uploads restriction takes precedence over the Upload restriction by file type restriction.
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Watermark

Enable/disable the watermark on the user’s screen displaying the user name and IP address of the
user’s machine. Default value: Disabled.

Webcam

Prompt/do not prompt users every time to access the webcam within the SaaS or internal web app
configured with this policy when accessed via Citrix Enterprise Browser. Default value: Prompt every
time.

End users must use Citrix Enterprise Browser version 126 or later for accessing applications for which
the Webcam restriction is enabled.

To allow webcam every time without being prompted, perform the following steps:

Create or edit an access policy. For details, see Configure access policies.
In Actions, select Allow with restrictions.

Click Webcam and then click Edit.

In the Webcam settings page, click Always allow access.

Click Save, and then click Done.

ok w =

Note:

« If the Webcam restriction is enabled in the Secure Private Access policy, then Citrix Enter-
prise Browser displays the settings Allow.

+ If the option Prompt every time in Secure Private Access policy, then the setting applied
on Citrix Enterprise Browser varies depending on whether the Global App Configuration
service (GACS) is used to manage Citrix Enterprise Browser.

- If GACS is used, then the GACS setting is applied on Citrix Enterprise Browser.
- If GACS is not used, then Citrix Enterprise Browser displays the setting Ask.

« Currently, Secure Private Access does not support blocking of the webcam. If you must
block webcam, you must do it through GACS.

For more information on GACS, see Manage Citrix Enterprise Browser through Global App Configura-
tion service.

Clipboard restriction for security groups

You can enable clipboard access for a designated group of apps by using the Security groups restric-
tion (Applications > Security groups). Security groups are assigned a set of apps within which the
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copy and paste operations can be performed. To enable clipboard access within the appsin a security
group, you must just have an access policy configured with the action allow or allow with restric-
tions without selecting any access setting.

« When the Security groups restriction is enabled, you cannot copy / paste data between applica-
tions in different security groups. For example if the app “ProdDocs”belongs to security group
“SG1”and the app “Edocs”’belong to security group “SG2”, you cannot copy / paste content from
“Edocs”to “ProdDocs”even if Copy / Paste restriction is enabled for both groups.

+ For apps not part of a security group, you can have an access policy created with action allow
with restrictions and selecting the restrictions (Copy, Paste, or Clipboard). In this case, the
app is not part of a security group and hence the Copy / Paste restriction can be applied on that

app.
Note:

You can also restrict clipboard access for apps accessed via Citrix Enterprise Browser through
the Global App Configuration service (GACS). If you are using GACS to manage Citrix Enterprise
Browser, then use the Enable Sandboxed Clipboard option to manage the clipboard access.
When you restrict clipboard access through GACS, it applies to all apps accessed via Citrix En-
terprise Browser. For more information on GACS, see Manage Citrix Enterprise Browser through
Global App Configuration service.

To create a security group, perform the following steps:

1. Inthe Secure Private Access console, click Applications and then click Security groups.
2. Click Add a new security group.

Security group name

l sec-group-1 I

Add web or SaaS applications

‘ dribble X Wikipedia X Pinterest O\‘

By default, you can copy and paste data between apps within the same security group. Copy and pasting to apps outside of the security group is not allowed.

> Mdvanced clipboard settings @

1. Enter a name for the security group.

2. In Add web or SaaS applications, choose the applications that you want to group to enable
the copy and paste control. For example, Wikipedia, Pinterest and Dribble.
3. Click Save.

For details on Advanced clipboard settings, see Enable copy / paste controls for native applications
and unpublished apps.
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When end users launch these applications (Wikipedia, Pinterest and Dribble) from Citrix Workspace,
they must be able to share data (copy / paste) from one application to the other applications within
the security group. The copy / paste occurs irrespective of other security restrictions that are already
enabled for the applications.

However, end users cannot copy and paste content from their local applications on their machines or
unpublished applications to these designated applications and conversely. The following notification
appears when the content is copied from the designated application into another application:

X
Pasting blocked

Your admin has prohibited copied data from being
pasted here.

Note:

You can enable copy / paste content from local applications on user machines or unpublished ap-
plications controls by using the options in the Advanced clipboard settings section. For details,
see Enable copy / paste controls for native applications and unpublished apps.

Enable granular level copy [ paste

You can enable granular level clipboard access within the applications in a designated group. You can
do so by creating access policies for the applications and enabling the Copy / Paste restriction as per
your requirement.

Note:

Ensure that the specific access policy that you have created for granular level clipboard access
has a higher priority than the policy that you have created for the security groups.

Example:

Consider that you have created a security group with three applications namely, Wikipedia, Pinterest,
and Dribble.

Now, you want to restrict the pasting of content from Wikipedia or Dribble into Pinterest. To do so,
perform the following steps:
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1. Createoreditan access policy assigned for the application Pinterest. Fordetails on creating
an access policy, see Configure access policies.

2. In Actions, select Allow with restrictions.

3. Select Paste.

Although Pinterest is part of a security group which also contains Wikipedia and Dribble, users can-
not copy content from Wikipedia or Dribble to Pinterest because of the access policy associated with
Pinterest in which the Paste restriction is enabled.

@ Explore the bestofPin x | 4

[P Restrictions | @ in.pinterest.com/ideas/ = DN

Pasting blocked
our admin has prohibited copied data from being

e v Search for easy dinners, fashion, etc. pasted here.

Popular on Pinterest

Enable copy / paste controls for native applications and unpublished apps

1. Create a security group. For details, see Clipboard security groups for Copy and Paste restric-
tions.

2. Expand Advanced clipboard settings.

~Advanced clipboard settings 0
Data out of the security group

Allow copying data from the security group to unpublished domains 9

Allow copying data from the security group to native apps

Data into the security group

Allow copying data from unpublished domains to the security group @

Allow copying data from native apps operating system apps to the security group

3. Select the following options as per your requirement:

« Allow copying of data from the security group to unpublished domains —Enable copy-
ing of data from applications in the security groups to the apps that are not published in
Secure Private Access.

+ Allow copying of data from the security group to native apps - Enable copying of data
from the applications in the security groups to the local applications on your machines.
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+ Allow copying of data from the unpublished domains to the security group —Enable
copying of data from the apps not published through Secure Private Access to the applica-
tions in the security groups.

+ Allow copying of data from native apps operating system the security group - Enable
copying of data from local applications on the machines to the applications.

Known issues

+ The routing table in (Settings > Application Domain) retains the domains of a deleted applica-
tion. Hence, these applications are also considered as published applications in Secure Private
Access. Ifthese domains are accessed directly from Citrix Enterprise Browser, copy / paste is dis-
abled from these applications irrespective of the options that you have selected in Advanced
clipboard settings.

For example, assume the following scenario:

- You have deleted an application named Jira2 (https: ) that
was part of a security group.

- You have enabled the option Allow copying of data from the security group to unpub-
lished domains.

In this scenario, if the user tries to copy data from this application into another application in
the same security group, the pasting control is disabled. A notification regarding the same is
displayed to the user.

+ For a SaaS app, the app access can be denied if the application is configured with an access
policy with action Deny access. The end users can still access the app because the app trafficis
not tunneled through Secure Private Access. Also, if the application is part of the security group,
the security group settings are not honored and hence you cannot copy / paste content from the
application.

Discover domains or IP addresses accessed by end users

September 6, 2025

The Application Discovery feature helps an admin get visibility into the external and internal appli-
cations (HTTP/HTTPS and TCP/UDP apps) that are being accessed in an organization. This feature
discovers and lists all the domains/IPs addresses, published or unpublished. Thus, admins can see
what domains/IP addresses are getting accessed, by whom, and decide if they want to publish them
as applications, providing access to those users.
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The Application Discovery feature provides the following capabilities to the admins:

+ Provides visibility into both internal or external domains/IPs addresses accessed by the end
users.

» Provides a comprehensive visibility into all types of applications accessed (HTTP, HTTPS, TCP,
and UDP). Access Citrix Enterprise Browser™ and Citrix Secure Access agent are supported.

« Displays both published or unpublished domains/IP addresses accessed by the end users.

The following figure displays a sample App discovery page. The App discovery page allows filtering
of domains based on the protocol (HTTP/HTTPS, TCP/UDP) and Domain/IP address and port numbers.
It also displays the unpublished (not assigned to any app) domains accessed by the end users.

App configuration App discovery Security groups
All protocol v I | Last 1 Week AV | () Add filter
App discovery shows list of domains visited by end-users. Select one or more domains to add them to a new or existing application.
2 Selected View selected only ( Create application ) ( Add to an existing application )

Domain/IP Port Protocol Total Visits Unique Users Most Recent Visit Assigned To App(S)
meesho.com 443 HTTPS 3 1 2024-08-1412:22:32 1
www.google.com 443 HTTPS 2 1 2024-081412:16:21 0
www.googleadservices.com 443 HTTPS 2 1 2024-081412:16:21 0
www.bbc.com 443 HTTPS 1 1 2024-08-14 11:59:01 0
myntra.in 443 HTTPS 1 1 2024-08-1412:00:54 1
www.apple.com 443 HTTPS 1 1 2024-08-1412:00:54 0

wikipedia.org 443 HTTPS 1 1 2024-08-14 12:16:21 0

WWw.amazon.in 443 HTTPS 1 1 2024-08-1412:16:21 0
www.ajio.com 443 HTTPS 1 1 2024-081412:22:32 0
javatpoint.com 443 HTTPS 1 1 2024-08-1412:22:32 0
udemy.com 443 HTTPS 1 1 2024-08-1412:22:32 0
www.reddit.com 443 HTTPS 1 1 2024-08-14 12:22:32 0

Application Discovery for internal domains in a new environment

The Application Discovery feature can be used if you are setting up a new Secure Private Access envi-
ronment and want visibility into the applications that are to be configured. This feature discovers and
lists all domains/IPs addresses that are accessed by your end users so you can configure them as ap-
plications. Use the following steps to enable the Application Discovery feature when you are setting
up your Secure Private Access environment:

+ Todiscoverinternal web applications, configure an application within Secure Private Access and
specify the wildcard related domain that belongs to the domain/subdomain of the applications
that you want to discover.
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For example, if you want to discover all applications with the domain citrix.com, create an appli-
cation with a related wildcard domain as x . citrix.com. To allow completion of application
configuration, add any test URL as the main web app URL section.

App type Appicon

‘ HTTP/HTTPS N ‘ /™, Changeicon Use default icon
' i — (128 KB max, PNG)

App name *

. | Do not display application icon in Workspace app
Discover_appl

Add application to favorites in Workspace app
App description

Allow user to remove from favorites

Do not allow user to remove from favorites

App category (@

Ex.: Category\SubCategory\SubCategory

Direct Access

Enable direct browser-based access to internal web applications.

URL *

‘ https://test.citrix.com ‘

* oy

Related Domains * (7}

*.docs.citrix.com ‘

Web app URL: https://test.citrix.com/
Related domain: x.citrix.com

« For internal TCP/UDP apps, configure an application within Secure Private Access and specify
the subnet along with the TCP/UDP protocol and range of ports (enter x to include the entire
range). This enables discovering all TCP and UDP apps from the Citrix Secure Access agent. For
example, if you want to discover all applications within subnet 10.0.0.0/8, then configure the
app with the following details: Example: 10.0.0.0/8:

Port: (*)

Protocol: TCP
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App type * Appicon
TCP/UDP NS E Change icon Use default icon
(128 KB max, PNG)
App name *

Citrix Secure Access Client for Windows

Discover_app2

Citrix Secure Access Client for macOS

App description

Destinations

Destination * (& Port* (@ Protocol *

10.0.0.0/8

B [ v

4

« Once you have created the applications, you must also define users that are allowed access to
apps with the configured domains and IP subnets. Create an access policy and assign users
to whom you want to allow access to the FQDNs/IP addresses configured in the applications
created. These can be an initial set of test users or a limited number of users you want to give
access to initially.

+ After creating the applications and corresponding access policies, users can continue to ac-
cess applications from the Citrix Workspace app and access different domains. All FQDN/IP
addresses accessed by the end users start to show up in the Application Discovery page.

Note:

« Once you have discovered and identified most of the applications over a few days/weeks,
we recommend deleting the initially created applications so that the wider access given via
the wildcard domains and IP subnets can be closed down, and only specific application
URLs and IP addresses that are discovered must be allowed access via new applications.

+ Add the prefix Discover in the app name to indicate that this is a special app configura-
tion to enable discovery monitoring and reporting. This naming helps you identify to re-
move the wild card domains or IP subnets or both so you can reduce the overall app access
zone to just the specific FQDNs and IP/port combinations later in weeks or a month.

+ To access TCP/UDP apps, users must use the Citrix Secure Access agent. App access from
various access methods is monitored based on the apps’domains and subnets configura-
tion and reported within the App Discovery page.

+ Even after you have removed the discovered applications, this feature keeps on discovering
domains/IP addresses accessed by your users. So at any time, you can come back to the
App Discovery page to see what is being accessed and if there are any new domains/IP
addresses discovered that must be configured as applications.
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For details on adding the domains, FQDNs, or IP address, see the following topics.

» Configure HTTP/HTTPS applications
+ Configure TCP/UDP apps

Create an application from the App discovery page

To create an application for main domains and unpublished domains from the App discovery page,
do the following steps:

1. Navigate to Applications > App discovery.

2. Select a domain from the list.

Note:

+ You cannot select domains belonging to different protocols to create an application.
An error message is displayed when you select domains belonging to different proto-
cols.

« If a domain is already associated with an application, you cannot select that domain
again to create an application. The checkbox corresponding to that domain appears
grayed out and when you hover the mouse over the checkbox, a tooltip appears.

3. Click Create application. For details on creating an application, Configure HTTP/HTTPS appli-
cations and Configure TCP/UDP apps.

Update an existing application

To add a domain to an existing application, perform the following steps:

Select the domain that must be added to an application.

Click Add to an existing application.

In Applications, select the application to which you want to add these domains.

Click Get app details.

The Related Domains field displays all the domains that you selected earlier in separate rows.
Click Finish.

A T o
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Edit app X

[ ecoms o o] B

Apptype” Appicon

Related Domains * App Connectivity * @

[ *myntrain ] [ External v

(@ Add another related domain

D

Note:

+ You canonly add a TCP/UDP destination IP address to an existing TCP/UDP application. The
Applications field lists only the TCP/UDP apps configured in the system.

+ You can select an existing HTTP/HTTPS or TCP/UDP app to add domains (main or single
entry) whose protocol is HTTP/HTTPS.

« You cannot select a domain that is already associated with an application.

App access end-user experience explained

September 6, 2025

Citrix Secure Private Access™ apps can be accessed in the following ways:
« Through the Citrix Secure Access™ client:

- Access Web/SaaS apps: After logging into the Citrix Secure Access client, end users can
access Web/SaaS$ apps using their native browser such as Chrome.

- Access TCP/UDP apps: After logging into the Citrix Secure Access client, end users can ac-
cess TCP/UDP applications through a client application (for example Remote Desktop Pro-
tocol (RDP)).

« Through Citrix Enterprise Browser™: End users can access their enterprise web apps directly
through Citrix Enterprise Browser which is integrated into the Workspace environment.
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Access a Web app through the Citrix Secure Access client

1. Login to the Citrix Secure Access client.
2. After the secure access session is established, open a native browser (for example Chrome).
3. Inthe browser, enter the URL of the enterprise web app that you want to access.

Access a TCP/UDP app through the Citrix Secure Access client

If RDP is configured, end users must perform the following steps to access the TCP/UDP app.

1. Login to the Citrix Secure Access client.

2. After the secure access session is established, start a remote desktop connection.

(€s) Citriw Secure Access

citnx | Secure Access

= Status

Connection URL
Home page

Current Session
® Started at 03.48.48 AM May 28, 2024

Connection Duration
Internal network address ;. Not enabled

Data Sent

Data Recerved. 2

& Citrix Secure Access

Secure access session is established.

To end this session, right-click the Citrix Secure
Access icon and click Logoff.
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&, Remote Desktop Connection — o

L_ Remote Desktop
*»« Connection

|:!':-'111I.I1'|' -
Llses ruswrme cirte admer

Tow will be asoad for credentaly when you connect

*, Show Opbons Help

a) Press the Windows key, type Remote Desktop Connection, and press Enter.

)
b) Enter the IP address or host name of the computer that you trying to connect to.
c) Click Connect. You might be prompted to enter the credentials.
)

d) Enter the user name and password for the remote computer and then click OK.

A remote desktop connection is established now and the end user can interact with the remote com-
puter.

For more information about the Citrix Secure Access client, see Citrix Secure Access client.

Access an app through Citrix Enterprise Browser

1. Download the Citrix Workspace app from https://www.citrix.com/downloads. In the Find
Downloads list, select Citrix Workspace app.

2. Logon and search for your Saa$S apps. Click the app to launch it.

You can now use the SaaS app from within the Citrix Workspace™ app.

Depending on the admin configured settings, your SaaS apps open by using the browser engine within
the Workspace app or you are redirected to a secure browser.

The following diagram shows the high-level flow for the Citrix Workspace app.
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Enhanced .
p— . Security OFF Open in standard browser
‘Workspace

=x - - Allow Internet
1] |+ ] @
“ d Deny
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Open in @
embedded browser Redirect

Secure Browser Service

The following diagram shows the high-level flow for the Citrix Workspace web portal.
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Security OFF

Workatace ) Open in standard browser 7TS\
- 1
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1
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¢ o -2 : Open in Secure Browser
Internet
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Q0 &0
_ e e
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Security ON
P

Acchss restrictes

For more information about Citrix Enterprise Browser, see Citrix Enterprise Browser.

Upgrade

September 6, 2025

You can upgrade your Secure Private Access deployments to a newer version without having to first
set up new machines or sites. Before you upgrade, we recommend that you create the snapshots or
save the configurations. To start an upgrade, you run the installer from the new version to upgrade
the previously installed Secure Private Access plug-in.
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Upgrade sequence

The upgrade sequence is as follows:

1. You can upgrade Secure Private Access through the Delivery Controller™ or through the dedi-
cated Secure Private Access tile in the installer Ul based on how you originally installed Secure

Private Access.

« If you have installed Secure Private Access via Delivery Controller, then you cannot up-
grade the Secure Private Access component alone. Instead, you must upgrade all the com-

ponents. For details, see Upgrade a deployment.
« If you have installed Secure Private Access through the dedicated Secure Private Access

tile, then you can upgrade it independently. For details, see Upgrade your Secure Private

Access installer.

Note:

We recommend that you install Secure Private Access through the Delivery Controller for
POC environments, However, for production environments, we recommend that you use
the dedicated installer so that you can adapt new features or functionality.

2. Run the database scripts. For details, see Upgrade the database using scripts.

3. Restart the Default Web Site and Citrix Access Security Admin Site on the Internet Informa-
tion Service (11S) Manager console to apply changes.

4. Run the StoreFront configuration again. Download the StoreFront scripts from Settings > Con-
figuration, and run the scripts on the corresponding StoreFront machines. For details, see Mod-

ify integration settings.
Note:

If you do not run the scripts, the endpoints are not triggered.

5. (Optional) Run the NetScaler Gateway script. For details, see NetScaler Gateway.

Components upgrade

Refer to the following topics for upgrade of the components involved in Secure Private Access on-

premises deployment.

+ Cloud Connector
 StoreFront

» NetScaler Gateway
« License server
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« Web Studio
« Director

Upgrade your Secure Private Access installer

September 6, 2025

1. Download the Citrix Secure Private Access installer from https://www.citrix.com/downloads/c

itrix-secure-private-access/spa-onprem-standalone/.

2. Run the .exe as an administrator on a domain joined machine.

3. Follow the on-screen instructions to complete the installation.

Citrix Virtual Apps and Desktops 7

Licensing Agreement
Firewall

Summary

Upgrade

Finish

- Secure Private Access

Software License Agreement

Printable version

Last Revised: August 19, 2020
CITEIX LICENSE AGREEMENT

This is a legal agreement ("AGREEMENT") between the end-user customer ("vou"), and
the providing Citrix entity (the applicable providing entity is hereinafter referred to as
"CITRIX"). This AGREEMENT includes the Data Processing Agreement, the Citrix
Services Security Exhibit and any other documents incorporated herein by reference. Your
location of receipt of the Citrix product (hereinafter "FRODUCT") and maintenance
(hereinafter "MAINTENANCE") determines the providing entity as identified at https://
www.citrix.com/buy/licensing ‘citrix-providing -entities htm]. BY INSTALLING AND/OR
USING THE PRODUCT, YOU AGREE TO BE EOUND BY THE TERMS OF THIS
AGREEMENT. IF YOU DO NOT AGREE TO THE TERMS OF THIS AGREEMENT,
DO NOT INSTALL AND/OR USE THE PRODUCT. Nothing contained in any purchase
order or any other document submitted by you shall in any way meodify or add to the
terms and conditions contained in this AGREEMENT. This AGREEMENT does not apply
to third party products sold by Citrix, which shall be subject to the terms of the third party
provider.

1. PRODUCT LICENSES.

a. End User Licenses. Citrix hereby grants Customer a non-exclusive worldwide

license to vse the software in a software PRODUCT and the software installed in | -

@ | have read, understand, and accept the terms of the license agreement

| do not accept the terms of the license agreement

Back Next |
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Citrix Virtual Apps and Desktops 7 % - Secure Private Access

Summary
¥ Licensing Agreement
¥ Additional Components

I Installation directory
+ Firewall e
Summary

Upgrade

Finish

Review the prerequisites and confirm the components you want to upgrade.

Citrix Virtual Apps and Desktops 7 = - Secure Private Access

Finish Installation

¥ Licensing Agreement The installation completed successfully.

+ Additional Companents

o« Firewall Core Components

+" Secure Private Access
+ Summary
Post Install
+ Upgrade v Compaonent Initialization

Finish

" Success

Upgraded

Initialized
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Important:

After you upgrade the installer to release the latest release, you must re-run the StoreFront™
script so that the new endpoint details are available.

Next steps

» Set up Secure Private Access

+ Configure NetScaler Gateway

+ Configure applications

» Configure access policies for the applications

Upgrade the database using scripts

September 6, 2025

You can use the admin config tool to download the database upgrade scripts for the Secure Private
Access plug-in.

1. Open the PowerShell or the command prompt window with admin privileges.

2. Change the directory to the Admin\AdminConfigTool folder under the Secure Private
Access installation folder (for example, cd “C:\Program Files\Citrix\Citrix Access Secu-
rity\Admin\AdminConfigTool”).

3. Run the following command:

.\AdminConfigTool.exe /DOWNLOAD_UPGRADE_DB_SCRIPTS <output folder
>

Manage configurations

September 6, 2025

After you have installed Secure Private Access, you can modify the settings from the Settings
page. You can manage routing of application domains, administrators, and modify the integration
settings.

To modify the settings, you must sign into the Secure Private Access admin console with a Secure
Private Access administrator account.
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For details on how to update or modify the settings, see the following topics:

+ Manage routing of application domains
+ Manage administrators
+ Modify integration settings

Manage unsanctioned websites

You can also configure rules for unsanctioned websites. Applications (intranet or internet) that are
not configured within Secure Private Access are regarded as “Unsanctioned Websites”. For details,
see Unsanctioned websites.

Policy modeling tool

The Policy modeling tool provides visibility into the application access result (allowed or allowed with
restriction or denied). Admins can check the access results for specific users and user condition. For
details, see Policy modeling tool.

Policy modeling tool

September 6, 2025

Admins can create multiple policies and assign these policies to multiple applications. As a result,
it might become difficult for admins to understand the application access results for their end-users.
That is, if the end-user is allowed or denied access based on the application and access policy config-
urations. The policy modeling tool (Access policies > Policy modeling) helps resolve these issues by
giving the administrators full visibility into the expected application access result (allowed/allowed
with restriction/denied). Admins can check the access results for specific users and add a user condi-
tion for contextual tags. The tool also displays the list of policies associated with the applications.

To analyze the access policy configuration, perform the following steps.

1. In the Secure Private Access console, click Access Policies and then click the Policy modeling
tab.
2. Add the following details:

+ Device type: Desktop is selected by default.

« Domain: Select the domain associated with the user.

+ User: Select the user name for which you want to analyze the applications and associated
policies.
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3. You can also simulate a condition based on contextual tags on the end user and their devices.

a) Click Simulate conditions. The condition Contextual tags is selected by default.
b) Enter the contextual tag in Value.
c) Click the + sign to add other conditions.

4. Click Apply.

The applications and associated policies for the selected user are displayed in a tabular format.

Policy configuration Policy modeling
Model user access outcomes, given various contexts and conditions.
Device type Domain User name
Desktop spablri.com % ‘ ‘ spa user01 Q | &
(P Simulate conditions ~ Contextual tags = term &
| Contextual tags v | | =(equals) term | T
Display name: spauser01
m Clear filters Domain name: spablrl.com
Application access (0 Filter by app name Q ‘
Application Name Result Policy Name
avanthika @ Access will be allowed avanthika_pol
buddi_nani @ Noaccess policy found N/A
Pag 1 1 25 rows v/

Unsanctioned websites

September 6, 2025

Applications (intranet or internet) that are not configured within Secure Private Access are regarded
as “Unsanctioned Websites”. By default, Secure Private Access denies access to all intranet web ap-
plications if there are no applications and access policies configured for those applications.

For all other internet URLs or SaaS applications that do not have an app configured, admins can use
the Settings > Unsanctioned Websites tab from the admin console to allow or deny access via Citrix
Enterprise Browser.

Note:

By default, settings are configured to ALLOW access to all internet URLs or SaaS apps via Citrix
Enterprise Browser.

How unsanctioned websites work

1. URL analysis check is done to determine if the URL is a Citrix® service URL.
2. The URL is then checked to determine if it is an Enterprise web or SaaS app URL.
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3. The URL is then checked to determine if it is identified as a blocked URL or if the URL can be
allowed to be accessed.

The following illustration explains the end user traffic flow.

Allowed sites or
Web filtering Published apps (without l
configuration 3" party SWG)
Secure Private Access ew» e .Iv.,a
1
Allowed sites (with Internet

- 31 party SWG)
: T

Web filtering

Blocked sites

Redirected sites @ 3rd Party
_______________ SWG

When a request arrives, the following checks are performed, and corresponding actions are taken:
1. Does the request match the global allow list?
a) If it matches, the user can access the requested website.
b) If it does not match, website lists are checked.
2. Does the request match the configured website list?
a) If it matches, the following sequence determines the action.

i. Block

ii. Allow

b) If it does not match, the default action (ALLOW) is applied. The default action cannot be
changed.

Configure rules for unsanctioned websites

1. Inthe Secure Private Access admin console, click Settings > Unsanctioned Websites.

Note:

« The web filtering feature is enabled by default and access to all unsanctioned internet
URLs is allowed.

+ You canchangethe setting to Block all users from accessing unsanctioned websites
to block access to any internet URL via Citrix Enterprise Browser for all users.
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Application Domain Administrators Integrations Unsanctioned Websites
Manage user access to websites not configured in SPA Web fitring s enabled ®

Default Website Traffic Settings @

Website Traffic Overrides

Override default website traffic settings to specific websites by adding them to a grouping below. @

Blocked Websites (@) Allowed Websites (@ L, Download CSV template

Search blocked websites Q| + Block a website
Delete

Website
@ www.acebookcom _

@ wwwdribble.com _

You can also change settings for specific URLs by adding them to blocked websites or allowed
websites.

For example, if you have blocked access to all unsanctioned URLs by default and you want to
allow access to only a few specificinternet URLs, then you can do so by performing the following
steps:

a) Click the Allowed Websites tab, and then click Allow a Website.

b) Add the website address that must be allowed access. You can either manually add the
website address or drag and drop a CSV file containing the website address.

¢) Click Add a URL and then click Save.

The URL is added to the list of allowed websites.

Manage settings after installation

September 6, 2025

Manage routing of application domains

You can view a list of application domains added in your Secure Private Access setup. The applica-
tion domains table lists all the related domains and how the app traffic is routed (externally or inter-
nally).

1. Click Settings > Application Domain.

2. You can click the edit icon and change the routing type, if necessary.
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Manage administrators

You can view the list of administrators and also add administrators from the Settings > Adminis-
trators page. The administrator who installs the Secure Private Access the first time is granted full
permission. This admin can then add other administrators to the setup.

You can also add admin groups so that access is enabled for all the admins in that group.

In the Administrators page, click Add.

In Domain, select the domain to which this administrator must be added.

In Users or user group, select the user or a group to which this user belongs.
In Admin Type, select the permission type that must be assigned to this user.

> wnh e

Modify integration settings

After you have set up Secure Private Access, you can modify or update the StoreFront™ and NetScaler

Gateway entries from the Integrations tab.

1. Click Settings > Integrations.
2. Click the editicon in line with the setting that you want to modify and update the entry.
3. Click the refresh icon to ensure that the settings are valid.

Note:

« If the Secure Private Access address is changed, then download the StoreFront script and

run it on the StoreFront host.
« If Secure Private Access is installed on a machine different that StoreFront, then download

the StoreFront script and run it on the StoreFront.
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«

Application Domain ~ Administrators  Integrations
Overview

Connect with StoreFront and NetScaler Gateway servers to enable them to route traffic to Secure Private Access servers.

Applications

i

Secure Private Access address
The address of this Secure Private Access server or of the load balancer in front of your Secure Private Access servers. Users use this address to access their policies. This address must

Access Policies be a valid web URL and does not have to be a public address.

Settings

S

®@ G 7o

https://gamma.spacpd

B

Troubleshooting

StoreFront Store URL
The complete StoreFront store URL.

https://gamma.spaopdev. ot

cal/Citrix/StoreGamma (/]

O
A

Download Script

() Add another Store URL

Public NetScaler Gateway address
The internet facing addresses of all the NetScaler Gateways fronting StoreFront. If you have a GSLB deployment, add both the GSLB address as well as the individual NetScaler
Gateway addresses.

Get Gateway scripts

gamma.spaopdev.local Q O ﬂ Refresh Certificate

(¥) Add another public address

NetScaler Gateway virtual IP address and callback URL

The Gateway VIP is the private IP address of the NetScaler Gateway virtual server(not the callback virtual server) that is sent with all traffic. The callback address is an endpoint on each
of the NetScaler Gateways that enables key functionality. They are associated with each other, and by matching on the VIP address, Secure Private Access will know which callback
address to invoke. For both fields, use the same values as configured in StoreFront.

Gateway VIP (0 Callback URL (&

https://gwgamma.spaopdev.local (/]

O
AN

@ Add another virtual IP address and callback URL

Director URL
Utilize the monitering capabilities of Director in Secure Private Access.

License Server URL
A license server is a mandatory compenent required to collect and process licensing data

cal 0

O
D

https://ls.spaopdev.lo

K

Manage applications and policies

September 6, 2025

After configuring the applications and access policies, you can edit them if necessary.

Edit an application

1. Inthe Secure Private Access admin console, click Applciations.

© 1997-2025 Citrix Systems, Inc. All rights reserved. 119



Citrix Secure Private Access™ - On premises

2. Click the ellipsis button in line with the application that you want to modify and then click Edit

Application.
3. Edit the app details.
4. Click Save.

Edit App

Click Finish once you're finished editing your app

Where is the application located? ”

@- Inside my corporate network

App type”

HTTR/HTTPS

App name ~

Slack

App description

App category 3

Verizon

URL™

| https://csg.enterprise.slack.com

Related Domains ~

App Connectivity *

‘ Internal

App Connectivity * &

App icon

Change icon Use default icon

: Do not display application icon in Workspace app

: Add application to faverites in Workspace app

| * csg.enterprise.slack.com

‘ ‘ Internal

Related Domains ™

App Connectivity * &

| * slack.com

‘ ‘ Internal

6 Add another related domain

m Ca-lcel

X
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Edit an access policy

1. Inthe Secure Private Access admin console, click Access Policies.
2. Clicktheellipsis buttonin line with the policy that you want to modify and then click Edit access

policy.
3. Edit the policy details.
4. Click Update.

Add/edit restrictions
2selected () View selected only
| Access Settings. | Current Value

/] Clipboard Disabled

(m] Copy Enabled

(m] Download restriction by file type Multiple options

O Downloads Enabled

O Insecure content Disabled

O Keylogging protection Enabled

a Microphone Prompt every time

O Notifications Prompt every time

(m] Paste Enabled

O Personal data masking Multiple options

(m} Popups Always block pop-ups

(m] Printer

(m] Printing Enabled

[w] Screen capture Enabled

[m] Upload restriction by file type Multiple options

O Uploads Enabled
Watermark Enabled

m] Webcam Prompt every time

o)

Uninstall Secure Private Access

September 6, 2025

You can uninstall Secure Private Access from Control Panel > Programs > Programs and Features.

1. Select Citrix Virtual Apps and Desktops™ 7 2507 —Secure Private Access.
2. Click Uninstall.
3. Follow the on-screen instructions and complete the uninstallation.

Note:

If the Secure Private Access post installation setup is completed, then before uninstalling Secure
Private Access, download the StoreFrontScripts.zip file from the admin console to remove the
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Secure Private Access plug-in from the StoreFront store configuration.

To download StoreFrontScripts zip file, follow these steps:

1. Login to the Secure Private Access admin console.
2. Click Settings and then click the Integrations tab.
3. Click Download Script in the StoreFront Store URL section.

Remove the Secure Private Access plug-in from the StoreFront store configuration

After you uninstall Secure Private Access, you must remove the Secure Private Access plug-in from the
StoreFront store configuration.

1. Login to the StoreFront machine.

2. Download the StoreFrontScripts.zip file.

3. Unzip StoreFrontScripts.zip to a folder.

4. Open a PowerShell window with the admin privileges.
5. Run the following command:

cd <unzipped folder>
.\RemoveStorefrontConfiguration.psl

Monitor and troubleshoot

September 6, 2025

The Secure Private Access Troubleshooting dashboard displays the logs related to application launch,
app enumeration, and their statuses. For details, see Dashboard overview.

Troubleshooting

You might come across issues related to the following while or after setting up Secure Private Access:

« Certificate errors

 Database creation errors

« StoreFront™ failures

+ Public gateway/callback gateway failures

+ Secure Private Access Server not reachable

For details about fixing these issues, see Basic troubleshooting.
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Session related codes in Director

Director integration with Secure Private Access enables effective performance monitoring and trou-
bleshooting as issues from all the components in a Secure Private Access setup are captured in Direc-
tor. It is recommended that you resolve the failure or exception issues by examining the logs. If that
does not resolve the issue, contact support.

References

+ Configure Director with Secure Private Access

» View a Secure Private Access session in Director
« Secure Private Access session codes in Director.
« Director.

Dashboard overview

September 6, 2025

The Troubleshooting dashboard displays the logs related to application launch, app enumeration,
and the status. You can view the logs for the pre-set time or for a custom timeline. You can use the Add
Filter option to refine you search based on the various criteria such as app category, user name, trans-
action ID. For example, in the search fields, you can select Transaction-ID, = (equals to some value),
and enter 7456¢0fb-a60d-4bb9-a2a2-edab8340bb15 in this sequence, to search for all logs related to
this transaction ID.

You can add columns to the chart by clicking the + sign depending on what information you want to
see in the dashboard. You can export the user logs into CSV format.

&
Lost1Week V| @ addtiter

BT onteotins (e V|
e

B sotoes ze010132829

first 1000 records. N

e cATEGORY Resur TRANSAGTION D oETALS.

® Succoss Totalappser

2024-061913:26:29 spauseri@spablricor

® Success 4614500-0137-4025-8120-257293611634
@ Troubleshooting
2024061132629 4614600-0137-4625-8190-357293611634

2024-06191326:29

2024-0610 1265522

2024.0610 125522

20240619 125519

2024-06:19 125519 658b31b6-52d9-4e8e.9926-4a5e5616096

20240619 126519 650031b6-5049-4080.9926-6a5056416006

20240619 126519

Pl
20240619 125519 6b626840-4b84-4d18.9241.043796dead4a Show Details

2024.06:19 125519

2024-0619 125519 564000-7065-4180-89c6-6198305c8769

2024061912519 66626840.-4584.4418-6261.043796dea040
2024061912519 56020000-7665.-418b-89c6-2198305c87e9
20240619 125517 68977eb-0159-dec7-9af5-a97be2042c57
20240619 25517 860770b.9159-40c7-9015-457be2042697

2024-0619 125517

20240619 126517 40608dca-5068.4840-b7da-7h20504alccT

20240619 125517 spavserl@spablrL.com
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You can use the following search operators to refine your search by using the Add Filter option:

+ =(equals to some value): To search for the logs/policies that exactly match the search criteria.

+ != (not equal some value): To search for the logs/policies that do not contain the specified
criteria.

+ ~(contains some value): To search for the logs/policies that match the search criteria partially.

+ !~ (does not contain some value): To search for the logs/policies that do not contain some of
the specified criteria.

For example, you can search for an event type “Enumeration”by using the string Event-Type > =
(equals to some value) > Enumeration in the search field.

Similarly, to search for users that partially contain the term “operator”, use the string User-Name
> ~ (contains some value) > operator. This search lists all the user names that contain the term
“operator”. For example, “local operator”, “admin operator”.

You can search for all logs related to a single event by using the transaction ID. The transaction ID cor-
relates all Secure Private Access logs for an access request. One app access request can have multiple
logs generated, starting from authentication, then app enumeration and then app access itself. All
these events generate their own logs. Transaction ID is used to correlate all of these logs. You can
filter the logs using the transaction ID to find all logs related to a particular app access request.

View contextual tags from logs

The Show Details link in the Details column displays the list of applications associated with the spe-
cific access policy and also the contextual tags associated with the policy. If nFactor authentication
is configured, the nFactor endpoint analysis action names that are validated for the current users are
also captured as part of the contextual tags.
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Filters Clear All
CATEGORY User-Name = "User | Last 1 Week v ‘ m
Results are limited to the first 1000 records. Narrow your search criteria for more relevant results. Export to CSV format
o TIME USER NAME CATEGOR RESULT TRANSACTION ID DETAILS
Success 2023-09-07 102913 spaopdev local\usera App Access @ Failure 9c7c2de8-0351-43b1-8 ERROR: Error in process.
Failure
2023-09-0710:2913 spaopdev.locallusera App Access @ Success 9c7c2de9-0351-43b1-8. Show Details
2023-09-0710:2912 spaopdevlocallusera App Access @ Success 9c7c2de8-0351-43b1-8. SmartAccess tags rece
2023-09-0710:29:12 spaopdev.locallusera App Access DSAuth validation was s.
Applications:
2023-09-07 09:48:50 spaopdev.locallusera App Access » Wikipedia is ALLOWED by Wikipedia_spaop_winl0  Successfully generated
» Googlel is ALLOWED by Google_spaop
2023-09-07 09:48:50 spaopdev.locallusera App Access Show Details
UserName: User A
2023-09-07 09:48:49 spaopdev localiusera App Access SmartAccess tags rece
ContextualTags: |
'
2023-09-07 09:48:49 spaopdev locallusera App Access | Windows10, PL_OS_SecureAccess_Gateway DSAuth validation was s
2023-09-07 09:48:40 spaopdevlocallusera App Access ® Success 2259212f-f17b-4a5f-96. Show Details
2023-09-07 09:48:40 spaopdevlocal\usera App Access @ Success 2259212f-f17b-4a5f-96. Policy evaluation return.
2023-09-07 09:48:40 spaopdev.locallusera App Access @ Success 2259212f-f17b-4a5f-96. SmartAccess tags recel
2023-09-07 09:48:40 spaopdev.locallusera App Access @ Success 2259212f-f17b-4a5f-96, DSAuth\alidation was s.
2023-09-07 09:46:27 spaopdev.locallusera App Access @ Failure 6e9d1dd1-5bdb-4474-8. ERROR: Error in process.

Basic troubleshooting

September 6, 2025

This topic list some of the errors that you might come across while or after setting up Secure Private
Access.

Certificate errors

Database creation errors

StoreFront failures

Public gateway/callback gateway failures

Secure Private Access Server not reachable

Certificate errors

Error message: Unable to get the certificates automatically from one or more gateway servers.

This error message appears when you try to add a public NetScaler® Gateway address and there is an
issue fetching the certificate. This issue can occur when setting up Secure Private Access or updating
settings after the setup is complete.

Workaround: Update the gateway certificate the same way in which you would for Citrix Virtual Apps
and Desktops.
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Database creation errors

« Error message: Failed to create database

Resolution: For Automatic case - The machine must have READ, WRITE, UPDATE permissions
to create tables within the database on the SQL server.

« Error message: Failed to create database: A database already exists.

This error message might appear in any of the following scenarios.

- If the Automatic configuration option is selected while configuring the databases.

- Ifthe admin is creating a database, it must be an empty database. This error message can
appear if the database is a non-empty database.

Resolution: You must create an empty database.

- You uninstall Secure Private Access and retry the setup with the same site name. In this
case, the database from the previous installation would not have been deleted.

Resolution: You must manually delete the database.

- You choose to set up the database manually (by selecting Manual Configuration in the Con-
figuring Databases page) by using the script, and then change to the Automatic Configu-
ration option but use the same site name. In this case, a database with the same name is
already created while running the script.

Resolution: You must rename the site and then run the script again.

- The machine does not have the READ, WRITE, UPDATE permissions to create tables within
the database on the SQL server.

Resolution: Enable appropriate permissions on the machine. For details, see Permissions

required to set up databases.

+ Error message: Failed to create database: Connection failed

Resolution:

- Check database network connectivity from your machine. Ensure that the SQL server port
is open on the firewall.

- If using a remote SQL server, check if the SQL server has login created with the Secure
Private Access machine identity, Domain\hostname$.

- If using a remote SQL server, confirm that the machine identity has the correct role as-
signed, system administrator role.

- IfusingaLocal SQL server (not from the installer), check if the NTAUTHORITY\SYSTEM user
must have a login created.
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StoreFront™ failures

+ Error message: Failed to create StoreFront entry for: <Store URL>

Update the StoreFront entries from the Settings tab if it is not visible. After you have set up

Secure Private Access using the wizard, you can edit StoreFront entries from the Settings tab.

Note down the StoreFront Store URL for which this error occurred.

Resolution:

1.
2.

Click Settings and then click the Integrations tab.
In StoreFront Store URL, add the StoreFront entry if it is not visible.

+ Error message: Failed to configure StoreFront entry for: <Store URL>

Resolution:

1.

There might be a PowerShell execution policy restriction in place. Run the PowerShell
script command Get-ExecutionPolicy for details.

2. Ifitisrestricted, you must bypass this and run a StoreFront configuration script manually.

3. Click Settings and then click the Integrations tab.

4. In StoreFront Store URL, identify the StoreFront URL entry for which the error occurred.

5. Click the Download Script button next to this Store URL and run this PowerShell script
with admin privileges on the machine on which the corresponding StoreFront installation
is present. This script must be run on all the StoreFront machines.

Note:

If you are retrying the installation after uninstalling, ensure that you don’t have an entry

with the name “Secure Private Access”in the StoreFront configuration (StoreFront >

store> Delivery Controller™ -> Secure Private Access). If Secure Private Access is

present, delete this entry. Manually download and run the script from the Settings >

Integrations page.

+ Error message: StoreFront configuration is not local for: <Store URL>

After you have set up Secure Private Access using the wizard, you can edit gateway entries from
the Settings tab. Note down the StoreFront Store URL for which this error occurred.

Resolution:

This issue occurs if StoreFront is not installed on the same machine as Secure Private Access.

You must manually run the StoreFront configuration on the machine where you have installed
StoreFront.
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1. Click Settings and then click the Integrations tab.

2. In StoreFront Store URL, identify the StoreFront URL entry for which the error occurred.

3. Click the Download Script button next to this Store URL and run this PowerShell script
with admin privileges on the machine on which the corresponding StoreFront installation
is present. This script must be run on all the StoreFront machines.

Note:

To run the StoreFront PowerShell script, open the Windows x64 compatible PowerShell
window with admin privileges and then run ConfigureStorefront.psl. StoreFront script is

not compatible with Windows PowerShell (x86).

« Error message: “Get-STFStoreService: Exception of type ‘Citrix.DeliveryServices.Framework.Feature.Excep
was thrown.”while running StoreFront script using PowerShell.

This error occurs when the StoreFront script is run on a x86-compatible PowerShell window.
Resolution:

To run the StoreFront PowerShell script, open the Windows x64 compatible PowerShell window
with admin privileges and then run ConfigureStorefront.psl.

Public gateway/callback gateway failures

Error message: Failed to create Gateway entry for: <Gateway URL> OR Failed to create Callback
Gateway entry for: <Ca'llback Gateway URL>

Resolution:

Note the Public Gateway or Callback Gateway URL for which the failure occurred. After you have set
up Secure Private Access using the wizard, you can edit gateway entries from the Settings tab.

1. Click Settings and then click the Integrations tab.
2. Update the public gateway address or the callback gateway address and the virtual IP address
for which the failure occurred.

Secure Private Access Server not reachable

Error message: Failed to update IIS pool. Failed to restart 1IS pool
Resolution:

Go to Application poolsin Internet Information Services (11S) and check that the following application
pools have started and are running:

« Secure Private Access Runtime Pool
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« Secure Private Access Admin Pool

Also check that the default IIS site "Default Web Site'isupand running.

Database connectivity check failures

Error Message: Connectivity check failed

Database connectivity check can fail due the multiple reasons:

« The database server is not reachable from the Secure Private Access plug-in host machine due
to a firewall.

Resolution: Check if the database port (default port 1433) is open on the firewall.

« The Secure Private Access plug-in host machine does not have the permission to connect to the
database.

Resolution: See SQL database permissions for Secure Private Access.

Gateway connectivity check failed. Unable to fetch public certificate

Error Message: Post installation configuration fails with the error “Gateway connectivity check failed.
Unable to fetch a public certificate....”

Resolution:

+ Upload the gateway public certificate to the Secure Private Access database manually using the
config tool.

+ Open the PowerShell or the command prompt window with admin privileges.

« Change the directory to the Admin\AdminConfigTool folder under the Secure Private
Access installation folder (for example, cd “C:\Program Files\Citrix\Citrix Access Secu-
rity\Admin\AdminConfigTool”)

+ Run the following command:

.\AdminConfigTool.exe /UPLOAD_PUBLIC_GATEWAY_CERTIFICATE <PublicGatewayUrl
> <PublicGatewayCertificatePath>

Application enumeration failure

Application enumeration breaks if the StoreFront URL or the NetScaler Gateway URL contains a trailing
slash (/).

Resolution:
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Delete the trailing slash in the StoreFront store URL or the NetScaler Gateway URL. For details, see
Update StoreFront or the NetScaler Gateway server details after the setup.

Miscellaneous
First-time setup cannot be completed

You might not be able to re-configure license server if the Director configuration failed during the first-
time setup.

Resolution:

Manually clean up the license_server table.

Create Secure Private Access diagnostics support bundle

Perform the following steps to create a Secure Private Access diagnostics support bundle:

+ Open the PowerShell or the command prompt window with admin privileges.

« Change the directory to the Admin\AdminConfigTool folder under the Secure Private
Access installation folder (for example, cd “C:\Program Files\Citrix\Citrix Access Secu-
rity\Admin\AdminConfigTool”).

+ Run the following command:

.\AdminConfigTool.exe /SUPPORTBUNDLE <output folder>

SQL database permissions for Secure Private Access

For automatic database creation, the Secure Private Access plug-in host machine must have the per-
missions to connect to the database and create the database schema.

Remote database:

Perform the following steps to set up the permissions for a remote database.

1. Create an empty database with the name syntax CitrixAccessSecurity<Site Name>.
Here <Site Name> is the Secure Private Access site name. (for example. CitrixAccessSecuri-
tySPA).

CREATE DATABASE CitrixAccessSecurity<SiteName>

2. Createan SQLserverlogin forthe machineidentity for the Secure Private Access virtual machine.
For example, if your Secure Private Access broker machine name is HOST1 and the machine
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domain is DOMAIN1, then the machine identity is “DOMAIN1\HOST1$”. If the login is already
created, then you can ignore this step.

USE CitrixAccessSecurity<SiteName>
CREATE LOGIN [DOMAIN1\HOST1$] FROM WINDOWS
Domain name can be found using the following query:
SELECT DEFAULT_DOMAIN() [DomainName]
3. Assign the db_owner role to the machine identity.
USE CitrixAccessSecurity<SiteName>
EXEC sys.sp_addrolemember [db_owner], 'DOMAIN1\HOST1S'

ALTER USER [DOMAIN1\HOST1$] WITH DEFAULT_SCHEMA = dbo;

Local database:

Perform the following steps to set up the permissions for a local database.

1. Create an empty database with the name syntax CitrixAccessSecurity<Site Name>.
Here <Site Name> is the Secure Private Access site name. (for example, CitrixAccessSecuri-
tySPA).

CREATE DATABASE CitrixAccessSecurity<SiteName>

2. Createan SQLserverloginfortheNT AUTHORITY\SYSTEMuser. Iftheloginisalready created
then you can ignore this step.

USE CitrixAccessSecurity<SiteName>
CREATE LOGIN [NT AUTHORITY\SYSTEM] FROM WINDOWS
3. Assign the db_owner role to the “NT AUTHORITY\SYSTEM”user.
USE CitrixAccessSecurity<SiteName>
EXEC sys.sp_addrolemember [db_owner], 'NT AUTHORITY\SYSTEM'

ALTER USER [NT AUTHORITY\SYSTEM] WITH DEFAULT_SCHEMA = dbo;

When you manually create the database, the downloaded database script adds the permissions to the
machine identity.

Change log level for troubleshooting logs

Troubleshooting logs are the default error log level.
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To change the log level for the troubleshooting logs, in the runtime service appsettings.json
(C:\Program Files\Citrix\Citrix Access Security\Runtime\RuntimeService) update restrictedToMinimumLeve
for TroubleshootingSql to one of the following values:

- Information
- Debug

- Warning

- Error

"TroubleshootingSql": {

"restrictedToMinimumLevel": "Error",

"batchPostingLimit": 50,

"batchPeriod": "00:00:05" // 5 seconds
}

Secure Private Access sessions codes in Director

September 6, 2025

Director integration with Secure Private Access enables effective performance monitoring and trou-
bleshooting as issues from all components in a Secure Private Access setup are captured in Director.
The following tables list the various error codes and the associated conditions that are displayed in
Director.

For more information, see the following topics.

+ Configure Director with Secure Private Access
« View a Secure Private Access session in Director

Note:

+ Codes that contain “0”in the second digit represent a normal execution flow. For example,
1000 represents successful app enumeration.

+ Codes that contain “1”in the second digit represent a failure or exception. For example,
2101 represents a session failure. For a failure or an exception, it is recommended that
you resolve such issues by examining the logs. If that does not resolve the issue, contact
support.

Session codes

© 1997-2025 Citrix Systems, Inc. All rights reserved. 132


https://docs.citrix.com/en-us/citrix-virtual-apps-desktops/director/spa-integration-with-director#configure-director-with-secure-private-access
https://docs.citrix.com/en-us/citrix-virtual-apps-desktops/director/spa-integration-with-director#view-a-secure-private-access-session-by-user

Citrix Secure Private Access™ - On premises

Code

2101
2102

2000
2001

Status

Failure

active/inactive/failure

Active

Inactive

App enumeration related codes

Code

1101

1102

1103

1000

1001

1002

1003

1004

3101

Status

failure

failure

failure

Success

Success

Success

Success

Success

Failure

Description

Session failure.

Session is active or terminated
or at least one app launchin

the session failed.
The session is active.

Session is terminiated/inactive.

Description

An internal error occurred
during the enumeration.
Some apps were enumerated
but at least one app evaluation
failed.

No apps were enumerated and
at least one app evaluation

failed.
Enumeration was successful. At

least one app was enumerated.
No apps were enumerated
because they were all denied
by policies.

No apps were enumerated
because no policies matched.
No apps were enumerated
because some were denied and
for others, no policies matched.
No apps were enumerated
because no policies to
evaluate.

App enumeration - An internal
error occurred (currently
unused).
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Code

3102

3103

3104

3000
3001

3002

3003

3004

App launch message codes

Code

4101

4102

4103

4104

4000
4001

Status

Failure

Failure

Allow/deny/failure

Allow

Deny

Deny

Unknown

App launch from CEB

Status

Failure

Failure

Allow/deny/failure

Failure

Allow

Deny

Description

App was not enumerated
because there was an exception
during policy evaluation.

App enumeration status is null -
An internal error occurred
during policy evaluation.

Error retrieving policy details
for the app.

App enumeration is allowed.

App enumeration is denied by
policy.

App was not enumerated
because no policies matched.
App enumeration status is

unknown.
App launch attempt from Citrix
Enterprise Browser.

Description

Application launch error - An
internal error occurred during
application launch.
Application launch error
(internal).

Error retrieving policy details
for the app.

Application Launch Error - No
application configuration

found.
App Launchis allowed.

Application launch was denied
because of a policy.
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Code

4002

SIEM integration

December 9, 2024

Status

Deny

Description

Application launch was denied

because no policy matched.

The Secure Private Access plug-in supports integration with Security Information and Event Man-

agement (SIEM) services. Security events are stored in real time to Windows Event Log (Event

Viewer\Applications and Services Logs\Citrix Access Security) and can be collected and analyzed by

third-party tools.

The following table lists the Secure Private Access plug-in security events:

Event ID

4624

4625

4634

Summary

An account was
successfully logged on

An account failed to
logon

An account was logged
off

Description

Event created when
Secure Private Access
administrator logged
in to the Secure Private

Access admin console
Event created when

the Secure Private
Access administrator
failed to login to the
Secure Private Access

admin console
Event created when

Secure Private Access
administrator logged
off from the Secure
Private Access admin
console

Source

Citrix Access Security
Admin service

Citrix Access Security
Admin service

Citrix Access Security
admin service
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Event ID Summary

4720 A user account was
created

4738 A user account was
changed

4726 A user account was
deleted

8001 User secure access
session

8002 User access
authorization request

References

Description

Event created when
new Secure Private
Access administrator

added
Event created when

new Secure Private
Access administrator
updated

Event created when
new Secure Private
Access administrator

removed
Event created when a

user session initiated
or terminated on the
endpoint. Contains
user, session, and
device details, visited
internal and external
domains during the

session
Event created when

the Secure Private
Access plug-in

authorizes access to a

resource. Contains
resource FQDN and

authorization decision

+ Security Information and Event Management (SIEM) integration

+ About Sharing logs to SIEM solutions

Source

Citrix Access Security
admin service

Citrix Access Security
admin service

Citrix Access Security
admin service

Citrix Access Security
admin service

Citrix Access Security
admin service
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Scout integration

September 6, 2025

Citrix Scout is integrated with Secure Private Access to enable administrators to collect logs and met-
rics for troubleshooting. For information on what information is collected, see What is collected.

To start collecting the Secure Private Access logs, do the following steps:

1. Select a Secure Private Access machine to start the collection.

2. Click Continue.

You can click the Stop Collection anytime to stop the collection.

Citrix Scout also retrieves the following logs. These logs are stored in a bundle in the local machine
and can be uploaded to Citrix Cloud.

+ C:\Program Files\Citrix\Citrix Access Security\Admin\AdminService\logs\spa-admin
+ C:\Program Files\Citrix\Citrix Access Security\Runtime\RuntimeService\logs\spa-runtime

&% Citrix Scout

Collect

Select or add machines to collect data from:

/1 machine selected,
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Logs retention settings
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The logs are stored in the Secure Private Access database for seven days. If the total log count becomes
too large, for example over 100,000, you can delete the oldest logs earlier than 90 days. The clean-up
job, by default, runs every 12 hours. The job also runs whenever the runtime service restarts.
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Customizing the troubleshooting logs retention settings

The cleanup of the logs is configurable through the appsettings.json file in the Runtime service’s in-
stallation folder. You can set the cleanup based on the age of the logs and the number of logs that can
be stored in the database. Modify the following entries in the appsettings.json file, as required:

Sample appsettings.json file:

"TroubleshootinglLogs'": {

"CleanupPeriodInHours": 12,

"CleanupDataOlderThanDays": 7,

"CleanupOldestDataIfEntriesCountAbove": 0
}

To disable cleanup, configure the following settings as required:

+ Toretain logs for 7 days only, set CleanupDataOlderThanDaystoT.
« To disable the days-based cleanup, set CleanupDataOlderThanDays to 0.

» Todisable the count-based cleanup, set CleanupOldestDataIfEntriesCountAboveto
0.

« If both of these settings are set to 0, or if CleanupPeriodInHours is set to 0, the logs are
retained forever.

- Settingboth CleanupDataOlderThanDaysorCleanupOldestDatalfEntriesCountAbove
to 0 or setting CleanupPeriodInHours to 0 is not recommended as it might cause
100% disk usage issue.

- Thelogscleanup frequency can also be changed by modifyingthe CleanupPeriodInHours
entry.

Note:

If Secure Private Access is deployed as a cluster, then these settings must be modified in each
cluster node. If there is a mismatch in the node settings, the instance that is cleaned up most
frequently takes precedence.

Logs and telemetry cleanup

September 6, 2025
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Telemetry data cleanup

Telemetry data is stored in the Secure Private Access database for 3 months. The checks to identify
telemetry data that is due for cleanup are done every 30 seconds.

Note:

The runtime service must be running for triggering the telemetry data cleanup.

CDF logs cleanup

CDF logs are stored on the Secure Private Access installation machine, inside the installation folders
for the Admin and the runtime service. The CDF logs are placed in .csv files with a 10MB size limit
applied to eachfile.

The Admin service can retain up to 90 CDF log files at once, after which it deletes the oldest files to
clear space for the new CDF log files to be created.

The Runtime service works in the same way as the Admin service but can retain a larger number of
files at once, up to 600.

Custom cleanup of CDF logs

The CDF logs cleanup is configurable through the appsettings.json files in the installation folders of the
admin and runtime services. To change the file size and count limit for the files, update the following
entries in the appsettings.json file:

"CdfFile": {
"fileSizeLimitBytes": 10485760, // 10 MB
"retainedFileCountLimit": 600
}

Note:

If multiple instances of Secure Private Access are set up for the site, update the appsettings.json
files for CDF cleanup on each Secure Private Access installation machine.

Third-party notifications
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