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HTIEThAE

August 11,2022

2206 PRYFTIEIIEE

Linux VDA 2206 hir & 1& LA T #i8ThAEF1 G52 TN AE

%% Debian 11.3

HATAMT Debian 11.3 fFAZRXIHMNELITIR. AXEAES, BSARAEZR,

X#fEFA Azure AD EIEHITRF S8

Linux VDA £ L5 Azure Active Directory (AD) £ LUR B A B 458IE. ERAILLIIEE, BARIUERE Azure
AD EIEEFREIERMNEN Linux RE. BXFEMEE, BESIAER Azure Active Directory #1755,

B R IREMREER

Linux VDA BIfE R A EEMH B REIMKEPNE P ImEENEMRES. RAMERTRALNE. EXEAER, ES
|9E|§'FH%EE/;‘@1>{*I&\£LKUTD

=A3E vGPU £+=# Remote PC Access VDA 1% B RE3185RINAE

IhRZS 2R T AP 151E) Remote PC Access &iERF I LA T iRl R

o TAFEILEEE PCHETRS. ERSIEABRHRESBREZENK,
o {EAZPER2RA1 Remote PC Access £iERY, BREnl BRI,

ﬁ*ﬁ%fm ) 1ﬁ%|\ﬁ|5“5 VGPU E—Eo

FEERFRE LHNBEEXEREEER

WE, BALUERAEXERMEREEEEXZEERRER. BXFAGE, BEAZEERFS LHNBEEXNE S
TEEH o
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Bz DPI 48K

Linux VDA B7E%#585h DPI %81, HAFPITAERNKSERNAREFSIEN, RIEFH DPIESBREXALEE
i EBY DPIigE. BXFAER, ESHAER DPI 4.

LDAP ZifgFER

BT ERIEENTEBSE LDAP iR$S285, Linux VDA IEE A AR &8 2 iEM ey LDAP R85, ERAEIR
89 LDAP &if, BEiEEHR EERA2BHER, FHIFEXH LDAP IOS1EE N 3268, BXNfIHEE LDAP ARSS2:3H
LDAP imOMER, ESRETENLITRN Linux VDA R&ExEHH CTX_XDL_LDAP_LIST E&i5HE,

BHEX FAS %0

B#T, Linux VDA £3f@455, W@Ei@Edin0 80 5 FAS ARS8 Ti@fE. BARRANE, A LUEiT ctxsetup.sh &
#9 CTX_XDL_FAS_LIST 72 Linux VDA i EE X FAS i, BXFMER, BESHETEMRITHRE Linux VDA =

EXE,

FHARR S FREYFTE ThAE

BX7E 1912 LTSR % 2204 CR Z/EiRMIVRIThRPESBUIIEINEE, BERMIEIIER IR,

EEERIRE

August 8, 2022

B Linux Virtual Delivery Agent 2204 &2, U TFiEE~E:

+ B NSAP E#@E/E, Linux VDA FIEER ML, SBETIEATAEM, [CVADHELP-19776]

 fEAERTF HTMLS 9 Citrix Workspace 2B 2F M Linux VDA THEEM A4 RAN X4 AT ERWE
#%. [CVADHELP-19868]

o EFEEHERA Machine Creation Services (MCS) 8I#2# Linux VDA B, Winbind RS TS F Lk
[CVADHELP-19908]

« MRk shell iEH /bin/csh, BRTHAERHHNARFTESKK,. [CVADHELP-20140]
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2 X0in)
July 14,2023
TEARRAHHE T LA TR

« Y E#H B Cloud Connector 3¢ Delivery Controller B, Linux VDA mT8E&EUHEE M. [CVADHELP-
21256]

o Linux VDA &z#%5(#EH SecurelCA #1711%, 7£ Linux VDA E£EH SecurelCA 8B 2IERIRK.
+ £ GNOME fE=EYd, SFXNEERETkEa%K, [CVADHELP-15639]

s ERXRMNVETENAREFAURSERMEFARL, Mutter A% =T mutter-3.28.3-4 RAEG S HITLLE]
B, EfALA, A mutter-3.28.3-4 skE R4S, [LNXVDA-6967]
o XHTHRIRBFHABIINED. ZEOFSEWXE THIEE, HAE—RNEESBMHEK. [LNXVDA-5646]

+ PulseAudio WRIANEESSRERETHIRSBEFEL T REHNRE 20 #/EEH, & PulseAudio &
HEd, BB AEER. BERRILIEIE, 5% /etc/pulse/daemon.conf X HFHIEE exit-idle-time=-1,
[LNXVDA-5464]

« BAT SSLMEHBRATREAEMN, TEEERT Linux 8 Citrix Workspace AREFHRBHH=IE.
[RFLNX-1557]

« Ubuntu E#: £ HDX 3D Pro #, &% Desktop Viewer A/\GE, MAREFEERGESER—2IE, =
EENERRETRNERE,

o SEHESIERE, TEETEMER Linux VDA ITENEE A EAFTEMN.

- BRPEEAEXHNFERNREL CDM XHENREFHEASXHHER, WeJsEHIILE-,

o ERRRAR, (ZRGIFREESER UTF-8 4id.

 iEFATF Android 89 Citrix Workspace A2 CapsLock #RAETRESERIT ERBERE, EF5E
FF Android # Citrix Workspace [ F#2FRIIEEERT, Caps Lock BIRSAIRERER. MRS E: £
¥ ESEE L Shift BEAT 5/\B 2k,

o EAEMT Mac # Citrix Workspace R fZFEEZE Linux VDA B, & Alt FBERERNTEER. ZAE
AT, SAFAMFAM Options/Alt 88, EZRTF Mac # Citrix Workspace M BiEF#is &% AltGro ERTIL
7z Citrix Workspace R Ff2FIEE FEEUILITH, BREREFRNNAEFTR.

o Linux VDA EHIINIEBSEMEM. EFHMNEER—ALFHM Kerberos ZiH, B2, Broker AJeESIRIE
ARy —4H Kerberos ZiAEAEFNIM VDA BRSZ4E, VDA £iXi%12%5) Broker i, Broker AJgE L5
VDA BiiREIZE LT, &WERE VDA FMELK,

VDA IRSZEREIIHEITE, RAKAZETHRR B2, ATRSFENERHRK, FHLAEFERKN
i&o
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fRF A &b Broker WZEIREE, EFash Broker 272 Broker LUBEEBREMMSSRATOBITUT
g

klist -1i 0x3e4 purge

<!--NeedCopy-->

It an S =7ER Citrix Broker Service IEB1TFRTERIMAARS TAFFEM LSA EEPHAMERSEE. IH<
=MBREAM VDA BERS RIE, RMAIESFMAMIRS. B2, RFFAIERAERM, BAXERSEE
EBfM KDC EFRIVX LRSS TR,

FXEFEIMEMEEN A, SRR SRR ESERIIT P mITEN, AT ICA 2EPREITHM. WRE
BT EMRFINAREFEEEBRIRE, VAREFAIRITMN, RtEAEEENR. MRERHHAIE
IR THIRIRE, FIRERLILRMBYR,

&AF Windows #9 Citrix Workspace R RIEE S 72 SR FIHAIEIB 2 SNk i) &L,

B=HFEHA

August 11,2022

Linux Virtual Delivery Agent 2206 (PDF &)

Itk Linux VDA RRZAF] sE B ERIBZ SIS P E X FRIFRI A E = ARt

zs
+

F

August 8, 2022

AXHPHERRIDEMEEEZTAANES. Citrix =RFThEE, MEREBRNHIEILSRE, Citrix FEmEr
FERERMRRUARELRENE, EEERATPERARIEREEN, AREFASEES TR I,
X RESAPZFNFMAREE, 15587 Product Lifecycle Support Policy (Fm4dmERZIEERE) —

FRAMMER

TRERTEFAIMERNTA. Citrix ~=mMINEe.
EFANIERSIEMER, Citrix TEHARAPAEZRIXETE, BRERRNSFIREFREEMRFR. 7 Linux VDA

®,

BRI B ERBIBRHFBRZ HF.
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=] BEEPERFARMRE BEE P MIFRAIARZS
%#F Debian 10.9 2206 2210
% #F SUSE 15.2 2206 2209
% RHEL 8.2 2206 2209
%# RHEL 8.1. RHEL 8.3 2203 2206
%# RHEL 7.8. Cent0S 7.8 2203 2204
F#F CentOS 8.x 2110 2201
¥#F SUSE 12.5 2109 2204
%#% Ubuntu 16.04 2109 2203
# RHEL 7.7, CentOS 7.7 2006 2009
5 SUSE 12.3 2006 2006
%#F RHEL 6.10. Cent0S6.10 2003 2003
%# RHEL 6.9. Cent0S6.9 1909 1909
%% RHEL 7.5, CentOS 7.5 1903 1903
%# RHEL 7.4, CentOS 7.4 1811 1811
%# RHEL 6.8. Cent0S6.8 1811 1811
%# RHEL 7.3, Cent0S 7.3 7.18 7.18
% RHEL 6.6. Cent0S 6.6 7.16 7.16
SUSE11.4 7.16 7.16
RAEBR

October 31, 2022

Linux VDA B9 ¥#ikR25 Citrix Virtual Apps and Desktops #F—. ©XAERAHALEREE BN Citrix
Virtual Apps and Desktops IR HikRZc, EFEEVE X Citrix = RESAPNELR, UKk T EE Citrix 2F1EX%iF
FEEM= mhRkas, &SR Citrix = RAEdmARR.

Linux VDA 5 Windows VDA HEL B 23 12B8 5 E5. FiE Delivery Controller %8855 Windows # Linux =&
RENRERS.

AP RSRAIAMH (5130 Citrix Workspace RAERF) MAKERETHE BHSALEPHITIREA,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 9


https://www.citrix.com/support/product-lifecycle/product-matrix.html

Linux Virtual Delivery Agent 2206

BXEKPIRSRA (LTSR) IR ER LATARAS (CR) UREAE RnAEENER, BBRAIAHLE,

Linux £17hx
Linux VDA Z#LUF Linux %1ThR:
BERR

LiIRERFHN I IREMN T HEIHRET, Citrix SRR EE N AT RERZRIBRE,
NFEFANEMFNTE, BERFA.

« Amazon Linux

- Amazon Linux 2
« CentOS Linux

- Cent0S 7.9
« Debian Linux

- Debian11.3
- Debian 10.9

+ Red Hat Enterprise Linux

Workstation 8.4
T84 8.2

TS5 7.9
Server 8.4

Server 8.2

Server 7.9
« SUSE Linux Enterprise:

- Server 15 Service Pack 3
- Server 15 Service Pack 2

« Ubuntu Linux

Ubuntu Desktop 20.04
Ubuntu Server 20.04
Ubuntu Desktop 18.04
Ubuntu Server 18.04
Ubuntu Live Server 18.04

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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AR

CentOS B X FME RN E CentOS Stream, 1579 RHEL 8 ER, CentOS Linux 8 ¥F 2021 F[K£&
LER .2 /5, CentOS Stream #4842 FE Red Hat Enterprise Linux 8 Ei(FR) DX B X FMER, BESR
https://www.redhat.com/en/blog/centos-stream-building-innovative-future-enterprise-linux,

Xt Linux VDA AR Z#89 Linux & 1ThRF0 Xorg hRASFIR, B8R THR. BXEHESR, EHSH XorgMod-
uleABIVersions,

Linux &1ThR Xorg s B2 2 0L i

Amazon Linux 2 1.20 MATE. GNOME. GNOME Classic

Debian 11.3. Debian 10.9 1.20 MATE. GNOME. GNOME Classic

RHEL 8.4. RHEL 8.2 MATE. GNOME. GNOME
=1.20.8 Classic. KDE

RHEL 7.9. Cent0S 7.9 1.20 MATE. GNOME. GNOME

Classic. KDE

SUSE 15.3. SUSE 15.2 1.20 MATE. GNOME. GNOME Classic

Ubuntu 20.04 1.20 MATE. GNOME. GNOME Classic

Ubuntu 18.04 1.19 MATE. GNOME. GNOME Classic

m:

&1 Ubuntu £ER HWE kernel 3t HWE Xorg,

WMEDRE—NREE, AJLUEN ctxinstall.sh = ctxsetup.sh fiZA&iEEBEXIERFERALN GNOME 3t MATE

KREFE,
BHAFREEAMATE LS REESW systemd B0, Ex systemd AFRIEENFHAEE, &
BB P /AR TREZ.

SERENTF S FEPLIFE

.

.

BYLARSS 28

Citrix Hypervisor

VMware vSphere Hypervisor
Microsoft Hyper-V

Nutanix AHV

Microsoft Azure

Amazon Web Services (AWS)
Google miHF& (GCP)

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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AR
EFRERAT, ZFERIBIERFRITIYN x86-64,

B Citrix Virtual Apps and Desktops 7 2003 %I 2112, 2% Citrix DaaS (LL&i#RJ Citrix Virtual Apps
and Desktops BR%3) %#¥7E Microsoft Azure. AWS #1 GCP £#E%& Linux VDA, B 2203 kit2, f&a]UTE
XEeNH = LA Citrix DaaS # Citrix Virtual Apps and Desktops #£%& Linux VDA, EEXLEAE=ENIE
#ZAmE Citrix Virtual Apps and Desktops #8E, EEERSNRIFAIL. BXESNRFAIENGES, &
SEMERR SR IRAF IR (TTU).

Active Directory &£/ 48

Linux VDA 5L T Active Directory EM GBS~ 5

Winbind SSSD Centrify PBIS Quest

Amazon Linux 2 = =z = S

2

Debian 11.3 2 = = =z S

Debian 10.9 2 = = =z S

RHEL 8.4 = = = = £

RHEL 8.2 = =z = = £

RHEL 7.9. b= = = = £ (Questv4.l

Cent0S 7.9 RESRA)

SUSE 15.3 = 2 = = &

SUSE 15.2 2 = = = &

Ubuntu20.04 2 = = = £ (Questv4.l
KESRA)

Ubuntu18.04 2 = =z = £ (Questv4.l
WESST )

HDX 3D Pro

f&Bh Citrix Virtual Apps and Desktops # HDX 3D Pro, Ea] X (HMERBER 2SS (GPU) # TR INE SR &
EMREN I AERF.

B EERERF

34F Linux VDA, HDX 3D Pro 5 TR EEREFRA!

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 12
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« Citrix Hypervisor

VMware vSphere Hypervisor
« Nutanix AHV

+ Microsoft Azure

« Amazon Web Services (AWS)
+ Google =ixF& (GCP)

} =r

AR

EMNEEEFSEE Linux R1THRFES.
3¢ Amazon Linux 2 &£/ HDX 3D Pro, AN EZRE NVIDIA IRsHIERFE 470,

GPU

BT HREM Linux &1ThRSz#589 NVIDIA GPU +, 1E#%%| NVIDIA = R%iF51R, RAEEEENEEREFENE
ERA. REFmEPE. BAFNRERIERAFF.

R GPU £RE T &1 vGPU ka2, Bai, Linux VDA &5%#F vGPU 13, BXi¥4ER, 2R NVIDIA
R GPU ##4324589 GPU,

g2 AU

August 8,2022
IEER e SIS A T E A2

o BRABMREH#TRERE (K%, ERTLHRE)

ETFEM Linux RITRRNFohREE

R MCS 8l Linux VM

« 1£ Citrix Daa$S Standard for Azure (LLgi#A “EHRF Azure 89 Citrix Virtual Apps and Desktops
Standard”) #eIEEMNFAFRIMNAEEE Linux VDA

« {E/ Citrix Provisioning 8% Linux VM

+ 3 XenDesktop 7.6 &2 HAkkAFE2E Delivery Controller

ERABRMTRHITRERE (HF)

September 1, 2022

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 13
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BE:

o WF2WRE, BUESRAAXUHITRERE, AXEATNBMEERBEMRERZEMEE Linux
VDA, BMREANNET], SFoHREML, BERZTHE. EUBIEHNRELFENREEHEEX
FoE S HREBNEILE Linux VDA BIE1TIF R,

« %JfER Machine Creation Services (MCS), 7 gEgIEZARIMAIGEA VDA, BEXFAMER, BSAFEH
Machine Creation Services (MCS) ¢l Linux VM,

o ETHBESATRIMNIER VDA BIhEE, BEHRFIRMAED VDA,

S8 1 #EREESM Linux itE

WEEMLRERFHNUTEERES

o EHK - BRE Linux VDA B ENBIENS
o HAARS RN [P ik

o NTP fR$32889 IP sthht s F PR R 7R

« B2 - 1589 NetBIOS &#F

o SURBH - Kerberos SUHZ TR

o EHE2REES (FQDN)

BE:

o ERE Linux VDA, EMIARSETE Linux i+EH EIERMFIN T FiERE,
- ERBAIE, BRINRERET X Windows R4 KEIFE,

AREM

o BOAMERT, TRARTRESZ. BEEHNIFREREEXTEH, FRITUTERE:

a. 7£ Linux VDA i+ 8 # L aIE tmp/ctxinstall.conf x4,
b. ¥ “wworkgroup=<your workgroup>" 1IN HREFEFRHMAIIER,

o Centrify "% #% 4 IPv6 DNS & &, /etc/resolv.conf fELEEH—NEA IPv4 19 DNS IR 5 23,
adclient FgEEHEH AD RS-

==
ICN .

ADSITE : Check that this machine's subnet is in a site known by
AD : Failed
: This machine's subnet 1is not known by AD.

: We guess you should be in the site Sitel.
<!--NeedCopy-->
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tiEe Centrify REEBMEN. BRORILEM, BRITUTERIE:

a. IElEEHISs EITAEET A,
b. #%#% Active Directory 5 SFIARS .
C. AFRFRINIE I F M,

o 25 VDA EEEIRE OU, iFHITLUTRIE:
1. HREESSE EEFERER OU,
BEXTAI0U, EZRTENFSEE.

- ACLIVE LATECLONY LUseTs ar

File Action View Help

e 2w s0XEDe Bm teaTah

2| Demain Controllers
| ForeignSecurityPrincipals

| Managed Service Accounts
| Users
3] Limux

2| redhat
2| suse
2 | ubuntu

[ Active Directory Users and Compute U
| Saved Queries ﬁ -‘h
4 3 wddocal U165 s
I | Builtin
| Computers

2. 7£ VDA EgUE /tmp/ctxinstall.conf 3¢t

3. ¥ ou=<your ou> 177RMNZE /tmp/ctxinstall.conf 3¢,

OU {ERA AD 75 ZHARMR. FER T&.

1BIFR%

Winbind

SSSD

Centrify

PBIS

Amazon Linux 2

ou="Linux/
amazon"

ou="Linux/
amazon"

Debian ou="Linux/ ou="Linux/
debian" debian"

RHEL 8 ou="0U= ou="0U=
redhat,0U= redhat,0U=
Linux" Linux"

RHEL 7 ou="L1inux/ ou="Linux/

redhat"

redhat"

ou="XD.LOCAL
/Linux/
amazon"

ou="XD.LOCAL
/Linux/
debian"

ou="XD.LOCAL
/Linux/
redhat"
ou="XD.LOCAL
/Linux/
redhat"

ou="Linux/
amazon"

ou="Linux/
debian"

ou="Linux/
redhat"

ou="Linux/
redhat"

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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BRIERR Winbind SSSD Centrify PBIS

SUSE ou="Linux/ ou="Linux/ ou="XD.LOCAL ou="Linux/
suse" suse" /Linux/suse" suse"

Ubuntu ou="L1inux/ ou="Linux/ ou="XD.LOCAL ou="Linux/

ubuntu"

ubuntu"

/Linux/
ubuntu"

ubuntu"

« BLiNUXVDAT.16 2, BMBREZIFA IPV6, LUITRRFHFMBHIEH:

- YNECEEH Linux Z6E%E, UHERENITTENATLUEE L IPve MK T HARRG .

- 1244 IPv6 W& R AR Centrify,

AR

MREMMERA IPv6, HEFMBRAYRABREH IPv6 13X, VDA Ki&Z IPv6 i Delivery
Controller ;. MREHMLERF RS IPv4 1 IPV6 ELE, 55— DNS IP #hitpI AR E R ER

IPv4 2R IPv6 kit

o WNFRERF Centrify FEAMNIZEMAE, ctxinstall.sh HAFEE Centrify 8, ctxinstall.sh 3XEY Centrify

RN EERM:

- BMRETEBBETIM Internet TF Centrify %8, TEESMN&ITHRA URL:

RHEL: wget http://edge.centrify.com/products/centrify-suite/2016-update-1/installers
/centrify-suite-2016.1-rhel4-x86_64.tgz?_ga=1.178323680.558673738.1478847956

CentOS: wget http://edge.centrify.com/products/centrify-suite/2016-update-1/installe
rs/centrify-suite-2016.1-rhel4-x86_64.tgz?_ga=1.186648044.558673738.1478847956

SUSE: wget http://edge.centrify.com/products/centrify-suite/2016-update-1/installers
/centrify-suite-2016.1-suse10-x86_64.tgz?_ga=1.10831088.558673738.1478847956

Ubuntu/Debian: wget https://downloads.centrify.com/products/infrastructure-services
/19.9/centrify-infrastructure-services-19.9-deb8-x86_64.tgz?_ga=2.151462329.1042350
071.1592881996-604509155.1572850145

- M B RPIRE Centrify B, 8T Centrify RE-GNER, BRITUTERIE:

a. 7£ Linux VDA BR$383 L 8I# tmp/ctxinstall.conf X (IIREZXEREE) o

b. xR “centrifypkgpath=<path name>" 17,

flgn:

cat /tmp/ctxinstall.conf
set “centrifypkgpath=/home/mydir”

© 1999-2024 Cloud Software Group, Inc. All rights reserved.
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1s -1s /home/mydir

9548 -r-xr-xr—-x. 1 root root 9776688 May 13 2016
adcheck-rhel4-x86_64

4140 -r--r—--r--. 1 root root 4236714 Apr 21 2016
centrifyda-3.3.1-rhel4-x86_64.rpm
33492 -r--r--r—-. 1 root root 34292673 May 13 2016
centrifydc-5.3.1-rhel4-x86_64.rpm
4 -rw-rw-r-—-. 1 root root 1168 Dec 1 2015
centrifydc-install.cfg
756 -r--r—-r--. 1 root root 770991 May 13 2016
centrifydc-ldapproxy-5.3.1-rhel4-x86_64.rpm
268 -r——r-——r—-—. 1 root root 271296 May 13 2016
centrifydc-nis-5.3.1-rhel4-x86_64.rpm
1888 -r——-r—--r—--. 1 root root 1930084 Apr 12 2016
centrifydc-openssh-7.2p2-5.3.1-rhel4-x86_64.rpm
124 -rw-rw-r--. 1 root root 124543 Apr 19 2016
centrify-suite.cfg
0 lrwxrwxrwx. 1 root root 10 Jul 9 2012 Hdnstall-
express.sh -> install.sh
332 -r-xr-xr--. 1 root root 338292 Apr 10 2016 install
.sh
12 -r--r--r--. 1 root root 11166 Apr 9 2015 release-
notes—-agent-rhel4-x86_64.txt

4 -r-——r-——-r——. 1 root root 3732 Aug 24 2015 release-
notes—-da-rhel4-x86_64.txt
4 -r--r--r—--. 1 root root 2749 Apr 7 2015 release-
notes-nis-rhel4-x86_64.txt
12 -r-—-r——-r——-. 1 root root 9133 Mar 21 2016 release-

notes-openssh-rhel4-x86_64.txt
<!--NeedCopy-->

o SNREIF PBIS fEAMNER A%, ctxinstall.sh FIAEZE PBIS ##46. ctxinstall.sh 3REX PBIS &Y
Vabr =i i

- BMREFEBIM Internet T# PBIS hE. TEREMK1THRA URL:

Amazon Linux 2. CentOS7. RHEL 8. RHEL 7. SUSE 15.3. SUSE 15.2: wget https://
github.com/BeyondTrust/pbis-open/releases/download/9.1.0/pbis
-open-9.1.0.551.linux.x86_64.rpm.sh

Debian. Ubuntu: wget https://github.com/BeyondTrust/pbis-open/
releases/download/9.1.0/pbis-open-9.1.0.551.1linux.x86_64.deb.
sh

- M Internet 3XEX PBIS #{4 p9FERR S, Ik, EEER fopt/Citrix/VDA/sbin/ctxinstall.sh >
# pbisDownloadRelease #1 pbisDownloadExpectedSHA256 17,

BXTH, BEAUTRSEE:

pbisDownloadPath_RHEL="

pbisDownloadPath_Ubuntu="
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TR 2. EEEINEEER

EXFNEMVIEERRERF L Linux VDA HEERPIVISITH, FEMEH—LEN. RIBEEERANEMNERERT
B TER, MREARNEHS LITTT Linux 86, WERFHERNENR,

&£ Citrix Hypervisor _t it a)[E):5 a0

BT Citrix Hypervisor BYEIFEIF THRERY, FEE M EIMEAY Linux VM 1, E#E&%F) NTP #1 Citrix Hypervisor
HWiE, WEHXEBERZNM, NERNHSHMRSSERAS, BHRESD Linux EFHFRNRZN#HERS NTP
BE, XMERERZAENNERS, THE HVM EXTHITEAER.

MBEEEEITHEEMLE Linux A%, FBE%ET Citrix VM Tools, MaTLi&zE Citrix Hypervisor Bt alE4 Ihag
BEEE, UKRREETE Linux VM 5!

su -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

Iteap<ixE 0 5 1

. 0- HERSHEEER, BARER.
. 1-WERSHEDLER, EBRIUEMRIE,

MR /proc/sys/xen/independent_wallclock X#8FEE, MAFBHITUTE B,
MREBA, FBEIAZXGEAN 1 UERNERSIEE:

sudo echo 1 > /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

EFLERBAKAER, HEENBNENATY, 1E%HE [etc/sysctl.conf XHHRMTAT:
xen.independent_wallclock = 1
BEWIEXLEY, BFEMBMRLS:

su -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

e <iRElE Lo

£ Microsoft Hyper-V L{&& a0

=7 Hyper-V Linux £AREH Linux VM =R Hyper-V B EIR S ThEERER ENIRIEFR LN E. AHERER
SFBTPIAARREIRR S, WO —RBALIEES NTP BRS,
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NEIRRFRSEH:

1. #T7 Hyper-V SE28EH &8,
2. 33F Linux VM B9i& 8, 1513 Integration Services ((£BRS).
3. M1FEi%#E Time synchronization (FfEREY).

=

AR

tbA7%ES VMware #1 Citrix Hypervisor AR, XE#M~RaZRAENERLIE, U%S5 NTP K4 WK,
Hyper-V BalRE$ A U5 NTP BaRES £EH B4,

&8 ESX #1 ESXi LHIET BRI AR

B VMware REIRS IR, & MFEIMEE Linux VM 1, SEHBE NTP FEMN EREFRE, mEEH
HERS RS, NBRNHSEMRSERES, BHRE Linux ERNHPNRENHEHS NTP BF, XME
MERZAENERY .

WMRIFFIETEE T VMware Tools BIFE#ME Linux RiZ:

#TFF vSphere Client,

458 Linux VM 1§ &,

£ Virtual Machine Properties (FEiHEM) sHEES, FTF7F Options (GEM) &M+,

%3 VMware Tools,

£ Advanced (5%) &, BUHi%ES Synchronize guest time with host (5EHEREFE).

ok e

S8 3 REXEHH.NET Runtime 6.0

f£%% Linux VDA Z &1, ¥ https://docs.microsoft.com/en-us/dotnet/core/install/linux-package-
managers £MiHBAREE.NET Runtime 6.0,

%% NET Runtime 6.0 /5, iz1T which dotnet &< &HEHIEITRER,

RiERSHE, RENET Runtime Z#EIXXHERZ. M, wWRHSHE A /aa/bb/dotnet, 1B /aa/bb 1
79.NET Z#HI IR 12,

S8 4: T3 Linux VDA #i{44

%2 Citrix Virtual Apps and Desktops F#itimE, BFEEARAH Citrix Virtual Apps and Desktops, AE%
FAHLUTHS Linux Z1THRICEZR Linux VDA &,
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S8 5. L% Linux VDA #if48

) Linux VDA B, BiETUTHS,
3tF RHEL #1 CentOS &17hk:

sudo yum -y Tlocalinstall <PATH>/<Linux VDA RPM>
<!--NeedCopy-->

R
sF RHEL #1 CentOS, &5 %% EPEL #4ffE, AR78EmMIhRE Linux VDA, BxifARsE EPEL MES,
15217 https://docs.fedoraproject.org/en-US/epel/ iR HAIIHA,
33F Ubuntu/Debian %17hk:
sudo dpkg -i <PATH>/<Linux VDA deb>

sudo apt-get dinstall -f
<!--NeedCopy-->

AR

« &Jy Debian 11.3 X TIRREMVERNKEII, 5% deb http://deb.debian.org/debian
/ bullseye main {72 /etc/apt/sources.list 3Xff.

« &) Debian 10.9 X TIRZREMNEMN K, 51§ deb http://deb.debian.org/debian
/ oldstable main f74mNZl /etc/apt/sources.list {4,

xtF SUSE &1ThR:

zypper —i install <PATH>/<Linux VDA RPM>
<!--NeedCopy-->

#18 6: =% NVIDIA GRID Rzpigrr

BF HDX 3D Pro EXREEEMHEIEIZRFH VDA 1+EH %% NVIDIA GRID Empi2F.
EERTERIWEERERF L2 EMEE NVIDIA GRID & GPU &128s (ENIRIER), BSRUTER:

« Citrix Hypervisor
« VMware ESX
« Nutanix AHV

ELRMEE NVIDIA GRID RE VM Empigrr, BHITTEMNENSE:

1. BWRRE VM EXiHF.

2. EEHNEEREFESIERT, A VM 28— GPU,
3. B&sh VM,

4. VM LRERE VM EKihigrF.
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FEBT. EEETHNMELSTERRTE
%% Linux VDA #E 8/, #8 ctxinstall.sh BZAkREEE I TIHE, AIUEREERFLTRTER BTz,
AR

EIRBIETRIMEZ I, EREREEEHIRERAFTRET en_US.UTF-8 X8, MR ZXKIFIEEEEN
BERFHAAA, 15E1T sudo locale-gen en_US.UTF-8 #@%, XIF Debian, i&E&EIEGE T
# en_US.UTF-8 UTF-8 173448 /etc/locale.gen xxff, #AFiETT sudo locale-gen

m<o
RERAN:
AXRERA MERBRMREERMGE:

« &fT sudo Jopt/Citrix/VDA/sbin/ctxinstall.sh®<, RAEEGSTRAFNEMET

FFFRNEXEH,
« £ VDA WREHKEHIETT /opt/Citrix/VDA/bin/easyinstall &<, RAEREBENRE GUI
EBRBRHITIRE,

W Click Check to check your environment or click Mext to skip.

install Dependencies Check Environment
Join Domain

Configure Runtime Variables

Finish

Check | Mext

Linux distribution: Ubuntu Linux 18.04

B GUI 5| SETmMIATRE:

. RERFIFE

o REMKFIN

« B VDA IMMANIEESE
o ECEIBTTRIFIR

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 21



Linux Virtual Delivery Agent 2206

TRTRT

BELRTEXN TERRNRE, BREBUTMETE, ABBIET ctxinstall.sh.

CTX_EASYINSTALL_HOSTNAME=host-name - &= Linux VDA BRSZ2HIEN R0
CTX_EASYINSTALL_DNS=ip-address-of-dns - DNS # |P b,
CTX_EASYINSTALL_NTPS=address-of-ntps - NTP fRs32:89 IP it s{ =T R R R
CTX_EASYINSTALL_DOMAIN=domain-name - 15y NetBIOS &#F,
CTX_EASYINSTALL_REALM=realm-name - Kerberos $fig{ & ¥
CTX_EASYINSTALL_FQDN=ad-fqdn-name
CTX_EASYINSTALL_ADINTEGRATIONWAY=winbind | sssd | centrify | pbis - %R Active Direc-
tory &R A%,

CTX_EASYINSTALL_USERNAME=domain-user-name - XA FPNRFR; BAFMNE,
CTX_EASYINSTALL_PASSWORD=password - {5E& A NZ; BATFmMAE,.

ctxsetup.sh A ERUTER:

CTX_XDL_SUPPORT_DDC_AS_CNAME=Y | N - Linux VDA % #%f#/H DNS CNAME i2®#s5E Delivery
Controller &#F.

CTX_XDL_DDC_LIST=" list-ddc-fqdns’ -Linux VDA ERi2ER =15 FREY Delivery Controller &£
REE® (FQDN) 5)& BT @ Delivery Controller 53, HH=E g€ — FQDN 5 CNAME,

CTX_XDL_VDA_PORT=port-number - Linux VDA &2 TCP/IP iz 5 Delivery Controller i&fs.
CTX_XDL_REGISTER_SERVICE=Y | N - E25hit&#/EE5h Linux Virtual Desktop BRS3.

CTX_XDL_ADD_FIREWALL_RULES=Y | N -Linux VDA IREER A ENMEEZEEL RAH A IE, &
BIAE RGP A& BRI Linux Virtual Desktop TAF&EmA (BAiAi%O 80 #1 1494),

CTX_XDL_HDX_3D_PRO=Y | N - Linux VDA %3#% HDX 3D Pro, X2—4 GPU MR, SEMRKE
ERNRAEFNEMLKT, NRiEET HDX 3D Pro, ME A VDI £FE (BxiE) #HABE VDA - (A
CTX_XDL_VDI_MODE=Y),

CTX_XDL_VDI_MODE=Y | N - ¥+ BHHEENEARERTEE (VD) TRABHEZRERFER, WF
HDX 3D Pro 4%, #HEREN Y,

CTX_XDL_SITE_NAME=dns-name - Linux VDA i&d DNS &l LDAP R385, ZEi% DNS 1 RLERIRH
AAHIER, MIEE DNS m&#. MRAFE, AILUEHIREN <none>,

CTX_XDL_LDAP_LIST=" list-ldap-servers’ -Linux VDA Zif DNS k4 LDAP iR 88, 02 DNS
TER it LDAP lRS12R, EaI LUIRHM U= 2 RA LDAP FQDN (%% LDAP #w0O) %R, #I40,
adl.mycompany.com:389 ad2.mycompany.com:3268 ad3.mycompany.com:3268, #&¥% LDAP
IHOSHEEN 389, Linux VDA BERIGEX TZRERPHED LDAP RS 8. MRE X MKREM y
LDAP BR£52%, Linux VDA 23817 X kUL Y XE#H, NRLHANEBEHE, REBRAESRY. BER
FIEIRE LDAP &1, BEEHEHE LBRRALRER, HISEXM LDAP IEOSHEERN 3268, RINMBERT, It
TEIREN <none>,
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+ CTX_XDL_SEARCH_BASE=search-base-set - Linux VDA &3 i& & /5 Active Directory i3 iR (v 1%
RERZE W LDAP (140, DC=mycompany,DC=com) ., NS E Rk, TUIEEEREM Bl
OU=VDI,DC=mycompany,DC=com). MRFHFE, FILEHIZEN <none>,

o CTX_XDL_FAS_LIST=" list-fas-servers’ -Et& 54 IIEMRSS (FAS) BR55 8 2@:1d AD A HRE S 5,
Linux VDA R3z#5 AD A%ER, BEALIEBCAREINS S 2R FAS RS EMTIR, IMFHASE AD A%
BEFRENIRFER, NRMERT ERRS B[, BEFEH <none> XAFHBIEXRHETH, HFEFER
RS BMUNIRF, ES FAS RS B[BEHIBE, BHRFEMMMNIKEOS 57 FAS lRSE LIEEMNHKOS —
2, {5140 CTX_XDL_FAS_LIST=" fas_server_1_url:port_number; fas_server_2_url: port_number;
fas_server_3_url: port_number’,

« CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime - %% .NET Runtime 6.0
LUz i%siy Broker IBARSS (ctxvda) MR, ZRINEREZER Jusr/bin,

+ CTX_XDL_DESKTOP_ENVIRONMENT=gnome/gnome-classic/mate - i T EE SiFHFEHN
GNOME . GNOME Classic 3 MATE R&EifiE, MRKIEEETE, NEA VDA LYriRENEHE, B2, W
RYUpiREMEmA MATE, NIAXTETE2EIZEN mate,

TR LB e A TS BABRBIER AWK EIFE:

1. 7£ VDA t# $SHOME/<username> BER T |E—1 .xsession & . Xclients X, MNRE
fEAME Amazon Linux 2, EeIE . Xclients X, NREEHEEREMEZITR, BelE—1
.Xsession X,

2. HHE . xsession 5 . Xclients XEURIBAITHRIEE REIFE,
- EAF Amazon Linux 2. Debian. RHEL 8. SUSE 15 #1 Ubuntu £ MATE =&

MSESSION="S$(type -p mate-session)"
if [ -n "SMSESSION" ]; then

exec mate-session
fi

- EATF Amazon Linux 2. CentOS. Debian. RHEL. SUSE 15 #1 Ubuntu % GNOME
Classic 2@

GSESSION="S$(type -p gnome-session)"

if [ -n "SGSESSION" ]; then

export GNOME_SHELL_SESSION_MODE=classic
exec gnome-session --session=gnome-classic
fi

- &FF Amazon Linux 2. CentOS. Debian. RHEL. SUSE 15 #1 Ubuntu £t GNOME
S

GSESSION="$(type -p gnome-session)"
if [ -n "S$GSESSION" ]; then

exec gnome-session

fi
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3. SEMHRRIEAFHEE 700 XAHR.

+ CTX_XDL_START_SERVICE=Y | N - 52ikEE &S, EEB5h Linux VDA BRS,

« CTX_XDL_TELEMETRY_SOCKET_PORT - A+ Citrix Scout WEZFHO, BiAmOR 7503,

« CTX_XDL_TELEMETRY_PORT - F5 Citrix Scout &m0, FRINEHOH 7502,

MBKIGEEABE, REBRRIZERR, BRTAFPEN. BIFBETEIRE TRESHN, ctxinstall.sh Bz
SIRTAPBMAZE NET Runtime 6.0 R,

ELERTEAT, BAEITUTHSLIRBERETE, ABIETT ctxinstall.sh Bk,

export
export
export
export
export
export

export

CTX_EASYINSTALL_HOSTNAME=host-name
CTX_EASYINSTALL_DNS=ip-address-of-dns
CTX_EASYINSTALL_NTPS=address-of-ntps
CTX_EASYINSTALL_DOMAIN=domain-name
CTX_EASYINSTALL_REALM=realm-name
CTX_EASYINSTALL_FQDN=ad-fgdn-name

CTX_EASYINSTALL_ADINTEGRATIONWAY=winbind | sssd | centrify |

pbis

export
export
export
export
export
export
export
export
export
export
export
export

export

CTX_EASYINSTALL_USERNAME=domain-user-name
CTX_EASYINSTALL_PASSWORD=password
CTX_XDL_SUPPORT_DDC_AS_CNAME=Y | N
CTX_XDL_DDC_LIST='1list-ddc-fqgdns'
CTX_XDL_VDA_PORT=port-number
CTX_XDL_REGISTER_SERVICE=Y | N
CTX_XDL_ADD_FIREWALL_RULES=Y | N
CTX_XDL_HDX_3D_PRO=Y | N

CTX_XDL_VDI_MODE=Y | N
CTX_XDL_SITE_NAME=dns-site-name | '<none>'
CTX_XDL_LDAP_LIST='Tlist-1ldap-servers' | '<none>'
CTX_XDL_SEARCH_BASE=search-base-set | '<none>'

CTX_XDL_FAS_LIST='Tlist-fas-servers' | '<none>'
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export CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime

export CTX_XDL_DESKTOP_ENVIRONMENT= gnome | gnome-classic | mate | '<
none>'

export CTX_XDL_TELEMETRY_SOCKET_PORT=port-number
export CTX_XDL_TELEMETRY_PORT=port-number
export CTX_XDL_START_SERVICE=Y | N

sudo -E /opt/Citrix/VDA/sbin/ctxinstall.sh
<!--NeedCopy-->

Z17 sudo <R, BN -E MU BEHFREEECBACLIRMH shell, RNBINEERFIEN S SHMLE
#1/bin/bash {ERHE—1TREIE shell B,

o, EEILER RN GRTIEERE S
sudo CTX_XDL_SUPPORT_DDC_AS_CNAME=Y|N \
CTX_XDL_DDC_LIST="'list-ddc-fgdns' \
CTX_XDL_VDA_PORT=port-number \
CTX_XDL_REGISTER_SERVICE=Y|N \
CTX_XDL_ADD_FIREWALL_RULES=Y|N \
CTX_XDL_AD_INTEGRATION=1]|2]|3]4 \
CTX_XDL_HDX_3D_PRO=Y [N \
CTX_XDL_VDI_MODE=Y|N \
CTX_XDL_SITE_NAME=dns—-name \
CTX_XDL_LDAP_LIST='Tlist-ldap-servers' \
CTX_XDL_SEARCH_BASE=search-base-set \
CTX_XDL_FAS_LIST='l1ist-fas-servers' \
CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime \
CTX_XDL_DESKTOP_ENVIRONMENT=gnome|gnome-classic|mate \
CTX_XDL_TELEMETRY_SOCKET_PORT=port-number \
CTX_XDL_TELEMETRY_PORT=port-number \

CTX_XDL_START_SERVICE=Y|N \
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Jopt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

S 8: i51T XDPing

=8

208 XDPing.

$18 9: &7 Linux VDA
%) Linux VDA:
Bzh Linux VDA BRSS:
sudo /sbin/service ctxhdx start

sudo /sbin/service ctxvda start
<!--NeedCopy-->

{Z1E Linux VDA:
=1k Linux VDA ARS3:
sudo /sbin/service ctxvda stop

sudo /sbin/service ctxhdx stop
<!--NeedCopy-->

AR
121k ctxvda #l ctxhdx RS Z#i, #EE T service ctxmonitorservice stop <Lz

IEEMARS TIPER. BN, MRS TIFEFRBERRBHEFLERNRS,.

Z=# 250 Linux VDA:

E#Esh Linux VDA RS :
sudo /sbin/service ctxvda stop
sudo /sbin/service ctxhdx restart

sudo /sbin/service ctxvda start
<!--NeedCopy-->

25 Linux VDA BOIRT

E10F Linux VDA RSBIBTITIRS, BHMITUTIRME:

3EizfT sudo Jopt/Citrix/VDA/bin/xdping Lie®E Linux VDA RIEEAENERNEREME, &XxE4HA
5,
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sudo /sbin/service ctxvda status

sudo /sbin/service ctxhdx status
<!--NeedCopy-->

41 10: 7£ Citrix Virtual Apps =i Citrix Virtual Desktops HoIZitEHNER

BRI ENLE RAAM Linux VDA it EHBiZ 25 %489 Windows VDA 735£ M. BXIMATEMXLEESHIEME
MEVIRER, FERACEITENERMEREITENE R

BIEES Linux VDA itBHMITEN B RN S@EIG—LRE], FEiZdiERRTFH Windows VDA i+ B 8IEE T B
Bx:
o WFRERYT, 1EER:

- ZRERERHEN WFREAZRERGER),
- BRERERSHER (WTF VDI EAKERGERE),

o FMER—MTENBRPESMEA Linux 71 Windows VDA i+ &4,
FE:

FHARRAHY Citrix Studio Fx3#F “Linux 2ER4” WIS, BR, % Windows Server &R LIRS
BRIERSHETNERTFERIEEEZZEMER, 1%F Windows SEi&ER S R EIRERFETNE R F(F

BEtEN— R HER,
e

MRMERHENERBEEFRIA Active Directory 15, NaZMERItEN, AEBEERFNZIHENER.

$18 11: 7£ Citrix Virtual Apps =X Citrix Virtual Desktops #6232 {F4H
BIERFEMBFMES Linux VDA i+ EHIKITEN B RHEES Windows VDA HENLFHERE. BXRIAITRXLE

ESHEMFAIREA, BFSREEZ T H,
BUEEH Linux VDA I8 B R AHAR @Ik TFRE:

o WafRATIE AD BFPAIABERERE, sBERE Linux VDA 1+E .
s BFIMATRESHRIEN (ER) AFRER.
o BEPNERMEFREANEE Windows iHEHHITENER.

BE.
Linux VDA 1.4 REERAXFLHNERER. B2, Linux VDA RG2S EmAN AEF A ERENITE.

BXRNAIETEN B RMRGHNEE, 1521 Citrix Virtual Apps and Desktops 7 2206,
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HEHER

AR A I ER D RS B3 T AR fE AR AR R R THRE M 5 | R B IB) R TEFE HE R

fEF SSSD AIANIZK K

SEMNFENTRESHIMER, WHEMNT (EHRTRETN, FRIERAS):

Step 6: join Domain!Enter ctxadmin's password:Failed to join domain:
failed to lookup DC info for domain 'CITRIXLAB.LOCAL'over rpc: The
network name cannot be found

/var/log/xdl/vda.log:

2016-11-04 02:11:52.317 [INFO ] - The Citrix Desktop Service
successfully obtained the following list of 1 delivery controller(s)
with which to register: 'CTXDDC.citrixlab.local (16.158.139.214)".

2016-11-04 02:11:52.362 [ERROR] - RegistrationManager.
AttemptRegistrationWithSingleDdc: Failed to register with http://
CTXDDC.citrixlab.local:80/Citrix/CdsController/IRegistrar. Error:
General security error (An error occurred in trying to obtain a TGT:

Client not found in Kerberos database (6))

2016-11-04 02:11:52.362 [ERROR] - The Citrix Desktop Service cannot
connect to the delivery controller 'http://CTXDDC.citrixlab.local
:80/Citrix/CdsController/IRegistrar' (IP Address '10.158.139.214"')

Check the following:- The system clock is in sync between this machine
and the delivery controller.

- The Active Directory provider (e.g. winbind daemon) service is
running and correctly configured.

- Kerberos is correctly configured on this machine.

If the problem persists, please refer to Citrix Knowledge Base article
CTX117248 for further information.

Error Details:

Exception 'General security error (An error occurred in trying to
obtain a TGT: Client not found in Kerberos database (6))' of type '
class javax.xml.ws.soap.SOAPFaultException'.

2016-11-04 02:11:52.362 [INFO ] - RegistrationManager.
AttemptRegistrationWithSingleDdc: The current time for this VDA is
Fri Nov 04 02:11:52 EDT 2016.

Ensure that the system clock is in sync between this machine and the
delivery controller.

Verify the NTP daemon 1is running on this machine and is correctly
configured.

2016-11-04 02:11:52.364 [ERROR] - Could not register with any
controllers. Waiting to try again in 120000 ms. Multi-forest - false

2016-11-04 02:11:52.365 [INFO ] - The Citrix Desktop Service failed to
register with any controllers in the last 470 minutes.

<!--NeedCopy-->

/var/log/messages:
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Nov 4 02:15:27 RH-WS-68 [sssd[ldap_child[14867]]]: Failed to initialize
credentials using keytab [MEMORY:/etc/krb5.keytab]: Client 'RH-WS-68
S@CITRIXLAB.LOCAL'not found in Kerberos database. Unable to create
GSSAPI-encrypted LDAP connection.Nov 4 02:15:27 RH-WS-68 [sssd[
ldap_child[14867]]]: Client 'RH-WS-683$@CITRIXLAB.LOCAL'not found

in Kerberos database
BRI, BHRITUTRE:

BfTrm -f Jetc/krb5.keytab &%,

izfTnet ads leave SREALM -U S$Sdomain-administrator &<,
7£ Delivery Controller EfiE&itEH B R {T4H,

i&17 /opt/Citrix/VDA/sbin/ctxinstall.sh.

7z Delivery Controller E8IZHEN B R T4H,

ok wh e

Ubuntu fSE&IEETRE

BoRENSHIER, BEEETKETPELEBHRIEIRE, ot FRKMAFKFERN, HENNES AN
R
ERRRILIRRE, EHRITIATRIE:

1. i5fT sudo apt-get update®%,

2. &frsudo apt-get install unity Llightdm®&%,

3. m/etc/lightdm/lightdm. conf fiEmmUTT:
greeter-show-manual-login=true

BTFROEER, BidEE Ubuntu SERIERK

/var/log/xdl/hdx.log:

2016-11-02 13:21:19.015 <P22492:S1> citrix-ctxlogin: StartUserSession:
failed to change to directory(/home/CITRIXLAB/ctxadmin) errno(2)

2016-11-02 13:21:19.017 <P22227> citrix-ctxhdx: logSessionEvent:
Session started for user ctxadmin.

2016-11-02 13:21:19.023 <P22492:S1> citrix-ctxlogin: ChildPipeCallback:
Login Process died: normal.

2016-11-02 13:21:59.217 <P22449:S1> citrix-ctxgfx: main: Exiting
normally.
<!--NeedCopy-->
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e
iR MNIREAREREENRERERUETER.
BRI, BHRITUTRE:

1. £&217H, #A pam-auth-update,

2. EERBITHEES, HiIAEREEiET Create home directory login (RIEFHRERES).

— . .
] P# configuration
Pluggable Authentication Modules (PAM) determine how authentication, suthorization, snd password changing sre handled on the systes, as well a3 allowing configuration of sdditionsl scticns to take when
tarting user sessions

!

Some PAM module packages provide profiles thet can be used to sutomstically sdjust the behavior of all PAM-using spplications on the system, Plesse indicate which of these behsvicrs you wish to ensble.

PAM profiles to enable

RERRD, BRRELERHET dbus H#HiR

/var/log/messages (GZRTF RHEL 5% CentOS):

Oct 27 04:17:16 Cent0S7 citrix-ctxhdx[8978]: Session started for user
CITRIXLAB\ctxadmin.

Oct 27 04:17:18 CentO0S7 kernel: traps: gnome-session[19146] trap int3
ip:7f89b3bde8d3 sp:7fff8c3409d0 error:0

Oct 27 04:17:18 Cent0S7 gnome-session[19146]: ERROR: Failed to connect
to system bus: Exhausted all available authentication mechanisms (
tried: EXTERNAL, DBUS_COOKIE_SHA1, ANONYMOUS) (available: EXTERNAL,
DBUS_COOKIE_SHA1l, ANONYMOUS)#@1l2aborting...

Oct 27 04:17:18 Cent0S7 gnome-session: gnome-session[19146]: ERROR:
Failed to connect to system bus: Exhausted all available
authentication mechanisms (tried: EXTERNAL, DBUS_COOKIE_SHA1,
ANONYMOUS) (available: EXTERNAL, DBUS_COOKIE_SHA1, ANONYMOUS)

Oct 27 04:17:18 Cent0S7 gnome-session: aborting...

Oct 27 04:17:18 Cent0S7 citrix-ctxgfx[18981]: Exiting normally.

Oct 27 04:17:18 Cent0S7 citrix-ctxhdx[8978]: Session stopped for user

CITRIXLAB\ctxadmin.
<!--NeedCopy-->

g#&, XF Ubuntu &17hR, MBS /var/log/syslog:

Nov 3 11:03:52 user0l-HVM-domU pulseaudio[25326]: [pulseaudio] pid.c:
Stale PID file, overwriting.
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Nov 3 11:03:52 user0l-HVM-domU pulseaudio[25326]: [pulseaudio] bluez5-
util.c: Failed to get D-Bus connection: Did not receive a reply.
Possible causes include: the remote application did not send a reply
, the message bus security policy blocked the reply, the reply
timeout expired, or the network connection was broken.

Nov 3 11:03:52 user0l-HVM-domU pulseaudio[25326]: [pulseaudio] hashmap
.c: Assertion 'h' failed at pulsecore/hashmap.c:116, function
pa_hashmap_free(). Aborting.

Nov 3 11:03:52 user0l-HVM-domU pulseaudio[25352]: [pulseaudio] core-
util.c: Failed to connect to system bus: Did not receive a reply.
Possible causes include: the remote application did not send a reply
, the message bus security policy blocked the reply, the reply
timeout expired, or the network connection was broken.

Nov 3 11:03:52 user0l-HVM-domU pulseaudio[25352]: message repeated 10
times: [ [pulseaudio] core-util.c: Failed to connect to system bus:
Did not receive a reply. Possible causes include: the remote
application did not send a reply, the message bus security policy
blocked the reply, the reply timeout expired, or the network
connection was broken.]

Nov 3 11:03:52 user0®l-HVM-domU pulseaudio[25352]: [pulseaudio] pid.c:
Daemon already running.Nov 3 11:03:58 user@l-HVM-domU citrix-ctxgfx

[24693]: Exiting normally
<!--NeedCopy-->

REAFRRESHBMET REN. MRAEFHN dbus #HiRER, RITBNEEFRBHRAHE,

SELinux aJUF51E SSHD sl =B R

RARPAILBEIRIE, BEFEER,
/var/log/ctxinstall.log:
Jan 25 23:30:31 yz-rhel72-1 setroubleshoot[3945]: SELinux is preventing
/usr/sbin/sshd from setattr access on the directory /root. For

complete SELinux messages. run sealert -1 32f52clf-8ff9-4566-a698
-963a79f16b81

Jan 25 23:30:31 yz-rhel72-1 python[3945]: SELinux is preventing /usr/
sbin/sshd from setattr access on the directory /root.

**xxxx Plugin catchall_boolean (89.3 confidence) suggests
kkhkkhkkhkhkhkkkkkkkkkkk

If you want to allow polyinstantiation to enabled

Then you must tell SELinux about this by enabling the '
polyinstantiation_enabled' boolean.
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You can read 'None' man page for more details.
Do
setsebool -P polyinstantiation_enabled 1

**%*kx%x Plugin catchall (11.6 confidence) suggests
kAhkkkhkkkkkhkhkkhkhkkhkhkhkkhkhkkkhkkkkk

If you believe that sshd should be allowed setattr access on the root
directory by default.

Then you should report this as a bug.
You can generate a local policy module to allow this access.
Do
allow this access for now by executing:
# grep sshd /var/log/audit/audit.log | audit2allow -M mypol

# semodule -i mypol.pp
<!--NeedCopy-->

ERRRILIRRE, EHRITIUTRE:
1. @3t Jetc/selinux/config #17 U FEEAEEZA SELinuX,
SELINUX=disabled
2. BB VDA,

FrhLEiERT Amazon Linux 2. CentOS #1 RHEL #9 Linux Virtual Delivery
Agent

September 25,2023
BERT:

WNFEHRE, BNEEABRMSTEUHITRERE, BINREENNET], SEAXPFROFHREMELL, EF
ST,
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HI 1 HEE Linux 21ThRUAZ % VDA
$IE la: WIEMEERE

HREERHEWREEMS, 0, HH7E Linux VDA EEZE DNS RS2,

$% 1b: BFNNE

HHREHIBRSITENHNENS, EEK [etc/hostname X, FEHNXEEITENHNENSZ,

hostname

TR 1c: AENBDEHREMIE
HBRERIREITENN DNS HEZFTLRERE (FQDN), iEF /etc/hosts XHFBLUTT, FEHEATFRD
%873 FQDN MEMNE:

127.0.0.1 hostname-fqdn hostname localhost localhost.localdomain
localhost4 localhost4.localdomain4

(I

127.0.0.1 vda0l.example.com vda®l localhost localhost.localdomain
localhost4 localhost4.localdomain4

MR E S B Rt hostname-fqdn = hostname KT EE M| A,
AR
Linux VDA ZHaiAxz#F NetBIOS &ff&Eilr, EHMBFF[EE 15 MFH.

BN .

S

QEEFERAFR a-z. A-Z. 0-9 FIIEFFR (-). BBRERATHE (). SEMNEMTS. ENBRBURFH LM
MIEFRLEE. MNtERTF Delivery Controller 4142,

FE1d: EEHNZ

WIEENBIRBERSIEMRTLIR:

hostname
<!--NeedCopy-->

WA MOREIHENMENE, mREEETLBEESE (FQDN),

¥oiiE FODN R ER B IEHEIR:
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hostname -f
<!--NeedCopy-->

IteEp <R ElTEHEY FQDN.

TR le: NERMBERMARS AR

HaIAAT LUEAT FQDN #3328 #0 Delivery Controller $147 ping #1E:
nslookup domain-controller-fqgdn
ping domain-controller-fqdn
nslookup delivery-controller-fqdn

ping delivery-controller-fqdn
<!--NeedCopy-->

INRTEMEN FQDN 2 Ping F@ ERE—ItEN, BRREEXTE, AEBHLE,

S8 1f: EEBE#FES (chrony)

stk VDA, Delivery Controller fligiizilas > BB SALIEMAIS EXEE, ¥ Linux VDA B NEMVIATEES
SHNHRENR, HFWFER, SIFERITENERSREDIE,

RHEL 8 5 RHEL 7 ZRiAIRiE R Chrony sFiP#2F (chronyd) #{T7RRES .

fcE Chrony fRs5 L root AP 514, 448 [etc/chrony.conf H S MTiERERSBHFM— MRS ERE:
server peerl-fqdn-or-ip-address iburst

server peer2-fgdn-or-ip-address -iburst
<!--NeedCopy-->

FHBIED, NEMESHIREHISEEY, MAREENAE NTP RS EEY, HifihrE1 Active Directory i3
EhIZERI— RS2SR B,

MERT R ERIE ARS8 B, S3EIRE] IP ik, localhost UKk AARSS2S *.pool.ntp.org B,
REERHEFRBE Chrony T2

sudo /sbin/service chronyd restart
<!--NeedCopy-->
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$Ig 1g: & OpenJDK 11

Linux VDA Z5k#F7E OpenJDK 11,
o MRFEHEE CentOS 5 RHEL, MY&E%E Linux VDA B, OpenJDK 11 &BE{ERKBITUHITRE,
« MRFEABRE Amazon Linux 2, EETUTHLUEAH %X OpendDK 11:

amazon-linux-extras install java-openjdkll
<!--NeedCopy-->

HiARAE S ER:

sudo yum info java-1ll-openjdk
<!--NeedCopy-->

WscEER OpenJDK aT8E PHARZS, F#7E OpenJDK 11:

sudo yum -y update java-ll-openjdk
<!--NeedCopy-->

$% 1h: =% PostgreSQL
Linux VDA 2 PostgreSQL, LI T#< M Linux VDA %@ %% PostgreSQL (iEATF Amazon Linux 2. RHEL
7 #1 CentOS 7 #9 PostgreSQL 9 LIXiE&AF RHEL 8 # PostgreSQL 10).

sudo yum -y install postgresql-server

sudo yum -y install postgresql-jdbc
<!--NeedCopy-->

WREBRIT—LEREGSE, WEMRCIIEE, HHRRIRSEITENEME B, tigfER1E [var/lib/pgsql/data
TRIBMIEREX .

sudo postgresql-setup initdb
<!--NeedCopy-->

$12 1i: 55h PostgreSQL

EHEN B EEIARS M BN B RARSS |
sudo systemctl enable postgresql

sudo systemctl start postgresql
<!--NeedCopy-->

EAUTHLHRZE PostgreSQL hiizs:
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psql —--version
<!--NeedCopy-->

(IXPR RHEL 7) R psql e 1T AREFHIAMIEERERE:

sudo -u postgres psql -c 'show data_directory'
<!--NeedCopy-->

TR 2. EEEINEEER

EXFNEMVIEERRZRF B Linux VDA HEERPIVISITH, FEMEH—LEN. RIBEEERANEMNEREERT
BMHUTER, MREFERIEMG LIETT Linux T8N, WEREHEMER.

&%& Citrix Hypervisor AT a)E]25 a0

BT Citrix Hypervisor BYEIRIF THRERY, FEE M EIMEAY Linux VM H, E#E&F) NTP #1 Citrix Hypervisor
iR, WESXEBEERZNM, NERNHSHMRSSERAS, FHRESD Linux ERHFRNRFN#HERS NTP
BE, XMERERZRENRERS, THE HVM EXTHITEAER.

MNRIEEESITERIMEA Linux W1z, FARET Citrix VM Tools, MATLEZE Citrix Hypervisor BalRE$ Thak
BEEE, UREEEE Linux VM RiEMA:

su -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

Ita<iRE 0 8 1

- 0-BERASEERA, BEXMEA.

o 1-WERSEEEER, THERIEMEREIE
R /proc/sys/xen/independent_wallclock X#4F7FE, WFAEEHRITUTS R,
MRBEH, BBEEZXHEAN 1 REAN RS INEE:

sudo echo 1 > /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

EFEERRAKAER, HEENBHENAEN, ERE [etc/sysctl.conf SXEHRMUTIT:
xen.independent_wallclock = 1
ERIEXLEEN, EEMBRLA:

sSu -

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 36



Linux Virtual Delivery Agent 2206

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

Itas <R EE 1o

7£ Microsoft Hyper-V L {&ErgaE:H R

%7 Hyper-V Linux £pARSSH Linux VM RIRZA Hyper-V BY{ElEIF ThaERE A ENIRERFRETE, ABEFRR
SR AIERR S, U —RBRALLIIEES NTP iR,

NEIRIRERSH:

1. #T7 Hyper-V E28iEH 8,
2. 33F Linux VM B9i& 8, 5% Integration Services (£/IRS).
3. HRE%EF Time synchronization (BFEIEF).

} =

AR

b A7% S VMware #1 Citrix Hypervisor AR, XFH#M~RaZRAENEERDPIE, MRS5S NTP REHR,
Hyper-V BSig]E$ A L5 NTP BYEIRT £EZHE .

&& ESX #1 ESXi LHETiE]F AR

B VMware REIRS IR, FEEMNFEIMEE Linux VM R, EH<BE NTP fIEMN EREF R, mEE
HERS RZ5NH, NBRNHSEMRSERES, BHRE Linux ERHHPNRENHEHS NTP AF, XME
MERZAENERY .

WMRIFFEIETEET VMware Tools BIEE#ME Linux WiZ:

#T7F vSphere Client,

#m4E Linux VM 18 &,

7 Virtual Machine Properties (FEM#ZEME) 3HFEH, 177 Options (G£EI) EM+.

%% VMware Tools,

7£ Advanced (Z%4) &, BUEES Synchronize guest time with host (5E#HEFZF1AGE),

ok w e

$1% 3: @ Windows 1570 Linux g1 (VM)

Linux VDA 5% %@ Active Directory (AD) 15700 Linux HH&E#HBY %!

» Samba Winbind

* Quest Authentication Services
+ Centrify DirectControl

« SSSD
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« PBIS
IRIBFMIZN S %, FRIAERHMITIRME.
AR

73 Linux VDA fravzssthik =0 AD Rtk ERERMNAR &, SI1ERAEEKN.

Samba Winbind

RENENFARREE:
%y F RHEL 8:

sudo yum -y install samba-winbind samba-winbind-clients krb5-
workstation oddjob-mkhomedir realmd authselect
<!--NeedCopy-->

3+F Amazon Linux 2. CentOS7 #1 RHEL 7:

sudo yum -y install samba-winbind samba-winbind-clients krb5-
workstation authconfig oddjob-mkhomedir
<!--NeedCopy-->

i EN RN ERERM Winbind #1255 Winbind SPP2R A AR E AT EYEEE5h:

sudo /sbin/chkconfig winbind on
<!--NeedCopy-->

B E Winbind 5%3E @R Winbind $i+EBHE B 1T Kerberos S14383E:
1. ST THS,
s¥F RHEL 8:

sudo authselect select winbind with-mkhomedir --force
<!--NeedCopy-->

3¥F Amazon Linux 2 #1 RHEL 7:

sudo authconfig --disablecache --disablesssd --disablesssdauth --
enablewinbind --enablewinbindauth --disablewinbindoffline --
smbsecurity=ads —--smbworkgroup=domain --smbrealm=REALM --
krb5realm=REALM --krb5kdc=fgdn-of-domain-controller --
winbindtemplateshell=/bin/bash --enablemkhomedir --updateall
<!--NeedCopy—-->

Hr, REALM 2A5# Kerberos $iigi& 5, m domain 2159 NetBIOS &#7,
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INRFEET DNS &k KDC RS BMMAB, BR U TR METRNERIEAIEHS
--enablekrb5kdcdns --enablekrb5realmdns
BB authconfig ®<REIMNEX winbind REXEZRHINEMEIR, authconfig BRAEITE
MERMNFEHER TR winbind BRSBE, ATRESHIIXLEEIR,

2. 117 |etc/samba/smb.conf H & LI F&B#HME [Global] 85774, BEKE authconfig TRE%R
BEBy S E:

kerberos method = secrets and keytab
winbind refresh tickets = true
winbind offline logon = no

3. ({XfR RHEL 8) #T7F etc/krb5.conf 77 [libdefaults]. [realms] # [domain_realm]
R THRMEZR:

7z [libdefaults] 9 TF:

default_ccache_name = FILE:/tmp/krb5cc_%{ uid }
default_realm = REALM
dns_lookup_kdc = true

7z [realms] SBHTF:

REALM = {
kdc = fqdn-of-domain-controller
}

7z [domain_realm] 9 T:

realm = REALM
.realm = REALM

Linux VDA £E&ER &4 keytab xxtF /etc/krb5.keytab W 1TH B IIEFH A Delivery Controller . i+
BRI/, &iE# kerberos method i&&#&3&%] Winbind tli2 %4 keytab x4,

A Windows 15  EaUisiisHISs 4 mA kR, mAEKHAEEEMISHHENRMEIEA Active Directory B Kk
P

xfF RHEL 8:

sudo realm join -U user --client-software=winbind REALM
<!--NeedCopy-->

3¥F Amazon Linux 2 #1 RHEL 7:

sudo net ads join REALM -U user
<!--NeedCopy-->

REALM 25 Kerberos sUZZ#k, user 28U ENFMEIRARBF,
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71 Winbind i2& PAM  ZiAiER T, Winbind PAM &R (pam_winbind) BB E /S A Kerberos EiEEEFM
TERMEIE, 7 [etc/security/pam_winbind.conf, 37f [Global] #o FHRMFERUTRE:

krb5_auth = yes
krb5_ccache_type = FILE
mkhomedir = yes

BERBIRE MEBEFNEFFES S, XEBREREFHBE Winbind sFiFiEF:

sudo /sbin/service winbind restart
<!--NeedCopy-->

e

RYHBNMNEE, winbind SPEF4SBERSET.

177 [etc/krb5.conf 33 [libdefaults] &9 FTARILLTIEEM KEYRING E2th FILE 258!:
default_ccache_name = FILE:/tmp/krb5cc_%{ uid }

WIEEM A S Delivery Controller ZRFiE VDA itE#H (Windows # Linux VDA) #Z17E Active Directory
HE— M EHN R,

i&1T Samba 1 net ads S WRIFH BN E2EEMANE:

sudo net ads testjoin
<!--NeedCopy-->

BITU T e L RIEFSMIEA T BN RER

sudo net ads 1info
<!--NeedCopy-->

iF Kerberos itE 7 THifF Kerberos BIEFERENAIS Linux VDA BL&fEH, IBRIERS keytab XHR T
BRIEHBEENEH:

sudo klist -ke
<!--NeedCopy-->

tEH<¢ EREMEFEMESBREAASTTANERTIR, B17 Kerberos kinit &<, FERAXLEEAREIEHEER
BT ENBSH !

sudo kinit -k MACHINES@REALM
<!--NeedCopy-->

HENAMAZRUTIEERAT., RS (§) BAEARMML (\) #1TEX, URERE shell Hig, EFLEFEHR,
DNS 5% 5 Kerberos {UH & AR, ERERERADAEM. WRILHSHINGT, WREEREREL,

ERUTH<LIIETENKAE TCT RIEEEE:
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sudo klist
<!--NeedCopy-->

ERAUTHRLREITENKAFAEE:

sudo net ads status
<!--NeedCopy-->

WIEAFSMIRIE A wbinfo TRRIEREaIARKIBEAFHEH:

wbinfo --krb5auth=domain\username%password
<!--NeedCopy-->

XEBHEMNERN AD 5%, MAE Kerberos $flsi&#, FF bash shell, #FfERZ—REAT REHT (\) FRFH
T8 HRE—FMINSARKHE S,

EIE Winbind PAM #E 2T EEHERE, AFERURIKRERNIEAF KA ESR Linux VDA,
ssh localhost -1 domain\username

id -u
<!--NeedCopy-->

I Kerberos RIREFTFHNRIERTEMERTH:

klist
<!--NeedCopy-->

Rido

exit
<!--NeedCopy-->

BE#ER Gnome gf KDE 1261 8 A LURITRMATNIR. E#TEIMANBRIEGHRERITHSE 6: %% Linux VDA,

Quest Authentication Services

e HI22 HECE Quest  REMEEE Active Directory 815488 F 2B HEIE T Quest 2, MABREBEEN
iR, B&E Active Directory Hha|EHENINR,

AYAAFPER Linux VDA I8 AT IiHEAFEEM7E Linux VDA 18 £ HDX &iE:

£ Active Directory AP MITENBIBIEHIEHR, FZAFKFITH Active Directory AP B4,
%% Unix Account (Unix k) &I+,

%% Unix-enabled (EE/A Unix).

¥ Primary GID Number (&% GID £S) &B NEFREAFA/NA ID,

H> W F) -
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} =r

AR

XEGARSTIREEAR, UEMIAILUERERIG. RDP. SSH siEMEMITZNIGHITER.

7£ Linux VDA tFf2E Quest

SELinux SRBSSRGICHERRART % BIA RHEL SRMBR3EHISEHE SELinux, LE32HITHAESR RN Quest A/ Unix i
E1ZF IPCHIH, HEIEEARER.

AR FENREENAEZZA SELinux, B root BAR B4, 41 [etc/selinux/config 7 F & SELinux i&
=N

SELINUX=permissive
B EREN BT EN:

reboot
<!--NeedCopy-->

HE:

BEEERALIRE. BAEENRA SELinux RIKRFILESSHTLYE, BMERX root AR ME MM
F 2t

foE VAS sFiFiEF WS AT Bah4ET Kerberos ZiRThaE, HMBERASMHINIE (BRER) &,

sudo /opt/quest/bin/vastool configure vas vasd auto-ticket-renew-
interval 32400

sudo /opt/quest/bin/vastool configure vas vas_auth allow-disconnected-

auth false
<!--NeedCopy-->

IEEr SIFLRITIENFRIE D O /B (32400 #4) , BMLLERIARY 10 /MY EIBE S AR 1 /08, BERIEEGARRENR
gt LIS ERIRRE,

EE PAM F1NSS ZEEA@ET HDX #ITHEAR BERUKREMARS (5190 su. ssh &1 RDP), EETUTaHTUF
shfEdE PAM #0 NSS:

sudo /opt/quest/bin/vastool configure pam

sudo /opt/quest/bin/vastool configure nss
<!--NeedCopy-->
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PO Windows 33 {8/ Quest vastool &% Linux it&#LINAZE Active Directory ig:

sudo /opt/quest/bin/vastool -u user join domain-name
<!--NeedCopy-->

user AERIFITEMIMA Active Directory HEEMIEAF. domain-name 73 DNS Z#7, £ exam-
ple.com,

Wirtm R &1 Delivery Controller EskFr VDA i &#1 (Windows 1 Linux VDA) #E7#%E Active
Directory E—MIENNNR, WIE Quest IIAK Linux HENEE AT

sudo /opt/quest/bin/vastool info domain
<!--NeedCopy-->

MRTBENEMAE, a<LREEHSZ, MRITBEVRMNEME, NEERUTHER:

ERROR: No domain could be found.

ERROR: VAS_ERR_CONFIG: at ctx.c:414 1in _ctx_init_default_realm
default_realm not configured in vas.conf. Computer may not be joined
to domain

WIERFP BHWIE EIRIE Quest BT EEMRET PAM ST A P # 1T HI0IE, BERUAIRERNIEAF KA ER
Linux VDA,

ssh localhost -1 domain\username

id -u

<!--NeedCopy-->

BIERER id -u 55$3RER UID g1 TRA Kerberos EiREEX 4 :

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

I Kerberos RIREFTFHNEIERTEMERTH:

/opt/quest/bin/vastool klist
<!--NeedCopy-->

BHZIE,

exit
<!--NeedCopy-->

BE#ER Gnome g{ KDE 1261 8 e LURITRMATNIR. E#TEIMANBRIEGHRERITHSE 6: %% Linux VDA,
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Centrify DirectControl

N Windows 1 %% Centrify DirectControl Agent /5, &%/ Centrify adjoin &<% Linux &4
A Active Directory 3;:
su -

adjoin -w -V -u user domain-name
<!--NeedCopy-->

user BHABEREITENIA Active Directory 1##91Ffa Active Directory A F. domain-name 23 Linux
TTENIMANRIRIH A E FRo

Wikt A & Delivery Controller ExkFiE VDA i+ B #l (Windows #1 Linux VDA) #E7E Active
Directory fE—MIENINR, WIE Centrify MIAK Linux HEN2E A TE+:
su -

adinfo
<!--NeedCopy-->

I53F Joined to domain EEEBEM UK CentrifyDC mode 2FiR[E T connected, SNRERMARERIIRE,
MZRBA Centrify ZP B2l 7 RS 3HEZE R F 9 W0 R,
FRUTHSAREESENAAMIZHES:

adinfo --sysinfo all

adinfo - diag
<!--NeedCopy-->

M 5&F Active Directory 1 Kerberos BRSSH9EZ,

adinfo --test
<!--NeedCopy-->

FEHITEMMANRIEESESEHITIE 6. 2% Linux VDA,

SSSD

WMRIEHERME SSSD, HIREBILERD FRBEHITIRE. k2 EEE XM Linux VDA iHE#HIA Windows
A9 BA U R dN AT BR E Kerberos B4 3IEMIES,

272 RHEL #1 CentOS Ei&E SSSD, BHITULT#E:

MNEHBIZEEN keytab
®E SSSD

BF SSSD

183 Kerberos B2 &
IR SR I0IE

Lok wph e
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MAEHEIZEEN keytab  SSSD HARREATFMNHMEE RS keytab 489 Active Directory B inII#E,
AT AER adclic realmd 5% Samba,

EEHRBNEBTIERT Amazon Linux 2 #1 RHEL 7 89 Samba 532U K&ERTF RHEL 8 B9 adc 11 A%, WF
realmd, #&£% RHEL 5 CentOS xX#4, #FEEE SSSD Z AT XS,

« Samba (Amazon Linux 2 1 RHEL 7):
REREMFAIERGEE:

sudo yum -y install krb5-workstation authconfig oddjob-mkhomedir
samba-common-tools
<!--NeedCopy-->

EEWECE T LUTXXH8 Linux EFIELE:

- Jetc/krb5.conf
- /etc/samba/smb.conf:

BitEHEE Ji#1T Samba 1 Kerberos S48k :

sudo authconfig --smbsecurity=ads --smbworkgroup=domain --
smbrealm=REALM --krb5realm=REALM --krb5kdc=fqdn-of-domain-
controller --update

<!--NeedCopy-->

Heh, REALM 2K 5 Kerberos & #:, domain 2 Active Directory i5i#9f&%2 NetBIOS &#r.

P =W

AXHHIEEEATRIE. PMRE, RIEERN AD Eit4EHEEE Kerberos.,

WMRFEBT DNS ik KDC RS B[BMMHZFF, BRHUTHEMEBRMNERENGS:
-—enablekrb5kdcdns --enablekrb5realmdns

$1FF [etc/samba/smb.conf HE LU T%BFHME [Global] #45 T4, BEK#E authconfig TE4ERLHY
B fEm:

kerberos method = secrets and keytab
winbind offline logon = no

A Windows i, iERfRiEzHI2E eI AR, MBEZREEIEIHENRMENHM Active Directory FAFIKF,

sudo net ads join REALM -U user
<!--NeedCopy-->

REALM 2AEH Kerberos $ilsi&#5, user 2AUGHENFMEIHAEHBF,
« Adcli (RHEL 8):

RENEMARRAE:

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 45



Linux Virtual Delivery Agent 2206

sudo yum -y install samba-common samba-common-tools krb5-
workstation authconfig oddjob-mkhomedir realmd oddjob
authselect

<!--NeedCopy-->

Bt SN A E J#1T Samba 1 Kerberos S350 :

sudo authselect select sssd with-mkhomedir --force
<!--NeedCopy-->

FTFF [etc/krb5.conf 37£ [realms] #1 [domain_realm] 9 FHMER:

£ [realms] Z9 T

REALM = {
kdc = fqdn-of-domain-controller
}

7z [domain_realm] 24 T:

realm = REALM
.realm = REALM

A Windows i, iERfRiEzHI2E eI AR, MEEZREEIEITENARMENHM Active Directory FAFIKF,

sudo realm join REALM -U user
<!--NeedCopy-->

REALM 2AEH Kerberos $ilsi&#5, user ARG HENAFMEIHAEBF,

%5 SSSD  18E SSSD WA BT

« BEEIT sudo yum -y install sssd#&<7E Linux VDA E=%: sssd-ad %4,
o WFEME (FIE0 sssd.conf) #HITELEEX,
« 550 sssd fRS.

RHEL 7 89 sssd.conf BE2E7R=% (R LIRIEEEFRMEIMNIER) :
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[sssd]
config_file_version = 2
domains = ad.example.com
services = nss, pam

[domain/ad.example.com]
# Uncomment if you need offline logins
# cache_credentials = true

id_provider = ad

auth_provider = ad
access_provider
ldap_id_mapping
ldap_schema = ad

ad
true

# Should be specified as the lower-case version of the long version of the Active Directory domain.
ad_domain = ad.example.com

# Kerberos settings
krb5_ccachedir = /tmp
krb5_ccname_template = FILE:%d/krb5cc_%U

# Uncomment if service discovery is not working
# ad_server = server.ad.example.com

# Comment out if the users have the shell and home dir set on the AD side
default_shell = /bin/bash
fallback_homedir = /home/%d/%u

# Uncomment and adjust if the default principal SHORTNAME$@REALM is not available
# ldap_sasl_authid = host/client.ad.example.com@AD.EXAMPLE.COM

¥ ad.example.com. server.ad.example.com Eift HENKIE, BXFMEL, BB sssd-ad(5) - Linux
FHM .

({XPE RHEL 8)
117+ [etc/sssd/sssd.conf 37 [domain/ad.example.com] &9 FHRIMUTRE:

ad_gpo_access_control = permissive
%25s\\%1Ss
/home /%d/%u

full_name_format
fallback_homedir
# Kerberos settings

krb5_ccachedir = /tmp
krb5_ccname_template = FILE:%d/krb5cc_%U

3¢ sssd.conf IR B SRR IR

chown root:root /etc/sssd/sssd.conf
chmod 0600 /etc/sssd/sssd.conf
restorecon /etc/sssd/sssd.conf

BF SSSD X F RHEL 8:
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BT Tan< LUB A SSSD:

sudo systemctl restart sssd

sudo systemctl enable sssd.service
sudo chkconfig sssd on
<!--NeedCopy-->

3+F Amazon Linux 2. CentOS 7 #1 RHEL 7:

£/ authconfig BA SSSD. %% oddjob mkhomedir LR EE R 6125 SELinux #4:
authconfig --enablesssd --enablesssdauth --enablemkhomedir --update
sudo service sssd start

sudo chkconfig sssd on
<!--NeedCopy-->

IRIF Kerberos B2E WIEZ#%4t keytab X BT ELIEHBSEMEFHN:

sudo klist -ke
<!--NeedCopy-->

¢ B REMEGEREEBEFASAIANERYIR. BT Kerberos kinit &<, UERAXERHARSIEH2E0
BT EYBSD:

sudo kinit - k MACHINES@REALM
<!--NeedCopy-->

HENMMUEEHBITIRERAS . RS (§) BAEARBAT (\**) #TEX, URRE shell Bit, ERLIFE
1, DNS &5 Kerberos {UH BT AR, EHRREAMREM. WRILHSHINGET, WA2ETRERKEL,
ERUTHLIIETENKAE TCT RIEEEE:

sudo klist
<!--NeedCopy-->

WIERFPSMBIE A getent s LHINSHFHIBEREA LR NSS BELIE:

sudo getent passwd DOMAIN\username
<!--NeedCopy-->

DOMAIN 2#sREERRNEE. IRFTECEAS—HERK, B5LEMR getent a5 #1710,
SFNEREWNT:

o EKFIBERLH: DOMAIN\username
« UPN: username@domain.com
o NetBIOS s1&#&=: username@DOMAIN
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ZI05E SSSD PAM IRAR B EIEMELE, BFERAMUFIRERIFEAF KA ER Linux VDA,
sudo ssh localhost - 1 DOMAIN\username

id -u
<!--NeedCopy-->

BIERB AU TEHSIREMN uid SIZ TN Kerberos EiREE X!

1ls /tmp/krb5cc_{
uid }

<!--NeedCopy-->

ISIEA B Kerberos EiEEEFIHNEREETERAFRTH,

klist
<!--NeedCopy-->

TEBTIHINANRIEEHEHMITSE 6: 2% Linux VDA,

PBIS

THFER PBIS G

wget https://github.com/BeyondTrust/pbis-open/releases/download/9.1.0/
pbis-open-9.1.0.551.linux.x86_64.rpm.sh

<!--NeedCopy-->

& PBIS R&ERAR T
chmod +x pbis-open-9.1.0.551.1l1inux.x86_64.rpm.sh
<!--NeedCopy-->

iz17 PBIS ik
sh pbis-open-9.1.0.551.1linux.x86_64.rpm.sh
<!--NeedCopy-->

N Windows 1 @aUigiiEHI S8 AAEE, MAGSHKREEENIETENFRMNEIER Active Directory BB K
P

/opt/pbis/bin/domainjoin-cli join domain-name user
<!--NeedCopy-->

user }E /G T BN Active Directory 1 #9135 B 7. domain-name 733 # DNS & #%, I exam-
ple.com,

FR: E¥ Bash 8B HRZIA shell, 5217 Jopt/pbis/bin/config LoginShellTemplate/bin/bash &<,
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Wit R & Delivery Controller 5kFrg VDA i+ E#l (Windows #1 Linux VDA) #&E 7 Active
Directory #E—MIBENNR, WIEMAT PBIS # Linux BN S FiEH:

/opt/pbis/bin/domainjoin-cli query
<!--NeedCopy-->

MERTBENEMATE M, e RREEXHFIMAN AD 5 OU NiER. &N, RETENSZ.

IIEAF B4IIE EIIE PBIS 2& 85 i@:d PAM ST A #ITE MR, BERAUFIRERNEBAFPKPESR
Linux VDA,

ssh localhost -1 domain\user

id -u
<!--NeedCopy-->

IFRE R id -u 55$3REM UID g1 TR Kerberos EiREEX 4

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

RHRIE,

exit
<!--NeedCopy-->

TEFTIHINANRIEESEMITEE 6: 2% Linux VDA,

S 4. 2RNEWHE.NET Runtime 6.0

fE%% Linux VDA Z i, ¥R https://docs.microsoft.com/en-us/dotnet/core/install/linux-package-
managers E#HBAREE.NET Runtime 6.0,

%% NET Runtime 6.0 5, @17 which dotnet &< EMIEIT R,

R SR, RENET Runtime Z#HIXXHERZ. M, WRHLHL A /aa/bb/dotnet, 1B /aa/bb 1
79.NET Z#HIS AR 1Z,

$I8 5. T Linux VDA #i{f

%2 Citrix Virtual Apps and Desktops F#itimE, BFHEE R4 Citrix Virtual Apps and Desktops, AE&%
FAHLUTHS Linux Z1THRICEZR Linux VDA &,

H1% 6: L Linux VDA

AT 2 R B MBI M hRAH LTSR ARAARIME RE
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RITEMRE

1. (FI3%) #EN#EIRkRA
NRZETBRETAIBIFENhRAH LTSR iR Z SN RERRRAS, B EREMhMRAZ BS EE R,
a) {21k Linux VDA BR%3:
sudo /sbin/service ctxvda stop

sudo /sbin/service ctxhdx stop
<!--NeedCopy-->

=

71k ctxvda # ctxhdx BR$3 281, 155517 service ctxmonitorservice stop &< LUE
SRS FIPER, B, WAURSTIEFBEERSHEELNRS.

b) ENFHIRHE:

sudo rpm -e XenDesktopVDA
<!--NeedCopy-->

2. T# Linux VDA #4-€1

¥ % Citrix Virtual Apps and Desktops F#5imE. BFFHERNARZH Citrix Virtual Apps and Desktops,
AREBEHAHUTES Linux X1TARICER Linux VDA £,

3. &% Linux VDA
AR
s¥F RHEL #1 CentOS, &% %4 EPEL R, REAREMIIRE Linux VDA, BXifi&s EPEL
BEE, E2i https://docs.fedoraproject.org/en-US/epel/ L2 1A%,
o fEA Yum &2 Linux VDA 3.
3¢+F Amazon Linux 2:

sudo yum 1install -y XenDesktopVDA-<version>.amzn2.x86_64.rpm
<!--NeedCopy—-->

x$F RHEL 8:

sudo yum 1install -y XenDesktopVDA-<version>.el8_x.x86_64.rpm
<!--NeedCopy-->
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%iF CentOS 7 #1 RHEL 7:

sudo yum 1install -y XenDesktopVDA-<version>.el7_x.x86_64
<!--NeedCopy-->

o {#F RPM B4+ B BB %% Linux VDA #ift, 7ELbZfl, EATRRR T RERIN:
3tF Amazon Linux 2:

sudo rpm -i XenDesktopVDA-<version>.amzn2.x86_64.rpm
<!--NeedCopy-->

%fF RHEL 8:

sudo rpm -i XenDesktopVDA-<version>.el8_x.x86_64.rpm
<!--NeedCopy-->

%iF CentOS 7 #1 RHEL 7:

sudo rpm -i XenDesktopVDA-<version>.el7_x.x86_64.rpm
<!--NeedCopy-->

RHEL 8 89 RPM {&#im5|&k:
gt5-gtbase >= 5.5~
ibus >= 1.5
nss-tools >= 3.44.0
gperftools-libs >= 2.4
cyrus-sasl-gssapi >= 2.1
python2 >= 2.7~
postgresql-jdbc >= 42.2.3
postgresql-server >= 10.6
java-ll-openjdk >= 11
jcoutils >= 0.32
firewalld >= 0.8.0
policycoreutils-python-utils >= 2.9
python3-policycoreutils >= 2.9
dbus >= 1.12.8

dbus-common >= 1.12.8

.rpm
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dbus-daemon >= 1.12.8
dbus-tools >= 1.12.8
dbus-x11 >= 1.12.8
xorg-xll-server-utils >= 7.7
xorg-x1ll-xinit >= 1.3.4
libXpm >= 3.5.12
libXrandr >= 1.5.1
libXtst >= 1.2.3

motif >= 2.3.4

pam >= 1.3.1

util-Tlinux >= 2.32.1
util-linux-user >= 2.32.1
xorg-x1ll-utils >= 7.5
bash >= 4.4

findutils >= 4.6

gawk >= 4.2
sed >= 4.5
cups >= 2.2

foomatic-filters >= 4.0.9
cups-filters >= 1.20.0
ghostscript >= 9.25
Tibxml2 >= 2.9

libmspack >= 0.7
<!--NeedCopy-->

Amazon Linux 2. CentOS 7 71 RHEL 7 59 RPM &X#iIR5IK
gt5-gtbhase >= 5.5~

libmspack >= 0.5
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ibus >= 1.5
cyrus-sasl-gssapi >= 2.1
gperftools-libs >= 2.4
nss-tools >= 3.44.0
postgresql-server >= 9.2
postgresql-jdbc >= 9.2
java-ll-openjdk >= 11
ImageMagick >= 6.7.8.9
firewalld >= 0.3.9
policycoreutils-python >= 2.0.83
dbus >= 1.6.12

dbus-x11 >= 1.6.12
xorg-xll-server-utils >= 7.7
xorg-x1ll-xinit >= 1.3.2
xorg-xll-server—-Xorg >= 1.20.4
libXpm >= 3.5.10

libXrandr >= 1.4.1

TibXtst >= 1.2.2

motif >= 2.3.4

pam >= 1.1.8

util-Tinux >= 2.23.2

bash >= 4.2

findutils >= 4.5

gawk >= 4.0

sed >= 4.2

cups >= 1.6.0

foomatic-filters >= 4.0.9
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openldap >= 2.4

cyrus-sasl >= 2.1

cyrus-sasl-gssapi >= 2.1

libxml2 >= 2.9

python-requests >= 2.6.0
gperftools-libs >= 2.4
rpmlib(FileDigests) <= 4.6.0-1
rpmlib(PayloadFilesHavePrefix) <= 4.0-1
pmlib(CompressedFileNames) <= 3.0.4-1

rpmlib(PayloadIsXz) <= 5.2-1
<!--NeedCopy—-->

AR
BRILARZASE Linux VDA £#5#9 Linux &1ThRHN Xorg hRASIFIR, BESHRKER.

£ RHEL 7.x £%% Linux VDA [5, i5fT sudo yum install -y python-websockify
xllvnc &%, BMEF5ZE python-websockify #l x1lvnc LWERSIEEF AL, A%
HAER, FERAERRIE.

FEMERE
A LM TR MR Z<F0 LTSR iRAFARHING 225,
AE:
ARMEREREE [etc/xdl THEEX M, EHTHRZE, BSHEMDXLEHF,
o BER Yum AREMIERE, BHRITUTIRE:
3+F Amazon Linux 2:

sudo yum install -y XenDesktopVDA-<version>.amzn2.x86_64.rpm
<!--NeedCopy-->

xtF RHEL 8:

sudo yum ‘install -y XenDesktopVDA-<version>.el8_x.x86_64.rpm
<!--NeedCopy-->

%iF CentOS 7 #1 RHEL 7:
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sudo yum install -y XenDesktopVDA-<version>.el7_x.x86_64.rpm
<!--NeedCopy-->

« EFH RPM R4 BEESARENIRGE, HRITUUTRE:
%tF Amazon Linux 2:

sudo rpm -U XenDesktopVDA-<version>.amzn2.x86_64.rpm
<!--NeedCopy-->

%fF RHEL 8:

sudo rpm -U XenDesktopVDA-<version>.el8_x.x86_64.rpm
<!--NeedCopy-->

xfF CentOS 7 71 RHEL 7:

sudo rpm -U XenDesktopVDA-<version>.el7_x.x86_64.rpm
<!--NeedCopy-->

AR
WMREFEHANZE RHEL 7, BSHEET ERARBLTETRUATSE:

1. iz 17 fopt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix
\VirtualDesktopAgent"-t "REG_SZ"-v "DotNetRuntimePath"-d "/
opt/rh/rh-dotnet31/root/usr/bin/"--force Lli& & IF # 89.NET Runtime &

4
Zo

2. E¥EEN ctxvda RS,

BE.
FREREFHR B Linux VDA 8.

$IET: Z% NVIDIA GRID Rzhig

BH HDX 3D Pro EXREEEIMNEIRIZFF VDA i+ EH L% NVIDIA GRID IREhiER.
AR
E3f Amazon Linux 2 /8 HDX 3D Pro, EAEINEZE NVIDIA IxshiER 470, EXEMEE, BEHEA
FHER,

EERERIWEERERF L2 RMEE NVIDIA GRID &4l GPU &8s (ENIRIER), BRI TER:

« Citrix Hypervisor
o VMware ESX
« Nutanix AHV
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ZREMEE NVIDIA GRID k& VM Eapizz, BHRITUTHE:
1. WREE VM ExiHl,
2. 72 XenCenter &, 7 VM 53E—" GPU,
3. Bsh VM,
4. 73 NVIDIA GRID IFzhigrr A& VM:
yum install gcc
yum install "kernel-devel-$(uname -r)"

systemctl set-default multi-user.target
<!--NeedCopy-->

5. i&#&8 Red Hat Enterprise Linux iy B %% NVIDIA GRID R&hiEFRF.
=W
2% GPU ahiziAiel, A MNARLERIIAZR (no).

BE:

A GPU Biglg, T;72E®d XenCenter ifial Linux VM, {ER SSH #1TiE#E,

nvidia-smi

o - +
| NVIDIA-SMI 352.70 Driver Version: 352.70

| ==——mm— e ————— R e ——————————— +
| GPU Name Persistence-M| Bus-Id Disp.A | Volatile Uncorr. ECC |
| Fan Temp Perf Pwr:Usage/Cap] Memory-Usage | GPU-Util Compute M. |
| ===============================}======================{ ====================== |
\ 0 Tesla M60 Off | 0000:00:05.0 off | Off |
| N/A 20C PO 37W / 150W | 19MiB / 8191MiB | 0% Default |
R it et o o - +
o +
| Processes: GPU Memory |
|  GPU PID Type Process name Usage

NERZEFHNEE:
etc/X11l/ctx-nvidia.sh

EFABOWENZ BNEETHEE, BHREAEMH NVIDIA FaIE. EHRIEFANE, EER “GRID Licensing Guide.pdf
- DU-07757-001 September 2015” =@ X4 HITIR(E,
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#1128 EE Linux VDA

RERMGERE, BIUETT ctxsetup.sh BZREIE Linux VDA, PUTEMERZ A, ZMAEIWIEINE, HERFAE
RPMMERE., MELE, ATUBNENMETZEAUERIZE,

AILUEIRB R FENETTHIZA, tha] LIRAMGEENIAN B STz, BEUR(FRT, BEEZMANEBESR:

sudo /opt/Citrix/VDA/sbin/ctxsetup.sh --help
<!--NeedCopy-->

RnERE

BTSRRI EMRENFEHRE:

sudo /opt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

BEECE

BEREN, BIMRTRRMIEMAFTFENET. NRMFENMELENREE, WEATFIRTEREERAER.
XPFNFREEEE:

o CTX_XDL_SUPPORT_DDC_AS_CNAME=Y | N - Linux VDA %z #f#/H DNS CNAME i2®#5%E Delivery
Controller &, ZHANBERTIEERN No

o CTX_XDL_DDC_LIST=" list-ddc-fqdns’ -Linux VDA ERiZ2tl=1& 5 FREY Delivery Controller 52
REES (FQDN) 5I& LB TFm Delivery Controller ;3. #H=EDi5E— FQDN 2 CNAME 314,

« CTX_XDL_VDA_PORT=port-number -Linux VDA &g TCP/IP iz (ERIA RO 80) 5 Delivery
Controller &z,

+ CTX_XDL_REGISTER_SERVICE=Y | N - EE&hit BH/EE5 Linux VDA RS, BIANERT, ZERER
Yo

« CTX_XDL_ADD_FIREWALL_RULES=Y | N -Linux VDA IR E R # i 5 ALK IEIZ @I RAR A IE, &
B AE RGBS A &R B A Linux Virtual Desktop $TAFIEmA (BIARIRO 80 #1 1494) . BRIAERTiE
gAY,

+ CTX_XDL_AD_INTEGRATION=1| 2| 3| 4|5 -Linux VDA R Kerberos A2 &i& & Delivery
Controller #1785 #%3iE. Kerberos BEBERIER S LELREMNEEER Active Directory ER T EWE, I8
EEHBEZZIFM Active Directory &5 74!

- 1 -Samba Winbind
- 2 -Quest Authentication Services
- 3-Centrify DirectControl
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- 4-SSSD
- 5-PBIS

+ CTX_XDL_HDX_3D_PRO=Y | N - Linux VDA %#% HDX 3D Pro, X2—4 GPU m&E#R, EEMRKE
FEERNBREFINEIMEKT, WREET HDX 3D Pro, MEX VDI £&E (BxiE) #&ENEE VDA - (B
CTX_XDL_VDI_MODE=Y),

+ CTX_XDL_VDI_MODE=Y | N - $ i+ BEHNEEN L ARERTEE (VD) TRABHEZRERFER, WF
HDX 3D Pro i1, HHEEBIREN Y. RINERT, LEEIRERN No

« CTX_XDL_SITE_NAME=dns-name - Linux VDA &3 DNS &I LDAP fR5523, E¥#& DNS BRERRE|
ML R, MHEE DNS it &, BINERT, KEEIEEH <none>,

o CTX_XDL_LDAP_LIST=" list-ldap-servers’ -Linux VDA Zifj DNS &3 LDAP BR$525. #E DNS
TiEiR Mt LDAP RS IER, B URMHEUZT®R 2R LDAP FQDN (% # LDAP i 0O) &, #i40,
adl.mycompany.com:389 ad2.mycompany.com:3268 ad3.mycompany.com:3268, #&¥ LDAP
IHmOSHEEN 389, Linux VDA BERIGER TEIEEHFHE LDAP RS, IRE x MREMy D
LDAP AR$528, Linux VDA SB3EHIT X R Y REM, MRRANEBIHRE, RIEERAERIKK. BB
FER LDAP &1, FEEiTHIR LERALBER, HIGHEXHN LDAP mOSHEEN 3268, RINERT, It
TEIRE N <none>,

+ CTX_XDL_SEARCH_BASE=search-base-set - Linux VDA &3 i& B /5 Active Directory i3 iR v &
RHERE W LDAP (40, DC=mycompany,DC=com) ., NS E R, TUIEEEREM @l
OU=VDI,DC=mycompany,DC=com). BRIAERT, LLEZIEEHN <none>,

o CTX_XDL_FAS_LIST=" list-fas-servers’ -Ex& 5 {3 183EBRS (FAS) BRE 28281t AD AKREEE M,
Linux VDA R3z#5 AD A%ER, BEALIBCHREIS S 7R FAS RS ENTIR, IMFHAS5E AD A%
BEPEENIRFEHER. MRMPRTEMARS (MU, BER <none> XAFHFREZHETH, HEFXER
RS BMUITF, ES FAS RSB EHIBE, BHAEMMMNIKEOS 57 FAS lRSE LIEEMNHKOS —
B, f5la0 CTX_XDL_FAS_LIST=" fas_server_1_url:port_number; fas_server_2_url: port_number;
fas_server_3_url: port_number’,

« CTX_XDL_DOTNET_ RUNTIME_PATH=path-to-install-dotnet-runtime - =% .NET Runtime 6.0
LUz 3%y Broker IBARSS (ctxvda) MR, BRINEREZEH Jusr/bin,

+ CTX_XDL_DESKTOP _ENVIRONMENT=gnome/gnome-classic/mate -} E EE S EHFERAN
GNOME . GNOME Classic 5t MATE £ Ef iR, MRKIEETE, NFEHA VDA LU ENEE, B
2, NRYFREMNEmA MATE, NIXTRETEEIZEN mate,

TR LB e A TS BAR BN BTIER A NREIFE:

1. 7 VDA t# SHOME/<username> ER F8IE— . xsession & . Xclients X, RE
fFAME Amazon Linux 2, B8IE . Xclients X, MREEEFAEMEITHR, BeIE—
.xsession X%,

2. B . xsession 5 . Xclients XEURIBAITHRIEE REIFE,
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- ERAT Amazon Linux 2 1 RHEL 8 t# MATE =&
MSESSION="S$(type -p mate-session)"
if [ -n "SMSESSION" ]; then

exec mate-session

fi

- AT Amazon Linux 2. CentOS #1 RHEL t# GNOME Classic =&
GSESSION="$(type -p gnome-session)"
if [ -n "$GSESSION" ]; then
export GNOME_SHELL_SESSION_MODE=class’ic
exec gnome-session --session=gnome-classic
fi

- EAT Amazon Linux 2. CentOS 71 RHEL t# GNOME =&
GSESSION="$(type -p gnome-session)"
if [ -n "$GSESSION" ]; then

exec gnome—sessi on
£

3. SEHFRIERFHEE 700 XHR.

« CTX_XDL_START_SERVICE=Y | N -7£525§ Linux VDA B2& /5, 2&RB5h Linux VDA fRs3. RINERT
®EAY,

« CTX_XDL_TELEMETRY_SOCKET_PORT - A0y Citrix Scout WEZEFiHO. BAiAimO7A 7503,
+ CTX_XDL_TELEMETRY_PORT - AF5 Citrix Scout @f=iim0. ZKINEwOR 7502,
RERTSHIZTREMA:

export CTX_XDL_SUPPORT_DDC_AS_CNAME=Y|N

export CTX_XDL_DDC_LIST='Tlist-ddc-fqdns'

export CTX_XDL_VDA_PORT=port-number

export CTX_XDL_REGISTER_SERVICE=Y|N

export CTX_XDL_ADD_FIREWALL_RULES=Y|N

export CTX_XDL_AD_INTEGRATION=1|2|3|4|5

export CTX_XDL_HDX_3D_PRO=Y|N

export CTX_XDL_VDI_MODE=Y|N

export CTX_XDL_SITE_NAME=dns-site-name | '<none>'

export CTX_XDL_LDAP_LIST='list-ldap-servers' '<none>'
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export CTX_XDL_SEARCH_BASE=search-base-set | '<none>'
export CTX_XDL_FAS_LIST='Tlist-fas-servers' | '<none>'
export CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime

export CTX_XDL_DESKTOP_ENVIRONMENT= gnome | gnome-classic | mate | '<
none>'

export CTX_XDL_TELEMETRY_SOCKET_PORT=port-number
export CTX_XDL_TELEMETRY_PORT=port-number
export CTX_XDL_START_SERVICE=Y|N

sudo -E /opt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

17 sudo <R, BN -ERTARMERR T EFRLHGEMNH shell. RINBNWEERTENGSHMLE
#!/bin/bash {FHE—1TREIZ shell B,

S, BRI LUERR N RIEEFE S
sudo CTX_XDL_SUPPORT_DDC_AS_CNAME=Y|N \
CTX_XDL_DDC_LIST="'list-ddc-fgdns' \
CTX_XDL_VDA_PORT=port-number \
CTX_XDL_REGISTER_SERVICE=Y|N \
CTX_XDL_ADD_FIREWALL_RULES=Y|N \
CTX_XDL_AD_INTEGRATION=1|2|3]4|5 \
CTX_XDL_HDX_3D_PRO=Y|N \
CTX_XDL_VDI_MODE=Y|N \
CTX_XDL_SITE_NAME=dns-name \
CTX_XDL_LDAP_LIST='list-ldap-servers' \
CTX_XDL_SEARCH_BASE=search-base-set \
CTX_XDL_FAS_LIST='l1ist-fas-servers' \
CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime \
CTX_XDL_DESKTOP_ENVIRONMENT=gnome|gnome-classic|mate \

CTX_XDL_TELEMETRY_SOCKET_PORT=port-number \
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CTX_XDL_TELEMETRY_PORT=port-number \
CTX_XDL_START_SERVICE=Y|N \

/opt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

FRACE ek

ERLERT, EaeFREMR ctxsetup.sh MIAXEREFMAIEZ, BREH Linux VDA K&,
HEIR(FRT, BEBRUMANTENES:

sudo /opt/Citrix/VDA/sbin/ctxcleanup.sh --help
<!--NeedCopy-->

MFRECEERK

sudo /opt/Citrix/VDA/sbin/ctxcleanup.sh
<!--NeedCopy-->

HE:

LRI MEEERIBRFI B BB #E, MfE Linux VDA AR,

EEHE

ctxsetup.sh 1 ctxcleanup.sh iz 2 E#ZEH A LEREIR, HBEMEESANREE HEXH [tm-
p/xdl.configure.log:

EHEE Linux VDA BRSS, HREREM.

S, 9: 517 XDPing

EizfT sudo /opt/Citrix/VDA/bin/xdping M®E Linux VDA FBEEENELEER@E. GXi¥4H
58, E21A XDPing,

412 10: i=17 Linux VDA

5/ ctxsetup.sh BIAFRE Linux VDA /&, AILUETA T an<3RizH Linux VDA,
E%h Linux VDA:

Bz Linux VDA BRS3:
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sudo /sbin/service ctxhdx start

sudo /sbin/service ctxvda start
<!--NeedCopy-->

{1k Linux VDA:
=1k Linux VDA BRS3:
sudo /sbin/service ctxvda stop

sudo /sbin/service ctxhdx stop
<!--NeedCopy-->

AR
#1=1E ctxvda fl ctxhdx RS ZHi, #EE T service ctxmonitorservice stop <Lz
LESMARSTIFER. BN, BRSTIFEFBERBEFLRS,
EFAEGH Linux VDA:
B350 Linux VDA RS
sudo /sbin/service ctxvda stop

sudo /sbin/service ctxhdx restart

sudo /sbin/service ctxvda start
<!--NeedCopy-->

%2 Linux VDA BUIRTS:
ERZE Linux VDA BRESBIEBITIRE, ERITUTIRE:
sudo /sbin/service ctxvda status

sudo /sbin/service ctxhdx status
<!--NeedCopy-->

$38 11: 7£ Citrix Virtual Apps =X Citrix Virtual Desktops F18/2i+ BB F
BIEITEN B RFAM Linux VDA it B80S I2 51548 Windows VDA 75421, B XA mX S HMEmE
RVIER, ESRCIEITEN ERMERITENE R,

BIEEE Linux VDA it BT EN B RIS SEIE—LLRE, #EiZ3iEFRTH Windows VDA it EHSIETE
BR:

o WTFRIERSE, BERE:

- ZRERERFEN (WFREAZRERMRE),
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- BXERMERFEN 3F VDI EREERTER),
o BEMER—MIENBRTEAMEA Linux #1 Windows VDA HE#.
AR
B HAkRAH Citrix Studio A% “Linux i#ERL” WIS, B2, 1% Windows Server 1&1E R A ARS
RIBERSENMER T ERALERLZSEMER, %% Windows SEIRERAAHE IR ERSOENER T &
BEEN—T AP R(GEE,
e

INRMIBRITENEFEEHRIMA Active Directory 15, NAFMFRITEN, ARBEEHRRNEIHENE R,

$1% 12: 7£ Citrix Virtual Apps =% Citrix Virtual Desktops F16/i232 {44

BB FEMBFIMES Linux VDA BT EN B RHEES Windows VDA HENLFHERE. BXIAITRXLE
ESNEMFARIIHEE, BSHCIER T H,

B2 &% Linux VDA i+ 84 B R AR S EIE TR

o WRFTE AD BRAAEEHREE, BEBERE Linux VDA itEH,
s BPNARTRESHRIEN (BER) AFRER.
o BENERMGHEFENEE Windows itENHIHENE R,

HE:
Linux VDA 1.4 XEERAZiFL£HNAER, B2, Linux VDA A% SEM N BIZFE R AAERNITEN.

BXRNAIETEN B RMRGHMNER, 1521 Citrix Virtual Apps and Desktops 7 2206,

Fh% % Linux Virtual Delivery Agent for SUSE

February 9, 2024
BEERR:

WFEHRE, BNEERRNZEBTIRERERE, BINRELNNEN, SAXPIHRNFEIZEMRL, EXR
ST,

PBL: HERE

S 1a: Fa)YaST TH

SUSE Linux Enterprise YaST TERTFMHRERARITH A EENE S,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 64


https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/install-configure/delivery-groups-create.html
https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops.html
https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/2206/installation-overview/easy-install.html

Linux Virtual Delivery Agent 2206

BrpEFXAR YaST TA:
su -

yast
<!--NeedCopy-->

ZEFmETF Ul B YaST T8, BT TigE:
su -

yast2 &
<!--NeedCopy-->

S 1b: EEWKEE

UTEEDNAT WREE Linux VDA RANEMMKZIZEMRS. MKEERT YaST TAKIT, MASERHEM
7%, f5lan Network Manager, UTRRBANBHNRERAET Ul 89 YaST TAMBR. wrIUEREF XA YaST

IR, ESMAEHEERE, MLEKENR.

B XM A EZFY (DNS)
1. BapEF UIMYaST TR,
2. ERRL, AREENERE.,

3. ${TFF Hostname/DNS (3#1%&/DNS) &£,

4. 73 Set Hostname via DHCP (&2 DHCP igEE#HK) %EFE no (&) %D,

5. Af&ek DNS ECE & B E X RIKIED,

6. HIBLUTRAE, URMFATERMNEIRE:

o BESENS - AT ENE DNS M2,

« ZiTBRSSES - 70 DNS ARSS284Y IP sk, BERZ AD SiTHISZHY IP sthilt,

o HIERTIR - A0 DNS &,

7. B /etc/hosts XU TITUES FQDN MIENMBERTIRINRE:

127.0.0.1 <FQDN of the VDA> <hostname of the VDA> localhost

3

AR

Linux VDA ZiFiFR3%#F NetBIOS &#f#&if, Eit, EHEREETL 15 MFRo

e
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QEEFAFH a-z. A-Z. 0-9 FIIEFR (-). BBREATHE (). SEMEMTS. ENBFEURFILM
PUEFRFER, EHNWERT Delivery Controller E#%.

REINZ BWEFNRIKRERSERTLIR:

hostname
<!--NeedCopy-->

WEHSOREITENNENE, MRREETELREEE (FQDN),
I FQDN RER B IEHRTIR:

hostname -f
<!--NeedCopy-->

Iteep <R El+ B FQDN.

0T ZMRETMARS AIAEMY  iART LR FQDN HxdigiizH28#0 Delivery Controller #1417 ping #&1F:
nslookup domain-controller-fqgdn
ping domain-controller-fqdn
nslookup delivery-controller-fqdn

ping delivery-controller-fqdn
<!--NeedCopy-->

IMRT AN FQDN 5 Ping @ ERE—ItEN, BRREEXTRE, AEBHLE,

S8 1c: BCE NTP ik

437 VDA, Delivery Controller figiizHl23 2 BIMBS HHIALAEMA S EXERE. & Linux VDA BEAEMWATRES

SHNHREMNR, HFER, SIFFERIZE NTP RSRERNEIRD, BANTP &EREREF—LEN.
x#F SUSE 15.3 1 SUSE 15.2:

1. EspEF UIM YaST TR,

2. EEWKIRSS, AGiERE NTP iRE,

3. 7z Start NTP Daemon (Ez) NTP sFiri2R) #843, %% Now and on Boot (MR7E/X%51SHY),

4. NEEREERDS.

5. RIBFEFRM NTP fRS28. NTP IRESEEIEETE Active Directory igizHias .

6. 7£ /etc/chrony.conf SiBREEERIUATIT FIREE).

include /etc/chrony.d/*.conf
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w48 chrony.conf 5, &fEsh chronyd BRS.

sudo systemctl restart chronyd.service
<!--NeedCopy-->

$12 1d: %% Linux VDA &zt

IEAF SUSE Linux Enterprise # Linux VDA & F LU TG

+ Postgresql13-server 13 &Sk A

» OpenJDK 11

+ Open Motif Runtime Environment 2.3.1 s{E & kR4
+ Cups 1.6.0 XEEHRA

+ ImageMagick 6.8 E=E A

WINEGEE  BRT ImageMagick 254, EWERILUME AEMEERRIA S MM FNREE, BRI ImageMagick
Wb, EER YaST U T&H<EA sle-module-desktop-applications EZf&E:

SUSEConnect -p sle-module-desktop-applications/<version number>/
x86_64

%% Kerberos i %% Kerberos i, £ Linux VDA 5 Delivery Controller 2 @St IR & S5 583E :

sudo zypper install krb5-client
<!--NeedCopy-->

Kerberos &P E &k TERERR Active Directory EmiA %, EEIR TEMIRA.

Z%#% OpenJDK 11 Linux VDA Z3k7F7 OpenJDK 11,
Z&% OpenJDK 11, FEITUTHS:

sudo zypper install java-ll-openjdk
<!--NeedCopy-->

%% PostgreSQL E%# Postgresql, EETUTHS:
sudo zypper install postgresql-server

sudo zypper install postgresql-jdbc
<!--NeedCopy-->

WNEBERITRERSE, UEVIRTEIEERS, HifR PostgreSQL EitE BB Bzh:
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sudo systemctl enable postgresql

sudo systemctl restart postgresql
<!--NeedCopy-->

BIBEXMHNOIT /var/lib/pgsql/data.

HI 2. NEIMNEEREREES Linux VM

EXRHEMVEIRZF £ Linux VDA SEEIMAIEITE, FEEH—LEN, RIBETERNEMNERER T
AU TER, MRIEERNBEME LETT Linux T8, WEHEHETER.

&£ Citrix Hypervisor _t it a)[E): a0

WMREBEAT Citrix Hypervisor BYEIRS ThEE, EE N FEIMEEI Linux VM &, EE8<5& %) NTP #0 Citrix Hypervisor
i, HELAEBEERAZNM. NERNHSHMRSERAS, BERE Linux RETHNRZENHS NTP BF,
XMEREREAINNERED, THE HIM EX T #HITEMER,.

MBI ETEIEITHEEME Linux A%, FEZET Citrix VM Tools, Marki#zs Citrix Hypervisor Bt alE2 IhaE
BEEE, UREEBE Linux VM RE/A:

su -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

A <$RE 0 5% 1:

- 0-EEEFIREEBAE, BEXMEA,

o 1-WERESIHECRA, TREREMEE
MR /proc/sys/xen/independent_wallclock X#4F%EZE, NAREERITUTESE,
MNREBA, HEEMZXHEAN 1 REANERShEE:

sudo echo 1 > /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

BEFEBERRAKAER, HEEFRBSHENAEN, BRE [etc/sysctl.conf SXEH MU TIT:
xen.independent_wallclock = 1
BEINEXLEN, BEMBoRS:

reboot
<!--NeedCopy-->

BEfEsE, RIESERTIER:
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sSu -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

IteEr <R EE Lo

&5 Microsoft Hyper-V LitaES a5

%7 Hyper-V Linux £AREH Linux VM "I Hyper-V B EIR S ThEERER ENIRIEFR AN IE. AHERER
SFEIPAAEIRRI S, B—RBALIEES NTP RS,

NERRIFRSH:

1. $T7F Hyper-V EEBEHI&,
2. 3F Linux VM B9i& 8, &% Integration Services (£/RS).
3. HRE%RER Time synchronization (BFEIEN).

AR

tb77%:5 VMware 1 Citrix Hypervisor RE, XE#=meZRAENNERS IR, RS NTP RE MR,
Hyper-V Bt{alRAFZ IS NTP BYjElES HEH B4k,

&5 ESX fl ESXi _EHBETiE]E AR

MRBAT VMware BHEIESTHEE, EEMNFEIMEEY Linux VM 1, EHBE NTP FEiM EREF R,
EMHAERD RAENH, NBRNHSEMRSBRAS, HHED Linux REFNREN#HS NTP FF, X#HER
ERBAEHNEFRS,

WMRIFEIETRE T VMware Tools BIE B Linux l%:

#T7F vSphere Client,

4m3E Linux VM 1§ &,

£ Virtual Machine Properties (FEEiM#EM) SHEESH, FT7F Options (£ &M+,

%% VMware Tools,

7£ Advanced (54) 19, BUH%ES Synchronize guest time with host (5EHEFEAHAE),

ok w e

S 3: @ Windows 15700 Linux Ei4# (VM)

Linux VDA 5% % Active Directory (AD) 13700 Linux I &A%

+ Samba Winbind
» Quest Authentication Service
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+ Centrify DirectControl
« SSSD
« PBIS

RIEFMEN TS %, IREHRITIRIF,

AR

73 Linux VDA rradzsstitk =0 AD a9tk A ERERNAR B8, SIERAIESAK.

Samba Winbind

A Windows 1 ezt S8 malifin), HEESAEEEREIHENRMEHA Active Directory APtk

P

. BN YaST, #EMERS, AE%EE Windows R &1,
. ETURER:

o s T1E4EIE A Active Directory iSR9Z FRaigizHI2889 P #itlt, MREE AKE,

« % Use SMB information for Linux Authentication (3 Linux B{383iE#R SMB 58).
- % Create Home Directory on Login (& RESIBEER).
- 3% Single Sign-on for SSH (3 SSH FERAEEER).
- HfRKRiks Offline Authentication (BRHZHHIE), HEMS Linux VDA TFEE,

. BEHRE. MRARRTEREZLRGE, F2E Install (£F),

. WNRILEEEFIZE, WEREREEMNE. BH.

. HIUETRE, BABSEHENRNIENEBFRNERE, AGREE OK (HBE).
. FoiEHBHMRSHEMBIITEN. HINENEENBITEN:

su -
reboot
<!--NeedCopy-->

WIEEMESH  Delivery Controller ZRFrE VDA it&#H1 (Windows #1 Linux VDA) #Z7E Active Directory
HE—MTEHNR,

iz7 Samba i net ads &< URIETEN T EMAE:

sudo net ads testjoin
<!--NeedCopy-->

BITUT L RIEFSMIEM T BN RER !

sudo net ads 1info
<!--NeedCopy-->
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1iF Kerberos ifE HRRS keytab XA REELIBH B SEMER:

sudo klist - ke
<!--NeedCopy-->

¢ BREMEFEMESBBREAASTTANERYIR, B1T Kerberos kinit &<, FERXLEEAREITHEER
BT ENBISH:

sudo kinit -k MACHINES@REALM
<!--NeedCopy-->

HENAAABRUTIEERIAT, RS (§) BAEARML (\) #1T8EX, UEREE shell Hif, EFLEREH,
DNS &5 Kerberos U &#AR, BWRERTHEM. MRILHSRINET, WRKERE@HEL,
BEBUTHLEIETEKAR TGT REEETF:

sudo klist
<!--NeedCopy-->

BEAUTHSEETEKAIFEES:

sudo net ads status
<!--NeedCopy-->

WIEAFPSMIRIE FAwbinfo TARIERSARIRIIERAFHS%:

wbinfo --krb5auth=domain\username%password
<!--NeedCopy-->

XEIEEMIEA AD 52, AR Kerberos §ugi&#. 33F bash shell, ¥FERF—MREMIITRAMT (\) FRI#H
THEX, HLREI—FMINHEKIE S,
IiE Winbind PAM 23 B ER T Eff. Ait, EERAUEIRERTHIZA A ERE Linux VDA,

ssh localhost -1 domain\username

id -u
<!--NeedCopy-->

BIFRE R id -u 5$REM uid SIE TR Kerberos EiREE 4

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

BIEAF K Kerberos RIEEFHHNRIBRTEMERTH:

klist
<!--NeedCopy-->

BHZE,
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exit
<!--NeedCopy-->

BE#ER Gnome g KDE 1261 8 e LURITRMATNIR. E#TEIMANBRIEGEHRERITSE 6: %% Linux VDA,

Quest Authentication Service

FEEGHRLEE Quest BELEEEHEHEZLLEHRET Quest i, MEERSEENR, BNE
Active Directory Ha|EHENNNR,

AFFHAFER Linux VDA HEH AT iHEAFEESE Linux VDA i+ 8 L1 HDX &iE:

7£ Active Directory BF T ENEEIEHI&H, RZAFKFITH Active Directory AP E .
%% Unix Account (Unix k) &I+,

i%&# Unix-enabled (228 Unix),

¥ Primary GID Number (&5% GID #S) && NEFREAFANA ID,

> wnh e

=

E

XEGARSTIREEAR, UEMIIIUERERG. RDP. SSH siEMEMITZNIHITER.

7% Linux VDA tF2E Quest

FoE VAS sFiriEF WS AHETFF B5h4ET Kerberos ZEiRThag, HMBRASMHIIE (BRNER) IhEE:

sudo /opt/quest/bin/vastool configure vas vasd auto-ticket-renew-
interval 32400

sudo /opt/quest/bin/vastool configure vas vas_auth allow-disconnected-

auth false
<!--NeedCopy-->

I SR ERITIEFRIR S 9 /B (32400 #) , BILERAIARY 10 /NYERIBESREERE 1/, BESREEGARBENR
4% Lig BERIENE,

fcE PAM f1 NSS EFA&ET HDX #iTMEs AP E R UNEMARS (FI40 su. ssh #1 RDP), &F&hEcE PAM 0
NSS:

sudo /opt/quest/bin/vastool configure pam

sudo /opt/quest/bin/vastool configure nss
<!--NeedCopy-->

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 72


https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/2206/installation-overview/suse.html#step-6-install-the-linux-vda

Linux Virtual Delivery Agent 2206

PN Windows 35 {8/ Quest vastool &< Linux itE#INAE Active Directory fge:

sudo /opt/quest/bin/vastool -u user join domain-name
<!--NeedCopy-->

user AERFIHENMAN Active Directory iHEEIHAF. domain-name Ji%#) DNS &#5, i exam-
ple.com,

Wirtm R &1 Delivery Controller EskFr VDA i &#1 (Windows 1 Linux VDA) #E7#%E Active
Directory fE—MIENNNR, BWIEMAT Quest B Linux HENEEFMTIET, EHRITUTIRE:

sudo /opt/quest/bin/vastool info domain
<!--NeedCopy-->

MRTBENEMAE, a<LREEHSZ, MRITBEVRMNEME, NEERUTHER:

ERROR: No domain could be found.

ERROR: VAS_ERR_CONFIG: at ctx.c:414 1in _ctx_init_default_realm
default_realm not configured in vas.conf. Computer may not be joined
to domain

WIERFBHMEIE  WiE Quest G RILLEE PAM 333 AP #1TEMIIE, ALk, EFEREIRERIHEEF kP
ERE| Linux VDA,

ssh localhost -1 domain\username

id -u

<!--NeedCopy-->

BIFRE N id -u 5<$RER uid SIE TR Kerberos EiREE 4

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

I Kerberos RIREFTFHNEIERTEMERTH:

/opt/quest/bin/vastool klist
<!--NeedCopy-->

BHZIE,

exit
<!--NeedCopy-->

BE#ER Gnome g{ KDE 1261 8 e LURITRMATNIR. E#TEIMANBRIEGHRERITHSE 6: %% Linux VDA,
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Centrify DirectControl

A Windows 13 %% Centrify DirectControl Agent /5, &%/ Centrify adjoin @< Linux it &I
Active Directory i3:

sudo adjoin -w -V -u user domain-name
<!--NeedCopy-->

user AERIGITENIN Active Directory 15894E{a Active Directory 1B~ . domain-name 2% Linux it&
10PN Spe =0k it

WiEEE S Delivery Controller 2k VDA it&#1, (Windows # Linux VDA) #8Z7£ Active Directory
PE—MTENN R, BRIEMAT Centrify 89 Linux BB FIEP, ERITUTIRE:

sudo adinfo
<!--NeedCopy-->

I5F Joined to domain EEEE MUK CentrifyDC mode 2%iR[E T connected, MEERMAEELEER
shiRES, WIZREA Centrify EF R8T 7RSS SRIEZRR SR IIER,

BEAUTHSHUREELENARMIZEHER:
adinfo --sysinfo all

adinfo - diag
<!--NeedCopy-->

Mt 5&H Active Directory #1 Kerberos ARSHIER.

adinfo —--test
<!--NeedCopy-->

ERTEMNISEEAEAITS T 6 %2 Linux VDA,

SSSD

WRETE SUSE EER SSSD, BRI ER 53 R AR B # TR (F. WD EEE X WMAE Linux VDA i+ &M DN
Windows 1595 BB A ANMAIEC B Kerberos B4 18ERNIES.

27£ SUSE £i&& SSSD, ERRIUTHE:

IASEFHEIEEMN keytab
73 SSSD EZE PAM

1®E& SSSD

BRI SSSD
ISR 53 B 19

ok W
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6. I%iF Kerberos &
1. Wit &35k

mAEFHIZEEN keytab  SSSD HARREATFMNHMEE RS keytab 89 Active Directory B inIh#E,
AT BCAER Samba A%, EEE SSSD Zai, BERRUTSE,

1. =1E#2 B Name Service Cache Daemon (NSCD) srP#i2,
sudo systemctl stop nscd

sudo systemctl disable nscd
<!--NeedCopy-->

2. ®EEHRZFM Chrony BHERE,
hostname
hostname -f

chronyc traking
<!--NeedCopy-->

3. RERABMATURMEE:

sudo zypper install samba-client sssd-ad
<!--NeedCopy-->

4. Llroot BREMWHIE /etc/krb5.conf X, LaEF kinit SEEFSBFE#TES. 1% [libde-
faults]. [realms] #1 [domain_realm] &/ FHRMUTEE:

=

AR
RIBEEY AD ERZEMEIE Kerberos, UTIEBERATEE. BEMIEER,
[Tibdefaults]
dns_canonicalize_hostname = false
rdns = false
default_realm = REALM
forwardable = true
[realms]

REALM = {

kdc = fgdn-of-domain-controller
default_domain = realm

admin_server = fqdn-of-domain-controller
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}
[domain_realm]

.realm = REALM
<!--NeedCopy-->

realm 2 Kerberos i 93 #, f5l40 example.com. REALM 2 A 5 #9 Kerberos %33 & #, 140
EXAMPLE.COM,

5. LU root AR BH44E /etc/samba/smb.conf, LA net LHAERFSBIMEHITERE. BUTEE
#inzl [global] Z85:

[global]
workgroup = domain

client signing = yes

client use spnego = yes

kerberos method = secrets and keytab
realm = REALM

security = ADS
<!--NeedCopy-->

domain 2 Active Directory 15#9&%2 NetBIOS &#5, i EXAMPLE,
6. &% /etc/nsswitch.conf xX#Hay passwd F group & B LUIERTE A ARS8 SSSD,
passwd: compat sss

group: compat sss
<!--NeedCopy-->

7. EAEEEM Kerberos B IH LI EIE R & 141 BARE#HTHHIIE,

kinit administrator
<!--NeedCopy-->

8. A net TABRFBRAAMNIHER RS Keytab X+,
net ads join osname="SUSE Linux Enterprise Server" osVersion=15 -U

administrator
<!--NeedCopy-->

77 SSSD F2& PAM 729 SSSD BCE PAM Zai, BRENEHATHNREE:

sudo zypper install sssd sssd-ad
<!--NeedCopy-->

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 76



Linux Virtual Delivery Agent 2206

¥ PAM RRECE Jyil@id SSSD #1TRF BHIIE, HARAFPEREIEEBER.

sudo pam-config --add --sss
sudo pam-config --add --mkhomedir
<!--NeedCopy-->

®E SSSD

1. Uroot AR &4 /etc/sssd/sssd.conf, UaiF SSSD sriFieE S BARE #1785, sssd.
conf BBETRH (AILURIEZEERMEAIMNIER) :

[sssd]
config_file_version = 2
services = nss,pam
domains = domain-dns-name

[domain/domain-dns-name]
id_provider = ad
auth_provider = ad
access_provider = ad
ad_domain = domain-dns—-name
ad_server = fqdn-of-domain-controller
ldap_id_mapping = true
ldap_schema = ad

# Kerberos settings
krb5_ccachedir = /tmp
krb5_ccname_template = FILE:%d/krb5cc_%U

# Comment out if the users have the shell and home dir set on the
AD s-ide

fallback_homedir = /home/%d/%u
default_shell = /bin/bash

# Uncomment and adjust if the default principal SHORTNAMES$@REALM
is not available

# ldap_sasl_authid = host/client.ad.example.com@AD.EXAMPLE.COM
ad_gpo_access_control = permissive
<!--NeedCopy-->
domain-dns-name 2 DNS &%, i example.com,
AR

ldap_id_mapping i& &% true, LUE SSSD 7 & 1 553 Windows SID 5t %) Unix UID, &I,
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Active Directory % Figem512 Mt POSIX " Bi2F. & ad_gpo_access_control &5 permissive
BBALE Linux £iFHITRERHEIR. 527 sssd.conf #l sssd-ad WFMT.
2. 3 sssd.conf B XHFIENRFIIE:

sudo chmod 0600 /etc/sssd/sssd.conf
<!--NeedCopy-->

BRI SSSD  BEITUTHSTURRSRBMNEAHER SSSD FirigR:

sudo systemctl enable sssd
sudo systemctl start sssd
<!--NeedCopy-->

WIS A R 5159
1. 517 Samba # net ads < LSBT BV E R EMNE:

sudo net ads testjoin
<!--NeedCopy-->

2. BITUTHLRIESIMNIEHMTENNRER:

sudo net ads 1info
<!--NeedCopy-->

1F Kerberos i2E HRHRY keytab XA REELIBH B SEMER:

sudo klist -ke
<!--NeedCopy-->

e < BEREME AR TS BNEFASATBNERIIR.
51T Kerberos kinit &<, EAXEREAmBIEHRIETENNSG:

sudo kinit - k MACHINES@REALM
<!--NeedCopy-->

HENMMUREHBIIBERAT . ETHS (§) BAEARKAT (\**) #TEX, UERE shell Fit, ERLIRE
#, DNS i#& 5 Kerberos (UHZ#RRE. EHRERTRER, MRILHSHNET, WF2EREFREL.
BEAUTHLEIETEKAR TGT RiEEETF:

sudo klist
<!--NeedCopy-->
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WP S%RIE SSSD FEEHEI TIFEFRHATUXSMNEIINGLSITIR, Rat@d PAM 7l
EI0IE SSSD PAM B2 R EEHECE, BEAURIRERMEAF KA ER Linux VDA,

ssh localhost -1 domain\username

id -u

klist

exit
<!--NeedCopy-->

BIE kst <RER Kerberos BIBRGERTZAFHEHRITH.
B root AP &%, WIEREZERFEMN 1d —u HREM uid BIBBN N EZIBEE X :

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

BE#ER Gnome gf KDE 1261 8 A LURITRMATNIR. E#TEIMANBRIEGHRERITSE 6: %% Linux VDA,

PBIS

THFER PBIS FE  filu0:

wget https://github.com/BeyondTrust/pbis-open/releases/download/9.1.0/
pbis-open-9.1.0.551.linux.x86_64.rpm.sh
<!--NeedCopy-->

£ PBIS REfIAA AT FlUn:

chmod +x pbis-open-9.1.0.551.1linux.x86_64.rpm.sh
<!--NeedCopy-->

iz17 PBIS REfIA  fly0:

sh pbis-open-9.1.0.551.1linux.x86_64.rpm.sh
<!--NeedCopy-->

A Windows i3 Uiz Hlgs 4 maifinl, HAEKAEEERGITENRIMEI%A Active Directory Bk
P

/opt/pbis/bin/domainjoin-cli join domain-name user
<!--NeedCopy-->
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user A BRI EM AR ME Active Directory 1H #9315 FH . domain-name 71 DNS & #5, 10 exam-
ple.com,

R B¥ Bash 8B RZIA shell, #5217 Jopt/pbis/bin/config LoginShellTemplate/bin/bash <,

Wikt R & Delivery Controller ExkFiE VDA i+ B #l (Windows #1 Linux VDA) #E 7 Active
Directory E—NMIBENNR. ERIEMAT PBIS 8 Linux itBNEEMFIEFR, BHRITUTERE:

/opt/pbis/bin/domainjoin-cli query
<!--NeedCopy-->

MR BENEINFENE, e FREHAXHRMAR AD 25750 OU iER. BN, REFENSZ.

WITRAFP BMIIE  IRIE PBIS 2FAEHZ1E:E PAM TR P #1T B0, Ak, 5T ER SRR P k-
%3 Linux VDA,

ssh localhost -1 domain\user

id -u
<!--NeedCopy-->

BIFRE R id -u 55$3RER UID 81 TRA Kerberos EiREEX 4

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

BHEE,

exit
<!--NeedCopy-->

ER TN EALAITS T 6 %% Linux VDA,

S 4: REXEHH.NET Runtime 6.0

£% % Linux VDA Z &1, 53 https://docs.microsoft.com/en-us/dotnet/core/install/linux-package-
managers £#BAZEE.NET Runtime 6.0,

%% .NET Runtime 6.0 /5, =17 which dotnet & $ & EHIEITITRRZ,

RiEHSHE, RENET Runtime Z#EIXHERZ, i, WRHSHL A /aa/bb/dotnet, 1B /aa/bb 1
7.NET Z#tHIx iz,
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$I8 5. T Linux VDA #i{44

#Z% Citrix Virtual Apps and Desktops T#E, EBF#EMARAH Citrix Virtual Apps and Desktops, #AiG#
HAMHLTHS Linux Z1TARICEZAY Linux VDA 2,

H1% 6: L Linux VDA
S 6a: HEIBARAE

WNRLE T BRI MhRZAF LTSR A 2 MR HRRRAS, IBTEREHThRZ Z A HEN R,

1. {1k Linux VDA BR%3:

sudo /sbin/service ctxvda stop

sudo /sbin/service ctxhdx stop
<!--NeedCopy-->

+ =

AR

fEf21k ctxvda fl ctxhdx R 2 70, &iE1T service ctxmonitorservice stopd
LLUBLSERS TIRER. BN, BARSTIFEFRERBMEELERRS,

2. ENEERME:

sudo rpm -e XenDesktopVDA
<!--NeedCopy-->

BEERR

T MERFTBOFR MR AT A o

AR

1&EI LU7E [opt/Citrix/vda/ T EI B REEMA M

BiniTme, TERMTERE; HE, LU [opt/Citrix/VDA/sbin #1 Jopt/Citrix/VDA/bin iz %

FERiZo

S 6b: %% Linux VDA

£/ Zypper &3 Linux VDA 34!

sudo zypper install XenDesktopVDA-<version>.slel5_x.x86_64.rpm
<!--NeedCopy-->

£/ RPM BB E1E23 % Linux VDA 34
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sudo rpm -i XenDesktopVDA-<version>.slel5_x.x86_64.rpm
<!--NeedCopy-->

S 6¢: F4& Linux VDA (F]3%)

A LUMSEBTRI RN hRZSFD LTSR MRAEARINE &2,
AR

ARMERERES [etc/xdl THREX ., EHITHRZA, BFSYBEHXLE M,

sudo rpm -U XenDesktopVDA-<version>.slel5_x.x86_64.rpm
<!--NeedCopy-->

SUSE 15 #9 RPM &¥iIi %Iz :
postgresql >= 13
postgresql-server >= 13
postgresql-jdbc >= 9.4
java-ll-openjdk >= 11
ImageMagick >= 7.0
dbus-1 >= 1.12.2
dbus-1-x11 >= 1.12.2
xorg-x11 >= 7.6_1
libXpm4 >= 3.5.12
libXrandr2 >= 1.5.1
libXtst6 >= 1.2.3
motif >= 2.3.4
pam >= 1.3.0
bash >= 4.4
findutils >= 4.6
gawk >= 4.2

sed >= 4.4
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cups >= 2.2

cups-filters >= 1.25
libxml2-2 >= 2.9

libmspack0d >= 0.6

ibus >= 1.5

libtcmalloc4 >= 2.5
libcap-progs >= 2.26
mozilla-nss-tools >= 3.53.1

libpython2_7-1_0 >= 2.7
<!--NeedCopy-->

BERETR

EAFREERBR Linux VDA i+&#l,

FRT: =% NVIDIA GRID Kzpigrr

EF HDX 3D Pro EXREEEHHEIEZRFH VDA 1+EH] %% NVIDIA GRID E=pi2R.

BEERTERIWEERERF L 2EMEE NVIDIA GRID & GPU &128: (ENIREIER), BSRLTERE:

« Citrix Hypervisor
« VMware ESX
+ Nutanix AHV

EREMECE NVIDIA GRID RE VM Bapigk, EHRIT TEMNEMSE:

1. BRKE VM BXiF,

2. FEMWEREEFERERT, I VM DE— GPU,
3. BEIVM,

4. £ VM ERERE VM EKihigrr.

+$1% 8: & Linux VDA

RERHBGE, HAEiT ctxsetup.sh #4REE Linux VDA, MZABERIESRZ A, HWIEFE, HRR
FRIERBTEERE, MALE, AJUBNERNEITZHAUENRE,

A LRBRIR R F e THIZA, el IRAMERENMN B E TS HERFal, BEEERMNANENEER:
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sudo /opt/Citrix/VDA/sbin/ctxsetup.sh - help
<!--NeedCopy-->

RTECE

BITSRTEMRENFEERE

sudo /opt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

BohicE

BEREN, BIETERMREMAFIFIET. MRABENMEXENEE, WEAFIRTEREERAER.

SR T EEE:

o CTX_XDL_SUPPORT_DDC_AS_CNAME=Y | N - Linux VDA Z#%fERH DNS CNAME 2155 Delivery
Controller &#F. BIAERTIEEHN N

o CTX_XDL_DDC_LIST=" list-ddc-fqdns’ -Linux VDA ERi2f#ti=1& 5 FRH Delivery Controller 22
REiHE (FQDN) 57IRUAT®E Delivery Controller s, #AMZEDIEE— FQDN 5 CNAME 3%,

« CTX_XDL_VDA_PORT=port-number -Linux VDA & TCP/IP ix O (ZRiA R %O 80) 5 Delivery
Controller &=,

+ CTX_XDL_REGISTER_SERVICE=Y | N - ZE&hit BH/EEE Linux VDA RS, BIAERT, ZERER
Yo

+ CTX_XDL_ADD_FIREWALL_RULES=Y | N -Linux VDA BR$3 ER #.iF15 AR EIZ @I RAR A IE, &
BIERGASERENA Linux VDA FTHFAFRED (BRINAEEO 80 1 1494) . BABERTIREN Yo

+ CTX_XDL_AD_INTEGRATION=1|2 | 3|4 -Linux VDA ExkfEf Kerberos E2&i& &7 Delivery Con-
troller #1783, Kerberos BEBIRIERS LEREMBAEER Active Directory ET EME. IEEE
B2 150 Active Directory 7534

1 -Samba Winbind
2 -Quest Authentication Service

3 - Centrify DirectControl
4 -SSSD

+ CTX_XDL_HDX_3D_PRO=Y | N - Linux VDA %#% HDX 3D Pro, X2—4 GPU &R, EERKE
ERNRARERFNEMLKT, NRi%EET HDX 3D Pro, ME RN VDI £FE (BxiE) #HABE VDA - (B
CTX_XDL_VDI_MODE=Y),
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+ CTX_XDL_VDI_MODE=Y | N - $+BEHNEEN L ARERTEE (VD) TRABHEZRERFER, WF
HDX 3D Pro 31, BHERBIREN Y. RINERT, LTEIRERN No

« CTX_XDL_SITE_NAME=dns-name - Linux VDA &3 DNS &I LDAP fR5523, E¥#& DNS BRERRE|
AR, MIEE DNS im&#. FAERT, LEEIREN <none>,

o CTX_XDL_LDAP_LIST=" list-ldap-servers’ -Linux VDA #iff DNS sk &I LDAP AR$3 28, #N% DNS
LA M LDAP RS IER, B URHEUZ®R 2R LDAP FQDN (% F LDAP i 0O) &k, 40,
adl.mycompany.com:389 ad2.mycompany.com:3268 ad3.mycompany.com:3268, #&% LDAP
IHmOSHEEN 389, Linux VDA BERIGER TEREHFHE LDAP RS2, IIRE x MREMy D
LDAP AR$528, Linux VDA B3HEHIT X R Y REH. MRRANEBIHRE, RIEERAERIKK. ER
FER LDAP &1, FEEEHIR EERLBER, HIGHEXHN LDAP mOSHEEN 3268, RINERT, It
TEIRE N <none>,

+ CTX_XDL_SEARCH_BASE=search-base-set - Linux VDA &3 i& B /5 Active Directory i3 iR (v 12
RERZE W LDAP (40, DC=mycompany,DC=com) ., NS E R, TUIEEEREM @l
OU=VDI,DC=mycompany,DC=com). BRIAERT, LLEZIEEHN <none>,

o CTX_XDL_FAS_LIST=" list-fas-servers’ -Ex& 5 {3 183EBRS (FAS) BRE 28281t AD AKREEE M,
Linux VDA R3z#5 AD A%EE, BEF LIEBCAREINS S 2R FAS RS ENTIR, IMFHASE AD A%
BEPEEMNIRFEHER. MRMRTEMARS (MU, EBER <none> XAFHREZHETH, HEXERE
RS BMUITF, ES FAS RS BEHIBE, BHEMMMNIKEOS 57 FAS lRSE LIEEMNHKOS —
B, f5la0 CTX_XDL_FAS_LIST=" fas_server_1_url:port_number; fas_server_2_url: port_number;
fas_server_3_url: port_number’,

« CTX_XDL_DOTNET_ RUNTIME_PATH=path-to-install-dotnet-runtime - =% .NET Runtime 6.0
LUz i%siy Broker IBARSS (ctxvda) MR, BRINEREZEH Jusr/bin,

+ CTX_XDL_DESKTOP _ENVIRONMENT=gnome/gnome-classic/mate -} E EE S EHFERAN
GNOME . GNOME Classic 5t MATE £ Ef iR, MRKIEETE, NFEHA VDA LY RENEE, 8
2, MRYFREMNEmA MATE, NIXTRETEEIZEN mate,

BRI LB e TS BREN B g AP NREFIE:
1. 7 VDA k& SHOME/<username> BER FoIE—1 . xsession X%,
2. BiE . xsession XHLURERITIRIEEREIFE,
- &ATF SUSE 15 1) MATE =&
MSESSION="$(type -p mate-session)"
if [ -n "S$SMSESSION" ]; then

exec mate-session
4

- EFATF SUSE 15 t# GNOME Classic &

GSESSION="$(type -p gnome-session)"
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if [ -n "$GSESSION" ]; then

export GNOME_SHELL_SESSION_MODE=class’ic
exec gnome-session --session=gnome-classic
fi

- EAT SUSE 15 £1 GNOME =&
GSESSION="$(type -p gnome-session)"
if [ -n "$GSESSION" ]; then

exec gnome—sessi on
£

3. SEHRIERFHEE 700 XHR.

« CTX_XDL_START_SERVICE=Y | N 72525 Linux VDA B2& /5, & RB5h Linux VDA fRS3. RINERT
®EAY,

« CTX_XDL_TELEMETRY_SOCKET_PORT - A+ fmiffr Citrix Scout MEZEFiHO. EiAimOR 7503,
« CTX_XDL_TELEMETRY_PORT - AF5 Citrix Scout #=Mim . BiAimOX 7502,
WENR T EHEITEEM A

export CTX_XDL_SUPPORT_DDC_AS_CNAME=Y|N

export CTX_XDL_DDC_LIST='Tlist-ddc-fqdns'

export CTX_XDL_VDA_PORT=port-number

export CTX_XDL_REGISTER_SERVICE=Y|N

export CTX_XDL_ADD_FIREWALL_RULES=Y|N

export CTX_XDL_AD_INTEGRATION=1|2]|3]|4

export CTX_XDL_HDX_3D_PRO=Y|N

export CTX_XDL_VDI_MODE=Y|N

export CTX_XDL_SITE_NAME=dns-site-name | '<none>'

export CTX_XDL_LDAP_LIST='Tlist-ldap-servers' | '<none>'

export CTX_XDL_SEARCH_BASE=search-base-set | '<none>'

export CTX_XDL_FAS_LIST='list-fas-servers' | '<none>'

export CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime

export CTX_XDL_DESKTOP_ENVIRONMENT= gnome | gnome-classic | mate | '<
none>'

export CTX_XDL_TELEMETRY_SOCKET_PORT=port-number
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export CTX_XDL_TELEMETRY_PORT=port-number
export CTX_XDL_START_SERVICE=Y|N

sudo -E /opt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

BT sudo <R, BA -EXTUBUERELEEFBLELZNH shell. HMNBIVEERFENGSHME
#!/bin/bash {ERHE—1TREIE shell BA

o, EEILERE N GaTEEE S
sudo CTX_XDL_SUPPORT_DDC_AS_CNAME=Y|N \
CTX_XDL_DDC_LIST="'list-ddc-fgdns' \
CTX_XDL_VDA_PORT=port-number \
CTX_XDL_REGISTER_SERVICE=Y|N \
CTX_XDL_ADD_FIREWALL_RULES=Y|N \
CTX_XDL_AD_INTEGRATION=1]|2]|3|4 \
CTX_XDL_HDX_3D_PRO=Y|N \
CTX_XDL_VDI_MODE=Y|N \
CTX_XDL_SITE_NAME=dns-name \
CTX_XDL_LDAP_LIST="Tlist-1ldap-servers' \
CTX_XDL_SEARCH_BASE=search-base-set \
CTX_XDL_FAS_LIST='l1ist-fas-servers' \
CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime \
CTX_XDL_DESKTOP_ENVIRONMENT=gnome|gnome-classic|mate \
CTX_XDL_TELEMETRY_SOCKET_PORT=port-number \
CTX_XDL_TELEMETRY_PORT=port-number \
CTX_XDL_START_SERVICE=Y|N \

Jopt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->
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HIFRECE B

ERELEERT, EuEEEMRR ctxsetup.sh B3I BBFFEIER, BAREE Linux VDA 36,
PRETIRVERT, BEBEIHIANENEER:

sudo /usr/local/sbin/ctxcleanup.sh —--help
<!--NeedCopy-->

MIFFECE S K-

sudo /usr/local/sbin/ctxcleanup.sh
<!--NeedCopy-->

BERETR

LA S MEBUREMIBRFR B ECE 28, MiMfE Linux VDA A fER.

RERE

ctxsetup.sh f ctxcleanup.sh fiix=7EizH g LR REIR, HEEMERS NRBEBRSEX4:
/tmp/xdl.configure.log
E#Esh Linux VDA BRSS, HREREN.

$& 9: 517 XDPing

JEizfT sudo Jopt/Citrix/VDA/bin/xdping Lia®E Linux VDA FIEEENEREE @, &XiE4H
55, EB1A XDPing,

41 10: i17 Linux VDA

/8 ctxsetup.sh iiZEE Linux VDA 5, aJLUETTIATa<RESl Linux VDA,
50 Linux VDA:
Bz Linux VDA RS :

sudo /sbin/service ctxhdx start

sudo /sbin/service ctxvda start
<!--NeedCopy-->

{£1F Linux VDA:

2121k Linux VDA BRSS, iBHITUATIRIE:
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sudo /sbin/service ctxvda stop

sudo /sbin/service ctxhdx stop
<!--NeedCopy-->

AR
£1=1E ctxvda #l ctxhdx fREZ /i, 18517 service ctxmonitorservice stop @<LUE
IESEAARS TR ERF. BN, BARS TR EFRERRSHESLLERRS,

=250 Linux VDA:

Z#Esh Linux VDA RS

sudo /sbin/service ctxvda stop
sudo /sbin/service ctxhdx restart

sudo /sbin/service ctxvda start
<!--NeedCopy-->

© 2 Linux VDA IR
ERE Linux VDA [REBBIEITIRE, BHRITUTIRE:
sudo /sbin/service ctxvda status

sudo /sbin/service ctxhdx status
<!--NeedCopy-->

$1% 11: 7£ Citrix Virtual Apps 5§ Citrix Virtual Desktops #8I|Zi+EHNER

BRI ENLE RAAM Linux VDA itEHBZ 2 5E 48 Windows VDA 7 3E£ M. B XINATEMXLEAESHIEME
MEVIRER, BERACEITENERMEEITENE .

BIEES Linux VDA it BT BN B RISSEIG—LERG, #5iZ3iEFRTH Windows VDA it B SIETEN
BR:
o WFRERY, FIEER:

- ZRIERERSEDN TFREEEZEEmRHTRER),
- BAERAERSET (3T VDI EEEEFER),
o BHMER—MTENBRTEAMEA Linux #1 Windows VDA &4,

AR

SHRRZACH Citrix Studio FZ#F “Linux BERSA” WS, B8R, %1% Windows Server 2{FRS5Z RS
BRFAFETNZRATEARERZRERTEE, %F Windows SEIRFRAHKERIFRALNEF R TE
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BEiEN— AP REE,
e

INRMIBRIHBENEEEEFIA Active Directory 15, NAFMERITEN, AEBEERRMNIIHENE R,

$18 12: 7£ Citrix Virtual Apps =k Citrix Virtual Desktops #6232 {F4H

BIERAAAMARMEE Linux VDA I+ EHBIHEN B RMiEi25 Windows VDA i+ B LFAEE. BXIMNAISEMIXLE
ESHNEMFMRIIHEE, BSHCER T AE,

BIE&% Linux VDA i+8E#H B R FARN < EIE LU TRE]:

o WBRATIER AD BFPMABEREE, sIUERE Linux VDA i+5E.
s BFTMATRESHRIEN (ER) AFRER.
o BENERMEFEANEE Windows i+EHHITENER.

HERR

Linux VDA 1.4 R ESRAZ LGN AREF. B2, Linux VDA R 2§ REM L AR R SEERNITEN.

BXRNAIETEN B RMRGHMNER, 1521 Citrix Virtual Apps and Desktops 7 2206,

Frh% 2 Linux Virtual Delivery Agent for Ubuntu

August 11, 2022
BERTR

WFEHRE, BNEEABMSTRUHITRERE, BIMNREENNXNET], SAXPFROFHREMLL, EF
ZF .

£ 1. 71 VDA &% Ubuntu

S8 la. BIENKRE

HREEEH EWRICEMS, N, KH7E Linux VDA EEZE DNS RSS2,

MREEARZ Ubuntu 18.04 Live Server, B7EI&E X & ZHITE [etc/cloud/cloud.cfg FR B XML TE
B

preserve_hostname: true
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S 1b: KEFHA

HHREHBIBRSITENHNENS, 5EK [etc/hostname X, FEHNXEEITENHNENSZ,

hostname

S8 1c. AENBHEIFEIE
HRIT BN DNS HE2MT LB EHZ (FQDN) EftiEERE. HiAREHN [etc/hosts XHHLUTITURE
FODN fIENBERNFREI&ZE:
127.0.0.1 hostname-fqdn hostname localhost
fugn:
127.0.0.1 vdadl.example.com vda0l localhost
MBI E MK B BERX hostname-fqdn & hostname BEREMSIA.
AR

Linux VDA Z#iR3z#F NetBIOS & ##&kif, Flt, ENBREFBE 15 MNF5.

2l
=l

QEEFAFH a-z. A-Z. 0-9 FIIEFR (-). BBRERATIE (). SEMEMTS. ENBFEURFH LM
LUEFRLER, tEMNERT Delivery Controller £412,

SE1d: 0EENSF

WIEENRIRERSIEWHTIR:

hostname
<!--NeedCopy-->

LR EH BN ENS, MAREE FQDN.
3IE FQDN RERBIEHRTIR:

hostname -f
<!--NeedCopy-->

Iteap <R El+ BN FQDN.

T le: ZHA%%E DNS

BINEEBEBAT 24 DNS (mDNS), MiX2SHAMRITERT—He.
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Z2 M\ mDNS, 548 [etc/nsswitch.conf HEXE S U TREWIT:
hosts: files mdns_minimal [NOTFOUND=return] dns
B

hosts: files dns

S8 1. EBRBTMRS AR

HiART A2 FQDN H33ig#= 512870 Delivery Controller $147 ping 12/E:
nslookup domain-controller-fqgdn
ping domain-controller-fqdn
nslookup delivery-controller-fqdn

ping delivery-controller-fqdn
<!--NeedCopy-->

SNRTEERM FQDN F Ping Ri@ L RE—ItEH, BANERXTR, AEBHRSR,

S8 1g: RERHES (chrony)

tfatx VDA, Delivery Controller FigizH38 2 BIMBHIALIEMAIS EXEE, ¥ Linux VDA BEAEPW ATsER
SHNHRERD. HTHERER, RFERTENERSKELEIE,.

%% chrony:

apt-get install chrony
<!--NeedCopy-->

L root BFR &1, 4RiE [etc/chrony/chrony.conf H A& NTiZM RSB HFIM— MRS H/ER:!

server peerl-fqdn-or-ip-address -1iburst
server peer2-fqdn-or-ip-address -iburst

FEHAEER, AREMAHIFITHIERES, MAREEM L NTP MRS EBES . HEFHE Active Directory 5
RIS AIN— RS EFE.

HiERT HAERIE M server ¢ pool 8, S#EIRE] IP ihik, localhost F1AHEARSSS: *.pool.ntp.org £H,
REERHERBS Chrony SFFIERF:

sudo systemctl restart chrony
<!--NeedCopy-->
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#% 1h: %% OpenJDK 11

Linux VDA Z5k#F7E OpenJDK 11,
7£ Ubuntu 20.04 #1 Ubuntu 18.04 k&, AL T&H<$RE Open)JDK 11:

sudo apt-get install -y openjdk-11-jdk
<!--NeedCopy-->

S 1i: R4 PostgreSQL

Linux VDA Z3k7£ Ubuntu %% PostgreSQL 9.x h&:

sudo apt-get install -y postgresql

sudo apt-get install -y libpostgresql-jdbc-java
<!--NeedCopy-->

$E 1j: =R% Motif
sudo apt-get install -y libxm4

<!--NeedCopy-->

SB 1k: REHMWRHGE

sudo apt-get install -y libsasl2-2

sudo apt-get install -y libsasl2-modules-gssapi-mit
sudo apt-get install -y libldap-2.4-2

sudo apt-get install -y krb5-user

sudo apt-get install -y libgtk2.0-0
<!--NeedCopy-->

TR 2. EEEINEEER

EXFNEMVIEERRZRE B Linux VDA SEERPWISITH, FEMEH—LEN. RIBEEERANEIMEEERT
AMHIUTER, MRIEEFRNEMS LETT Linux 8, WEREHEFNER.
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&%E Citrix Hypervisor A a][E):25 a0

BT Citrix Hypervisor BYEIRIF THAERY, fEE M EIMMEAY Linux VM 1, EE&F) NTP #0 Citrix Hypervisor
MiEE, WEHXEBERZNM, HERNHSHEMRSSERAS, ERESD Linux EFHFNRZN#HERS NTP
BE, XMERERZAENNERS, THE HVM EXTHITEAER.

MBI ETEIEITHEEIME Linux A%, HEZET Citrix VM Tools, MaTki#zs Citrix Hypervisor Bt alFE2 IaE
BEEFE, UREBEEE Linux VM FiEMA:

su -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

IHE<RE 0 5% 1:

« 0-BERSIREERA, BHMEMA.

o 1-NEESHEERA, BERIEDERE
iR /proc/sys/xen/independent_wallclock X8R EE, MNAFERITUTLE,
WREEH, FBERZXHEAN 1 UEANERPIEE:

sudo echo 1 > /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

EFLERBAKAER, HEENBNENATY, 1EHE [etc/sysctl.conf XHHRMTAT:
xen.independent_wallclock = 1
EWIEXLEY, BEMBRL:

su -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

Ithas <R EE 1o

7£ Microsoft Hyper-V L& ErgaEE:F RE®

%% T Hyper-V Linux £aARs38 Linux VM BJLUER Hyper-V B8] [EH ThaeskE B IR IER SRR E, JiF
R HIRLAEHTI R, E—RBALIEES NTP RS,

NEIBIRERSH:

1. #T7 Hyper-V SB35 8,
2. 33F Linux VM B9i& 8, 5% Integration Services (£RS).
3. WIREi%#EF Time synchronization (HERES),
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} =r

AR

tb757%5 VMware # Citrix Hypervisor R, X#Ef=RaRZRAENNEIRSINEE, U%ES5 NTP REHR,
Hyper-V Bt{alRFZ TS NTP BYEES HEH B b

&E ESX fl ESXi _EABTiE]EH AR

B VMware RERS IR, SN EEIMEH Linux VM &1, EH<iB3 NTP FEMNEERIEFNR—. mEER
HERS RZANEH, NERNHSHEMRSERES, BEHERS Linux ERIHPRNRZNSHEHS NTP BF, XHE
REREZERENEEIED .

WMRIFEIEITEE T VMware Tools B9 E#L Linux W%

$7FF vSphere Client,

4m3E Linux VM &€&,

7z Virtual Machine Properties (EiEY) sHEES, 77 Options (GE) %M+,

%% VMware Tools,

7£ Advanced (54) &9, BEUH%ES Synchronize guest time with host (5EHEFEFHAE),

ok w

S 3: @ Windows 15700 Linux &4 (VM)

Linux VDA %% %@ Active Directory (AD) 1570 Linux H+&HBYA%:

« Samba Winbind

» Quest Authentication Service
+ Centrify DirectControl

« SSSD

« PBIS

RIEFER S %, FIREBHRITIR IR,

=3

AR

73 Linux VDA fra9zsstitk =0 AD a9tk R ERERENAR &8, SIERAESAK.

Samba Winbind

RN EHAARRMLS
sudo apt-get install winbind samba libnss-winbind libpam-winbind krb5-
config krb5-locales krb5-user

<!--NeedCopy-->
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TitEN BN ERERHN Winbind sFiPi2F  Winbind SFirEE4 BB RIEIH BB B!

sudo systemctl enable winbind
<!--NeedCopy-->

3 =

AR

R winbind BA&MF /etc/init.d T

ftE Kerberos Ll root AP 514, 117 [etc/krb5.conf HEEELUTIZE:

AR

RIBER AD ERLEEEE Kerberos, UTIEEERA TR, RMIRE,

[lTibdefaults]

default_realm =REALM

dns_lookup_kdc = false

[realms]

REALM= {

admin_server =domain-controller-fqdn
kdc =domain-controller-fqdn

}

[domain_realm]
domain-dns—-name = REALM

.domain-dns—-name = REALM

Itk £ Fxx## domain-dns-name 205 DNS 153, i example.com. REALM X5 Kerberos s &

#r, #5150 EXAMPLE.COM,

f2E Winbind 54%iE  FzhEcE Winbind, E% Ubuntu :&%3&% RHEL #89 authconfig # SUSE &K

yast2 X£TH,

17 Jetc/samba/smb.conf HEE L TISE:
[global]

workgroup =WORKGROUP

security = ADS

realm =REALM
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encrypt passwords = yes

idmap config *:range = 16777216-33554431
winbind trusted domains only = no
kerberos method = secrets and keytab
winbind refresh tickets = yes

template shell = /bin/bash

WORKGROUP £ REALM 9% —1FE, REALM X5 Kerberos g &,

& nsswitch 177 [etc/nsswitch.conf 3% winbind KmNELFT:

passwd: compat winbind
group: compat winbind

A Windows 13 @&avigiiz e84 n] iR, B EXAEEETGITENARMENIE Active Directory Bk
Fo

sudo net ads join REALM -U user
<!--NeedCopy-->

Hrh, REALM 2KXE5# Kerberos $UBZ#, user 2E80&+EVIFMENEANEAF,

BB winbind
sudo systemctl restart winbind

<!--NeedCopy-->

71 Winbind i Z PAM 51T TH<, #{%%H Winbind NT/Active Directory authentication (Winbind
NT/Active Directory 513383F) #1 Create home directory on login (EEREEIEEER) EW:

sudo pam-auth-update
<!--NeedCopy-->

e

GBS, winbind SHPEFAF RIARIFET,

Wik R &1 Delivery Controller EkFrf VDA i+&# (FigZ Windows F2 Linux) #ZEE Active
Directory AE—MTENTR.

i&17 Samba 1 net ads S S EIFHEV ST EMAE:

sudo net ads testjoin
<!--NeedCopy-->
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BITU T e LRIEFSMIFEM I BN RER

sudo net ads 1info
<!--NeedCopy-->

IiF Kerberos F2E EINiF Kerberos EGBEMEE NS Linux VDA BB&ER, BRIER S keytab X2
HEAEHESENER:

sudo klist -ke
<!--NeedCopy-->

&S BEREMEERZMERBEAHETRNERTIR. &7 Kerberos kinit &<, ERAXLEFRHAMIGEH 28K
I EN S5

sudo kinit -k MACHINES$S@REALM
<!--NeedCopy-->

ﬁ%ﬂﬂ%ﬁ%%ﬁﬁﬁiﬁkﬁo%ﬁﬁ%%ﬁ%ﬁﬁﬁ&ﬁmﬂvﬁﬁﬁi,u%ﬁiﬁmuéﬁofigﬁﬁ¢,
DNS # &5 Kerberos U B#AR, BWERERTHEM. MRILHSRINET, WRKERE@HL,
AU THLIIETENKAE TCT RIEEERF:

sudo klist
<!--NeedCopy-->

ERUTaHLEETENNKAFAEE:

sudo net ads status
<!--NeedCopy-->

WIEAFSMIIE A wbinfo TERIFRTZ A HEIRRIBRAFNE%:

wbinfo --krb5auth=domain\username%password
<!--NeedCopy-->

XBIEEMIEEA AD 55, AR Kerberos (& #R. 33F bash shell, BFERS— MR RFUT (\) Frv
TR X e LREl—F MK BOE o

EIF Winbind PAM 2B B EHECE, 5ERAURKRERNEAFA KA E R Linux VDA,

ssh localhost -1 domain\username

id -u
<!--NeedCopy-->

AR

ERINIETT SSH 85, 18R SSH EBRAHERIETT.
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BIERE RN id -u 5$:3REH uid B T XRA Kerberos EIREFX 4

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

ISIERAFH Kerberos EiEEEFTHNEEETERE R IH:

klist
<!--NeedCopy-->

BHEE,

exit
<!--NeedCopy-->

E#ER Gnome g KDE 1=H] 8 B A LURITRMEINIL. E#TEIMANIIERHSSMITHS R 6: %% Linux VDA,

NREREIKA B RN IIMITRA MWL, EXEERENEHE, BEFRBHITENHER,.

Quest Authentication Service

EiEfEHlgs EBCE Quest  {REEETE Active Directory igiah2s EREHEE T Quest 3, MEBRESEEN
iR, B&E Active Directory Ha|EHENNR,

AYHAAFPER Linux VDA I8 AT IiHEAFEEM7E Linux VDA 18 £z HDX &iE:

£ Active Directory BT ENEBEH &, RZAFHFITH Active Directory AP E .
%% Unix Account (Unix k) &I+,

i%&# Unix-enabled (228 Unix),

¥ Primary GID Number (&% GID #S) &&NEFREAFANA ID,

> wnh

AR

XEGARSTIREEAR, UEM(IUERERG. RDP. SSH siEMEMITZNIHITER.

7£ Linux VDA L#E Quest

SELinux SRBESRGILHERRAR % BIA RHEL IRBR58HISTHE SELinux, LLs2HIThAES RN Quest A/ Unix i
E1ZF IPCHIH, HEIEEARER.

Rt BN REENSEZEZA SELinux. L root AR &1, 48 [etc/selinux/config # 4 SELinux i&
=

SELINUX=d1isabled
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B BEKREM BT EM:

reboot
<!--NeedCopy-->

BE:

HEREALIRE, BAGEHNBA SELinux REZEHLHSSET2E, BMERX root AR FE A
F B2t

foE VAS sFiriEF S AHETFF B 5h4ET Kerberos ZiRThaE, HMBASMHIIE (BRNER) IhEE:

sudo /opt/quest/bin/vastool configure vas vasd auto-ticket-renew-
interval 32400

sudo /opt/quest/bin/vastool configure vas vas_auth allow-disconnected-

auth false
<!--NeedCopy-->

I S RERITIEFRIR /9 9 /B (32400 #4) , BLLRAIARY 10 /NYEIRESRELRE 1/, BEEREEGARRENR
% LigBRIRNE,

F2E PAM 1 NSS ZEEAiET HDX #ITHEAR BERUKREMARS (5130 su. ssh #1 RDP), EETUTaHTUF
=hfEdE PAM #1 NSS:

sudo /opt/quest/bin/vastool configure pam

sudo /opt/quest/bin/vastool configure nss
<!--NeedCopy-->

PN\ Windows 35  f#/ Quest vastool &< Linux itEHINAE Active Directory fg:

sudo /opt/quest/bin/vastool -u user join domain-name
<!--NeedCopy-->

user AERIE I EM AN Active Directory i # I B P, domain—-name Hif#y DNS &%, a0 exam-
ple.com,

Wik R 513 Delivery Controller ZRFrE VDA i+E# (RigZ Windows 2 Linux) #BZEE Active
Directory fE—MIENNR, KWIE Quest IIAK Linux i ENEBE M T

sudo /opt/quest/bin/vastool info domain
<!--NeedCopy-->

MRTBENEMANE, aH<LREEHSZ, MRITBEVRMNERE, NEERUTHER:
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ERROR: No domain could be found.

ERROR: VAS_ERR_CONFIG: at ctx.c:414 1in _ctx_init_default_realm
default_realm not configured in vas.conf. Computer may not be joined
to domain

WITRAP BHIIE EIRIE Quest EFEEEIY PAM ST AP # TR MR, BERAUAIREANEAP KA ESR
Linux VDA,

ssh localhost -1 domain\username

id -u
<!--NeedCopy-->

BIFEE N id -u &RER UID g1 TR Kerberos EiREE 4 :

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

I0IF Kerberos EiREFTNERE T A MERITH:

/opt/quest/bin/vastool klist
<!--NeedCopy-->

BHEE,

exit
<!--NeedCopy-->

TEBTIHINANRIEESEMITSE 6. 2% Linux VDA,

Centrify DirectControl

X Windows 35 %% Centrify DirectControl Agent /&, &%/ Centrify adjoin @&<% Linux it&#l0
A Active Directory i3:
SU =

adjoin -w -V -u user domain-name
<!--NeedCopy-->

user S ABFBEITENIMA Active Directory 1 E 1 Active Directory i P, domain-name 2 2%
Linux ItENIABIBY A Z #Ro

Wb A ED Delivery Controller E5kFiE VDA H&#H (Fie2 Windows iX2 Linux) #BE7# Active
Directory fE—MIEHNR, KIE Centrify AR Linux HENEE M TFiEF:
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su -

adinfo
<!--NeedCopy-->

I5iF Joined to domain EEEEM LK CentrifyDC mode 2%i&[E T connected, MEEXMIAFERTNIR
%, MKEA Centrify B i@ % 7 RS 88iE S F A I0IER L,

FRUTHSAREELEMNRANISHES:
adinfo --sysinfo all

adinfo --diag
<!--NeedCopy-->

Mt 5&# Active Directory 1 Kerberos BR$#9EZ,

adinfo --test
<!--NeedCopy-->

RTINS SEMITS B 6: 2% Linux VDA,

SSSD

it E Kerberos izfTLl Ten$ L% Kerberos:

sudo apt-get install krb5-user
<!--NeedCopy-->

BEE Kerberos, &L root AP &13T7F [etc/krb5.conf HEE L THEk:

AR

RIBIEH AD EEWETE Kerberos, LUTIEEZERATF S, BEMER,

[lTibdefaults]

default_realm =REALM

dns_Tlookup_kdc = false

[realms]

REALM = {

admin_server =domain-controller-fqdn
kdc =domain-controller-fqdn

}

[domain_realm]
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domain-dns—-name = REALM
.domain-dns—-name = REALM

b EFx#8 domain-dns—-name £%% DNS 5%, I3 example.com. REALM R K5 #J Kerberos g
B, a0 EXAMPLE.COM,

MmN %E SSSD B2 B A fEA Active Directory fEAE SRR FH BEA Kerberos #1785 9183E, 18
2, SSSD HAREATFTMNEMEERS keytab XY AD FEFiRThEE. AT USAER adclic realmd 5%
Samba,

FE:
REDHNANIEM adc1i # Samba KMEE.

o NRMEA adcli MAER, BEERUTESE:
1. =¥ adcli,

sudo apt-get install adcli
<!--NeedCopy-->

2. /@ adcli A,
ERUTaSHIFRIBRS keytab XHFHMMAEL:
su -
rm -rf /etc/krb5.keytab

adcli join domain-dns-name -U user -H hostname-fqdn
<!--NeedCopy-->

user EENUFIHTENFIMEIHNEHAF . hostname-fqdn 2it&E#E FQDN X ENZ.

TE-H %W, adcli AgeEmig=t host/hostname-fqdn@REALM B9 SPN (Linux VDA ER{EMAIt
%)

3. WIEHR4: keytab,
3¢F Ubuntu 20.04 i+%#l, #&iE1T adcli testjoin S<LLUNKERSTEMNE,
FF Ubuntu 18.04 it8#1, #5517 sudo klist -ket {LUARES keytab XHFEBIE.
BIFS MR EBE S SRt ENINNRRY A a8 LA,
o WNRMEMA Samba AR, BERMUATHE:
1. RERHE,

sudo apt-get install samba krb5-user
<!--NeedCopy—-->
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2. BZE Samba,

$17F Jetc/samba/smb.conf HEE L TIEE:

[global]

workgroup =WORKGROUP

security = ADS

realm =REALM

client signing = yes

client use spnego = yes

kerberos method = secrets and keytab

WORKGROUP 2 REALM FHE—1FE, REALM 2XE# Kerberos Uz &R
3. fH Samba MmN,

ERRIEHIBR A AATSIE, T1RESMAEBEICEITENRMENEN Windows 1k,

sudo net ads join REALM -U user
<!--NeedCopy—-->

Hr, REALM K51 Kerberos Uf &R, user ARG ITENARMEIEAEAR,

RE SSSD LRI EMAAFIRME:
MREARRE, BEREFMFN SSSD MEBERHE:

sudo apt-get install sssd
<!--NeedCopy-->

MRELERMGE, WENGHITEH:

sudo apt-get install --only-upgrade sssd
<!--NeedCopy-->

AR

BIAERT, Ubuntu pryRER2KB51EE nsswitch.conf f1 PAM ZRiER,

BiE SSSD B rh SSSD iR 2 hl, EEEMH SSSD fRE, WTFFLERRAR SSSD, BIAFRRE [etc/sss-
d/sssd.conf BB, HAFEhEIE. U root P SHEIESITI [etc/sssd/sssd.conf HEEE L TIZE:

[sssd]
services = nss, pam

config_file_version = 2
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domains =domain-dns-name
[domain/domain-dns—-name]
id_provider = ad
access_provider = ad
auth_provider = krb5
krb5_realm =REALM

# Set krb5_renewable_1lifetime higher if TGT renew lifetime is longer
than 14 days

krb5_renewable_lifetime = 14d

# Set krb5_renew_interval to lower value if TGT ticket lifetime 1s
shorter than 2 hours

krb5_renew_interval = 1h
krb5_ccachedir = /tmp
krb5_ccname_template = FILE:%d/krb5cc_%U
# This ldap_id_mapping setting is also the default value
ldap_id_mapping = true
override_homedir = /home/%d/%u
default_shell = /bin/bash
ad_gpo_map_remote_interactive = +ctxhdx
AR

ldap_id_mapping i& &7 true, LUE SSSD Z& & f155% Windows SID B§4%) Unix UID, &M, Active Di-
rectory #geigiRt POSIX i BiEF. PAM RS ctxhdx BNzl ad_gpo_map_remote_interactive,

Itk FTFxx#+1 domain-dns-name £#75 DNS 1%, 30 example.com, REALM 2 A5 Kerberos 41
7R, Flal EXAMPLE.COM, FHEERE NetBIOS 153,

EXEBIGEMELR, 5517 sssd.conf #1 sssd-ad BFEM,

SSSD FPIEFERECE XN B FEE REUR:

sudo chmod 0600 /etc/sssd/sssd.conf
<!--NeedCopy-->
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B SSSD FiFiERF IZTTUA T < iLBNEEh SSSD FiFiER, MRETIFiERE It BN ST EE:
sudo systemctl start sssd

sudo systemctl enable sssd
<!--NeedCopy-->

PAM 28 E1TAT@<, HfRiktH SSS authentication (SSS &433E) #1 Create home directory on
login (EEREAIETER) &

sudo pam-auth-update
<!--NeedCopy-->

Wiri L 5 & 1 Delivery Controller 2K Fr & VDA i+ &# (Windows # Linux) #8 &£ Active
Directory mBE—NMTENIR,

o NRMEA adc 1 WIHEKREH, 5517 sudo adcli info domain-dns—-name &a$ LB RIS

=8

o MNRMEA Samba BIHEM B S, 3EizfT sudo net ads testjoin G<LERIEHTENETEMALR
i#, 1517 sudo net ads 1info &LRIEFIIMNUSAITENTRER,

1iF Kerberos if& ZEWiE Kerberos GBI EMEBERNAS Linux VDA BEBEMER, EWRIERS keytab X2
BEARAEAENER:

sudo klist -ke
<!--NeedCopy-->

HHSEREMEREMSTHEEFAAT ANERYIR, 517 Kerberos kinit &<, ERAXERAMITITHIRE
BT BENBSD:

sudo kinit -k MACHINES@REALM
<!--NeedCopy-->

HENAMMABMUBTIEERAT, ETHS (§) BAEARML (\) #1758, UREE shell Hif, ERELEREH,
DNS 5% 5 Kerberos {UH B AE, EHRERERMAEM. WRILHSHINET, AR TRERKEL,
ERUTHLEIETEKAE TCT BEF:

sudo klist
<!--NeedCopy-->

WIERFPBHMIEIE SSSD FEEEI TREFRHAT IS HIIEMNG<SITIR, ReEET PAM M.

EIIE SSSD PAM #BIRZREEWHEE, 1BER URIRERNEAF KA ESR Linux VDA,
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ssh localhost -1 domain\username
id -u
klist

exit
<!--NeedCopy-->

I%3F klist sp$R[ER Kerberos EIRETEATFZAF HEEFRTHA,
LA root AR B, WIFEEENEEMN id -u <$IRE/ uid SIEREN N EIREEX !
1ls /tmp/krb5cc_uid

<!--NeedCopy-->

AT LLEId &R KDE 3% Gnome Display Manager 4728 ARMI, B ITIIMNIIEGHALHMITSE 6: L% Linux
VDA,

PBIS

THFER PBIS &G
sudo wget https://github.com/BeyondTrust/pbis-open/releases/download

/9.1.0/pbis-open-9.1.0.551.linux.x86_64.deb.sh
<!--NeedCopy-->

i PBIS &R mI 4T
sudo chmod +x pbis-open-9.1.0.551.1linux.x86_64.deb.sh
<!--NeedCopy-->

=17 PBIS &+
sudo sh pbis-open-9.1.0.551.linux.x86_64.deb.sh
<!--NeedCopy-->

A Windows 13 @&avigiiz e84 Ain] iR, 1B ESAEEETFITENRMENIE Active Directory Bk
Fo

sudo /opt/pbis/bin/domainjoin-cli join domain-name user
<!--NeedCopy-->

user 73 & /E I EHL M AN Active Directory 1 #9135 i . domain-name 73 # DNS & #%, £l exam-
ple.com,

FE: B¥ Bash i@ERZIA shell, i&iz1T sudo [opt/pbis/bin/config LoginShellTemplate/bin/bash &

A
o
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WiEiE L & & 1 Delivery Controller 2K Fr & VDA i+ &# (Windows # Linux) # & Active
Directory #E—MIBENNR, WIEMAT PBIS # Linux BN S FiEH:

/opt/pbis/bin/domainjoin-cli query
<!--NeedCopy-->

MRTBENEMARE M, e RREEXHFIMAN AD 58 OU NiER. &N, RETENZ.

WIEAF B4IIE EIIE PBIS 2% 8EM5i@:d PAM TR #ITB ML, BERAUFRIRERNEAFPKPESR
Linux VDA,

sudo ssh localhost -1 domain\user

id -u
<!--NeedCopy-->

IERE R id -u 55$3REIR UID 81 TR Kerberos EiREE M4

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

BHEE,

exit
<!--NeedCopy-->

EHITEMMANRIEESSEHITH R 6. 2% Linux VDA,

S 4: REXEDH.NET Runtime 6.0

&% Linux VDA Z &1, &R https://docs.microsoft.com/en-us/dotnet/core/install/linux-package-
managers E893iEAZREE.NET Runtime 6.0,

%% NET Runtime 6.0 /5, i&17 which dotnet &< EREHEITIHERR,

BB SR, RENET Runtime Z#EIXHEREZ, i, WRHSHL A /aa/bb/dotnet, 1EER /aa/bb £
F.NET 2SR 2,

$E5: T Linux VDA #{46

#%Z Citrix Virtual Apps and Desktops FT#imE, BFHERNARZH Citrix Virtual Apps and Desktops, G
HAHLUTHS Linux Z1TARCEZAY Linux VDA &,
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HI% 6: L Linux VDA

$I2 6a: % Linux VDA

£/ Debian # {8 BIBE L% Linux VDA #:
3+F Ubuntu 20.04:

sudo dpkg -i xendesktopvda_<version>.ubuntu20.04_amd64.deb
<!--NeedCopy-->

3tF Ubuntu 18.04:

sudo dpkg -1 xendesktopvda_<version>.ubuntul8.04_amd64.deb
<!--NeedCopy-->

Ubuntu 20.04 9 Debian &#m5I%:
libgt5widgets5 >= 5.7~
ibus >= 1.5
libsasl2-modules-gssapi-mit >= 2.1.~
postgresql >= 12
libpostgresql-jdbc-java >= 42.2
openjdk-11-jdk >= 11
imagemagick >= 8:6.9.10
ufw >= 0.36
ubuntu-desktop >= 1.450
libxrandr2 >= 2:1.5.2
libxtste >= 2:1.2.3
libxm4 >= 2.3.8
util-Tinux >= 2.34
gtk3-nocsd >= 3
bash >= 5.0
findutils >= 4.7.0
sed >= 4.7

cups >= 2.3
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libmspacked >= 0.10
libgoogle-perftools4 >= 2.7~

libpython2.7 >= 2.7~
<!--NeedCopy-->

Ubuntu 18.04 4y Debian f&#im5|x:
libgt5widgets5 >= 5.7~
libmspack0d >= 0.6
ibus >= 1.5
libnss3-tools >= 2:3.35
postgresql >= 9.5
libpostgresql-jdbc-java >= 9.2
openjdk-11-jdk >= 11
gtk3-nocsd >=3
imagemagick >= 8:6.8.9.9
ufw >= 0.35
ubuntu-desktop >= 1.361
libxrandr2 >= 2:1.5.0
libxtst6 >= 2:1.2.2
Tibxm4 >= 2.3.4
util-Tinux >= 2.27.1
bash >= 4.3
findutils >= 4.6.0
sed >= 4.2.2
cups >= 2.1
libldap-2.4-2 >= 2.4.42
libsasl2-modules-gssapi-mit >= 2.1.~

python-requests >= 2.9.1
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libgoogle-perftools4 >= 2.4~
Xserver—-xorg-core >= 2:1.18

xserver—-xorg-core << 2:1.19

x1lvnc>=0.9.13

python-websockify >= 0.6.1
<!--NeedCopy-->

F=3

AR

B XILhRZASAY Linux VDA 2589 Linux R1THRF Xorg hiAsmI5IR, BSHARAER,

+2 6b: F4%& Linux VDA (7]i%)

BILAMSERTRIRNRAF LTSR RRAARINE L.

sudo dpkg -i <PATH>/<Linux VDA deb>
<!--NeedCopy-->

AR
ARMEREEEE [etc/xdl THEEX ., EHITAHRZH, BSHEMXEXH,
S T:. =% NVIDIA GRID knhizks

BF HDX 3D Pro EXREEEHHEIRZRFH VDA 1+ EH] %% NVIDIA GRID EmpiER.

BERTERIWEERERF L 2EMEE NVIDIA GRID & GPU &128s (ENIRENERF), BHSRLTERE:

« Citrix Hypervisor
« VMware ESX
+ Nutanix AHV

EREMECE NVIDIA GRID RE VM IBapigk, EHIT FTEMNEMSE:

1. BREKE VM BXiF,

2. RN EEREFEHIERT, A VM 28— GPU.
3. BEIVM,

4. £ VM LRERE VM EKihigrF.
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#1128 EE Linux VDA

LERBMEARE, YIBIT ctxsetup.sh BlAREZE Linux VDA, BUITEMERZ AT, ZBIAEKIEITFE, BRFE
RFIE D T2, MNENKE, nUKERNEFaTZMAUERILE,

A IR R FehiE T4, Wl URBFLE BN BEhaiTHIZzS, 4k402(Fal, TR ZBIANEEEIER

sudo /opt/Citrix/VDA/sbin/ctxsetup.sh --help
<!--NeedCopy-->

RnERE

BTSRRI EMRENFEHRE:

sudo /opt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

BEECE

BEREN, REMNARRENENARIMFEERM, NRFAFNMELERET, WHATSRTAFREEAESR,
MMAFES AT R T 12,

TENFIETEEE:
« CTX_XDL_SUPPORT_DDC_AS_CNAME=Y | N - Linux VDA #3ff DNS CNAME 2 &g Delivery
Controller &, BIANERTIEEN N

o CTX_XDL_DDC_LIST=" list-ddc-fqdns’ -Linux VDA ERiZtEH =15 FREY Delivery Controller &2
REEE (FQDN) IR UAT® Delivery Controller s, #MZEDIEE— FQDN 5 CNAME 3%,

« CTX_XDL_VDA_PORT=port-number -Linux VDA i@t TCP/IP iz O (EiA~ixO 80) 5 Delivery
Controller &=,

+ CTX_XDL_REGISTER_SERVICE=Y | N - 7£/2zhit E#H/EE5 Linux VDA BRSS. BUAERTIREA Y,

« CTX_XDL_ADD_FIREWALL_RULES=Y | N -Linux VDA IR E R # i 5 ALK IEIZ @I RAR A IE, &
B AERGRAAEREGHA Linux VDA STHPAFREEO (BRI 80 #1 1494), BUABERTREN Yo

« CTX_XDL_AD_INTEGRATION=1 |2 | 3 | 4|5 -Linux VDA Zk{f Kerberos &2 &i& & Delivery
Controller #1784k, Kerberos EBERIERZA LEREMBEEN Active Directory ER T AMHE. 15
EBFEABEZZHM Active Directory /A%

1 -Samba Winbind
2 -Quest Authentication Service

3 - Centrify DirectControl
4 -SSSD
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- 5-PBIS

+ CTX_XDL_HDX_3D_PRO=Y | N - Linux VDA %z#% HDX 3D Pro, X2—4 GPU &R, EERKE
ERNRERNEMLKT, NRi%EET HDX 3D Pro, ME RN VDI £FE (BxiE) #HABE VDA - (A
CTX_XDL_VDI_MODE=Y),

« CTX_XDL_VDI_MODE=Y | N - &itBHEEHEAKER(TRE (VD) E=RREEAZRKERTRE, WF
HDX 3D Pro 3%, FIHHERBIREN Yo RINERT, LEEIREN No

+ CTX_XDL_SITE_NAME=dns-name - Linux VDA &3 DNS &I LDAP k5528, Ei& DNS #BRERRH!
AAHIER, MIEE DNS mZ . RIAMERT, HEEREN <none>,

o CTX_XDL_LDAP_LIST=" list-ldap-servers’ -Linux VDA Zifj DNS 343 LDAP fR$523. #E DNS
TiER it LDAP lRSZ12R, T UIRM U= S RA LDAP FQDN (%% LDAP i 0O) %k, #l40,
adl.mycompany.com:389 ad2.mycompany.com:3268 ad3.mycompany.com:3268, %% LDAP
HOSEE R 389, Linux VDA BER KRN TEMIEEHPHNE LDAP RS, MNRE x MEEMy
LDAP fRs52%, Linux VDA 233817 X kUL Y XEM, MNRBLANEBEEHE, RIEFBRAEEIRY. BR
FERM LDAP &1, FEETHIR LERALRRR, HiIEHEXHN LDAP mOSHEEN 3268, RINERT, It
TEIFEN <none>,

+ CTX_XDL_SEARCH_BASE=search-base-set - Linux VDA i#&iti& &} Active Directory iHiRFI1E &

FEkZ i LDAP (%30, DC=mycompany,DC=com). B2, NIREERMEE, AILUEEHREM {Fm
OU=VDI,DC=mycompany,DC=com). BIAERT, LLEZIEEHN <none>,

o CTX_XDL_FAS_LIST=" list-fas-servers’ -Ex& 5 {3 183EBRS (FAS) BRE 28 2@it AD AKREEEM,
Linux VDA R3z#5 AD A%ER, BEF LIEBCHREINS S 7R FAS RS EMTIR, IMFHAS5E AD A%
BEPEENIRFHER. MRMRTEMARSSEMU, BER <none> XAFHREZHETH, HEFXERE
RS BMUITF, ES FAS RS BEHIBRE, BHRAEMMMIKEOS 57 FAS lRSE LIEEMNHKOS —
B, f5la0 CTX_XDL_FAS_LIST=" fas_server_1_url:port_number;fas_server_2_url: port_number;
fas_server_3_url: port_number’,

+ CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime - % NET Runtime 6.0
W53 Broker RERRSE (ctxvda) BEE, BRIAEER /usr/bin,

+ CTX_XDL_DESKTOP _ENVIRONMENT=gnome/gnome-classic/mate - {s T B SiFHFEA N
GNOME . GNOME Classic 5t MATE £ @EfiE, MRKIEEETE, NEHA VDA LU RENERE, 8
2, NMRYAREMNEEHAN MATE, NIXTRETEEIZEN mate,

HRJ LB SR U TS BRE Bfir iR P NEEIFE:
1. 7 VDA k&) SHOME/<username> BER FoIE—1 . xsession X,
2. 58 . xsession XHLUIRIBRITHRIEE REFER,
- XF MATE £@&

MSESSION="$(type -p mate-session)"
if [ -n "SMSESSION" ]; then
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exec mate-session
£

iEFETF GNOME Classic £&

GSESSION="$(type -p gnome-session)"

if [ -n "S$SGSESSION" ]; then

export GNOME_SHELL_SESSION_MODE=classic
exec gnome-session —-session=gnome-classic
fi

- XF GNOME £/

GSESSION="$(type -p gnome-session)"
if [ -n "S$SGSESSION" ]; then

exec gnome-session

fi

3. SEMHRRIEAFPHEE 700 XHIR.

« CTX_XDL_START_SERVICE=Y | N -7£52/% Linux VDA B2 &jg, 2T BE5 Linux VDA RS, RIMERT

KREAN Y,

« CTX_XDL_TELEMETRY_SOCKET_PORT - FFiif7 Citrix Scout WE#ZFiH .

ARiARO A 7503,

« CTX_XDL_TELEMETRY_PORT - BF5 Citrix Scout &m0, FRINEHOR 7502,

REWREEHIETREMZ:

export
export
export
export
export
export
export
export
export
export
export

export

CTX_XDL_SUPPORT_DDC_AS_CNAME=Y |N
CTX_XDL_DDC_LIST="'list-ddc-fqgdns'
CTX_XDL_VDA_PORT=port-number
CTX_XDL_REGISTER_SERVICE=Y|N
CTX_XDL_ADD_FIREWALL_RULES=Y|N
CTX_XDL_AD_INTEGRATION=1|2|3|4|5
CTX_XDL_HDX_3D_PRO=Y|N

CTX_XDL_VDI_MODE=Y|N
CTX_XDL_SITE_NAME=dns-site-name | '<none>'
CTX_XDL_LDAP_LIST="'Tlist-1ldap-servers' | '<none>'
CTX_XDL_SEARCH_BASE=search-base-set | '<none>'

CTX_XDL_FAS_LIST='Tlist-fas-servers' | '<none>'
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export CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime

export CTX_XDL_DESKTOP_ENVIRONMENT= gnome | gnome-classic | mate | '<
none>'

export CTX_XDL_TELEMETRY_SOCKET_PORT=port-number
export CTX_XDL_TELEMETRY_PORT=port-number
export CTX_XDL_START_SERVICE=Y|N

sudo -E /opt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

iZ1T sudo LR, BN -EEMUKNERET2FBLTIRMNF shell, RITBWNEEATMENSGSHME
#1/bin/bash {ERHE—1TREIE shell B,

o, EEILER RN GRTIEERE S
sudo CTX_XDL_SUPPORT_DDC_AS_CNAME=Y|N \
CTX_XDL_DDC_LIST="'list-ddc-fgdns' \
CTX_XDL_VDA_PORT=port-number \
CTX_XDL_REGISTER_SERVICE=Y|N \
CTX_XDL_ADD_FIREWALL_RULES=Y|N \
CTX_XDL_AD_INTEGRATION=1|2|3]|4|5 \
CTX_XDL_HDX_3D_PRO=Y [N \
CTX_XDL_VDI_MODE=Y|N \
CTX_XDL_SITE_NAME=dns—-name \
CTX_XDL_LDAP_LIST='Tlist-ldap-servers' \
CTX_XDL_SEARCH_BASE=search-base-set \
CTX_XDL_FAS_LIST='l1ist-fas-servers' \
CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime \
CTX_XDL_DESKTOP_ENVIRONMENT=gnome|gnome-classic|mate \
CTX_XDL_TELEMETRY_SOCKET_PORT=port-number \
CTX_XDL_TELEMETRY_PORT=port-number \

CTX_XDL_START_SERVICE=Y|N \
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/opt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

MIFRECE Bk

ERUEBEET, EEIRFEME ctxsetup.sh MZAIIELEFTHAYERR, BFREH Linux VDA R,
GiRiERl, BEBRMENENES:

sudo /opt/Citrix/VDA/sbin/ctxcleanup.sh —--help
<!--NeedCopy-->

MFRECEE K

sudo /opt/Citrix/VDA/sbin/ctxcleanup.sh
<!--NeedCopy-->

BE.
IR A MBI ERIBRFRE BCBEIE, MIMME Linux VDA T& R,

BRERE

ctxsetup.sh 71 ctxcleanup.sh i A& EEH A LETHEIR, HEHMEESANERE B EXH [tm-

p/xdl.configure.log:
E#Esh Linux VDA RS, HRREHREM.

#1%5 Linux VDA %t

E1E Linux VDA BREREHEEESRENMBINRE, BETUTHS:

dpkg -1 xendesktopvda
<!--NeedCopy-->

EEESFAGES:

apt-cache show xendesktopvda
<!--NeedCopy-->

EEE Linux VDA 34, ERITLUTRE:

dpkg -r xendesktopvda
<!--NeedCopy-->

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

116



Linux Virtual Delivery Agent 2206

AR

ENE Linux VDA B2 MIBRXEXY PostgreSQL MEMEBEHHE, B2, FEMIBRERE Linux VDA ZEIZE
B9 PostgreSQL #X 4+ 80 H Ak F AR 4+ &

e

AT HRIEERNBEIE PostgreSQL E AR 4 S HIMIBRIZ1E.

$%B9: &7 XDPing

#FiefT sudo Jopt/Citrix/VDA/bin/xdping Li&®E Linux VDA MEEENELEERE. HXiF4H
58, E21A XDPing,

41 10: iz17 Linux VDA

/8 ctxsetup.sh HZEE Linux VDA /5, EERUTH<ES Linux VDA,
B35 Linux VDA:
Bzh Linux VDA BRS:

sudo systemctl start ctxhdx

sudo systemctl start ctxvda
<!--NeedCopy-->

{Z1k Linux VDA:
{21k Linux VDA BRS3:
sudo systemctl stop ctxvda

sudo systemctl stop ctxhdx
<!--NeedCopy-->

AR
EfZ1E ctxvda fl ctxhdx BRESZHi, 3EiE1T service ctxmonitorservice stop @< LUE
LIESMARSTIFIER. BN, SRS TIFEFSERRBHEELERNRS.
EFiA5H Linux VDA:
Z#Esh Linux VDA RS
sudo systemctl stop ctxvda

sudo systemctl restart ctxhdx
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sudo systemctl restart ctxvda
<!--NeedCopy-->

% Linux VDA IR
Z10% Linux VDA IRSHIEITIRES, EHITUTRE:
sudo systemctl status ctxvda

sudo systemctl status ctxhdx
<!--NeedCopy-->

$18 11: 7£ Citrix Virtual Apps = Citrix Virtual Desktops #tI|Zi+EHNBER

BRI BB RAAM Linux VDA itEHBiZ 2 5E 489 Windows VDA 77E£ M. B XINATEMXLEAESHIEME
AEVIRER, FERACEITENERMERTENE R

BIEES Linux VDA i+ EHATEY B RN SEIF—LRE, F15iZ3i2RETH Windows VDA &M BIEITEN
BR:
o IWTFIRERY, EIER:

- ZRERERFEN NWFREAZRERTRE),
- BRIFERERAED (WTF VDI TAKERMER),

o BENER—MENBRFEAEA Linux #1 Windows VDA i+ &1,
AR
B HAMRZAAY Citrix Studio Az “Linux #ER4” MIES. B2, %E Windows Server 21ERFK RS
SIRMERSENMER T ERAEELZSEMER, %% Windows SEI2ERAAHE IR ERFENZER FE
BEirEi— 1B RXTRE,
n:

MRBERHBENERBEEFRIA Active Directory 18, NZMERIHEN, AEBEERFNZIHENER.

$1% 12: 7£ Citrix Virtual Apps =% Citrix Virtual Desktops F16/7232 {34

BIERTHEMAFIMES Linux VDA itEHMITENIE RMiZiE25 Windows VDA HHEHLFAER,. B X INa5emix e
ESNEMFMRIIHEE, BSHCERAE,

BIEEE Linux VDA it B B R AN <mEIE LT BRS:

o WRFTE AD BRMAEEHREE, BEBERE Linux VDA itEH,
o BOAWKRESHREIEN (BER) AFRER.
o BENERMMGHEPENEE Windows IHENHITENER.

BXRNEETENBERMNZAHNEE, E2F Citrix Virtual Apps and Desktops 7 2206,
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Fp%zi Linux Virtual Delivery Agent for Debian

August 11,2022
BERETR

WNFEHRE, BNEEABRMSEUHITRERE, BINREENNXNET], SEAXPIFROFHREMELL, EF
ST,

$8 1. #% Debian LUE#HTT VDA &3
S la: WITMKEE

HBIREERHEREEMS, 90, HH7E Linux VDA EEZE DNS RS2,

S 1b: REENE

HHREHBIBRSIHENNENS, EFK [etc/hostname XX, FEEHNXBEIHENNENSZ.

hostname

FB 1c. AENRHECIFELE
HfRITENN DNS HEMTLMRES S (FQDN) EftEERE, HEREX [etc/hosts XHHUTITUES
FQDN f1EN & ERFIR %A
127.0.0.1 hostname-fqdn hostname localhost
f5I4n:
127.0.0.1 vdaO@l.example.com vda®l localhost
MR E S B B ipgzt hostname-fqdn s hostname BEREMS A,
AR
Linux VDA ZigiR3z#F NetBIOS & #i#klf, EH&FFEE 15 MNFF.

e -

[T

REEEAFHR a-z. A-Z. 0-9 FEFF (). BBREATIL (). TENEMTS. TNEFEURFFLM
MEFRLEE. MNbERT Delivery Controller 4142,
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SR 1d: WETNE

WIEENRBIRERTIERELIR:

hostname
<!--NeedCopy-->

e URET BB EN S, MAREE FQDN,
IIE FQDN RERBIEHTLIR:

hostname -f
<!--NeedCopy-->

IteEr <Al EHBY FQDN.

$IE le: ZHZHE DNS

BINEBERAT % DNS (mDNS), MX2SHAMBIFLERT—H.

T2 /A mDNS, 5448 [etc/nsswitch.conf HEXLITT:

hosts: files mdns_minimal [NOTFOUND=return] dns
Bk

hosts: files dns

S8 1. WEZRBTMRS DAY

HaIAAT LUEAT FQDN #H3ds#z%28#0 Delivery Controller $147 ping #1E:
nslookup domain-controller-fqgdn
ping domain-controller-fqdn
nslookup delivery-controller-fqdn

ping delivery-controller-fqdn
<!--NeedCopy-->

SNRTEERM FQDN % Ping Ri@ LRE—ItEH, BANERXTR, RGBSR,

$& 1g: RER#HES (chrony)

H#fr VDA, Delivery Controller #1igiZH38 2 BB SALAEHRRIL EXERE, & Linux VDA REREIWIEEES
SENMREERZ. HTIERERE, sFERIZIZERSKES BYE,

%% chrony:
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apt-get install chrony
<!--NeedCopy-->

Ll root BR &1, 448 [etc/chrony/chrony.conf HhHENTZMERSB/HFM— P RS BER:

server peerl-fqdn-or-ip-address -tiburst
server peer2-fqdn-or-ip-address -1iburst

TEHAIERE S, RHEIMASHIFITHIBRES, MAREEM R NTP MRS RES . NiFHE1 Active Directory 5
EHISE AN — RS EER B,

HiERT HRERIE A server ¢ pool &8, S#EIRE] IP #hitk, localhost 1 2RSS *.pool.ntp.org £H,
REEHHEFHB Chrony FPi2RF:

sudo systemctl restart chrony
<!--NeedCopy-->

S8 1h: RERHGE

sudo apt-get install -y libsasl2-2

sudo apt-get install -y libgtk2.0-0
<!--NeedCopy-->

S i RITFEE RN BRI

3 F Debian 11.3, &% deb http://deb.debian.org/debian/ bullseye main {7 ME
/etc/apt/sources.list >xtEeR,

3¥F Debian 10.9, i&# deb http://deb.debian.org/debian/ oldstable main {T5HME
Jetc/apt/sources.list xR,

$8 1j: =i PostgreSQL

Linux VDA Zx7£ Debian k%% PostgreSQL:
sudo apt-get install -y postgresql

sudo apt-get install -y libpostgresql-jdbc-java
<!--NeedCopy-->
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TR 2. EEEINEEER

EXRHEMVEIRRZF £ Linux VDA SEEIMAIEBITE, FEEH—LEN. RIBETERNEMNERERT
AMHIUTER, MRIEERNEMS LETT Linux 8, WEREHERNER.

1&& Citrix Hypervisor _t#iYja][EH )@

BT Citrix Hypervisor Bt EIR S IhEERT, EEMHEIMKE Linux VM &, & <iBE NTP #0 Citrix Hypervisor
MR, MEHXEEERZN M, NERNHSHEMRSERRS, BHESD Linux ERFRNRZN#HERS NTP
BE, XMERERZRENRERS, THE HVM EXTHITEAENR.

MNREEESITERIMEA Linux W1z, FARET Citrix VM Tools, AT Citrix Hypervisor BalRE$ Thik
BEEE, UREEEE Linux VM RiE/A:
su -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

1A <iRE 0 8¢ 1:

« 0-HiERFIEERA, BERHER.

o 1-NEESHEERA, TRRIE[EE.
MR /proc/sys/xen/independent_wallclock X#&FEE, MNFAEBHITUTHE,
MREBHA, BHEIMZXEEAN 1 LR EEDIhEE:

sudo echo 1 > /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

EFELERRAKAER, HEENBMENAEHY, 1EHE [etc/sysctl.conf XHHRMUTAT:
xen.independent_wallclock = 1
EWIEXLEY, BFEMBRL:

su -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

Itas <R EE 1o

7£ Microsoft Hyper-V L{&E i EE:S R

27T Hyper-V Linux £mAR$SH Linux VM "I LR Hyper-V B EIES ThAERER EVIRIER LMY, AR
AR PIRLERT R, E—RBALThEES NTP RS,

NERRFRSH:
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1. #T7 Hyper-V SE1238EH 8,
2. 3F Linux VM B9i& &, 5% Integration Services (£RS).
3. HRE%ERE Time synchronization (BSEIFE).

AR

b A7%5S VMware #1 Citrix Hypervisor AR, XE#M~=RaZRAENERTINE, M%S5 NTP K4 W%,
Hyper-V italR$ a5 NTP BalRS £EH B,

&5 ESX fl ESXi _LHBETiE]E )RR

B VMware REIRS IR, FEEMFEIMEE Linux VM B, EH<BE NTP fEMN EREF R, mEE
HERS RSN, MBRNHSEMRSBRES, BEHRES Linux ERIHPNRENHEHS NTP BF, XHE
MERZAENBERY .

WMRIFEIETEE T VMware Tools BIE B Linux li%:

$7FF vSphere Client,

4m3E Linux VM &€&,

£ Virtual Machine Properties (FEEi#EM) SHEESH, 17+ Options (G£EM) &M+,

%% VMware Tools,

7£ Advanced (54) 19, BUH%ES Synchronize guest time with host (5EHEFEAHAE),

ok w =

S 3: @ Windows F~ 700 Linux Ei#4# (VM)

Linux VDA %0 Active Directory (AD) 17x00 Linux &8I %:

« Samba Winbind

» Quest Authentication Service
« Centrify DirectControl

« SSSD

« PBIS

IRIBFMIEN S %, FRIAEBBHMITIRME.
AR

73 Linux VDA fravzsitiik ~ 0 AD FRESIK A ERERMNAR B, SI1ERIEEEKK.

Samba Winbind

ZRYAEHFRRES — - — - —
sudo apt-get install winbind samba libnss-winbind libpam-winbind krb5-

config krb5-locales krb5-user
<!--NeedCopy-->
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TitEN BN ERERHN Winbind sFiPi2F  Winbind SFirEE4 BB RIEIH BB B!

sudo systemctl enable winbind
<!--NeedCopy-->

} =

AR

HE winbind BT /etc/init.d T

it E Kerberos Ll root AR &%, 117F [etc/krb5.conf HEELITIRE:
AR

RIEEH AD ERtEEMEIE Kerberos, UTIRBEERATFHRIH. SBMIEER,

[lTibdefaults]

default_realm =REALM

dns_lookup_kdc = false

[realms]

REALM = {

admin_server =domain-controller-fqdn
kdc =domain-controller-fqdn

}

[domain_realm]

domain-dns—-name = REALM

.domain-dns—-name = REALM

Itk E F3x## domain-dns-name £#5 DNS 1%, %31 example.com, REALM 2K E5# Kerberos $igi#&

¥R, a0 EXAMPLE.COM,

B2 E Winbind B538iF 17 [etc/samba/smb.conf HEE L TIEE:
[global]

workgroup =WORKGROUP

security = ADS

realm =REALM

encrypt passwords = yes

idmap config *:range = 16777216-33554431
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winbind trusted domains only = no
kerberos method = secrets and keytab
winbind refresh tickets = yes
template shell = /bin/bash

WORKGROUP Z REALM % —1FE, REALM X5 Kerberos g &,

& nsswitch 177 [etc/nsswitch.conf 35 winbind BB TT:

passwd: systemd winbind
group: systemd winbind

A Windows 1 fEEygiiz %I S8 alifin), MEESAEEEREIHENRMEHA Active Directory APtk
Fo

sudo net ads join REALM -U user
<!--NeedCopy-->

Hrh, REALM 2X5# Kerberos $iZ %k, user 2E800EHEVIFMEIEAEAF,

E#HE5 Winbind
sudo systemctl restart winbind

<!--NeedCopy-->

7 Winbind &2Z& PAM 51T T&<, #f%%H Winbind NT/Active Directory authentication (Winbind
NT/Active Directory &13%1E) #1 Create home directory on login (EERNGIETER) EM:

sudo pam-auth-update
<!--NeedCopy-->

e

{SHENANGE, winbind SRR RIARIFET,

Wik R &1 Delivery Controller ZkFrf VDA i+&# (RigZ Windows F2 Linux) #EE Active
Directory fE—MIENINR,

i&17 Samba 19 net ads S S EIFHEV ST EMANE:

sudo net ads testjoin
<!--NeedCopy-->

BT T e L RIEFSMIEA T BN RER !
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sudo net ads 1info
<!--NeedCopy-->

10iF Kerberos it 8 EWIF Kerberos EFBEEHEENAS Linux VDA Bt&#EH, BRIERS keytab X2
SERIEHEEENEHR:

sudo klist -ke
<!--NeedCopy-->

¢ BREMEFREMESBBREAASTANERTIR, B17 Kerberos kinit &<, ERAXLEREAmEITHE0
BT ENBS5 !

sudo kinit -k MACHINES$S@REALM
<!--NeedCopy-->

HENMTEZIRUTIEENART . ETHS (§) BAEARFML (\) #ITEN, UERRE shell Hif, ERLFIRH,
DNS 5% 5 Kerberos (UH & AE, EHRERERAMREMR. WRILHSHINET, WFREEREKEL,
ERUTHLIIETENKAE TCT RIEEEE:

sudo klist
<!--NeedCopy-->

AU THLREITENKAFAEE:

sudo net ads status
<!--NeedCopy-->

WIEAFBMIRIE A wbinfo TRRIER ErIAISKIBEAFHE?:

wbinfo --krb5auth=domain\username%password
<!--NeedCopy-->

XBIEEMIERA AD 55, fFR=Z Kerberos (& #R. 33F bash shell, ¥FERS— MR RFUT (\) Frv
TR X e REI—F MK BOE o

EIOIE Winbind PAM 2B EEHERE, EEAURERNEAFP KA ER Linux VDA,
ssh localhost -1 domain\username

id -u
<!--NeedCopy-->

AR
EIhiz{T SSH 8%, 18R SSH EBAHEEETT.

BIERE R id -u &<$iRER uid BRI TITRAY Kerberos EiRETF S .
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1s /tmp/krb5cc_uid
<!--NeedCopy-->

IEFA P Kerberos EiREEFHTHNERETERAKRITH:

klist
<!--NeedCopy-->

BHEE,

exit
<!--NeedCopy-->

HiFER Gnome o KDE =H1 & AT LI TRMBIMIR. TEH I THMARIEFSEMITHE 6: L2 Linux VDA,
e

NREAEKAERRIINITARSHRIE, EXEETENRHE, BEMBHDITEN, ARER,

Quest Authentication Service

EigEsIgs LA E Quest  RESEETE Active Directory 154188 EREHAIE T Quest i, MEBRBEEN
iR, BfE Active Directory Hha|EHENINR,

AYAAFER Linux VDA 8 A TIiLEAF 87 Linux VDA I8 LR HDX &iE:

7£ Active Directory BFP T BN EERESI &S, RZBFKFITH Active Directory P B,
%% Unix Account (Unix #k/) &I+,

% Unix-enabled (EEA Unix).

¥ Primary GID Number (&3% GID 4&3) &BEHLFHAF A8 ID,

> wnN

F=3

AR

XLEHEBABESTFEEAR, WEMITTUEREH S, RDP. SSH SHEAEMIZEZNI#HITTER.

£ Linux VDA L#E Quest

SELinux SMREISSHERARSE BN RHEL IFES58%IS0HE SELinux, It3REITHAES SN Quest A/ Unix i
EEF IPCHNE, HELEAFER.

Rt BN R EEN S AR ZA SELinux. L root BF &1, #iE [etc/selinux/config # 5k SELinux i&
=

SELINUX=d1isabled

B EKREM BT R
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reboot
<!--NeedCopy-->

BHE:

HERERLIRE. BFRGEEMBA SELinux REEEHLHSSET2BE, BMERX root AR FME 41t A
F 2t

foE VAS SFiPiEF WS AU B5h4ET Kerberos EiRThag, HMZASMHINIE (BRNER) IhEE:

sudo /opt/quest/bin/vastool configure vas vasd auto-ticket-renew-
interval 32400

sudo /opt/quest/bin/vastool configure vas vas_auth allow-disconnected-
auth false
<!--NeedCopy-->

LeA L EITIERRIR A O /NBY (32400 #4), BNELEAIARY 10 /MNEIBESERRE 1/, BEZEEHARRENR
% LigBERIENE,

FoE PAM F1NSS ZEEMAi@Ed HDX #1THE AP B RIUAKREAARS (530 su. ssh #1 RDP), EETU TS UF
=hfEdE PAM #0 NSS:

sudo /opt/quest/bin/vastool configure pam
sudo /opt/quest/bin/vastool configure nss
<!--NeedCopy-->

I Windows 33 /A Quest vastool &<# Linux itEHINAE Active Directory g

sudo /opt/quest/bin/vastool -u user join domain-name
<!--NeedCopy-->

user AERIE I &M Active Directory B8 B P, domain—-name Hif#y DNS &%, Bl exam-
ple.com,

iR RS Delivery Controller EkFrE VDA it&EHL (Rig2 Windows X2 Linux) #EE Active
Directory fE—MIENNR, KWIE Quest IIAK Linux i+ ENEE T

sudo /opt/quest/bin/vastool info domain
<!--NeedCopy-->

MRTBENEMANE, aH<LREEHSZ, MRITBEVRMNEME, NEBRUTHER:

ERROR: No domain could be found.
ERROR: VAS_ERR_CONFIG: at ctx.c:414 1in _ctx_init_default_realm
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default_realm not configured in vas.conf. Computer may not be joined
to domain

WITAFPBHWIE ZEIIE Quest 2T HETSE T PAM XA #THHIGE, BERAURNKERANERAAKAER
Linux VDA,

ssh localhost -1 domain\username

id -u
<!--NeedCopy-->

BIFRE R id -u 5<$3RER UID g1 T4RA Kerberos EIREEX 4

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

I8IF Kerberos EiREFTNEREEEEMERITHA:

/opt/quest/bin/vastool klist
<!--NeedCopy-->

BHEE,

exit
<!--NeedCopy-->

BTN ESSEMITIE 6: 24 Linux VDA,

Centrify DirectControl

N Windows 15 %2 Centrify DirectControl Agent /5, &/ Centrify adjoin &<¥ Linux i+E#10
A Active Directory i3:
su -

adjoin -w -V -u user domain-name
<!--NeedCopy-->

user 2 ABEREIHEMNIMAN Active Directory 1 #9E{a Active Directory iHFH . domain-name £ 2%
Linux i+&EHIAZIRYIHHI 2 FFo

Wirgm R 5% Delivery Controller E5kFr & VDA it & #H (Fit2 Windows &£ Linux) #ZE7E Active
Directory E—MTEMITR, WIE Centrify MINM Linux BT M TS

su -

adinfo
<!--NeedCopy-->
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15 Joined to domain EE2E A% LUK CentrifyDC mode 2%iR[E T connected, MEER{MAEESIIR
&, NIZKeA Centrify P mi@3 T RS B/IEET S B IIEAZ,

FRUTHSAREESCEMNRANIZHER:
adinfo --sysinfo all

adinfo --diag
<!--NeedCopy-->

Mt 5&# Active Directory #1 Kerberos RS HIER.

adinfo --test
<!--NeedCopy-->

EFTIHIANRIEESEMITEE 6. 2% Linux VDA,

SSSD

it E Kerberos infTLl Ten$ L% Kerberos:

sudo apt-get install krb5-user
<!--NeedCopy-->

EFE Kerberos, 3ELL root BF &153T7F [etc/krb5.conf HEE LU TSk
pE=
RIBMEH AD ERLEH9ECE Kerberos, U TIgBEATF I, S,

[Tibdefaults]

default_realm =REALM
dns_lookup_kdc = false
[realms]

REALM = {

admin_server =domain-controller-fqdn
kdc =domain-controller-fqdn
}

[domain_realm]
domain-dns-name = REALM
.domain-dns—name = REALM

It EFXH8 domain-dns—-name £%% DNS 5%, /30 example.com. REALM R KE# Kerberos g
B, Hlan EXAMPLE.COM,
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A T SSSD EeBEAER Active Directory fEAESMIREEFHBEMEA Kerberos #1754
i, B2, SSSD H N REAFMNFMEE RS keytab X8I AD BFimINEE. AT AR adcli. realmd

8 Samba,

=

AR

AEHRABNIRME adcli # Samba M5 E.
o MNREER adcli A, BRAUTHSE:

1. R adcli,

sudo apt-get install adcli
<!--NeedCopy—-->

2. /A adcli A,
ERU T SHIBRIBRS keytab SXHFHIING:
su -
rm -rf /etc/krb5.keytab

adcli join domain-dns-name -U user -H hostname-fqdn
<!--NeedCopy-->

user EERUFITENRMEIRNIFEAF. hostname-fqdn 2itE## FQDN XA ENE.

FE-H &M, adcli AeEMERA host/hostname-fqdn@REALM B9 SPN (Linux VDA ER{ERAILL

B3
3. WIEZR% keytab,
izfT sudo klist -ket ®<LUMAREYS keytab XHEBIE,
BIFS RN EBE S SRt EN ISR BT,
« WMRFEA Samba MAEE, BEERUATSE:

1. RERHE,

sudo apt-get install samba krb5-user
<!--NeedCopy-->

2. fg& Samba,
17 Jetc/samba/smb.conf HEE L TISE:
[global]
workgroup =WORKGROUP

security = ADS
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realm =REALM

client signing = yes

client use spnego = yes

kerberos method = secrets and keytab

WORKGROUP 2 REALM #1%—1FE, REALM 2XE#H Kerberos Ui &#f,
3. A Samba A,

ERYHITHIE A AR]AIE, 1B ESAEEERIEITENRMEEER Windows #F,

sudo net ads join REALM -U user
<!--NeedCopy-->

Hr1, REALM 2S5 Kerberos $igi& 15, user ARG ENRMEBRAEEF,

RE SSSD LRI EMPATIRME:
MREARRE, BREFRFERN SSSD MECERHE:

sudo apt-get 1install sssd
<!--NeedCopy-->

MRELERMGE, WENHITEN:

sudo apt-get install --only-upgrade sssd
<!--NeedCopy-->

AR

ZIABERT, Ubuntu mpyLi 32 BaEcE nsswitch.conf 71 PAM & Ri&ER,

f2®E SSSD /=ah SSSD FiEF 2 Hi, REEN SSSD AL B, X FHELEARAH SSSD, BIAFTRE [etc/sss-

d/sssd.conf EeEXF, HAFheliE. L root P BHBIESITH [etc/sssd/sssd.conf HE B L TIRE:
[sssd]

services = nss, pam

config_file_version = 2

domains =domain-dns—-name

[domain/domain-dns—-name]

id_provider = ad

access_provider = ad

auth_provider = krb5
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krb5_realm =REALM

# Set krb5_renewable_lifetime higher if TGT renew lifetime is longer
than 14 days

krb5 renewable_lifetime = 14d

# Set krb5_renew_interval to lower value if TGT ticket lifetime s
shorter than 2 hours

krb5_renew_interval = 1h
krb5_ccachedir = /tmp
krb5_ccname_template = FILE:%d/krb5cc_%U
# This ldap_id_mapping setting is also the default value
ldap_id_mapping = true
override_homedir = /home/%d/%u
default_shell = /bin/bash
ad_gpo_map_remote_interactive = +ctxhdx
AR

ldap_id_mapping i& &7 true, LUfE SSSD zx& 1 553& Windows SID B54%] Unix UID, &, Active
Directory #aEmEiR M POSIXY B.PAM iRS3 ctxhdx B2l ad_gpo_map_remote_interactive,

Itk EFxx+# domain-dns-name £#75 DNS 1%, I30 example.com, REALM 2 A5 Kerberos 1
&R, flal EXAMPLE.COM, FEERE NetBIOS 153,

BEXEREBISBEMEE, 52517 sssd.conf #l sssd—ad HFMTL

SSSD FriEF EREE XN A BFEE REMR

sudo chmod 0600 /etc/sssd/sssd.conf
<!--NeedCopy-->

Bzh SSSD TPt  IBITUU T < iLBIEsh SSSD sFiFiERF, UNETFIFEREITENEEIN B5h:
sudo systemctl start sssd

sudo systemctl enable sssd
<!--NeedCopy-->

PAMEE 1T T&<, HiRES SSS authentication (SSS 514383F) # Create home directory on
login (EEREAIETER) &
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sudo pam-auth-update
<!--NeedCopy-->

Wikl 5 &% Delivery Controller 2K Fr 5 VDA i+ &4l (Windows #1 Linux) #ZE 1 Active
Directory mBE—NMTENIR,

o WRMEA adc i WIHERRASH, 53517 sudo adcli info domain-dns—-name &<$LUETE

=8

o MNRMEA Samba WIHEM RS, 3EizfT sudo net ads testjoin G<LEIEHENESTEMAR
i%, 51T sudo net ads 1info MLRIEFIMUIAITENTRES,

IiF Kerberos it & EXif Kerberos 25 BEMEE NS Linux VDA BE&ER, BRIERS keytab X2
BEARABRENER:

sudo klist -ke
<!--NeedCopy-->

S EREMEREMSTEEFAAT ANZRYIR, 517 Kerberos kinit &<, ERAXERAMITITHIRE
BT ENBSD:

sudo kinit -k MACHINES@REALM
<!--NeedCopy-->

HEMNMMABMUBTIEERAT, ETHS (§) BAERARML (\) #1758, UREE shell Hif, ERELEREHR,
DNS 5% 5 Kerberos {UH B AE, EHRERERMUAEMR. WRIHSHINET, WFR2ETERKEL,
ERUTHLHIETENKAE TCT BEF:

sudo klist
<!--NeedCopy-->

BWIEAFPS%RIE SSSD FEHEI FIFEFRHATUXSMNEIENGSITTA, Rig@d PAM Tl
ZI0IE SSSD PAM ER2 R EIEHECE, BEAURIRERMNEAF KA ER Linux VDA,

ssh localhost -1 domain\username

id -u

klist

exit
<!--NeedCopy-->

BIE klist &<3&[EY Kerberos ZREEEMA T %A H B Kid .
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W root AF &1, WIEREERNIEN id -u $<REH uid BIEEN N EIBEEF M

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

AT LLEE &R KDE 5 Gnome Display Manager H1iT25MBYMNIR. TEBHTIRIINRIERSERITIE 61 L% Linux
VDA,

PBIS

THFER PBIS G
sudo wget https://github.com/BeyondTrust/pbis-open/releases/download

/9.1.0/pbis-open-9.1.0.551.1linux.x86_64.deb.sh
<!--NeedCopy-->

i PBIS R m 4T
sudo chmod +x pbis-open-9.1.0.551.1l1inux.x86_64.deb.sh
<!--NeedCopy-->

1517 PBIS ZiEmA
sudo sh pbis-open-9.1.0.551.linux.x86_64.deb.sh
<!--NeedCopy-->

A Windows i3 @i hlas s MAlipin, mEEKAEEEREHENARMEIEN Active Directory B ik
Fo

sudo /opt/pbis/bin/domainjoin-cli join domain-name user
<!--NeedCopy-->

user 73 T EH M AN Active Directory 1 #9135 A 7. domain-name 735 # DNS & #%, £l exam-
ple.com,

FE: B¥ Bash i@ ERZIA shell, i&iz1T sudo [opt/pbis/bin/config LoginShellTemplate/bin/bash &

A
Yo

Wikl & &% Delivery Controller 2K Fr 5 VDA i+ &4l (Windows #1 Linux) #ZEE Active
Directory mE—MIENITR, KWIEMAT PBIS 8 Linux it B BB T

/opt/pbis/bin/domainjoin-cli query
<!--NeedCopy-->

MERTBENEMARE M, S RREEXHFIMAN AD 51 OU WiER. &N, RETENZ.
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WITAF B EIIF PBIS 2&sEM5i@:d PAM ST A A #ITE ML, BERAUFIRERNEBPKPES
Linux VDA,

sudo ssh localhost -1 domain\user

id -u
<!--NeedCopy-->

IFRE N id -u 5$3REM UID g1 TR Kerberos EiREEX 4

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

BHEE,

exit
<!--NeedCopy-->

TEBTIHINANRIEEHEHMITSE 6. 2% Linux VDA,

S 4. 2RENEWHE.NET Runtime 6.0

ER% Linux VDA Z &, &38R https://docs.microsoft.com/en-us/dotnet/core/install/linux-package-
managers £B9BA%RE.NET Runtime 6.0,

Z# NET Runtime 6.0 5, i=17 which dotnet & $ & EHIEITIIRZ,

Wi SHE, RENET Runtime Z# &I #ERZ, i, WRHSHL A /aa/bb/dotnet, 1EER /aa/bb £
ANET Z#HIXHEEZ,

$B 5: T# Linux VDA 48

#Z Citrix Virtual Apps and Desktops T#mE, BF#ELNARZAH Citrix Virtual Apps and Desktops, G
HAG U THS Linux Z1TARICEZR Linux VDA 2,

S 6: =% Linux VDA

S 6a: &% Linux VDA

£/ Debian #{ 8BIBE L% Linux VDA #4:

sudo dpkg -i xendesktopvda_<version>.debianl0_amd64.deb
<!--NeedCopy-->

Debian 11.3 ARSI R
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postgresql

libpostgresql-jdbc-java >=

openjdk-11-jdk
imagemagick
ufw
desktop-base
libxrandr2
libxtst6
libxm4
util-Tinux
gtk3-nocsd
bash
findutils
sed

cups
ghostscript
libmspack0
ibus

libgoogle-perftools4

libpython3.9

libsasl2-modules-gssapi-mit >= 2.1.~

libgt5widgets5
mutter
libgrencode4
libimlib2
<!--NeedCopy-->

Debian 10.9 BYKHI TSI K :

libgt5widgets5
ibus
postgresql

libpostgresql-jdbc-java >= 42.2

openjdk-11-jdk
imagemagick
ufw
desktop-base
libxrandr2
libxtst6
libxm4
util-Tinux
gtk3-nocsd
bash
findutils
sed

cups
ghostscript
libmspack0

libgoogle-perftools4

libpython2.7

>= 13
42.2

>= 11
>= 8:6.9.10
>= 0.36
>= 10.0.2
>= 2:1.5.1
>= 2:1.2.3
>= 2.3.8
>= 2.33
>= 3
>= 5.0
>= 4.6.0
>= 4.7
>= 2.2
>= 9,53~
>= 0.10
>= 1.5
>= 2.7~
>= 3.9~
>= 5.5~
>= 3.38.6~
>= 4.0.0
>= 1.5.1
>= 5.5~

>= 1.5

>= 11

>= 11

>= 8:6.9.10
>= 0.36

>= 10.0.2
>= 2:1.5.1
>= 2:1.2.3
>= 2.3.8
>= 2.33

>= 3

>= 5.0

>= 4.6.0
>= 4.7

>= 2.2

>= 9,27~
>= 0.10

>= 2.7~

>= 2.7~

libsasl2-modules-gssapi-mit >= 2.1.~

<!--NeedCopy-->

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

137



Linux Virtual Delivery Agent 2206

} =r

AR

BXIbhRAR Linux VDA #5549 Linux R1THRF Xorg IRAMTIR, ESHARAER.

12 6b: F4& Linux VDA (F]%)

AILAMSERTBI RN RRAF LTSR RRAARINE LE,

sudo dpkg -i <PATH>/<Linux VDA deb>
<!--NeedCopy-->

AR

ARMERERES /etc/xd| THEEX G, EHITARZA, BSHEHXLEH,

$8 7. =% NVIDIA GRID Rzpigrr

B HDX 3D Pro EXREEEMHEIEZRFH VDA 1+EH] L% % NVIDIA GRID EzpiEF.

EERERIWEERER L2 RMEE NVIDIA GRID &t GPU &8s (ENIRIER), BRI TER:

« Citrix Hypervisor
« VMware ESX
« Nutanix AHV

ELRMEE NVIDIA GRID RE VM EapigrRr, EHITTEMEMSE:

1. HBREE VM BXH,

2. FEMWEREFERERT, VM DE—1 GPU,
3. BE VM,

4. £ VM ERERE VM EKihigrr.

1% 8: & Linux VDA

RERGEE, BIETT ctxsetup.sh MZREZE Linux VDA, HATEMERZ A, ZHAELWIEINE, WERFAE
RMPEERE, MALE, FJUBNERNETZIALUENRRE,

AILURRB R FENETTHIZA, thal LIRAMGEENIAN B BTz, HSUg(Fa, BEEEZMANAEES:

sudo /opt/Citrix/VDA/sbin/ctxsetup.sh --help
<!--NeedCopy-->

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 138


https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/2206/system-requirements.html
https://docs.citrix.com/zh-cn/citrix-hypervisor/graphics/vm-graphics-config.html#install-the-nvidia-drivers
https://www.vmware.com/files/pdf/products/horizon/grid-vgpu-deployment-guide.pdf
https://portal.nutanix.com/page/documents/details?targetId=AHV-Admin-Guide-v5_5:ahv-nvidia-grid-vgpu-host-drivers-install-t.html

Linux Virtual Delivery Agent 2206

RRECE

BITaERREMRENFEERE

sudo /opt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

Epoi=

BERER, REMAFMFNEN AR REERME. MRAFENFMEEENEE, WHEFERTAPRMEMAREE,
MBS AT R 12,

XPFNIFIREEEE:

« CTX_XDL_SUPPORT_DDC_AS_CNAME=Y | N - Linux VDA %##/8 DNS CNAME i2®#s5%E Delivery
Controller &#F. BIAERTIREHN N

o CTX_XDL_DDC_LIST=" list-ddc-fqdns’ -Linux VDA ERi2ti =& FRH Delivery Controller =&
REHE (FQDN) IR AT @ Delivery Controller 5Eit,. #AZEDIEE— FQDN 5 CNAME 3%,

« CTX_XDL_VDA_PORT=port-number -Linux VDA i@t TCP/IP iz O (EXiA N0 80) 5 Delivery
Controller &1z,

o CTX_XDL_REGISTER_SERVICE=Y | N - =20t EN/ERBS) Linux VDA BRS. ZIABERTIREN Y,

. CTX_XDL_ADD_FIREWALL_RULES=Y| N -Linux VDA REEXR A FENMEZEZE L RFAEH NG, &
AIATERABA AIEAR BEhA Linux VDA sTHEIERRO (RRIAAmO 80 #1 1494) . KIABERTIKER Yo

« CTX_XDL_AD_INTEGRATION=1 | 2 | 3 | 4 |5 -Linux VDA Bk f#f Kerberos B2 &2 B Delivery
Controller #T& 3 %IE. Kerberos BEBRIERS LEREMBEE Active Directory £ T BHfE. 5
EEHBEZZIFM Active Directory 574!

1 -Samba Winbind
2 -Quest Authentication Service

3 - Centrify DirectControl
4 -SSSD
5-PBIS

+ CTX_XDL_HDX_3D_PRO=Y | N - Linux VDA %#5 HDX 3D Pro, X2—4 GPU &R, EEMKRHLE
BN AREFNEMNLKT, MNRiEET HDX 3D Pro, MER VDI £&E (Bxif) #EAEE VDA - (B
CTX_XDL_VDI_MODE=Y),

+ CTX_XDL_VDI_MODE=Y | N - it BHEEHEAKER(TRE (VD) E=RREEXZRKERTRE, WF
HDX 3D Pro 3%1%, BIHZRIREN Y, BIAERAT, HTEREN N,

+ CTX_XDL_SITE_NAME=dns-name - Linux VDA i&d DNS &I LDAP 5528, Ei% DNS RERRE!
ML, MHE DNS iR &iF. BINERT, KEEIREN <none>,
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o CTX_XDL_LDAP_LIST=" list-ldap-servers’ -Linux VDA #iff DNS sk 4 Il LDAP AR%3 28, #N% DNS
T LR it LDAP lRSZ12R, T URM U= S FRAY LDAP FQDN (%% LDAP 1w O) %Ik, #l40,
adl.mycompany.com:389 ad2.mycompany.com:3268 ad3.mycompany.com:3268, &% LDAP
IHOSHEEN 389, Linux VDA BERIGER TEIGEEHFHE D LDAP RSEE. IRE x MEREMy ™
LDAP fRs52%, Linux VDA 23817 X RELY XEM, MNRBLANEBEEHE, RIEBRAEIKN. BR
FERMN LDAP &1, BFEETHIR EERALBRER, HiIEHEXHN LDAP mOSHEEN 3268, RINERT, It
TEIZE N <none>,

« CTX_XDL_SEARCH_BASE=search-base-set - Linux VDA i#&iti& &4 Active Directory iHiRFI1E &
FEEk#Ei LDAP (fflan, DC=mycompany,DC=com) . B2, NiESERKEE, TLUHsEEREM (Bl
OU=VDI,DC=mycompany,DC=com), BINERT, LLLEEiEE I <none>,

o CTX_XDL_FAS_LIST=" list-fas-servers’ -Et& 54 IEARSS (FAS) BRS5 8 2:@:3 AD A HRE S 5,
Linux VDA Rz #F AD 4A%ER, BERURARELUS S DR FAS IRS2RMTIR, IRFHASTE AD A
BERECEMINFEEE. WMRMBR T EMARS S, EEM <none> XAFHFREZHTH, HEFRER
MRS B MUIRF, BS FAS RS B[BEHIBRE, BHREMMMNIKEOS 57 FAS lRSE LIEEMNHOS —
B, {5140 CTX_XDL_FAS_LIST=" fas_server_1_url:port_number; fas_server_2_url: port_number;
fas_server_3_url: port_number’,

« CTX_XDL_DOTNET_ RUNTIME_PATH=path-to-install-dotnet-runtime - 2% .NET Runtime 6.0
LUz Broker IBARSS (ctxvda) MR, TRINERZEH Jusr/bin,

« CTX_XDL_DESKTOP _ENVIRONMENT=gnome/gnome-classic/mate - {5 EEEZSEHFERAN
GNOME . GNOME Classic 3% MATE K &@f 5. MIRKEETE, WFEH VDA LYFITENEE, B
2, NRYFRENEEmA MATE, NHXIETEEIRE N mate,

BRI LB SR U TS BREN B iERAPNREFIER:
1. 7£ VDA L SHOME/<username> BER TF8IE— . xsession X,
2. 1 . xsession XHLURIBRITIRIEE REFE.
- XF MATE £E
MSESSION="$(type -p mate-session)"
if [ -n "$MSESSION" ]; then

exec mate-session
4

- EMATF GNOME Classic =&

GSESSION="$(type -p gnome-session)"

if [ -n "SGSESSION" ]; then

export GNOME_SHELL_SESSION_MODE=classic
exec gnome-session —--session=gnome-classic
fi

- X+ GNOME £H
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GSESSION="$(type -p gnome-session)"
if [ -n "S$GSESSION" ]; then
exec gnome-session
fi
3. SEHFRIERAFHEE 700 XHR,

+ CTX_XDL_START_SERVICE=Y | N -7£52/% Linux VDA B2&/5, 2FBE5 Linux VDA RS, RIAMERT
®EA Y,

« CTX_XDL_TELEMETRY_SOCKET_PORT - ¥+ fmiffr Citrix Scout MEZEFiHO. BiAimOR 7503,
« CTX_XDL_TELEMETRY_PORT - BF5 Citrix Scout i@&=89ix0. BINiHOR 7502,
WENRTEHEITEEM A

export CTX_XDL_SUPPORT_DDC_AS_CNAME=Y|N

export CTX_XDL_DDC_LIST="'l1ist-ddc-fqdns'

export CTX_XDL_VDA_PORT=port-number

export CTX_XDL_REGISTER_SERVICE=Y|N

export CTX_XDL_ADD_FIREWALL_RULES=Y|N

export CTX_XDL_AD_INTEGRATION=1|2]|3|4]|5

export CTX_XDL_HDX_3D_PRO=Y|N

export CTX_XDL_VDI_MODE=Y|N

export CTX_XDL_SITE_NAME=dns-site-name | '<none>'

export CTX_XDL_LDAP_LIST='list-ldap-servers' | '<none>'

export CTX_XDL_SEARCH_BASE=search-base-set | '<none>'

export CTX_XDL_FAS_LIST='Tlist-fas-servers' | '<none>'

export CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime

export CTX_XDL_DESKTOP_ENVIRONMENT= gnome | gnome-classic | mate | '<
none>"'

export CTX_XDL_TELEMETRY_SOCKET_PORT=port-number
export CTX_XDL_TELEMETRY_PORT=port-number
export CTX_XDL_START_SERVICE=Y|N

sudo -E /opt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->
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iE17 sudo R, BA -EXTMUBUERELEEFBLATENH shell. HMNBINEERFENGSHME
#!/bin/bash {EAE—1TREIZ shell A,

S, BRI LUERR N RIEEFRESE
sudo CTX_XDL_SUPPORT_DDC_AS_CNAME=Y|N \
CTX_XDL_DDC_LIST="'list-ddc-fgdns' \
CTX_XDL_VDA_PORT=port-number \
CTX_XDL_REGISTER_SERVICE=Y|N \
CTX_XDL_ADD_FIREWALL_RULES=Y|N \
CTX_XDL_AD_INTEGRATION=1|2|3]|4|5 \
CTX_XDL_HDX_3D_PRO=Y|N \
CTX_XDL_VDI_MODE=Y|N \
CTX_XDL_SITE_NAME=dns-name \
CTX_XDL_LDAP_LIST="'Tl1ist-1ldap-servers' \
CTX_XDL_SEARCH_BASE=search-base-set \
CTX_XDL_FAS_LIST='l1ist-fas-servers' \
CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime \
CTX_XDL_DESKTOP_ENVIRONMENT=gnome|gnome-classic|mate \
CTX_XDL_TELEMETRY_SOCKET_PORT=port-number \
CTX_XDL_TELEMETRY_PORT=port-number \
CTX_XDL_START_SERVICE=Y|N \

Jopt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

HIFRECE ek

ERLBERT, R EMR ctxsetup.sh MIAXEREFMAVEZ, BREE Linux VDA REE.
HYEIR(FRT, BEBUMANTENES:

sudo /opt/Citrix/VDA/sbin/ctxcleanup.sh —--help
<!--NeedCopy-->
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HIFFECE S K

sudo /opt/Citrix/VDA/sbin/ctxcleanup.sh
<!--NeedCopy-->

BE:
A= MEIREBRFRE B E 2R, MMME Linux VDA TE (R,

EERE

ctxsetup.sh 71 ctxcleanup.sh A EZEHE LETHEIR, HEHEMEESAEEHE X4 [tm-
p/xdl.configure.log:

E#Esh Linux VDA BRSS, MRENREN.

#1%; Linux VDA

Et0F Linux VDA REEREHEEECRERGENRE, BFBITUTHS:

dpkg -1 xendesktopvda
<!--NeedCopy-->

EEEZFAGESR:

apt-cache show xendesktopvda
<!--NeedCopy-->

ZEH Linux VDA B4, BHITUUTERME:

dpkg -r xendesktopvda
<!--NeedCopy-->

= .
AR

E0% Linux VDA B2 MIBRXBX8Y PostgreSQL MEMEBE IR, B2, FEMIBRTERE Linux VDA ZEIRE
B9 PostgreSQL X4+ 8 E ik F R 4+ &

e

AT HRIEERNBEIE PostgreSQL ERRIKRIR N4 S HIMIBRIZ1E.

£ 9: =17 XDPing

3EizfT sudo Jopt/Citrix/VDA/bin/xdping i&®E Linux VDA RIEEAENEREE S, 5XiE4HA
58, B2 XDPing,
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41 10: i=17 Linux VDA

£/ ctxsetup.sh iI4<EE Linux VDA 5, BERUTa<EE Linux VDA,
E5) Linux VDA:
BEh Linux VDA BRS :

sudo systemctl start ctxhdx

sudo systemctl start ctxvda
<!--NeedCopy-->

=1k Linux VDA:
fS1E Linux VDA RS :
sudo systemctl stop ctxvda

sudo systemctl stop ctxhdx
<!--NeedCopy-->

AR
E121E ctxvda # ctxhdx RS 280, 1EiE17 service ctxmonitorservice stop m<LUE

IEEMARSS TIFIEF. BN, MRS TIFEFRBERRBHEFELERNRS.

EHEE Linux VDA:
EF BN Linux VDA BRSS :

sudo systemctl stop ctxvda
sudo systemctl restart ctxhdx

sudo systemctl restart ctxvda
<!--NeedCopy-->

#2 Linux VDA R
Z10% Linux VDA IRSHIEITIRES, EHITUTRE:
sudo systemctl status ctxvda

sudo systemctl status ctxhdx
<!--NeedCopy-->

$18 11: 7£ Citrix Virtual Apps =X Citrix Virtual Desktops F18/2i+ BB F

BT ENE RAMAM Linux VDA i+ EHHE 2 5% 48 Windows VDA AiE% M. BXINAISEMXLEESEMEF
AEVIRER, FERCEITENERMERTENE R,
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BIEES Linux VDA itEHMITEN B RN S@EIG—LRE], FEiZ3iERRTFH Windows VDA i+EH 8IEE T &M
BR:

o WTRIERY, Bk

- ZRFRERHEN NWFREXZRERGER),
- BRIERERAED (WTF VDI TAKERMER),

o BEMER—MIENBRFESMEA Linux #1 Windows VDA &4,
AE:

SHRRZAH Citrix Studio RZ#F “Linux BERSA WS, B8R, %1% Windows Server 2{FRFARS
BREAFENFRATEARELZRERMRE, %Z Windows SERIFRSAS KERIERFIENER FE
BETEN— AP IEE,

e

INRMIBRHTENEFEEFIMA Active Directory 15, NAFMFRITEN, AEBEEHRRANIIHENE R,

$1% 12: 7£ Citrix Virtual Apps =% Citrix Virtual Desktops F16/7232 {44

IR MAMRINES Linux VDA IHENMEITEN B RINEES Windows VDA B LFHERE, BXINAETERMIXLE
ESHEMFAEIRPA, BFSREEZ T,

BUEEH Linux VDA I+ 58 B RE AR @G TFRE:

o WRFTE AD BRAAEEHREE, sEBERE Linux VDA itEH,
o BOATRESHEIEN (ER) ARER.
o BENERMMEFENEE Windows i+tEHHIHENER.

BXRUMALETETERNRGANES, SR Citrix Virtual Apps and Desktops 7 2206,

7z Citrix DaaS Standard for Azure #¢%Z Linux VDA

June 16, 2023

7 L7 Citrix Daa$S Standard for Azure (U5i#5% “EATF Azure 89 Citrix Virtual Apps and Desktops Stan-
dard”) #EIEZEMNZEFRMAEE Linux VDA, LUEEHNARFMKEM Microsoft Azure R {FEIEM[IEE.
BEXFAES, 13 Citrix DaasS Standard for Azure,

S#E9 Linux £Z17hR

WUF Linux R1ThRZ#FILIhRE
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« RHEL 8.2
« Ubuntu 20.04
« Ubuntu 18.04

R

27z Citrix Daa$S Standard for Azure $¢J# Linux VDA, ERBUTHE:

1. 72 Azure AR M.
AR

te4h, ERAI LU Linux VDA BEBWEFITHEERIT R H BohEH. EXWMLELERR, BEEEME LN
etc/xdl/mcs/mcs_local_setting.reg X ZRmM& <17,
Bign, AILURINL T a<1T:

create -k "HKLM\System\CurrentControlSet\Control\Citrix\
SelfUpdate" -t "REG_DWORD" -v "fEnabled" -d "0Ox00000001"
force

create -k "HKLM\System\CurrentControlSet\Control\Citrix\

SelfUpdate" -t "REG_SZ" -v "ScheduledTime" -d "Immediately"
- force

create -k "HKLM\System\CurrentControlSet\Control\Citrix\
SelfUpdate" -t "REG_SZ" -v "Url" -d "<Your-Azure-Container-
Uril>" - force

create -k "HKLM\System\CurrentControlSet\Control\Citrix\
SelfUpdate" -t "REG_SZ" -v "CaCertificate" -d "<Local-
Certificate-Path-of-PortalAzureCom>" --force
<!--NeedCopy-->
a) £ Azure /b, BIEZEHNAITAREY Linux VM,
b) MMBEMKE, E7E Linux VM L RESEIFE,

c) VM k, R https://docs.microsoft.com/en-us/dotnet/core/install/linux-package-
managers LA ZREE.NET Runtime 6.0,

d) (¥R Ubuntu) 7 /etc/network/interfaces XM source /etc/network
/interfaces.d/* 17,

e) (X Ubuntu) &3 /etc/resolv.conf @ /run/systemd/resolve/resolv.
conf, miEHEEEH /run/systemd/resolve/stub-resolv.conf:

unlink /etc/resolv.conf

In -s /run/systemd/resolve/resolv.conf /etc/resolv.conf
<!--NeedCopy-->
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f) =% Linux VDA 3,

g) B /etc/xdl/mcs/mcs.conf T E, mcs.conf BEXHHEEATIZE MCS # Linux VDA

NTEE,

> =

=W

B’ dns TERBHKRIEE.

NRELR T BN B RINEFFHSHAEN LR, #H&E VDI_MODE=Y,

h) i&1F /opt/Citrix/VDA/sbin/deploymcs.sh,

i) £ Azure th, =ik (SHEUHSE) VM, BHERSEHAEINER (VHD) X4 SAS URL, EaLUE
BX M BIFEREREEZEM VM,

rhel-daas_OsDisk_1_81ec46a2dc404bd6a4d589c4fe545718 | Disk Export

Disk

==

P Search (Ctrl+/) | < Generate 2 secure URL and download it directly.
8 oOverview URL expires in (seconds) *
W Activity log | 3600
fa Access control (IAM)
L Tags
Settings

& Configuration
Encryption
o Disk Export
' Properties
B Locks

4 Export template

Support + troubleshooting

2 MNew support request

j) (FI3%E) EEMEERBENRMKIGE, TOMUER ctxreg TARREHRMKIGE, i, UTHISER
PDF $TENE EE5heIE PDF @ B$TEN 5L,

/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\

GroupPolicy\Defaults\PrintingPolicies" -t "REG_DWORD" -v

"AutoCreatePDFPrinter" -d "Ox00000001" - force
<!--NeedCopy-->

2. M Azure EANEHE,

a) EEEEGIRT, BRAMNERG, ERAERIE Citrix REHEEUREEMNSNHRE,

R RS ASZHER EE BT BEEMNENTHIRSETER, IZE—TERE, BEEHIRE
£&F3 Citrix Cloud #i%£# Managed Desktops (ItExm) RSE/EEEIE5E.
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\gﬂl'j Master Images X

Z Build Image + Import Image

O Powered Off

@ Ready to use b

b) RESNEE.
c) MNETE Azure FAERMM VHD X8 SAS URL, #%#% Linux e EBERRY,

Import Image from Azure

Enter the Azure-generated URL for the Virtual Hard Disk

How do | find my_ Ur?

Master image type
() Windows

(@ Linux

Name The New Master Image

‘ E.g. “Windows 10 + My Apps”

d) ZREBESFHETER SN EMEAIRIE.

3. SIBITENER.
PR EETHIR, RARREEEBR. IETENEREN, HERZatIENEME,
AR

FREEMREET VM FiE@:d SSH ¢ RDP /e, 2ipie) VM, &£ Azure [P REIRITER &,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 148


https://docs.citrix.com/zh-cn/citrix-daas-azure/reference.html#dashboards

Linux Virtual Delivery Agent 2206

&3 Machine Creation Services (MCS) ¢/ Linux VM

January 4, 2024

SHRNEITHR

Winbind SSSD Centrify PBIS
Debian 11.3. = = & =
Debian 10.9
RHEL 8.4. RHEL 2 S z =
8.2
RHEL 7.9. = = z =
Cent0S 7.9
SUSE 15.3. SUSE =2 = & =
15.2
Ubuntu 20.04. = = S =

Ubuntu 18.04

RXFFHEN EEEF

+ AWS

Citrix Hypervisor
+ GCP

Microsoft Azure
Nutanix AHV
VMware vSphere

MREZAERZFFNEIMNEEEF DN EMED EREF DESEEME, JRIEINBINER.

£/ MCS 2 Linux VM
AE:

B Citrix Virtual Apps and Desktops 7 2003 % Citrix Virtual Apps and Desktops 7 2112, 2% Citrix
DaaS (BLEi#FA Citrix Virtual Apps and Desktops AR%3) %1 Microsoft Azure. AWS #1 GCP L#EE
Linux VDA, B 2203 frite, Ea]fExEA B =X Citrix DaaS # Citrix Virtual Apps and Desktops £
& Linux VDA, EEXLENE=ENERZEARME Citrix Virtual Apps and Desktops Z8E, EEERESINRIF
i, BXESNRFENENGES, BSRAERRENIRERMARIEMN (TTU).
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FEFFRENRS 285 MCS & E A LRIEEIML.

INREREFA PBIS 3k Centrify 3& MCS gIZa9i+EAMMAE Windows i, BFMMUTFES:

o EERITEN L, 7 /etc/xd1l/mcs/mcs. conf X#hEZE PBIS 5 Centrify #iiF & FHRZEH
BHigER%E PBIS 5 Centrify #F8,

« #iafT fopt/Citrix/VDA/sbin/deploymcs.sh Zgi, EIE—MALE L (OU), %4848
BAXTEFEME MCS SIZMIHEN AT S ANNEREEBENR,

« £ /opt/Citrix/VDA/sbin/deploymcs.sh =zTEEHRRBH MCS tIEHTEN /I,
BIRIEERIEREE Delivery Controller 2 Citrix Cloud Connector EizfT klist -11 0x3e4
purge,

({XFE Nutanix) 8 1: L& Nutanix AHV &4

M Nutanix 53kEX Nutanix AHV {&f#F . 7E&89 Citrix Virtual Apps and Desktops Figsh @i HEMiziE . &
XEMER, ESHE Nutanix 25717 ig#ey (Nutanix Acropolis MCS Plugin Installation Guide) (Nutanix
Acropolis MCS #&#R%1Em)

$1% 1a: A7t Delivery Controller 225341 Nutanix AHV #f %2 Citrix Virtual Apps and Desktops
&, %1 Delivery Controller £%% XD MCS AHV i,

ﬁ Nutanix AHV plugin for Citrix XenDesktop Setup Wizard X
Setup Type '
Choose the setup type that best suits your needs \
NUTAMNIL

MCS Plugin for Citrix XenDesktop will be installed

(O CWA MCS AHV Plugin

ﬁ MCS Plugin for Citrix Cloud Connector will be installed

() PVS AHV Plugin

ﬁ PVS Plugin for Citrix Provisioning Console will be installed

< Back Next > Cancel

4+ & 1b: A =% Delivery Controller %%t 7 5+ it Nutanix AHV &+ %R H 2 & E A T Citrix Cloud
Connector 8 CWA MCS AHV §&4, 7 Citrix Cloud f:EmB9FrA Citrix Cloud Connector % it BN
f& Citrix Cloud Connector 788 AHV IER FIRIEERMAE, W4F5EM Citrix Cloud Connector,

TR 1c: REFBHRTRUTIE
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o WIFRAEEC: \Program Files\Common Files\Citrix\HCLPlugins\CitrixMachineCreati
\v1.0.0.058l27T Nutanix Acropolis xff3,

+ &f7"C:\Program Files\Common Files\Citrix\HCLPlugins\RegisterPlugins
.exe"-PluginsRoot "C:\Program Files\Common Files\Citrix\HCLPlugins
\CitrixMachineCreation\v1l.0.0.0" &%,

« £ Delivery Controller &%= 5h Citrix Host Service. Citrix Broker Service #1 Citrix Machine
Creation Service, 5¢#&7z Citrix Cloud Connector L E#E5h Citrix RemoteHCLServer Service,

b7

HAEIEEREREH Nutanix AHV #E#8=1EH E#H B 5h Citrix Host Service, Citrix Broker
Service #1 Machine Creation Service,

TR2: QIBENER

BEDABRFESERIES Azure. AWS, GCP. Nutanix AHV #1 VMware vSphere Bt &EiEE:

« 7£ Citrix Studio g5 Azure ML E &R

7z Citrix Studio FREIES AWS Bt E &R

7z Citrix Studio el 5 GCP poitEiEsz

7£ Citrix Studio #giE5 Nutanix BT EiEsE

e
#£ Citrix Studio FgJi25 VMware Bt EiEE

7£ Citrix Studio 8725 Azure HTEERE

1. £ Citrix Cloud £p9 Citrix Studio &, EREE > T8 > FINEENERLULIES Azure BIEE,

53 Citrix Studio (Cloudsasite)
e

2. EEEESR Microsoft Azure,
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Stu d io Connection

() Use an existing Connection

azure o
Connection i
(®) Create a new C eti

Details i

_ Connection type: | Microsoft® Azure™ -]
Region
Network Azure environment: | Azure Global -J
Summary

Create virtual machines using:

(®) Studio tools (Machine Creaticn Services)
Select this option when using AppDisks, even if you are using Provisioning Services.

() Other tools

Back Next

3. BAEE Azure tkPBIITE ID, ARBNEERZT.
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Connection Details

Studio

A service principal in the subscription's Azure Active Directory is required. Create a new service
principal or provide details of an existing service principal.

The Azure service principal is assigned the Contributor role at the subscription scope. The service
+ Connection principal has permission to create and manage all types of Azure resources in the subscription,
and may have access to resources that are unrelated to the deployment of resources in the
Details catalog. (Permissions at the subscription scope are required to create resource groups.)

Region Learn more:

Network Setting up an Azure Active Directory account

Summary Creating a host connection

Azure role based access control

Subscription 1D: |

Connection name: | Example: MyConnection

Create new... Use existing...

BEREERTFER—MER.

& Citrix Studio
File Action View Help

5 znE BE

8 Citrix Studio (site)

+ | Tye Address State

v [ Configuration
£ Administrators
= Controllers
= Hostine

4ol Add Connection and Resources
O Stor
[

@ Zont Refresh

View >

Help

7z Citrix Studio F¢/Z5 AWS pyitEER

1. 7£ Citrix Cloud &9 Citrix Studio /1, EREE > 118 > FINEENRRUGES AWS MiEE,
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File Action View Help

« | 2[5

2. %1% Amazon EC2 {EhikiEal,

Stud iO Connection

() Use an existing Connection
Connection

@ Create a new Connection
VM Location :

Connection type: | Amazon EC? | - |

Metwork
Surmmary

Your cloud administrator should provide the following information.

Import keys file: BEmL, Use a file to automatically enter
- APl key and Secret key.

AP key: | |

Secret key: | |
o Learn about user permissions

Connection name: | Example: MyConnection |

Back  Ne Cancel
B [ e

3. BN AWS tKFEY API BARIER, ARBNENEZRT.
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Studio Connection

() Use an existing Connection

Your cloud administrator should provide the following information.

Import keys file: Use a file to automatically enter

APl key and Secret key.

| awsec2 | i |
Connection 4 =
‘ (®) Craate a new Connection
VM Location
Connection type: | Ao EGR | = |
Metwork
Summary

APl key: | |

Secret key: | |
0 Learn about user permissions

Connection name: | Example: MyConnection |

API ZARERYIARESR 1D, ZRAREHNMELNER, XEZAFRAAANBAN. MREEKTHE /DT

A, WAILMFRZARERH SRS —MIARER. BRIARESR, BHITUTRE:

a) EF AWS RS,
SMEISHFIHEERE (IAM) I=HA,
EEMSMERS, EEBF.

)
)
)
) ERETAPHE TRIUERR S ERET .
)
)

o n T

e
f

| REhH EHCRIHRER, ERER—NMIED.
BETH.CcSV XEHRIBRZRREFE - RENUE,

REREERFER—NMTER,

& Citrix Studio (Cloudxdsite)
Search

e

Amazon EC2 hitps://ec2.us-east-2amazonaws.com

B storeFront
(24 App-V Publishing
@ Zones
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7£ Citrix Studio #8125 GCP WitEiEiE 1RIE Google min T & mINKIFFIRBEMN GCP 15, ABFTMIUT
SRLEIES GCP Bt E &,

1. 7 Citrix Cloud £ Citrix Studio &, #ZEE > 118 > RINEEMNZRULIES GCP MiE,

Citrix Cloud Virtual Apps and Desktops Service

Overview Manage ~ BRYL[IG]

O\ Search Add Connection and Resources

[0 Machine Catalogs Name 1 Type Address
ﬁaﬁﬁ Delivery Groups GCP Google Cloud Platform  https://cloud.google.com
GCP1

ﬁ Applications
Policies

D;? Logging (Preview)

8@ Administrators (Preview)

— Click an item to view the details.
=

==

Hosting

2. ##% Google Cloud Platform (Google mixF &) (EAEESE,

Add Connection and Resources

o Connection @ Create a new Connection

2 FRegion

3 Network Service account key:

Connection type: ‘ Google Cloud Platform Y ‘

4 Summary Service account ID:

ZOne name: l GCP ' l
Connection name: ‘

Create virtual machines using:

@ studio tools (Machine Creation Services)

() Othertools

. FA GCP tkF HIARSS 1K S B EAH BN ERZ R T
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Google Cloud Platform Service Account Credentials

Paste the key contained in your Google service account credential file (json).

ﬂ |/ Cancel \|
h vy

REREERPET —MERK,

Citrix Cloud Virtual Apps and Desktops Service

Overview RVELELISEEE Monitor

Q sere
b Machine Catalogs
== 9 Name L Type Address

%ﬁﬁ' Delivery Groups GCP Google Cloud Platform  https//cloud.google.com

GCP1
El Applications

Policies

Dﬁ’ Logging (Preview)

LQ@ Administrators (Preview)
Click an item to view the details.

] Hosting

==

7£ Citrix Studio #1¢/7#5 Nutanix FITE iEE

1. 33 FZ#h Delivery Controller, &7 H#n Citrix Studio FEREE > & > FMEENE R WF=
Delivery Controller, &7 Citrix Cloud EHEF Web 89 Studio =4l & iR EIE > 18 > HRINEEM
iR, UEIES Nutanix B EERIZFEE,

2. ERIEENZ RS PREZE LXE Nutanix AHV fEREZREE, RAEEEEUDNEERERF L. FiE
UKEZER R, ERNENEL, EEATFRERTHNE,
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flgn, ey Citrix Studio

Add Connection and Resources

Studio Metwork

Name for these resources:

The name helps identify the storage and network combination associated with the
connection.

+ Connection
Metwork

Summary Select one or more networks for the virtual machines to use:

™ ! Name !
[J INTERNAL_1
O wvM

Back || oo | [ cancel
%0, £ Citrix Cloud EHEF Web 89 Studio #ZHl&:
Add Connection and Resources
o Connection (@ Create anew Connection
2 Network Connection type: Nutanix AHV ~
3 Summary Connection address: Example: acropolis.example.com
User name:
Password:
Zone name: My Resource Location ~
Connection name:
Create virtual machines using:

3. EMKE L, EFATRERTHMNS,
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7£ Citrix Studio #1¢/725 VMware B9t &iEE

1. 72 vSphere 5 %% vCenter Server, BXi¥4Ms8, B8 VMware vSphere,

2. 1£ Citrix Studio &, #EFREE > {8 > RINEZEMNEBRLULIES VMware vSphere 1.

5 Citrix Studio (Cloudsdsite]

T

Microsoft® Azure™ hitps://m: o/

v [ Configuration
£ Administrators
= Hostir~
[ storef | Add Connection and Resources
[ appy e, >

@ Zones

3. % VMware vSphere fEREZ2E,

Studio Connection

() Use an existing Connection

| RanConnection -
Connection

F=y .
‘ ®) Create a new Connection

Storage Management ]
; Connection type: I [ VMware vSphere ® - ] |

Storage Selection

Nt Connection address: | Example: hitps://vmware.example.com/sdk |

Summary o Learn about user permissions
User name: | Example: domain\username |
Password: | |
Connection name: | Example: MyConnection |

Create virtual machines using:

(®) Studic taals (Machine Creation Services)
Select this option when using AppDisks, even if you are using Provisioning Services.

() Other tools

Back Next Cancel
e [ cencel |

4. 2N VMware tFp9iEiEtht (vCenter Server URL). &R P & A1 2205 U KR o
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Studio Connection

() Use an existing Connection

| RanConnection -
Connection :

| 'f!:' Create a new Connection
Storage Management

: | Connection type: [ VMware vSphere ® = ]
Storage Selection
e Connection address: | Example: hitps://vmware.example.com/sdk |
Summary o Learn about user permissions
User name: | Example: domain\username |
Password: | |
Connection name: | Example: MyConnection |

Create virtual machines using:

(®) Studic tools (Machine Creation Services)
Select this option when using AppDisks, even if you are using Provisioning Services.

() Other tools

Back T Next J [ Cancel

BEREERFER—NMTER.

£ Citix Studio
File Action View Help
es am
8 Citrix Studio (site)

D search

= Machine Catalogs

# Applications Vmware ‘VMuware vSphere & Enabled

Policies =
[# Logging
~ [ Configuration
& Administrators
(= Controllers
= Hosting
. Licensing
3 Storefrant
[y App-V Publishing

@ Zones

$7 3 BEEE

(1XFR Citrix Hypervisor) #% 3a: % Citrix VM Tools  7£##iR VM %% Citrix VM Tools, LUfEE VM
#EM xe CLI ¢ XenCenter, BRIFREXLETH, BN VM EEEATRESRIR, MBEEXLETH, TERTUTE
CIEEge

o WIRXE. EFBNEIER VM,
o 7£ XenCenter EE VM HEEEIE,
o EBEETTHVM (GEiE XenMotion),
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« QBB FEARNE RER) NHRE, UREREIHRE,
o FIEFEE(TH Linux VM EiF% vCPU ¥4,

1. BT Ta<EHE R guest-tools.iso B9 Citrix VM Tools,
sudo mount /dev/cdrom /mnt
<!--NeedCopy-->
2. 1RIBEM Linux R1ThR, BETUTHTRE xe-guest-utilities BRHE,
33F RHEL/CentOS:

sudo rpm -i /mnt/Linux/xe-guest-utilities_{
package-version }

_all.rpm

<!--NeedCopy-->

3+F Ubuntu/Debian:

sudo dpkg -1 /mnt/Linux/xe-guest-utilities_{
package-version }

_all.deb

<!--NeedCopy-->

s+ SUSE:

sudo rpm -i /mnt/Linux/xe-guest-utilities_{
package-version }

_all.rpm

<!--NeedCopy-->

3. 72 XenCenter AR EFLET £ LIOERIR VM BEIMERES, NRIEMRLTET Citrix VM Tools, MEMHKIR
SHEM K.

(GERTF Azure. AWS 71 GCP) #Z 3b: v Ubuntu 18.04 2= cloud-init
1. ERFREEFHEDHEL VM B VDA THEPAEE, BETUTHS:

echo "preserve_hostname: true" > /etc/cloud/cloud.cfg.d/99
_hostname.cfg
<!--NeedCopy-->

#aiATE /etc/cloud/cloud.cfg ey system_info #84 FEELTT:

system_info:
network:
renderers: ['netplan', 'eni', 'sysconfig']
<!--NeedCopy-->

2. Ef£R SSH izizinia) AWS £ MCS €28 VM, IERRERSHIIE, FAXE VM KEWMBERARM. 1R
EREERITUTERM.
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« #g1E cloud-1init BEEXMH /etc/cloud/cloud.cfg. #ifF ssh_pwauth: true 1772%. MbREE
% set-password 7RI T1T (WAREH).

users:
- default
<!--NeedCopy-->

o MREHHIERBE c loud-1nit BIBMEIAERF ec2-user L ubuntu, MeaTLUfER passwd
WL BERAPRE, FENRER, WENUEETESR MCS SIZH VM,

o 41§ /etc/ssh/sshd_config X UBREELTT:

PasswordAuthentication yes
<!--NeedCopy-->

RIFZXHHET sudo service sshd restart &%,

$I% 3¢ 7218 VM £%% Linux VDA ¥t &
AR
EFERAYFIEEIEITH VDA fERIEIR VM, BTt 1,

EIER VM £%% Linux VDA #8281, 15ZZ.NET Runtime 6.0,

RIBEM Linux Z1ThR, BfTUT®&<$A Linux VDA IREFE:
33F RHEL/CentOS:

sudo yum -y localinstall <PATH>/<Linux VDA RPM>
<!--NeedCopy-->

==,
pa =W

s+ RHEL #1 CentOS, &5 %4 EPEL F6i%E, AEA#EMII%E Linux VDA #1417 deploymcs. sh,
BxiA%RE EPEL W58, &2 https://docs.fedoraproject.org/en-US/epel/ iR 1A% BE,

3tF Ubuntu/Debian:
sudo dpkg - i <PATH>/<Linux VDA DEB>

apt-get install -f
<!--NeedCopy-->

+F SUSE:

sudo zypper - i install <PATH>/<Linux VDA RPM>
<!--NeedCopy-->

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 162


https://docs.fedoraproject.org/en-US/epel/

Linux Virtual Delivery Agent 2206

S8 3d: BRAFMEENRE tdb-tools #+& 3+ RHEL 7 fR58::

subscription-manager repos —--enable=rhel-7-server-optional-rpms
<!--NeedCopy-->

*fF RHEL 7 T{Eu4:

subscription-manager repos —--enable=rhel-7-workstation-optional-rpms
<!--NeedCopy-->

S8 3e: (£ SUSE L) FmhRi ntfs-3g 7 SUSE & L, FrEEMESTIEM ntfs-3g. THRENRE, HiFH
FahR# ntfs-3g:
1. =% GNU Compiler Collection (GCC) {RixBRAFZHIEHERIZEN:

sudo zypper install gcc
sudo zypper install make
<!--NeedCopy-->

2. F#H ntfs-3g e,
3. fRIE4SE ntfs-3g WiFE:

sudo tar -xvzf ntfs-3g_ntfsprogs-<package version>.tgz
<!--NeedCopy-->

4. A ntfs-3g R4 BRERRE:

sudo cd ntfs-3g_ntfsprogs-<package version>
<!--NeedCopy-->

5. R# ntfs-3g:

./configure
make

make 1install
<!--NeedCopy-->

$18 3f. 45iE MCS BB X1+
1. Ef /etc/xdl/mcs/mcs.conf AHTE,

o BRTFRIMANENZR

HFRMNEN TR, TG /etc/xdl/mecs/mcs.conf AN T EERENKRIEEHERIEEEE
HUTEE:

DOTNET_RUNTIME_PATH=**path-to-install-dotnet-runtime \**
DESKTOP_ENVIRONMENT=**gnome | mate \**
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VDA_PORT=port-number
REGISTER_SERVICE=Y|N
ADD_FIREWALL_RULES=Y|N
HDX_3D_PRO=Y|N

VDI_MODE=Y|N
SITE_NAME=dns-site-name| ‘<none> °
SEARCH_BASE=search-base-set| ‘<none> °
START_SERVICE:Y| N
TELEMETRY_SOCKET_PORT=port-number
TELEMETRY_PORT=port-number

.

ZiINER T, /Jetc/xdl/mcs/mcs.conf 189 AD_INTEGRATION Z£38 E K
Winbind., BIAMEXRMNEHIHSEE T,

o ERTEMNEBTR

B /etc/xdl/mcs/mcs.conf FMZTE, mcs. conf REXHRMHATFIEE MCS # Linux
VDAMZE, TEREITUREEEZENTS:

- Use_Existing_Configurations_Of_Current_VDA: HEREERAYMIEEE
1THI VDA BT AD X B (/etc/krb5.conf. /etc/sssd.conf #1 /etc/samba/smb.conf),
MRIKENY, MCS QIEMNITEN EMEEXHES HFIEEE1TH VDA EMER X HER, BE,
EHAKAEE dns M1 AD_INTEGRATION Z&, BIAMEA N, XEGETME EHEEER
ASRHAE MCS 8l BN ERIBEE X4

- dns: &BES1 DNS ARS32889 IP ik, ERZATLUSE N DNS ARSS 28,

- NTP_SERVER: i&& NTP fr532889 IP sthiik, BRIESITIRAA, TN Ztib2ERTISITHIZRHY IP 3t
tk,

- WORKGROUP: B ITFARBRMITENERE AD HEER NetBIOS 2 (K9 K/NE) » &N,
MCS ¥ ERAFEBPEMITENENZZENBLEANTEAGN. G, WMRITENKS S
userl.lvda.citrix.com, MCS &/ lvda fEATIEARTR, M citrix BEMRNIER, BSH
EHSE TIEARTR,

- AD_INTEGRATION: i&E& Winbind. SSSD. PBIS & Centrify, Hx MSC z#89 Linux &
TRRFFION T ENTIZR, ESRAR P RN L TR,

- CENTRIFY_DOWNLOAD_PATH: i&&TF# Server Suite Free (Lgi#kA Centrify Express)
BEEMNEKR, 38 AD_INTEGRATION Z&i&E R Centrify B, ZEASEXK.

- CENTRIFY_SAMBA_DOWNLOAD_PATH: i&&F# Centrify Samba ##amiER, 24
¥ AD_INTEGRATION Z&igE X Centrify B, ZEAREHK.
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- PBIS_DOWNLOAD_PATH: €& T % PBIS R4+ EnEEFE. RERK AD_INTEGRATION %
2188 PBIS B, ZEASEK.

- UPDATE_MACHINE_PW: EHASZRABMEMITENKFER, XERES, BSHE0E
Mt BEIKF 21,

- F%ILinux VDARRBZTE:

DOTNET_RUNTIME_PATH=**path-to-install-dotnet-runtime \**
DESKTOP_ENVIRONMENT=**gnome | mate \**
SUPPORT_DDC_AS_CNAME=Y|N
VDA_PORT=port-number
REGISTER_SERVICE=Y|N
ADD_FIREWALL_RULES=Y|N
HDX_3D_PRO=Y|N

VDI_MODE=Y|N

SITE_NAME=dns-site-name| ‘<none> °
LDAP_LIST= ‘list-ldap-servers’ | ‘<none> °
SEARCH_BASE=search-base-set| ‘<none> °
FAS_LIST= ‘list-fas-servers’ | ‘<none> °
START_SERVICE=Y| N
TELEMETRY_SOCKET_PORT=port-number
TELEMETRY_PORT=port-number

X mcs.conf BRfAl, FERLTENREEE,
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#1/bin/bash

#

# Citrix Virtual Apps & Desktops For Linux Script: Machine Creation Service
# Copyright (c) Citrix Systems, Inc. All Rights Reserved.

#

# This is the configuration file for mcs scripts.

Template machine check:

# If unspecified, the value is N by default, meaning that mcs configuration templates will overwrite configuration items
# If you choose Y, MCS created VMs will use the existing configurations of the current VDA that must running correctly
Use_Existing_Configurations_Of Current_ VDA=N

DNS Configuration:
# Provide DNS information

# You can provide 4 DNS servers at most.

# Leave empty if you do not have 4 servers. You may also leave all of them empty
# and configure dns manually.

# Format:

# dnsT="XX.XX.XX.XX"

# dNs2="XX.XX.XX.XX"

#dns3=

# dns4=

dns1="192.1681.5"

dns2="192.168.3.4"

dns3=

dns4=

NTP Configuratior
# Provide NTP server information.

# If not set here, the default value will be the address of domain controller.
# Format:

# NTP_SERVER="XX.XX.XX.XX"

NTP_SERVER="192.168.4.5"

WORKGROUP Configuratior
# Provide Workgroup information.
# Usually workgroup is the same with domain name and you do not need to configure it here.
# If that is not the case, please config it according to the correct format:
# WORKGROUP="workgroup_name"
WORKGROUP="example"

Domain Join Configuratior
# Provide Domain Join method.

# Winbind: support RHEL7/CentOS7, RHEL8/CentOS8, SUSE12, SUSE15, Ubuntu16.04, Ubuntu18.04, Ubuntu20.04

# SSSD: support RHEL7/CentOS7, Ubuntu16.04, Ubuntu18.04, Ubuntu20.04, SUSE12, SUSE15

# Centrify: support RHEL7/CentOS7

# PBIS: support RHEL7/CentOS7, RHEL8/CentOS8, SUSE12, SUSE15, Ubuntu16.04, Ubuntu18.04, Ubuntu20.04, Debian 10

# AD_INTEGRATION="winbind" or AD_INTEGRATION="sssd" or AD_INTEGRATION="centrify" or AD_INTEGRATION="pbis"
AD_INTEGRATION="winbind"

entrify download path Configuratior
# When choose Centrify as AD_INTEGRATION, provide Centrify download path with related distribution if Centrify is not installed.
# To find out the correct download url for your os, you may go here:

# https://www.centrify.com/express/linux/download-files/#accordion-download-express-02

CENTRIFY_DOWNLOAD_PATH=

entrify Samba download path Configuratior
# When choose Centrify as AD_INTEGRATION, provide Centrify Samba download path with related distribution if Centrify is not installed.

# CENTRIFY_SAMBA_DOWNLOAD_PATH="http://edge.centrify.com/products/opensource/samba-4.5.9/centrify-samba-4.5.9-rhel3-x86_64.tgz
CENTRIFY_SAMBA_DOWNLOAD_PATH=

PBIS download path Configuration:
# When choose PBIS as AD_INTEGRATION, provide PBIS download path if PBIS is not installed.
# PBIS: support RHEL7/CentOS7, RHEL8/CentOS8, SUSE12/SUSE15, Ubuntu16.04, Ubuntu18.04, Ubuntu20.04
# RHEL7 and SUSE12: "https://github.com/BeyondTrust/pbis-open/releases/download/8.8.0/pbis-open-8.8.0.506.linux.x86_64.rpm.sh"
# RHELS: "https://github.com/BeyondTrust/pbis-open/releases/download/9.1.0/pbis-open-9.1.0.551.linux.x86_64.rpm.sh"
# Ubuntu: "https://github.com/BeyondTrust/pbis-open/releases/download/8.8.0/pbis-open-8.8.0.506.linux.x86_64.deb.sh"
# SUSE15: "https://github.com/BeyondTrust/pbis-open/releases/download/9.1.0/pbis-open-9.1.0.551.linux.x86_64.rpm.sh”
# PBIS_DOWNLOAD_PATH="https://github.com/BeyondTrust/pbis-open/releases/download/8.8.0/pbis-open-8.8.0.506.linux.x86_64.rpm.sh"
PBIS_DOWNLOAD_PATH=

Machine Password Automate Updat
# Machine password will expire after 30 days(default), so we have a mechnisum to update
# this password regularly.
# You can set this value to enabled to enable this feature.
UPDATE_MACHINE_PW="disabled"

Linux VDA Configuration
# Provide Linux VDA configuration information.

# Please refer to Linux VDA Documentation for these settings.
DOTNET RUNTIME_PATH=/opt/dotnet
DESKTOP_ENVIRONMENT=gnome

SUPPORT DDC_AS CNAME=N

VDA_PORT=80

REGISTER_SERVICE=Y

ADD_FIREWALL_RULES=Y

HDX 3D _PRO=N

VDI_MODE=Y

SITE_NAME="<none>"

LDAP_LIST="dc1.example.com”
SEARCH_BASE="DC=example,DC=com"
FAS_LIST="<none>"

START_SERVICE=Y

TELEMETRY_SOCKET_PORT=7503

TELEMETRY_PORT=7502

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

166



Linux Virtual Delivery Agent 2206

2. i&f7 fopt/Citrix/VDA/sbin/deploymcs.sh,

3. EERITEN L, B&HSiTHmal /etc/xdl/mecs/mcs_local_setting.reg XFLUIRIEEES
ANEEIMRE, RETRIEEIEIISEE MCS BT BN ESRER BN EL,
/etc/xdl/mcs/mcs_local_setting.reg XthrhE—THERTIREREFMEMREN—
GIERcaN
fign, ERAILUEL T anLfTRmEl /etc/xdl/mcs/mcs_local_setting.reg X#mh, URHE
ANBEHEMRE:

create -k "HKLM\System\CurrentControlSet\Control\Citrix\
VirtualChannels\Clipboard\ClipboardSelection" -t "REG_DWORD" -v
"Flags" -d "Ox00000003" --force
<!--NeedCopy-->

update -k "HKLM\System\CurrentControlSet\Control\Citrix\
VirtualChannels\Clipboard\ClipboardSelection" -v "Flags" -d "@
x00000003"

<!--NeedCopy—-->

$IE 3g: IEEMEK
1. 517 /opt/Citrix/VDA/sbin/deploymcs.sh,

2. (NRFERAYFIETEEITH VDA EREIR VM, EBGI P B,) EiEiR VM £, EFHREEEEIREEXEIEER
B VM kX /etc/krb5.conf. /etc/samba/smb.conf# /etc/sssd/sssd.conf
X1,

33 F Winbind AP, #&E# /etc/xdl/mcs/winbind_krb5.conf.tmpl 1 /etc/xdl/
mcs/winbind_smb.conf.tmpl #iR,

34F SSSD BF, EE#H /etc/xdl/mcs/sssd.conf.tmpl. /etc/xdl/mcs/sssd_krb5
.conf.tmpl# /etc/xdl/mcs/sssd_smb.conf.tmpl iR,

34 F Centrify B, #E8# /etc/xdl/mcs/centrify_krb5.conf.tmpl# /etc/xdl/
mcs/centrify_smb.conf.tmpl ##R,

AR
BFREERXEIEANNERIAHAEHATE, f0 SWORKGROUP. SREALM. Srealm.
${new_hostname} #1 SAD_FQDN,

3. RIBEERNAE R EMENIREBHGE,

« (&R T Citrix Hypervisor. GCP 71 VMware vSphere) ik VM k%% N BIEF H X H#EiR
VM, @IZHrE ERERIRE,
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« (EAT Azure) EiER VM LRENBIEFE, M Azure TJFXFAER VM, HFEER VM BERRES
71 Stopped (deallocated) (Ef=1E (BEGERE)) . BIELABERARI, 7 Azure LEREME
BURET B EZE Mo

&> Comnect P Start @ Restart | M Stop | @) Capture =D Move [ Delete ) Refresh

Resource group (change) Computer name
mes thel-sssd-temp

Status

Stopped (deallocated)
Location

East Asia

Operating
Linu:
Size

an

Subscription (change)

Subsmit\cn 1D

Tags (change)
Click here to add tags

« (EAT AWS) TR VM &M AERE, M AWS EC2 T1P XFRIR VM, #fRiER VM EIRRES
AEEL. ARBEEER VM, AEEFRE > ¢I2RG. BAEEHREFTEHRTIRE, BHEIERE,

Create Image X

Instance ID i-011€
Image name

Image description

No reboot
Instance Volumes

Volume Delete on

Type DE—,VICE Snapshot (i) S“,::e IcE) Volume Type (i) 10PS (i) Throughpul Termination Enrcrypied
o) (i = (i = = (MBIs) (i) ® ()
Root Idevisdal ggap- 40 |General Purpose SSD (gp2) v| 120/3000 N/A e Not Encrypted

Add New Volume

Total size of EBS Volumes: 40 GiB
When you create an EBS image, an EBS snapshot will also be created for each of the above volumes.

cancel [RECECINENE

+ (AT Nutanix) 7£ Nutanix AHV L, xR VM, eIEHHE EMREGRIRE,

=

=W

HHTE Acropolis REBZ#RETIN_E /148 XD_ 7 #E7E Citrix Virtual Apps and Desktops # &R,
RIBEEREA Acropolis i A EGmERE, EGZREBE, EMREIEERASURERIFE
IR,

SR4. QIRHENER

7z Citrix Studio /1, RIEZIHENERHETEEERTEIEN VM HE, IZHENBERN, BFERENERE. T
E=/LN A
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Machine Catalog Setup

Studio Master Image

Browse the resource groups below and select the managed disk, snapshot, or VHD to use as the
master image for all machines in this catalog.

+ [ntroduction s If you select a VHD attached to a VM, the VM must be stopped.

» Make sure the selected master image has a Crtri VDA installed,
+ Operating System

0 Don't see the resource group you want?

¥ Machine Management

Master Image b [&]jc-WestUs2 N
) b @] LinuxVDA

Storage and License Ty...

Virtual Machines 8 Azure-1604_0sDisk_1_0b3977506¢1447909bF42373ac0c6a05

Resource Groups & azure-client_OsDisk_1_See3cd35a6d744c 1994502863283

Network Cards = azure-de_OsDisk_1_f047ecO78ebad26bb0d03c0f92869e67

c ter Ac &= Azure-jT7 Jisk_1_adf0f65861d44Ta5bad06606632 a812¢
omputer Accounts

8 Asure-jcjeT7_OsDisk_1_echeddBd75e74bb08159c8e4d837254e
8 Asure-jerhel7T_OsDisk_1_685abfc05e0c4fdfacac?b2Be3bd0e04 -
Summary =8 Asure-jerheld]_OsDisk_1_571a0c329a2340¢e8cTd385a645¢034
@ Select the minimum functional level for this 7.6 (or newer) -
catalog:

Domain Credentials

Machines will require the selected VDA version (or newer) in order to register in Delivery Groups
that reference this machine catalog. Learn more

| Back | Cancel
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Studio Master Image

The selected master image will be the template for all virtual machines in this catalog. (A master
image is also known as a clone, golden, or base image.)

: Use the YDA for HDX 3D Pro when selecting a GPU-enabled snapshot or virtual machine,
+ Introduction

Select a snapshot (or a virtual machine):

# Operating System
4 RHEL6.8
+ Machine Management = g
» (W] RHEL74 @
Hex Wiw)c b [ sles123 @
Virtual Machines ‘ b [ ubuntuls @
e ————————————————
Computer Accounts | (] vesa @
Summary
ﬂ Select the minimum functional level for this 7.9 [or newer - recommended, to acc... =
catalog:

Machines will require the selected VDA version (or newer) in order to register in Delivery Groups
that reference this machine catalog. Learn more

Back | (I Cancel

£ Nutanix J25#) Container (F88) FiE.L, WEREZANRIR VM IBENSR. EEMEREL, BEREKIRE,
FEEHNITE L, REEM CPU MEEUKRE ™ vCPU B0,

==

R Delivery Controller EHitBEH B REEBIEFEAENE, EH%ZE Nutanix Prism HFahiT 1% %
Preparation FitBHNER, X7 2GFAEHMITOIETSZ,

RIERERITHMREES. EXEAES, BSREA Studio tIBITENER.

SRS SIBERMA

ZYARM—IHEZ NI EN B RPEFNIHTENNES, SREEPLEAFATUEAXLEITEN, UNAIHXLERFE
BHNAREFMRE. BXEAER, BSHCIERZMH,

£/ MCS E#HE/ Linux VDA

EEH MCS B#EH Linux VDA, EHRITUUTIRE:
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1. 7% Linux VDA B2 HalhRA 2 /1, EWHREZE.NET Runtime 6.0,
2. EERITEMN LEH Linux VDA:
AR
ItEsh, EFERTLUER Linux VDA BEIEMINEERITRIR G BahERH. BRIMUILER, BERIRITEN LM

etc/xdl/mcs/mcs_local_setting.reg XM <17,
Ban, AILURIILA T aR<1T:
create -k "HKLM\System\CurrentControlSet\Control\Citrix\

SelfUpdate" -t "REG_DWORD" -v "fEnabled" -d "Ox00000001"
force

create -k "HKLM\System\CurrentControlSet\Control\Citrix\
SelfUpdate" -t "REG_SZ" -v "ScheduledTime" -d "Immediately"
- force

create -k "HKLM\System\CurrentControlSet\Control\Citrix\
SelfUpdate" -t "REG_SZ" -v "Url" -d "<Your-Azure-Container-
Url>" - force

create -k "HKLM\System\CurrentControlSet\Control\Citrix\
SelfUpdate" -t "REG_SZ" -v "CaCertificate" -d "<Local-

Certificate-Path-of-PortalAzureCom>" --force
<!--NeedCopy-->

x$F RHEL 7 #1 CentOS 7:

sudo rpm -U XenDesktopVDA-<version>.el7_x.x86_64.rpm
<!--NeedCopy-->

x¢F RHEL 8:

sudo rpm -U XenDesktopVDA-<version>.el8_x.x86_64.rpm
<!--NeedCopy-->

x$F SUSE:

sudo rpm -U XenDesktopVDA-<version>.slel2_x.x86_64.rpm
<!--NeedCopy—-->

3+F Ubuntu 18.04:

sudo dpkg -i xendesktopvda_<version>.ubuntul8.04_amd64.deb
<!--NeedCopy-->

3+F Ubuntu 20.04:

sudo dpkg -i xendesktopvda_<version>.ubuntu20.04_amd64.deb
<!--NeedCopy-->
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3. 448 /etc/xdl/mcs/mcs.conf Ml /fetc/xd1l/mcs/mcs_local_setting.reg.
4. LR,

5. 1£ Citrix Studio &, EEFAFEHMITEN B RIFIRE, EEEUHBENENBHZE, FE—BIE. B2F
MEHBITEN.

B EHFITENKF 255
BIANBERT, TENKFZEELEITENERE 30 Xidfi. ERIEEBIHHURBeIEHITENKFERD, EHRT
LU 21E:
1. #3517 Jopt/Citrix/VDA/sbin/deploymcs.sh 2 &1, BUTEBEZRME /etc/xdl/mcs/mcs.conf &,
UPDATE_MACHINE_PW="enabled"

2. i&17 Jopt/Citrix/VDA/sbin/deploymcs.sh i, 17 /etc/cron.d/mcs_update_password_cronjob LL
REEMNENME, RASESAZEHAZRE 2:30 EMITENKAEE,

SREHMITENMWFZEBGE, Delivery Controller ENZEIFEEFET LR, HETE /var/log/xdl/jproxy.log F7]
BEs I TR

[ERROR] - AgentKerberosServiceAction.Run: GSSException occurred.
Error: Failure unspecified at GSS-API level (Mechanism level:
Checksum failed)

EHMREEIR, EEHIEMREIEET. AITEFRA Delivery Controller stigiizhies ERHEFFEES,

7£ MCS ¢85y VM E/=H FAS

AR AT &1TAR LIZTTRY MCS SIERIEIMNL LB A FAS:

Winbind SSSD Centrify PBIS

RHEL 8 2 = = =
RHEL7. CentOS7 =2 = = 2
Ubuntu 20.04. 2 & = =
Ubuntu 18.04

Debian 11.3, 2 = = =
Debian 10.9

SUSE 15.3 2 = = =
SUSE 15.2 =] = = =
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ERMR VM L& FIRGESE A FAS

1. SR CAEH,

sudo cp root.pem /etc/pki/CA/certs/
<!--NeedCopy-->

2. 517 ctxfascfg.she BXEMER, BESHIETT ctxfascig.sh
3. &t /etc/xdl/mcs/mcs.conf HEBELE,
AR
WAfE [etc/xdl/mecs/mcs.conf HigEREVENTE, RAXLETERE VM BaiitiER.
a) ¥ Use_Existing_Configurations_Of_Current_VDAKEIREHN Y.
b) ¥ FAS_LISTZEi8ERNER FAS RSBt s £ FAS RS 8Bthit, BH SRS i
i, HAERSISEE - HZ A FERFR, Hlw FAS_LIST="'<FAS_SERVER_FQDN> ;<
FAS_SERVER_FQDN>"',
c) RIEFEREHMTE, flg0 VDI_MODE,

4, 517z /opt/Citrix/VDA/sbin/deploymcs.sh,

7£ MCS ¢35 VM £/i5H FAS

NRFIN_EPIRIEEAR T BN LB A FAS, WAIESD MCS 8128 VM EEA FAS.
E7E MCS ¢899 VM L2A FAS, BHRITUTRE:
1. 7£ Jetc/xdl/mcs/mcs.conf FigBETE,
AR
wE fetc/xdl/mes/mcs.conf FIEEFREXENTE, FAXLETEZE VM BafEARN.
a) ¥ Use_Existing_Configurations_Of_Current_VDAK{EIREHN Y.

b) #& FAS_LIST Z2igEH FAS AR5 28ithit,
c) RIEREZEHMETE, fitn VDI_MODE,

. SR CAIEH,

sudo cp root.pem /etc/pki/CA/certs/
<!--NeedCopy-->

3. Bf7ilZs /opt/Citrix/VDA/sbin/ctxfascfg.sh., BX#MER, ESRAETT ctxfascfg.sh,
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& Citrix Provisioning 8% Linux VM

September 1, 2022

ASRMBE KB TR AME Linux BAmg&EmE S, FEALLIhEE, EaTE#E Citrix Virtual Apps and Desktops
FERIIES Linux BISmE.

FHLUTF Linux £17AR

« Ubuntu 20.04
« Ubuntu 18.04
« RHEL 8.4

« RHEL7.9
SUSE 15.2
SUSE 15.3

HE:

o BATEWEER Citrix Provisioning aJH1f73¢t Citrix_Provisioning_2206.7so Higfft
H AT AR ES, BRIEER Linux ZTRRERZZREE, ZEA Linux TEAREXEAE 2109 XES
HRas, TERE Citrix Provisioning BR532% 2109 {EShRr A,

« /A Citrix Provisioning @i i AH#EEX Linux BIRig&, BN ENEZHEMGEIZERNED
X, LMEMECHISERETSIER B5.

o FHGEER btrfs BXLEAMH X, GRUB2 E&E# btrfs s X HIAZ R F, GRUB R
GRand Unified Bootloader,

BXFAER, 1ESE Citrix Provisioning X#4HREE D ik A#x Linux Efig&E.

71 XenDesktop 7.6 & F#ihr4EZE Delivery Controller

August 8, 2022

XenDesktop 7.6 RERIAFEE XA BEZ#F Linux VDA, WFXEEhrad, BBIEITEHMEFRAEFTME, REM
WIS BEAX PR,

& Delivery Controller fi2&

s+F XenDesktop 7.6 SP2, &R A Hotfix Update 2 & Linux =& Broker, Hotfix Update 2 aJ7£ L F
UEHE:
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CTX142438: Hotfix Update 2 - @R F Delivery Controller 7.6 (32 {i1) - Z&xhi

33 F2F XenDesktop 7.6 SP2 #9hiizs, AIfEAZ N Update-BrokerServiceConfig.ps1 89 PowerShell s
SkEE# Broker Service BiE, TSP REILLA#ZN

o citrix-linuxvda-scripts.zip
xti7AE9E4 Delivery Controller EELUTHE:

1. 3% Update-BrokerServiceConfig.psl fiiz<E %% Delivery Controller i+&#1.
2. EAHERER FTXHITH Windows PowerShell #241&,

3. W%2E% Update-BrokerServiceConfig.psl BRI 4%,

4. i&fT Update-BrokerServiceConfig.ps1 fizs:

.\Update-BrokerServiceConfig.psl

<!--NeedCopy-->
B
PowerShell H2RIAEZE B2 LEA1T PowerShell Bl4s, WREAEITERM, E%EL PowerShell H1175588,
AEBER:

Set-ExecutionPolicy Unrestricted
<!--NeedCopy-->

Update-BrokerServiceConfig.psl =/ Linux VDA FrErEh WCF iz =85t Broker Service BEREX %,
AIEEF BN Broker Service, Ziila~s B ah#iE Broker Service REEXHHE. RASKER—TERT ARG
FREXHRIR&Y, HEXHEHm prelinux.

XEFRFFME S AERRE—1 Delivery Controller 1589 Windows VDA 8932, — Controller AR
T EEMAIE Windows #1 Linux VDA B&iE,

1%F Delivery Controller fi2E

YA EMEEEXE KA TF Delivery Controller B¢, EndpointLinux = % # & 7 %PROGRAM-
FILES%\Citrix\Broker\Service\BrokerService.exe.config sttt I H R,

£ Windows &< REOR, UFAHBERERSHERHITRE:

cd "%PROGRAMFILES%"\Citrix\Broker\Service\
findstr EndpointLinux BrokerService.exe.config
<!--NeedCopy-->
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HRB&#0 LDAP fRS 23318

September 1, 2022

Citrix Studio FHVEERIEE

E7£ Citrix Studio FIGBHER, HEHITIUATRE:

#TFF Citrix Studio,
IR RS E R

B OIERE,
RIBEREE S 155 RIG B 5L,

A

VDA £/ LDAP fR58318 8

W IR, VDA £89 LDAP RSZEIRERANEN, EXTZSEMSEMIFER, ZIREBLV TN, RIBRSZFELIR
B R EXEFEPHIT LDAP 2%,

2% Linux VDA RHEE, BITUTH<:

/opt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

RENAENBNEE LDAP RS 2%: BAEEIMEM LDAP =R (FQDN) (% LDAP %) FI&E (i
adl.mycompany.com:389 ad2.mycomany.com:389).

. value not set

The Virtual Delivery A t ult gueries DNS to discover LDAP servers, however if DNS is unable to provide
LDAP servic cords 7 i a space-separated |ist of LDAP Fully Qualified Domain Names (FODMNs) with
LDAP port (e.g. : pa

of at least one LDAP server. [<none>]: Il

ERLUBITIETT ctxreg sr SIS EEIZE MR
Jopt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\
VirtualDesktopAgent" -t "REG_SZ" -v "ListOfLDAPServers" -d "adl.

mycompany.com:389 ad2.mycomany.com:389" --force
<!--NeedCopy-->

i1

August 8, 2022
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EEBRABFANAT Linux VDA BIThEE, EIETHREIREE. ECEMBIEHRR.

B

August 11,2022

ETBORBEEUTER:

« CEIP

HDX Insight

5 Citrix Telemetry Service £/

@M Citrix DaaS Standard for Azure B9 Linux VDA BRE#

Linux VM #0 Linux ig& &5

ERAbES

ST bR

RER

BARS TIFER

TEMKAER

Hth

AT HTMLS5 B Citrix Workspace M AEFZ 1%
Bl Python3 EiIFiR

# NIS 5 Active Directory £/

IPv6

LDAPS

Xauthority

Citrix P 430ekEi+%) (CEIP)

August 8, 2022

25 CEIP B, &%z m Citrix RXEZFITHIBENERBERESLURS Citrix =RIREMMERE, s, EBEN

BIAB#KXE) Google Analytics (GA) LU#TIRE. BHMIH. RIAMERT, GA RFRAKRS.
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AMRIRE

BINERT, BERE Linux VDA B&2BhE5 CEIP, AAEERE Linux VDA tREE—R EHHIE, sIUEE
MRPERIRAAIRE,

« CEIPSwitch
BR%ZA CEIP fEMRigE (FRIAME=0):
{iiZE: HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\CEIP
##5: CEIPSwitch
E: 1=284, 0=28
KIgER, CEIP &FEARE,
AIATER Fif EIETT AT e S5k A CEIP:

Jopt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\SOFTWARE\
Citrix\CEIP" -v "CEIPSwitch" -d "1"
<!--NeedCopy-->

+ GASwitch
BRASEA GAREMRRIEE BHAE=1):
{iiE: HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\CEIP
##r: GASwitch
& 1=28, 0=BH
KIEEET, GA LA FEARS.
AIER iR EEfT U TR $RER GA:

/opt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\SOFTWARE\

Citrix\CEIP" -v "GASwitch" -d "o"
<!--NeedCopy-->

+ DataPersistPath
EHBIRRERFIEMRIZE (BIAE = /var/xdl/ceip):
fiiE: HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\CEIP
&#r: DataPersistPath
B: FHR

AILUEITIA R an e R B ML ERIR
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/opt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\SOFTWARE)\
Citrix\CEIP" -v "DataPersistPath" -d "your_path"
<!--NeedCopy-->

MREENRERFERLENNE, HERFRETHRIARZER,

M Linux VDA W51 CEIP %R

TREHTWENERERNEETA, HEPFESEMREHERETFAFEAER.

BiER TR RIS FR BiEA

&M GUID machine_guid TRIRMELREREIREY T BN

AD fBRSR ad_solution RRITENBRIN S EZN X EF R
=S

Linux Mizhzz kernel_version RN ENAZAR AN X A F R &

LVDA ks vda_version FREER Linux VDA FRZSHI XA
FRBE,

LVDA & efi&s update_or_fresh_install RREESHREFFHRLF Linux
VDA BB X A F R &

LVDA =% install_method Fr@EdER MCS. PVS, Rk
WFNRERET Hai Linux VDA
REBENXEFTSR,

2EBRA HDX 3D Pro hdx_3d_pro RIAELBEITEN LEEHE HDX 3D
Pro MIXAF i &R

EEEA VDI #E vdi_mode REAEEEA VDI E{H A F RS

REXIIE system_locale R BN X & B SR FRF
&5

LVDA X E/RSS LR EH S hAda ctxhdx ctxvda ctxhdx # ctxvda RREM X

EMHEshaYE, B R
dd-hh:mm:ss, %0 10-17:22:19

GPU 38! gpu_type RNITENA GPU 28

CPU Rz cpu_cores FITENN CPU MiZiaEEEk

CPU #fi= cpu_frequency F CPU siEpZ m# (WMHz A
(1)

YHEREFRN memory_size RTYEBAFEANNESR (LLKB A
1)

B RIE session_launch RAEMNEE IR ST EN LB

& (BEREMER) WIEHRHIRLY
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HiER

Linux &FRFER AR

JEEEIERYE]

SIEFEEATE]
Receiver ZFumsEHE!

Receiver Z P igiRras

FTENIT ¥R
USB EE MK

Gfx fRfitIZF KA

it
FPREES

BRFEE@IT

HDX Insight

August 11,2022

RN

ERRIE TR

0S_nhame_version

session_key

resource_type

active_session_time

session_duration_time

receiver_type

receiver_version

printing_count

usb_redirecting_count

gfx_provider_type

shadow_count

ctxism_select

scard_redirecting_count

Linux VDA &4 3z#% HDX Insight Thgk,

iR

RNITEN Linux 2ERAZ A
FRASBIXX A F T R
MR MEIREVEIRER 218

RRBNSIENRIRRBR AT
e |=@ak <appname>

BT REXIENEME, — P RiE
BB ZAERE, BRASIETLU
WP B
AFRENERIIHNRIEREN
i)

KTATFR=IER Citrix
Workspace [z Ri2FFHIZE B EE SR
KTATRRIEM Citrix
Workspace [z Fi2F IR 2SS 2
FRE

RINAIEFEATTENThRERUR BT 21

RRSIEFER USB I§& MR EEVEE

#
BRAENERR R LR XA
TR

RISIERETHIRAEIELL
BERPERNFIEIEENAEGKT
(SE=:]
RTERFEERATRIEFNARE
FHIEERMAR S HEIERIREK
HYEE LK
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b
T

REKHREETERR,

fEAER
HDX Insight #5#m3@id Citrix Workspace Fz#2F#1 Linux VDA Zial#y Citrix ADC {23289 ICA JE 2., Fig HDX
Insight #3E393 B NSAP EiEEH UKREE SN AR, NSAP EIGEEBAL T B ARS.
U Ter$ o032 AMER NSAP EihEiE:
sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\
VirtualDesktopAgent" -t "REG_DWORD" -v "EnableNSAP" -d "Ox00000000"

-—force
<!--NeedCopy-->

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\
VirtualDesktopAgent" -t "REG_DWORD" -v "EnableNSAP" -d "Ox00000001"
-—force

<!--NeedCopy-->

R HR
FETREASIER

AIREE M NREA:
+ HDX Insight RIEHEE,
B30, 7£ Citrix ADC L= AppFlow, 3¢#&7E Citrix ADM LEEE 7 RERH Citrix ADC 36,
« 72 Linux VDA ka5 ICA 1ZHIEILEE,
ps aux | grep -i ctxctl

IR ctxctl KiE17, BESEERBEFRLUA Citrix IRERE.

FEREANAREFHRER

BWIARS R T TEEIEE B TENBERF EEET.

5 Citrix Telemetry Service &5}

August 11,2022
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@35 Linux VDA 2 &m A Citrix Telemetry Service (ctxtelemetry), &aLETT Citrix Scout, FAEfE

B /opt/Citrix/VDA/bin/xdlcollect.sh fiiAskuggEHE % Linux VDA B S,

&8 Citrix Scout -

Collect

Select or add machines to collect data from:

s

o

+ Add machine Filter by machine name Q, ‘
Mame Type Status
[0 rggbe-lvda-1.bvtlocal Linux VDA
[0  rggbe-lvda-2.bvt.local Linux VDA
[  rggbe-lvda-3.bvt.local Linux VDA
[0 rggbe-lvda-31.bvt.local Linux VDA
[0  rggbe-lvda-5.bvtlocal Linux VDA
[0  rggbe-lvda-6.bvt.local Linux VDA
rggbe-lvda-8.bvt local Linux VDA Verified
[J  rggbe-tsvda-1.bvt.local Windows Multi-session VDA
[J  rggbe-vda-1.bvtlocal Windows Single-session VDA

+" 1 machine selected. Back m

AR

M Linux VDA 1912 R ERRRAFA LG, DREHz(T /opt/Citrix/VDA/sbin/ctxsetup.sh LA & Citrix

Telemetry Service (ctxtelemetry) W E, AXXETENFMEE, BSRABNRE,

BERFZA Citrix Telemetry Service

« BEAZRS, 15517 sudo systemctl enable ctxtelemetry.socket <,
1

T
ERRERS, BET

sudo systemctl disable ctxtelemetry.socket,

EYin)

Um M

BIAERT, Citrix Telemetry Service (ctxtelemetry) /8 TCP/IP 0O 7503 fifF Citrix Scout,

Delivery Controller £# TCP/IP %0 7502 5 Citrix Scout #1715,

R4 Linux VDA B, BJLEARIAROSHE BT U T EEERHO.

EfEA
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« CTX_XDL_TELEMETRY_SOCKET_PORT - AFiiff Citrix Scout WEZEF KO, BiAixON 7503,
« CTX_XDL_TELEMETRY_PORT - F5 Citrix Scout @fE89i%0, BAIAIROA 7502,

E7E%E VDA EEImO, EHITATgME:
1. EFENATS Scout BEMEHO, HETU TR,
Jopt/Citrix/VDA/bin/ctxreg update -k "HKLM\Software\Citrix\
VirtualDesktopAgent" -v "TelemetryServicePort" -d <port number>

-t REG_DWORD
<!--NeedCopy-->

2. EEHM0F Scout WERFIHA, EEITUTHSUITHHEE ctxtelemetry.socket 32t

sudo vi /etc/systemd/system/ctxtelemetry.socket
<!--NeedCopy-->

3. BITUTHSUERBHERFIR O,
sudo systemctl daemon-reload
sudo systemctl stop ctxtelemetry.socket

sudo systemctl start ctxtelemetry.socket
<!--NeedCopy-->

4. EAMEEERBAHRBO.

Fan, MREFERANE Ubuntu, 5517 sudo ufw allow 7503 < LIS AikO 7503,

IR
3R Citrix Telemetry Service iR A NIETT, WATLEABRERRBERR,

1. EEAERER, BEETUTHLUITH ctxtelemetry X, #AE% DebugMode EEHH 1.

sudo vi /opt/Citrix/VDA/sbin/ctxtelemetry
<!--NeedCopy-->

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 183



Linux Virtual Delivery Agent 2206

ELRGIAR, ATLLETT AT < REL Citrix Telemetry Service,

sudo netstat -ntlp
Kill -9 1958
<!--NeedCopy-->

3. EE#H AN Citrix Telemetry Service, &7 Scout EiEZE &R Linux VDA #1£ /var/log/xdl/ m&E#
telemetry-debug.log,

AR5 F A

THAEZFTIRON systemd sFiFEFRIABHERLVEX R, Citrix Telemetry Service BHARFELLRES, #H
{R7EM Delivery Controller X H HEWEBRINEE, HEWETRE, RESSHMNVKEIBTR, FEER 15
D8, MRGEEAKREBER, WaBFXEL, AILUETUTHSEESFNE,. &/MER 10 D8, WRIGENE/NF
10 %0, NSIVE 10 DHREN. REFFNEG, ELEHERBIRS.
Jopt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\
VirtualDesktopAgent" -v "TelemetryServiceIdleTimeoutInMinutes" -d <

number> -t REG_DWORD
<!--NeedCopy-->

Coanyes

EFBRERERS ZE, BIENHFHEENSaITENBMETT. XENXFHFRACXLEER, NRESITENHN
MKW, Scout BET—FHEE, RUBINNEIEER. HXEIENXMIFAEES, ES1 Citrix Scout XAEHEILE
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IEN BB 53

@ Citrix DaaS Standard for Azure 19 Linux VDA BXE#H

November 27, 2023

LtbIh&EH BhF 3z BN SR TE 3 XIAET B B shEE 3 Linux VDA . H#&7E Citrix DaaS Standard for Azure (LAgIFRA
“SEAT Azure B9 Citrix Virtual Apps and Desktops Standard”) &8l Linux VDA BSIEEE B, &&%E Azure
R VM BRGNP, BXIFMER, 2197 Citrix DaaS Standard for Azure s8I Linux VDA,

icE

BEMALLINEE, BRMUTSRE:

FE 1. BEHESFH VDA & L& E Azure B3

& la: 7£ Azure 7F{#EIKF T RIR— N B RH K ERIHRAF11&E 5 Blob (Anonymous read access for blobs
only) (Blob (2R blob HE & EEVAIINE)) .

AR

Azure 2370 blob £ THEFIFEMEE, Citrix WETARSEEREEBERT. AT HERHUBEL MM A%
X, BESREREREEARIFRLSIZE N Private (no anonymous access) (Fu% (TERHEINIR)).

Steplb: ¥ VDA E3fs B & #2184 Updatelnfo.json B9 JSON XX, BXRXMHENARA, ESFEAUTHR:
{

"Version": "21.04.200.4",
"Distributions": [

{

"TargetOS": "RHEL7_9",
"PackageName": "",
"PackageHash'": ""

}

)

{

"TargetOS": "UBUNTU18_04",

"PackageName": "xendesktopvda_21.04.200.4-1.ubuntul8.04_amd64.deb",

"PackageHash'": '"4148
cc3f25d3717e3cbc19bd953b42c72bd38ee3fcd7f7034c2cd6f2b15b3c5a"

}
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)

{
"TargetOS": "UBUNTU20_04",
"PackageName": "",
"PackageHash'": ""

}
]

}

<!--NeedCopy-->
Hrh, “Version” R=#H VDA ks, “Distributions” E—4HFEHN R, S8 NNEKREE=1HAH:

+ “Target0S”: M2 “RHEL7_9” (EATF RHEL 7. CentOS 7 #1 Amazon Linux 2).” UBUNTU18_04"
5 “UBUNTU20_04", ctxmonitorservice THRFMEMEMEITIRG

- “PackageName”: igE AR VDA RIEEHEE,

- “PackageHash”: £/ shasum -a 256 <pkgname> &%itEH SHA-256 {&,

Steplc: 3 JSON X Linux VDA B4-@a9#hR A _EHEZR Azure B2:.

SR 2. EEmREHEN VDA LEABBERIAE

ZHANBERT, BRFHATFEERS, R Citrix DaaS Standard for Azure 81 Linux VDA, #77EEE&
HITEERR. &N, BEEES 8 VDA BRIk,

EEABARERN, BETRMTFUTRENGS, UHmE HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Citrix
THEMRRI

/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\CurrentControlSet\
Control\Citrix\SelfUpdate" -t "REG_DWORD" -v '"fEnabled" -d "@
Xx00000001" --force

Jopt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\CurrentControlSet\
Control\Citrix\SelfUpdate" -t "REG_SZ" -v "ScheduledTime" -d "
Immediately" --force

/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\CurrentControlSet)\
Control\Citrix\SelfUpdate" -t "REG_SZ" -v "Url" -d "<Your-Azure-
Container-Url>" --force

/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\CurrentControlSet\
Control\Citrix\SelfUpdate" -t "REG_SZ" -v "CaCertificate" -d "<Local
-Certificate-Path-of-PortalAzureCom>" --force

<!--NeedCopy-->

TRAMBTEMRIRE.
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AMRIE

fEnabled

Url

ScheduledTime

CaCertificate

WA

LGB RNIET, BIAMERT, ZER 0, REEREM
BE2H. AIUEEISERN 1 UBABEEH.
g B ANET, TIRE Azure 2289 URL LUKENERT
= BF0FH VDA S48,

LIS BERMIET, ATLEHIGE SN Immediately ¢
NextStart. Immediately &% & 7% VDA Hifraig
Y ENE{TEM. S THERERSEENENIEEZAH,
IATUER, B2, MR THARGEANEEMALNRIE,
Nelgex kAP Ak, NextStart EkEE T RED
ctxmonitorservice Hia{TEH. Y THERELR
SEENERTESMN, WETEA,

LGB ATHEIRE., ©igE PEM IEBMSEEREURIE
Azure =2389 URL, 33F Azure blob, ©aLIZ MRS
B RH N PEM 89 portal.azure.com BIEH,
ATREEN, RITENERMLEMRIGE, BNE
Ubuntu 3%, £ RHEL £, ©&B#EE curld
STH—LE NSS E, HRIEE U PBRIRIENIR,

BfEs ctxmonitorservice B, BE%EW Url LIEREX Updatelnfo.json xf4, ABM JSON Xt
REHMA. AfF ctxmonitorservice a¥EMRAES HFIARAHITHR, MRLFRETRE, ZRSEM
Azure THHh AR VDA REEHBHREEDRM, 25, EIRIE ScheduledTime Mg B iZTEH. T2t

, WA LEEENBE ctxmonitorservice itk EH., B2, 7£ Citrix DaaS Standard for Azure &,
&3t VM & B BB ENR, RecEEH AR VDA HENGERE ctxmonitorservice, MABHEM, &

89 VDA R EIREI A AR Ao

AR

o TAEEMEFHRA ERERNIMRISE,

o MRIFFHFAE VM RN THREGE, FMEAIESEE,

o MREFMERIGKY, BREERER.

o MREFRMEBEIRM, F—MEHBIEFATRERERREMRZAD Linux VDA, XMERFE&RER T

o EIEEFR/LOTITIE A BETEM.

Linux VM #1 Linux &% 23545

August 11,2022

Citrix Studio H&BRSIERES,
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TRIE T —EEATF Linux VM # Linux S1E893ER.

=LA

BRI

REENERERZ T

=INETE]

FRER AR VDA R

2109

2109

2103

ERERIEN—MES,
ZIERIEAF M Citrix
Workspace [ BiEFFA
EETIEBEARIENXE
Btial, BEEERIENET,
3E5% % Citrix DaaS (Lai
#57 Citrix Virtual Apps
and Desktops AR%3)

K ESTIRIR, Monitor
¥ Director =HI&HA
M, LU Citrix
Virtual Apps and
Desktops ZiifRzF]
LTSR ERBH 3T H i1 THIE
HibR, EIEALEIRL, &2
TP ERFFENEE D
HEEREBEE. EERK
BETIE L, RBETIREGHH
g5 R AR A M e T,
EEERIETHNEDNENE
BORE, EIRREEIE,
B KHH BTN M
BRERTE, RIEEHE
MERIT YR ETRIEN
Bl EMEER . SIET
FUHE PGB EREE
RERENAY, KRR ‘B
BIEE . BXREER
EENFAER, B
iH. BXREEEMIFAEER,
EBRE P i B o EEE
RBSIG B IE R S 5RES
i =13

EiRRIAETR, BB EE
R8> RiE > MERIE
FTHFRIARIETUE.

&iE

REEMIBF AT A

1z Citrix Director F0i&®
23R e A,

17z Citrix Director F0i&®
PR Ao
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=LA FREEBIRAR VDA Rz WiRA &F

Linux VM gy 24645 2103 Linux VM LA F#rE4ets  7£ Citrix Director fis
5. CPU k. m7E  SBFHETA,
K BEEEE U HF
s CPU MR7EFIAX

i 1909 Linux SiEEmMICE 7z Citrix Director fis1
IRIEFAGEREFRPE B[P,
7~ UDP g TCP,

ICARTT 1903 ICA #izB¥ia] (RTT) @M 7 Citrix Director F144%

TR T RN RE DI
LR EFREE EYEl, B
FREY ICA RTT #E#%, i&7E
Citrix Studio #6l% ICA
HRITIEITEM ICA FR
17121 BB 8) EIPR SR RS,

BRI A

snfarifsia) Citrix Director 45X 28R AY-E FHEIRHI R

o BERISLETE]

1. 72 Citrix DaaS fsiliEmi* L, BHFHERFENEEDFNEEHEBES,

= cilnx  virtusl Apps and De:

Total Failed Multi-session 05 Machines

Average Logon Duration

2. EERMEETEL, RELIEFYE.
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= | Cilrx virtual Apps and Desktops Service

Overview  Manage ~ Monitor Downloads| €D @. o [ & Q
Dashisoard Filters Merts  Applications Configuration Se
Legon Peformance e (o A8
Logon Performance
Delivery Graup
Time Period Ending
—_ e LI

verage Logon Duration

Number of Logons

3. BENAUARKERIFEEEET.

=  CilmX  Virtual Appsar

Overvew  Menage v Downloads [oz) M. o =) s Q
Fien At Coguracon Searth

Legen Preformance

« CPU #Z . REXD. BRAE, UK Linux VM WEFIFIHS CPU RREFIBE

Ei5ia) Linux VM #YiXLesstn, i51E Citrix Director S5 2s ik EIZ VM, AREEITENIFAEEEIR. 7
i
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Director

Machine Details

Machine name
Display name
Delivery Group
Machine Catalog
Remote PC access
Site name
Windows
Connection Setting
Registration state
0S5 type

Allocation type
Machine IP
Organizational unit
VDA version

Hosting Connection
Name
Host Name

VM name

vCPU
Memory
Hard disk

Avg. disk
secftransfer
Current disk queue
length

osoft RDS
License
Load evaluator
index

Maintenance mode

wserver
wserver
wserver

No

Logoen Enabled

Registered
Windows 2016
Random

2103.0.06178

4083 MB
200 GB

0.002

Director

B

< Back to Machine Details

Historical Machine Utilization

Dashboard

@)

~
il

Trends Filters

@ a o

Dashboard Trends Filters

Machine Utilization

View Historical Utilization Average IOPS -

100%

Time (last min

Sessions

No of sessions
Connected
Disconnected

o]

Applications Configuration  Analytics

Applications

o] i

Configuration  Analyt

|Average I0PS]

Administrator v Cf]

4

Export

Time period: | Last 2 hours v | Ending now =
\ieehy Selected Previous 2 Hours [Last Applied: 03/02/2021 19:06]
&NE DA &0 DAA ANC DAA A1 DAA
Select Chart: Memory
CPU

M Average CPU M Previous 2 Hours

505PM 510PM 515PM 520PM 525PM 530PM 535PM 540PM 545PM 550PM 555PM GO00PM GOSPM 610PM G15PM 620PM 625PM 6G30PM 635PM G40PM 645PM G50PM 655PM

Zoom is not available for the selected time range.
Memory

M Average Memory M Previous 2 Hours

505PM 510PM 515PM 520PM 525PM 530PM 535PM 540PM 545PM 550PM 555PM GO00PM GO5PM 610PM G15PM 620PM 625PM 6G30PM 635PM G40PM 645PM G50PM 655PM

Zoom is not available for the selected time range.

Peak Concurrent Sessions

« ICARTT. #iX
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BEE Linux 23503517, HEDERLRE > 21F > FEFTAMELERE, AEHHLEHAEEE
K. EHRREFAELER, BTARELENE, ARLEEETEHNLEHERSME, Flin:
Co]

Activity Manager Machine Details Session Details

pr— [ o scsn s+ [ o | sroves

Machine D 3
name Session State Active
Display sin-ubt18 Application State Desktop
name
licatic Anonymous No
Application Name a Status Delivery sin-ubt18 Ti - tat 56 minut
G ime in state minutes
Machine
Catalog
Remote PC
access

[] userl@ubti8-sin: ~ Running

sin-ubt18 Endpoint name
Endpoint IP

No Connection type HDX
Protocol ubP
Citrix Workspace App Version 20.12.1.42

Site name
Windows

Connection Logon Enabled
Setting ICARTT na

S ICA Latency na

Registration

state Registered Launched via 80:....
OS type Ubuntu 18.04.2 LTS Connected via =.net...

Random Policies Hosted Applications SmartAccess Filters

Machine IP Cannot retrieve the data.
Organization
al unit

VDA version 9999.9999.9999.9999

CN=UIN18-SIN,...C=xd,DC=local

s REAMENERIT
ETERETHEMEIMERRE, FHREBENE, REFHHRENAUEMERERTE.
REAEIERIT R E RSB B ERER R FIa0:

Dlivery Getng

Time Period 7 by Ending

b o Sisio

, S

Session Details

L
LN sesion kuto Recosnect Eount shows aut recannacts oty for WA version 1303 o ates, Ensore thiat VDAS anet St are nuseing the 13 wesion 10 ol the et featuves.

Avocisted User T Maching Name Devery Groun Senson Stat Time Seavion End Tme Seision uratice

. SIREE

flgn:

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 192



Linux Virtual Delivery Agent 2206

ERES

August 8, 2022

B

WEBEHENMFBMAIE T ISHRE, HERETBAFPEE, BIMERT, Linux VDA BB EREIEERL T B ARES.

[y

ctxlogd sriri2FM setlog LMREFBIETE Linux VDA lAB &, RiMERT, ctxlogd sSFiPREFE
L EHEE Linux VDA EBzH,

ctxlogd <FipiHiz

RERHPIE MRS HMET ctx logd FiriEF. MRFFERER Linux VDA, LS ctxlogd sFiFEF.

setlog LHiERF

ASWEINEERFER setlog LAREFREN, ZEFMT Jopt/Citrix/VDA/bin/ 2 F. R%E root BFREMNK
BITZIEF. ATLUER GUI iETHSREEMERRE, BETUTHLLURERER setlog TREFNERE
B

setlog help
<!--NeedCopy-->
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@ EINMERT, Log Output Path (BEimHERRF) i8E R [var/log/xdl/hdx.log, Max Log Size (RAHE
KN ®ERN 200 MB, E&ZAILTE Log Output Path (BHEMHERR) TRERMBEEXH.

EELFIM setlogfE:
setlog values

log_path (Log Output Path) = /var/log/xdl/hdx.log

log_size (Max Log Size (MiB)) 200

log_count (Max Old Log Files)
<!--NeedCopy-->

2

EEFILBER setlogfE:

setlog value <name> [<value>]
<!--NeedCopy-->

a0

setlog value log_size 100
<!--NeedCopy-->

&3 FRAMERT, BEEIBRENES (FREDARNE).
BEEENTEAFRENBERS, BETUTHL:

setlog levels
<!--NeedCopy-->

BREASES (81F “BREA". “B4#E". FH. BER7. “EF. HR M WHHER), HETUTHL:

setlog level <class> [<level>]
<!--NeedCopy-->

BERS HEBH (RRDANE)
Bt x

DAk YR

e A

%-I%\ -I%l- %

T T

2 £i2

WA Eig G
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<class> ZTE|IEE Linux VDA 9—MAM, BERZFABAMY, BREREN “28°. fHl:

setlog level all error
<!--NeedCopy-->

& RAERT, FSREWNT:

setlog flags

DATE = true
TIME = true
NAME = true
PID = true
TID = false
SID = true
UID = false
GID = false
CLASS = false
LEVEL = false
FUNC = true

FILE = false
<!--NeedCopy-->

BERYFIS:

setlog flags
<!--NeedCopy-->

BEENRER N ASAE!

setlog flag <flag> [<state>]
<!--NeedCopy-->

EERRINME  RBFAELS. mEMEERRIFARE:

setlog default
<!--NeedCopy-->
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BE:

ctxlogd iR 2EMA [var/xdl/.ctxlog XHEER, RA root AFREBEIERZXMH. HthAFIZXHE
BEANR, 2 root BRFAEREMAFEFEAIR. SWESEN ctxlogd #HITERREXER
BRE, XFaT ARSI, HEM WA A,

HPEHEER

[var/xdl/.ctxlog >xtFE% (g, EIMHER) B, ctxlogd SFIPREFEEAMN, ERILEEFRAR ctxlogd R

%,
/var/log/messages:

Apr 1 02:28:21 RH72 citrix-ctxlogd[17881]: Failed to open logging
configuration file.

Apr 1 02:28:21 RH72 systemd: ctxlogd.service: main process exited, code
=exited, status=1/FAILURE

Apr 1 02:28:21 RH72 systemd: Unit ctxlogd.service entered failed state.

Apr 1 02:28:21 RH72 systemd: ctxlogd.service failed.
<!--NeedCopy-->

BRI, B root AR &IE1T set log UEHEIE [var/xdl/.ctxlog >, REEMBNEMRSFIE
F ctxlogd BRE.

RIEFFUIE

August 11,2022
BEEXRIERE, HEEAFUE Intranet FEFAFW ICA 21E, 1%ThaeER NovNC ##ZEE ICA &iF.

AR

EEAZIhEE, iB5EA Citrix Director 7.16 {E SRS,

LEMEE

RIIN

RNEBEEEMIHEEIXER python-websockify # x11lvnc, fE&R% Linux VDA BFsh&E python
-websockify fl xllvnc.
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3+F RHEL 7.x 1 Amazon Linux2:
BITUTHSURE python-websockify fl x11vnc (x11lvnc hias 0.9.13 HEEARE)

sudo pip3 install websockify
sudo yum 1install xllvnc
<!--NeedCopy-->

ZfRAR python-websockify #M x11vnc, &% RHEL 7.x £/2 R Extra Packages for Enterprise Linux
(EPEL) #0=T5%89 RPM 72f#E:

« EPEL
x1llvnc FE EPEL iR, BT Ta<UEA EPEL 68

yum install https://dl.fedoraproject.org/pub/epel/epel-release-
latest-7.noarch.rpm
<!--NeedCopy—-->

 HJiE RPM
ERAFERN RPMs iM% x 11vnc W—ERBIIRGE, HniTUTa<S:

subscription-manager repos --enable rhel-7-server-optional-rpms
-—enable rhel-7-server-extras-rpms
<!--NeedCopy—-->

34F RHEL 8.x:
BITU TS URE python-websockify # x11lvnc (x1lvnc k7 0.9.13 LESRZN) o

sudo pip3 1install websockify
sudo yum install xllvnc
<!--NeedCopy-->

Bt x11vnc, &R EPEL #1 CodeReady Linux Builder Zf&FE:

dnf dinstall -y --nogpgcheck https://dl.fedoraproject.org/pub/epel/epel-
release-latest-8.noarch.rpm

subscription-manager repos --enable '"codeready-builder -for-rhel-8-
x86_64-rpms"
<!--NeedCopy-->

¥ Ubuntu:
BITUTHSURE python-websockify # x11lvnc (x1lvnc kg2 0.9.13 HEShRA) :

sudo pip3 install websockify
sudo apt-get install xllvnc
<!--NeedCopy-->

+F SUSE:
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BITUTFHLURE python-websockify fl x11lvnc (x1lvnc kiz 0.9.13 REShRA) :

sudo pip3 1install websockify
sudo zipper install xllvnc
<!--NeedCopy-->

3¢F Debian:
BITU TS URE python-websockify # x11lvnc (x1lvnc kg7 0.9.13 EShRZ)

sudo pip3 1install websockify
sudo apt-get 1install xllvnc
<!--NeedCopy-->

Eeir)

U ]

RIFERINEES BENEEF 6001-6099 WAV A OREIM Linux VDA E| Citrix Director &, Hit,
AILHTERR ICA SIEMARNET 99 1 FHRFAABBHIROATARARENER, LHEZIIEFER.

AR

TR THEXEME:

R A BAE
EnableSessionShadowing BRRZRARIEETRE 1 (BA)
ShadowingUseSSL HERER Linux VDA # Citrix 0 (ZA)

Director zZig|#9EE MR

BJ7E Linux VDA EiE{T ctxreg sa$REEUIMRE. A, ERASECFLE, BHETUTHS:

/opt/Citrix/VDA/bin/ctxreg update -k "HKLM\Software\Citrix\
VirtualDesktopAgent" -v "EnableSessionShadowing" -d 0x00000000

SSL

Linux VDA #1 Citrix Director Z &89 noVNC & A WebSocket il M FRIFER, FRIBAIEREN
“ShadowingUseSSL” iE&RRiEFE ws:// Hwss:/ /o BINERT, ERws:/ /. BR, HFRLER, &
IMENEER wss: / /, #1ES Citrix Director P imf1E A& Linux VDA AR$S28 ER45IE+H, Citrix {4 &iB6E
Bws:// #%7 Linux VDA 2iFE¥NERLZE =T,
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IREXARSS BRIEBAMR SSLIEH  IEBMAATEIERMENM (CA) EX.

WFEEHFEE SSL 898 A Linux VDA RS8R, MEE—HRIRNRSBIES (BEFFN). RSB[IEPIRIRE
EHITEN, RESMAMNESERSBNTLRENEE (FQDN), ERIUEMIERBRMEN. EXMERLT,
B REDAES,

5 Linux VDA i&{=89%8 Citrix Director P inth FERIEH. RIEBAIMIMEIRS FIEBHIFE— CA X715,
AILAMELT CA REBRS BT P IRIES:

o SENRERFIRHE—LR CA
o ik CA (FARAFEISER CA)
o REBRERSRHE—ERN CA

BEEEALNZ LR, THRMIEEMEEMMIGERIREUES.
5E.

s IREBIEFPHWLABIZHLHME Linux VDA 89 # ) FQDN X EZELV S EFHWEE F i = & 0
vdal.basedomain.com & *.basedomain.com,

o BFEHZE (81F SHAL 1 MD5) XFHRFIEPHMNERMS K5, FENKTBAZH, Eit, SHA-256 I5EH
RIFRE,

=8 Citrix Director ZF i L RERIER RIFEXS IS ERERNET EMRIEREME, FiLERILUER
[1S 5 Microsoft &EizHla (MMC) IEBER R TRERIES. WS CAWIEBRE, T IS PEHEH Web AR5 28
EBES, RELASHREZIER. Hib, EEIUEFER MMC HEERERRIMNEERRTRMNITEN L, T8
HFHENEH. BINERT, Internet Explorer #1 Google Chrome S ANREERERFA LIES, *F Mozilla
Firefox, MEIEHEELSH Authorities (MANM) EIRF£ ESNEMIR SSLIES.

54 Linux VDA fRS28 LR ERSWIEBRER BRSJ[BIEBHEA “shadowingcert™”, HEEH
£R7 “shadowingkey*” (* #5=#&=, fl#0 shadowingcert.pem # shadowingkey.key) . EIRSEIIEBINE
AR [etc/xdl/shadowingss|l T, HERAZRIPRIE LT HB#ITRIP, MRBAMFBEERLER, Linux
VDA BT E R FIRERIEPREBHAXHE, MSHS Citrix Director HHEEKNK,

fERBER

£ Citrix Director &, HIBHFRIE, RERHRFFAEESMEPHERLUMA Linux VDA RIXEFE
Ko
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Session Details

Session Control Send Message

ID

Session State
Application 5tate
Anonymous

Time in state

Endpoint name
Endpoint IP

Connection type

Receiver version

ICA RTT

Latency
Launched via

Connected via

Policies

Hosted Applications

22 hours 24 minutes

MNEGLYUANZ04
10.157.12.55
HDX
14.7.0.13011

nfa

nfa

YZHIH-DDC.xd.local (10.150.153.4)
127001

Smartfccess Filters

EEMBE, ICA
EHITER

SIER PR

(FRCitrix Director &Fif) L2ETF—FHIVER, ERAFPATNS

/\ Allow an administrator to shadow this session?

@

MRABFREERE,

W Citrix Director HWRER—1END, BTRETEY ICARIE,

BXREZENFEEER, B8 Citrix Director 324,

PR

o RIEEFMEAT Intranet, EREATINEMLE, BMEET Citrix Gateway EZEtH2M1tk, Citrix IE42#iB
ESNERMLE T Linux VDA SIFERMEEEE,

- BETAEEYE, HEBERRETE ICASE, BLITEE NFHiFS,

. BERE C'itr‘lx Director B EEHE, RASET—ZHINES, EXAFATFNRIEHTER
REAERIFAFPATEZENRIEHITER.

o BIERKRIEICESEENRE], B 20 7, BE, EFIERERK.
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s M RIBEREH—IBERHTER. fill, NREER B ARKIEFEER A REEFIER, KA RIRMHIA
SESEMBNERAPEEL. MRAFPAR, EER ANEREEREL, HATER B WEFNERER.
MREERAR—RIELEZ—NEFIER, EAIEERNEREE,

o BEFAKIEEFINEE, BXE Citrix Director 7.16 RESARZS,

o Citrix Director ZfFigER FQDN MAE IP thiutkiZEZ B4R Linux VDA IRSS28, B, Citrix

Director ZFiRAMEEBMEMT Linux VDA BRS52889 FQDN,

HEHER

MBESFEELWN, BEECitrix Director BFEF Linux VDA E£i#1TEi,

7z Citrix Director Z i +

BEENEBHOFAARTIE, EEHAETEERERERS. HEEMLETN £ L©ZE ShadowLinuxSession
APl ¥Rz, WRETRREAFASRNHINGES, BEEEIKLK, EF5 ping VDA B FQDN BUIGIE Citrix
Director 2&aE0#T FQDN, IR wss: // EEHMRSE, BEREEHIEESR,

£ Linux VDA t
BINEHIMERERN, BEETERAFPATNRINER. MREHE, BKRE vda.log 1 hdx.log St LIREREX
%R, BRI vda.log >ti, ERITUUTIRIE:

1. #3l /etc/xdl/ctx-vda.conf <. BUEAERUTITURER vda.log BiiE:

Log4jConfig=" /etc/xdl/log4j.xml”
2. 317 Jetc/xdl/log4j.xml, #ZI com.citrix.dmc &%, Hi¥§ “info” BA “trace”, WTFFIR:
<!-- Broker Agent Plugin - Director VDA plugin Logger -->
<logger name="com.citrix.dmc">
<level value="trace"/>

</logger>
<!--NeedCopy—-->

3. iBfTservice ctxvda restart &$UEHBE ctxvda RS,
YRR EER AR H L IR

1. RERESHEEABIERFIBLESIEFEZITH R .
2. 7€M SSLEYERT, WIMNEEERSRIEPNEAXNE, HREETERNBET.
3. #iA 6001-6099 ZEIREH BB OAFHMHNERIER.
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BAARS SFiPIERF

August 11,2022

BRRSTIFEFBIRITERRRREAXERS. RUEREN, ZTFEFIEMBMNFLRSEE, HERK
HIBZEUBKER. RNEHNREIZRE [var/log/xdl/ms.log S,

[Ty

HEEE VDA B, mMARS TIFEF B BREEh.

AL E R EE R MNRRIEIE [opt/Citrix/VDA/sbin T # scanningpolicy.conf. rulesets.conf i
whitelist.conf (4B B % ThAE,

Z{# scanningpolicy.conf. rulesets.conf il whitelist.conf XX EREN, EBRITUTHSUERBE
BRSSP IERF.

service ctxmonitorservice restart
<!--NeedCopy-->

« scanningpolicy.conf

IREXHEARERBARSTIFEF. ERERSNNEER, HiEERSEERNINEE,

MonitorEnable: true/false (ERIAER true)

DetectTime: 20 (afi: #, BAE: 20, &/IME: 5)

AutoRepair: true/false (BiAfER true)

MultBalance: false

ReportAlarm: false

« rulesets.conf

tEEEXHEE B BANBERRS. AR TEOMRBMANRS, NTENFSEEFT.

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 202



Linux Virtual Delivery Agent 2206

EREERIANE MRS, HREUTFR.

- MonitorUser: all
- MonitorType: 3
- ProcessName: <> (HIEZMTERT, VAT LITE,)

- Operation: 1/2/4/8 (1=®KNZIFEMEILRS. 2 = NFRERELLRS, 4= EHBRS. 8
=518 Xorg #1E7% S, )

- DBRecord: false
« whitelist.conf

7z rulesets.conf s EM BiriRSE 4 7i7E whitelist.conf X EiE, O 2REES TSR
THikes.

ERRBEREE, 157 whitelist.conf XX SHEEH (MATLER) . EXRFl, ESETENRE
BE,
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£fFlk ctxvda. ctxhdx # ctxpolicyd RS ZHi, 15517 service ctxmonitorservice
stop S UELEENRSTIFER, BN, SMRSTIFEFRERBIEELENRS,

X

TEMLAE

May 8, 2023

RFHIETWLAER

BAMRMEMSEAIER ctxsdecutil FEFEWE Linux VDA EHNLIEHIE, Eai8 VDA HIEENFESRIETH
HESIENLTEIE, EiB1T /opt/Citrix/VDA/bin/ctxsdcutil -q <all | SessionID>
[-c] @9, [—c] sRFXRENHE B —REIE,

o WARIEE

&

o HHIEHE.

o HHMRELRE
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o JER - ERIER

o FIRTTIZET(E]

o it ThinWire #5573
o HEMER

o HIHITEDHH

il

o BAIREHERH

et

o HIRENEEE

&t

xdlcollect Bash fizx

BFuUEREM xdlcollect Bash #ia 556 E Linux VDA ks F Jopt/Citrix/VDA/bin T, %
Linux VDA /&, AJlizfT bash /Jopt/Citrix/VDA/bin/xdlcollect.sh®m<RkERSE. BEMWE
RS, BESHAERNXHRPER—MNEENBEX . xdlcollect Bash MaAmIAER IR E RS K ESE
#y B2 L& 3 Citrix Insight Services (CIS), RERAE, xdlcollect ¥#&E LH =M ERRE upload_ID.
FHFREMNER AT B A RIBRESERN B E X . EtAF I UER upload_ID iAid CIS B EX .

XDPing

Linux XDPing TEAR— & <IN ARF. EAMB&ATIRE Linux VDA IR E IS M 12,

Linux XDPing TEEASHHIT 150 S MRIREGMIL, XEMAAB S LM T:

o« WEZEHE Linux VDA RHEER

o RAFMERITENGEE, @1 Linux X1ThR

« % Linux RiZRERS 4

o MEZBEEEATEERM Linux VDA 12EM B Linux Z1ThRIAIE
o BBELLERA Linux (SELinux) XA

o IRBIMEREOHREMEILE

o KETFMES XA AR E

o RETENENNGZRE

+ 0% DNS BEEHHITERIR

o IRBIEAREPNEBEFHOEEMNES. S5

S
I

- Citrix Hypervisor
- Microsoft HyperV
- VMware vSphere

o EREIGEHLEMNZNERY BE R IETT
+ 1% PostgreSQL BRSEH EMEENIEZTT
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s WERAEEEEBAEMBERAOSTETH

+ 107 Kerberos FREHHITH B IIENIR

« 1% LDAP ERIFEPRARIKARS S

« 1% Active Directory EMEREEEMILE, URHFTIHENESTEMNG, ZHF:

Samba Winbind
Dell Quest Authentication Services

Centrify DirectControl
- SSSD

« 1% Active Directory A Linux i+E#H53 REYFTE M
« REMGRSHRIERR (PAM) BB

o ERZOEMEER

o WEZBRET Linux VDA FRENREE

* A% Linux VDA R+ EH IO ERENTE Y

« 1% PostgreSQL FMRIEERNTEN

+ 1% Linux VDA IR R EEEMRREMITIT

« 0% VDA 1 HDX EBE R 214

« RNEEERSE Delivery Controller, LU Broker Service @& aliAial. 51T B MR HE
« REHENZEEXE Delivery Controller 53

o WESMENSETFEREN HDX 21EMRE

s PIEAEXMHPEEREHES Linux VDA HEXHIEIRMES
o 1% Xorg MIRAERER

/A Linux XDPing T2
AR
izf7 ctxsetup.sh *& %% XDPing, aLiEfT sudo /opt/Citrix/VDA/bin/xdping &
XDPing.
Ita ST S 61E— XDPing FRER Python3 EilIFiE, RIS TEIR Python3 ENIFLE, EiRIEE
2 Python3 EHNFEHRISBAF R8I IZIFE,
ERRAEER pip TENTIRERIBEIR SSL EEHIR, BEEEUTEENAME /etc/pip.conf X!

[global]
trusted-host =

pypi.org
files.pythonhosted.org

XDPing Hfi# Man< shell BTHE A xdping HENEHRIT .

ERRESITIAR, EEA —h %
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sudo /opt/Citrix/VDA/bin/xdping -h
<!--NeedCopy-->

EEfT2ENR, BERMEAEAGSITERNER TIET xdping:

sudo /opt/Citrix/VDA/bin/xdping
<!--NeedCopy-->

E7ER% Linux VDA BRI-EZFIEIRE, EiET pre-flight Mid:

sudo /opt/Citrix/VDA/bin/xdping —--preflight
<!--NeedCopy-->

EUEITRERMIALS (5130, BSEINIRA Kerberos MR , &R —T EI:

sudo /opt/Citrix/VDA/bin/xdping -T time,kerberos
<!--NeedCopy-->

EIRMESEM XenDesktop =128, 1EHITUTIRIE:

sudo /opt/Citrix/VDA/bin/xdping -d myddc.domain.net
<!--NeedCopy-->

ThlEE  TERIETT Kerberos MidHRAIEE
sudo xdping -T kerberos

ROOL USEP ==r=-ermccccccccsmsccsscsscasessssarressessessssseemssenscaamaman .
User: root
EUID: a
Verify user is root [Pass]

Kerberos --------ccmm s metmmmmmmmmmmmmmmmomssoooes
Kerberos version: 5
Verify Kerberos available [Pass]
Verify Kerberos version 5 [Pass]
KRBSCCNAME [Not set]
Distro default FILE:/tmp/krbScc_%{uid}
KRBSCCMNAME type: [Supported]
KRBSCCMAME format: [Default]
Verify KRBSCCNAME cache type [Pass]
Verify KRBSCCNAME format [Pass]
Configuration file: /etc/krb5.conf [Exists]
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Verify Kerberos configuration file found [Pass]
Keytab file: /Jetc/krb5.keytab [Exists]
Default realm: XD2.LOCAL
Default realm KDCs: [NONE SPECIFIED]
Default realm domains: [NOME SPECIFIED]
DNS lookup realm: [Enabled]
DNS lookup KDC: [Enabled]
Weak crypto: [Disabled]
Clock skew limit: 388 s

Verify system keytab file exists [Pass]
Verify default realm set [Pass]
Verify default realm in upper-case [Pass]
Verify default realm not EXAMPLE.COM [Pass]
Verify default realm domain mappings [Pass]
Verify default realm master KDC configured [Pass]
Verify Kerberos weak crypto disabled [Pass]
Verify Kerberos clock skew setting [Pass]

Default ccache: [Not set]

Distro default FILE:/tmp/krb5cc_%{uid}
Default ccache type: [Supported]
Default ccache format: [Default]

Verify default credential cache cache type [Pass]
Verify default credential cache format [Pass]
UPN system key [MYVDA1%@: ]: [MISSING]
SPN system key [host/r 1]: [Exists]
Verify Kerberos system keys for UPN exist [ERROR]

No system keys were found for the user principal name (UPN) of
the machine account. For the Linux VDA to mutually authenticate
with the Delivery Contreoller, the system keytab file must
contain keys for both the UPN and host-based SPN of the machine
account.

Verify Kerberos system keys for 5PN exist [Pass]
Kerberos login: [FAILED AUTHENTICATION]
Keytab contains no suitable keys for MYVDAL$@E)
while getting initial credentials
Verify KDC authentication [ERROR]
Failed to authenticate and obtain a Ticket Granting Ticket (TGT)
from the KDC authentication service for the machine account UPN
MYVDALSE . Check that the Kerberos configuration is
valid and the keys in the system keytab are current.

SUMNAry -----===========-=---s=--s-s==m====-====-==-s=m========s====s=ss===s=s====
The following tests did not pass:

Verify Kerberos system keys for UPN exist [ERROR]

Verify KDC authentication [ERROR]
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Hth

August 11, 2022
KESABTEE LT EA:
« JEATF HTML5 B Citrix Workspace M AEFZ 1%
B Python3 EINIFiE
+ ¥4 NIS 5 Active Directory £k
« IPv6

« LDAPS

Xauthority

iEATF HTMLS &9 Citrix Workspace N BiZF%F

August 11, 2022

AIEMIEATF HTML5 89 Citrix Workspace R B2 RE#iAIE Linux I\ ARFSE, MERKE P mE
%2 Citrix Gateway., BxERTF HTML5 # Citrix Workspace MAEFHER, &5 Citrix i,

BALLIhEE

BINERT, IR FREBARS. BRAIZMEE, BHRITUTERE:
1. 7z Citrix StoreFront #1, ERERTF HTMLS5 89 Citrix Workspace K B1ER.
BXIFMIE, BHSRAFIRPOXE CTX208163 8 “F& 17,
2. BH WebSocket &%,
a) 1£ Citrix Studio 41, 3 WebSocket ;& Z5E8I%E 1 72F.

EE T LIS B Hith WebSocket 588, B* WebSocket SEEEMTETIR, 1585 WebSockets 5881&
=

b) 7£ VDA t, #RILIAFEFHER ctxvda BREM ctxhdx RS, MFEREERK.
c) VDA E, BT T@<$HiZE WebSocket (il 2 2% EEIB T,
netstat -an | grep 8008

WebSocket il s FiziTIRESH, S<HBMTAR:
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tcp O @ :::8008 :::%x LISTEN

AR EETLUSA TLS ME LR WebSocket T2, BXEA TLS MEBENER, ESREH TLS
RIFAPRIER S,

872 Python3 EiIFiE

November 27, 2023

MBEEEIIME, izfT sudo Jopt/Citrix/VDA/bin/xdpingsk /opt/Citrix/VDA/sbin/
enable_ldaps.sh &<rLlgliE Python3 EHIIFE, B2, MRXLEHSTIECIE Python3 EINIFE, MED
ELEMEEE, UIUFHEE, OFENET IEEEMEIEEN Python3 B ENKESHNT B,

wEEMN

o WMEBBEENEEAEER /opt/Citrix/VDA/sbin/ctxpython3 BR.
« Python3 G REXHEEEME. UM https://pypi.org/ FTERLSH.

8l Python3 EilifiE

BRI T BLLEIE Python3 EIIEFLE:
1. =% Python3 #&#il,
%3F Amazon Linux 2:

yum -y install python3 python3-devel krb5-devel gcc
<!--NeedCopy-->

x$F RHEL:

yum -y install python36-devel krb5-devel gcc
<!--NeedCopy-->
AR

AN NN EERES ETEF LK, X F RHEL 7, 151517 subscription-
manager repos --enable rhel-7-server-optional-rpms @<, %F RHEL
8, & 17 subscription-manager repos --enable=rhel-8-for-x86_64-

appstream-rpms &<,

3tF Ubuntu. Debian:
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apt-get -y install python3-dev python3-pip python3-venv libkrb5-
dev
<!--NeedCopy-->

x$F SUSE:
zypper -n install lsb-release python3-devel python3-setuptools

krb5-devel gcc libffi-devel libopenssl-devel
<!--NeedCopy-->

2. gl Python3 EiMIFiE,
AR

ERREMER pip TENTBERBEIN SSLIEEHEIR, BERBUTEENFME /etc/pip.conf X
b

[global]

trusted-host =

pypi.org
files.pythonhosted.org
%tF Amazon Linux 2. Debian. RHEL. Ubuntu:

sudo python3 -m venv /Jopt/Citrix/VDA/sbin/ctxpython3
<!--NeedCopy—-->

xtF SUSE:
export PATH=$PATH:/usr/lib/mit/bin:/usr/1lib/mit/sbin
sudo mkdir -p /usr/lib/mit/include/gssapi/

sudo 1ln -s /fusr/include/gssapi/gssapi_ext.h/usr/lib/mit/include/
gssapi/gssapi_ext.h

sudo python3 -m venv /Jopt/Citrix/VDA/sbin/ctxpython3

<!--NeedCopy-->

3. %% LDAPS #&#iIn,

sudo /opt/Citrix/VDA/sbin/ctxpython3/bin/python3 -m pip install --
upgrade pip==21.3.1

sudo /opt/Citrix/VDA/sbin/ctxpython3/bin/python3 -m pip install
cffi==1.15.0 cryptography==36.0.2 decorator==5.1.1 gssapi
==1.7.3 ldap3==2.9.1 pyasnl==0.4.8 pycparser==2.21 six==1.16.0
<!--NeedCopy-->

4, %% XDPing ki,
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sudo /opt/Citrix/VDA/sbin/ctxpython3/bin/python3 -m pip install --
upgrade pip==21.3.1

sudo /opt/Citrix/VDA/sbin/ctxpython3/bin/python3 -m pip install
asnlcrypto==1.5.1 cffi==1.15.0 cryptography==36.0.2 decorator
==5.1.1 gssapi==1.7.3 ldap3==2.9.1 netifaces==0.11.0 packaging
==21.3 pg8000==1.26.0 psutil==5.9.0 pyasnl==0.4.8 pycparser
==2.21 pyparsing==3.0.8 scramp==1.4.1 six==1.16.0 termcolor
==1.1.0

sudo /opt/Citrix/VDA/sbin/ctxpython3/bin/python3 -m pip install /

opt/Citrix/VDA/sbin/ctxpython3/packages/xdping—*.whl
<!--NeedCopy-->

¥ NIS 5 Active Directory &5}

August 11, 2022

AN BAIMAETE Linux VDA i SSSD 3 NIS 5 Windows Active Directory (AD) /. Linux VDA ##14
Citrix Virtual Apps and Desktops H¥I— R, Eit, ©5 Windows AD IMEEZLE S,

A NIS (i AD) £ UID A1 GID RIEiEFEXRKFES (BFRRMNZEBAS) 17 AD M NIS i8R,
AR

e AD ARS8 HITE M IIE. A32# NIS+, WRfEA NIS fF8 UID 7 GID =##1EF, WABEAXE
Windows frs328#9 POSIX B4,

.

A ERREF AR Linux VDA BEF %, XM ENBFRHARG. 33F RHEL/CentOS K17iR, 1BRER
# Linux Virtual Delivery Agent for RHEL/CentOS #8935t BR#1T#&1E. 33F Ubuntu &1ThR, 1BHRIRRE
Linux Virtual Delivery Agent for Ubuntu /#935% BE# 1732 F.

SSSD Bft4?

SSSD B&LFiriEF. HEBEINAERN T RIBE o] ARG MR F BN SR a0E BRI T2 R IRH X H
HITHMIIE, TRt PAM 0 NSS mMiEiR, FRAILIAYT BAFEEXFET D-BUS B9iE0. ItIMEiRiEHELy
RYERIE KA B A AR P ik P ALY R AR P 3R

¥ NIS 5 AD 15/

2R NIS 5 AD &£/, FMUTIE:
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#$12 1: % Linux VDA 705 NIS &%

ECE NIS EFim:

yum -y install ypbind rpcbind oddjob-mkhomedir
<!--NeedCopy-->

RE NIS i5;:
ypdomainname nis.domain

echo "NISDOMAIN=nis.domain" >> /etc/sysconfig/network
<!--NeedCopy-->

7£ [etc/hosts #i7mN NIS ARSS3B8FZ A IR [P Mok :
{ NIS server IP address } server.nis.domain nis.domain
i@ authconfig@iE NIS:
sudo authconfig --enablenis --nisdomain=nis.domain --nisserver=server.

nis.domain --enablemkhomedir --update
<!--NeedCopy-->

nis.domain £ NIS IRE2EMIEEZ. server.nis.domain 2 NIS IRZ2BMENZ, WAILE NIS RS2/ P i
ik,

ECE NIS RS

sudo systemctl start rpcbind ypbind

sudo systemctl enable rpcbind ypbind
<!--NeedCopy-->

R NIS BB LEH:

ypwhich
<!--NeedCopy-->

BIERTM NIS BRSSEBRIBIKFEE:

getent passwd nisaccount
<!--NeedCopy-->

AR
nisaccount £ NIS AR528 EASEPR NIS kP, #fR UID. GID. EBERMER shell fIBREHERE,
$ 2. 5/ Samba mMAHEIEEN keytab

SSSD HFRMEAFIMNHFMEER RS keytab XHH AD BFIRINEE, SULXLTNRERILURA/MAE, GIE:
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« adcli

« realmd
e Winbind
« Samba

N

o

BANE Samba A%, 3F realmd, i&5i% RHEL 5 CentOS A HY, HHAEAEE SSSD Z i

-
BEl

N\
|IE:

U]

TX
/3 Samba MAEHEIZEH keytab:

EIEMEE T UTFXXHM Linux BFPELE:

« Jetc/krb5.conf
« /etc/samba/smb.conf:

FitEHEE Samba 1 Kerberos S4381E:
sudo authconfig —--smbsecurity=ads --smbworkgroup=domain --smbrealm=

REALM --krb5realm=REALM --krb5kdc=fqdn-of-domain-controller --update
<!--NeedCopy-->

Hr1, REALM 251 Kerberos $figi&#5, m domain 2159 NetBIOS &R,
WREEBD DNS T KDC RS B[BMBHZ R, HB U TR MEIANEF NS S:
--enablekrb5kdcdns --enablekrb5realmdns

17+ [etc/samba/smb.conf H#E LU TEBFHME [Global] 9 T4, {EEMk#E authconfig TE4EMMESE
m:

kerberos method = secrets and keytab
winbind offline logon = no

A Windows iSZskiEayigizhlsgelinie, mEESEEEREITENRMEIER AD AFKF,

sudo net ads join REALM -U user
<!--NeedCopy-->

REALM 25 Kerberos sUBiZ#F, user 2SS ENFMEIEEBF,

$B 3. igE SSSD

188 SSSD WF BT

o £ Linux EP iRt B %% sssd-ad 71 sssd-proxy #4a,
o IFEFHE (B0 sssd.conf) HITEREE X,
« 55h sssd BRS.

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 214



Linux Virtual Delivery Agent 2206

[etc/sssd/sssd.conf sssd.conf BB G (AJLURIBEERINEZEM) :

[sssd]
config_file_version = 2
domains = EXAMPLE
services = nss, pam

[domain/EXAMPLE]
# Uncomment if you need offline logins
# cache_credentials = true

re_expression = (((?P<domain>[A\\]1+)\\(?P<name>.+$)) | ((?P<name>[*@]+)@

(?P<domain>.+$)) | (*(?P<name>[*@\\]+)$))

id_provider = proxy
proxy_Llib_name = nis
auth_provider = ad

access_provider = ad

# Should be specified as the long version of the Active Directory

domain.
ad_domain = EXAMPLE.COM

# Kerberos settings
krb5_ccachedir = /tmp
krb5_ccname_template = FILE:%d/krb5cc_%U

# Uncomment 1if service discovery 1is not working

# ad_server = server.ad.example.com

# Comment out if the users have the shell and home dir set on the AD

side
default_shell = /bin/bash
fallback_homedir = /home/%d/%u

# Uncomment and adjust if the default principal SHORTNAMES@REALM is not

available

# ldap_sasl_authid = host/client.ad.example.com@AD.EXAMPLE.COM

<!--NeedCopy-->

% ad.domain.com. server.ad.example.com Zift HENHNE, EXFAEE, ES# sssd-ad(5) - Linux

FM,
33 sssd.conf i& B X {HFFRAARFNAGR :

chown root:root /etc/sssd/sssd.conf
chmod 0600 /etc/sssd/sssd.conf
restorecon /etc/sssd/sssd.conf

$I% 4: 2B NSS/PAM

RHEL/CentOS:
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&/ authconfig B/ SSSD. %% oddjob mkhomedir LIHREEBE REIES SELinux &
authconfig --enablesssd --enablesssdauth --enablemkhomedir --update
sudo systemctl start sssd

sudo systemctl enable sssd
<!--NeedCopy-->

e

f2& Linux VDA i& BT, B SSSD E (& LirigE, mixd Linux VDA BF G ERHIZE, Xt F ctxsetup.sh
MR RYERIMBR S 2R, BERRRINME,

$ 18 3. I0iF Kerberos &
7T HaixR Kerberos BIEMEE N A5 Linux VDA BREER, ERERY keytab X 2R ECIEHERENE
£A:

sudo klist -ke
<!--NeedCopy-->

EaH<C R REMEFRBMSHREFAAR BNERTIR, E17 Kerberos Kinit &<, MUEAXLERARGIEFER
BT ENBISH !

sudo kinit - k MACHINESE@REALM
<!--NeedCopy-->

HENAMABRUTIEERAT, RS (§) BAERARML (\) #1T8EX, UEREE shell Hif, EFLEREH,
DNS # &5 Kerberos U &#AR, BWRERTHEM. MRIHSRINET, WRKERE@HL,
ERUTaRLIIETENKAE TCT RIEEERF:

sudo klist -ke
<!--NeedCopy-->

SR 6. WILARF SRRIE

fEF getent S LHIAISHIERIB AR NSS BE T1F:

sudo getent passwd DOMAIN\username
<!--NeedCopy-->

DOMAIN S5 HER XSS, IRFEEAZ—HEREN, BEER getent s #H1THIIE,
SPFPNEREINWOT:

o EEFERZF: DOMAIN\username
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« UPN: username@domain.com
+ NetBIOS miZ&: username@DOMAIN

EI0IF SSSD PAM R BB IEHEE, BFEREAF A ER Linux VDA, Z#AF kP LIETR S FERE,
sudo ssh localhost - 1 DOMAIN\username

id -u
<!--NeedCopy-->

BESE RN TSRO uid 1T Kerberos EiREE 4

1ls /tmp/krb5cc_{
uid }

<!--NeedCopy-->

LA Kerberos RIREFTFNRIBERTEMERTH:

klist
<!--NeedCopy-->

IPv6

August 11, 2022

Linux VDA 3z3% IPv6 LUfES Citrix Virtual Apps and Desktops 735 —2. FEHILLINEER, &FEUTEI:

o WFACHRIFE, BRIFESXNEA IPve, TNER IPv4,
o MR IPV4 IFEHREAT IPV6, Linux VDA BL£1E1T.

HE:
o BAMMEZIFERIN IPV6, MIERERT Linux VDA,

« Centrify Rz#34i IPv6,

Z% Linux VDA BY, REEST IPV6 iTEAISHRIIZEES.

77 Linux VDA E2Z& IPv6
B Linux VDA WIERE Z A1, IEHRER Linux EMWLLIFIE IPV6 MEDET. BRDS IPve BEBER XHEMER
I

“HKLM\Software\Policies\Citrix\VirtualDesktopAgent” -t “REG_DWORD”
-v  “OnlyUseIPv6ControllerRegistration”
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“HKLM\Software\Policies\Citrix\VirtualDesktopAgent” -t “REG_DWORD”
-v  “ControllerRegistrationIPv6Netmask”
<!--NeedCopy-->

%1% OnlyUselPv6ControllerRegistration i & 1 757 Linux VDA L=/ IPv6:
sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Policies)\
Citrix\VirtualDesktopAgent" -t "REG_DWORD" -v "

OnlyUseIPv6ControllerRegistration" -d "Ox00000001" --force
<!--NeedCopy-->

R Linux VDA 5Z4MKED, MELER ControllerRegistrationlPv6Netmask 5 AT Linux VDA 7

MEYRILEEO
sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Policies)\
Citrix\VirtualDesktopAgent" -t "REG_SZ" -v "
ControllerRegistrationIPv6Netmask " -d "{
IPv6 netmask }

" ——force
<!--NeedCopy-->

5% {IPv6 netmask} &k ELAIMLLFES (5130 2000::/64) .

&% Citrix Virtual Apps and Desktops ## IPv6 SERIFMES, BB IPv4/IPv6 Z#5,

HUPEHERR

RERR IPv6 MEFIEHER ping6 12 AD # Delivery Controller & /A,

LDAPS

August 11,2022
LDAPS B2 B RiAAMN (LDAP) R ek, HEH LDAP @SR TLS/SSL #1712,

BIARINZEER P ik SRS 2R A2 28189 LDAP &S, &I LDAPS, &aJLUfRIF Linux VDA 5 LDAP RSS2 28]
B LDAP ZiRE,

U Linux VDA 4472 LDAPS EE BB KHL:

+ Broker {#2: Linux VDA ;xf#%l Delivery Controller &
o HRERARSS: SRBSIT(E

ECE LDAPS ;5 R AT iE:

« 7£ Active Directory (AD)/LDAP Br$333 =M LDAPS
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o SR CA LMHEFIRER

+ 7£ Linux VDA LiEF/2F LDAPS
« NE=FFEEE LDAPS

» B2E SSSD

« F2E Winbind

+ B2E Centrify

o B2&E Quest

AR
BILUETTUA T ap< /0 LDAP BRSS 221G B MM E . BUAER 15 D80, BEDREIEEN 10 5%,
/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\
VirtualDesktopAgent" -v "ListOfLDAPServersMonitorPeroid" -t "

REG_DWORD" -d "0Ox0000000f" --force
<!--NeedCopy-->

72 AD/LDAP fr5528 L= LDAPS
AT L 3 Microsoft SIEBM & M5 (CA) Si3E Microsoft CA 2 A& N IEHAYIE PR B MAET SSL #9 LDAP
(LDAPS),

R

7EEE 2 R liR CA R B EIE A LDAPS,
BXRUMAIREEBHIIE LDAPS EEmi#4Mi= S, 50 How to enable LDAP over SSL with a third-party
certification authority (Jfa{EBNE =IEBMAHAEAES SSL 89 LDAP),
LEE— M ZRIEBMANMBRERE, SEHEH2s R BRERT LDAPS SHKRIEMEEIEH,

BEXMEAERZRIEBMEANERREN RTS8 B A LDAPS 8158, 52 LDAP over SSL (LDAPS)
Certificate (3@ SSL #9 LDAP (LDAPS) JE#) —X,

BRRIEBMANALUMHE P imER

FERiRGIER LDAP RS EREER CA MRENER. EARFIHEA LDAPS H130E, BRHR CAIEBISANERE
R,

BEXMASHR CABEMEE, ES1A Microsoft 25 Web 345 LB How to export Root Certification
Authority Certificate (AN SHERIERMENI) o

£ Linux VDA t/=/M=52 A LDAPS

Z7 Linux VDA EEASEA LDAPS, BETUTHZ (TUEEBRSHERMN):
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L BIEEREUTARAR:
o BIETRMHAIR CAEHEAET SSL/TLS # LDAP:

/opt/Citrix/VDA/sbin/enable_ldaps.sh -Enable pathToRootCA
<!--NeedCopy—-->

 FA@EESE®S SSL/TLS =/ LDAP:

Jopt/Citrix/VDA/sbin/enable_ldaps.sh -Enablecb pathToRootCA
<!--NeedCopy-->

AR

AFEESERR CAIEBHUIRA PEM 1. INRBA LDAPS TNl Python3 BiINIFiE, 15
BB Python3 EHNFIE VIR BEF shel EIZIFE,

ERROREERA pip TANTIEERIBEIN SSL IEFHIR, BEERGUTEENARME /etc/pip.conf X
ffrh:

[global]

trusted-host =

pypi.org
files.pythonhosted.org

 ELREIREA SSL/TLS #9 LDAP

/opt/Citrix/VDA/sbin/enable_ldaps.sh -Disable
<!--NeedCopy-->

L BT LDAPS # Java ZAE(T [etc/xdl/.keystore, SEMAGTMRINEIE:
HKLM\Software\Citrix\VirtualDesktopAgent\ListOfLDAPServers
HKLM\Software\Citrix\VirtualDesktopAgent\ListOfLDAPServersForPolicy
HKLM\Software\Citrix\VirtualDesktopAgent\UselLDAPS
HKLM\Software\Policies\Citrix\VirtualDesktopAgent\Keystore

HKLM\Software\Citrix\VirtualDesktopAgent\EnableChannelBinding
<!--NeedCopy-->

HNE=FHFEEE LDAPS

P& Linux VDA A5k, BB SN METFIREERER S LDAP 89 VDA B =S H4A M, flgn SSSD. Winbind.
Centrify #1 Quest, U T&ES AT W@ LDAPS. STARTTLS 3§ SASL &R MiEfRER S LDAP,
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e

HIAFFFA XL A MR SSL IO 636 KHfR% 2 LDAP, HEXZ#EiE LDAPS (%0 636 i@
SSL 8 LDAP) Fge5uRO 389 LAY STARTTLS #7%,

SSSD

RIEEIAEIRO 636 skim O 389 LAELE SSSD &£ LDAP FiE, BXEMELR, 1ESH SSSD LDAP Linux Ft
T

Winbind

Winbind LDAP Zifif£f8 ADS 735, Winbind 7£#8 0 389 E{Xk#¥F StartTLS /53%. S MMNEEE 4R [etc/sam-
ba/smb.conf 71 /etc/openldap/ldap.conf (33F RHEL) =% /etc/ldap/ldap.conf (3F Ubuntu), #%uT
Ffr BB B e ST 1

« smb.conf

ldap ssl = start tls
ldap ssl ads = yes
client ldap sasl wrapping = plain

« ldap.conf

TLS_REQCERT never

5, FLUEIT SASL GSSAPI &8 MitEfEL e LDAP, B8RS TLS/SSL 77, EE/ SASL %, BEX
smb.conf fi2E:

ldap ssl = off
ldap ssl ads = no
client ldap sasl wrapping = seal

Centrify

Centrify 7250 636 £z #F LDAPS, BE7in0 389 LiRL LM, EXEMER, ESH Centrify ik,

Quest

Quest Authentication Service %0 636 L323F LDAPS, {B7#Eix0 389 LEREMAERHEREME,
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HEHER

fERILLINRER ATRER S & LA T Rl :
+ LDAPS fR5AT A%
&1L LDAPS &2 %7E AD/LDAP fR%588 LRI A, BIAMERT, WO 636,
+ BAT LDAPS B Linux VDA 55k
393E LDAP RS BMIFORSEEEMRRE, BEL0EIR CAIES, MIRHES AD/LDAP BRS323ILAD,
o BIMEIRMBROEMRIN

INREXKEFR enable_ldaps.sh BWER TEINEH T LDAPS #8XHEM RN, WAIAERIF LDAPS A
BRI

o LDAP i i@d SSL/TLS M Wireshark sifEaE MK ST T EINE
BN LDAPS, i5in1T Jopt/Citrix/VDA/sbin/enable_ldaps.sh 3&4l#17,
« %%5kE8 Wireshark siE M H AWML EREEM T AN LDAPS 8
&% Linux VDA EAFI4ESRBS (4T & HEL LDAP/LDAPS 2.
o FTixiEid1E AD AR528 £i=1T ldp connect 163F LDAPS =T A%
£/ AD FQDN fi3E IP ik,
o Tiki#Eidiz1T Jopt/Citrix/VDA/sbin/enable_ldaps.sh filZ<S N\iR CA iE+H

ERM CAIEBMTTREE, HBIMR CAIEBMXERTER. ERSZXRFNAZEH Java Keytool 8%
Bo MREREIFFIRFIIL, ERILTERIRER, NRBINEBERIED, RIVZIEMER base64 figHy
PEM &z,

o TiEET Keytool -list £R=1R CAEH

@igizfT /opt/Citrix/VDA/sbin/enable_ldaps.sh 5B LDAPS B}, SEFE#H S N E
/etc/xdl/.keystore &, HGBEBURIPERE, NRSIZTEBD, AIUERETZHEAUNERHA
[

Xauthority

August 8, 2022

Linux VDA R X11 B/RIheE (84 xterm# gvim) #TRERIZEAIENIRE, LINEERENENZ SN
& LUHR1R XClient 5 XServer Zalf@&ER 4.

AILLEI MM A ERRILEREBENNRE 2!
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« Xhost, BilERT, Xhost RaiFattEHN XClient 5 XServer #1Ti@15, MREFEAIFIRIE XClient 513
XServer, MFETT Xhost @B FIHFEITENNNIR, JE, tbALUER xhost + LA FER XClient
E1%E XServer,

« Xauthority, TUESTMEFNEEZRHTHE . Xauthority X, ERTHEIREGFMHEE xauth £AKN
cookie FLUAT XServer #TE 3 YIE, B5h XServer £l (Xorg) /&, % cookie ATWSZFEET
HIEREHIT B I8,

TRRE

Xorg BaiRt, .Xauthority x#igEiEEs Xorg, Itk . Xauthority XrEEUTTE:

- BRHE
o IEFEIERIY
+ cookie #i&
AILUER xauth eSSt ., fign:
# xauth -f ~/.Xauthority
# > list
# > usOlmsip06:107 MIT-MAGIC-COOKIE-1

fb228d1b695729242616c5908f11624b
<!--NeedCopy-->

R XClient iz#2iE#E3 Xorg, MATHER D BE MY

» B E XServer 19 DISPLAY IFIZ L&,
« FRENESE Xorg W EAF—4 cookie #i2r . Xauthority X,

fdE Xauthority

Z7f Linux VDA L5/ Xauthority LUG#1TIZIE X11 2R, K62 TEAENERRD:

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System)\
CurrentControlSet\Control\Citrix\Xorg" -t "REG_DWORD" -v "
XauthEnabled" -d "Ox00000001" --force

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System)\
CurrentControlSet\Control\Citrix\Xorg" -t "REG_DWORD" -v "ListenTCP"

-d "Ox00000001" --force
<!--NeedCopy-->

Ef Xauthority 5, Foit@IEHAZEERE . Xauthority &zl XClient:

o Fupf . Xauthority x#&iEss XClient
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B&h ICA £3&/5, Linux VDA 34 XClient £ . Xauthority X, HEZXEEFEEEERBFANER
Frh, AL . Xauthority XHEHIZEE XClient i+&#1, FHi&E DISPLAY 1 XAUTHORITY i
BT E, DISPLAY 27%#7 . Xauthority X#HFHMER%HES, XAUTHORITY 2 Xauthority A9z
HERRE, FldN, IFEFUTHS:

export DISPLAY={
Display number stored in the Xauthority file }

export XAUTHORITY={
the file path of .Xauthority }

<!--NeedCopy-->

=W

INRKi&E XAUTHORITY IFRZE, WEIAEHA ~/ . Xauthority X,

o BEEHAZEERE . Xauthority &3 XClient

REENAXNEANERAFAEHEHEZTTIER. Y Linux VDA B350 ICA £3EH, BEEFAFPNIERTOE
Xauthority Xff. MREFEERS XClient £#2, BPABEFmRL . Xauthority XtEHE
XClient, E#%&Z DISPLAY #1 XAUTHORITY IfiBL 25, §BNTE XServer £EFER GUI,

HEHEER

IR Xauthority T2 EHET, BRBHIEHRS BH{TIRME:
1. LUEA root RUIRMEIE R BAIRENFTE Xorg cookie:

ps aux | grep -i xorg
<!--NeedCopy-->

e <R BB ENIEFEEE Xorg B Xorg #iZMEH. S—MSHBTEAN . Xauthority Xt fl

/var/xdl/xauth/.Xauthorityl10
<!--NeedCopy-->

£/ Xauth &< E7R cookie:

Xauth -f /var/xdl/xauth/.Xauthorityl10
<!--NeedCopy-->

2. FA Xauth &< 28R ~/ . Xauthority #E&M cookie, MRETHSHER, NETH cookie BM5
Xorg #1 XClient 89 . Xauthority Xf&# cookie .

3. W% cookie M, BB ESHEEMRFEM Linux VDA B P #uibif R Bk, HREEAHAMNEENET
=,
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Blan, 7£ XClient &M EBITUATFH<:

telnet 10.158.11.11 6160
<!--NeedCopy-->

IHO5 7 6000 +\< 2REE\> B2,

INRUE Telnet $1ERIKL, B AIERTAEIERELEIER,

S nIRiE

August 11, 2022
AESABTEEUTEA:
 f#M Azure Active Directory #7853 183E
s WRRRBERERFHIIE
o KESMIIERS
o REEEIE

- Wik

RESHWIENSTE

#F Azure Active Directory #1755 30iE

September 25,2023

AR

HIhEESGER T Azure F£E/I VDA,

RIBEMER, BILE Azure FEFERMFHZERA Linux VDA:

o JOANT Azure AD DS #9 VM, VM BIINZEI Azure Active Directory (AAD) i5iRS3 (DS) I &rvis. AP ER
HIERER VM,
o RIMANEH VM. VM 5 AAD #RIBARS SR LIRERAF B9%iE. AR ERE AAD FIEER VM,

A% AAD DS #1 AAD p9ix2 8, 1E8XE Microsoft Xz,

AN T MEIERINIER VDA EEAMEE AAD FRIRARS

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 225


https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/2206/configure/authentication/aad-authentication.html
https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/2206/configure/authentication/single-sign-on.html
https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/2206/configure/authentication/federated-authentication-service.html
https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/2206/configure/authentication/session-launch-credentials.html
https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/2206/configure/authentication/support-for-smart-cards.html
https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/2206/configure/authentication/anonymous-session.html
https://docs.microsoft.com/zh-cn/azure/active-directory-domain-services/compare-identity-solutions

Linux Virtual Delivery Agent 2206

XFFHRIThR

« SUSE 15.x
« Debian 10

BXFAER, 15

BRI R TS 7%

=

=

Ubuntu 20.04. 18.04
« RHEL8.4. 7.9

X5 Microsoft X%,

£ Red Hat 8.3 #1 7.9 /1, 7E#1T AAD AR B4 %RiEZ/G, PAM (Pluggable Authentication Module, aI#k

BMWIEER) pam_loginuid.so F&I&E loginuid. LhiaAELE AAD A iAIE VDA &1,

EfRIEIR, B /etc/pam.d/remote #iERE1T Session required pam_loginuid.so.

BXRG, 1E

SR TREEE,

#EPAM-1.0
auth

auth
account
account
password

substack
include
required
include
include

password-auth
postlogin
pam_nologin.so
password-auth
password-auth

# pam_selinux.so close should be the first session rule

selinux.so open should only be followed by sessions to be executed in the user context

session required pam_selinux.so close
[#scss‘.on required pam_loginuid.so I

an required pam_selinux.so open
session required pam_namespace . so
session optional pam_keyinit.so force revoke
session include password-auth
session include postlogin

S8 1. 1£ Azure [JP _EOIEER VM

BIEER VM H7E VM %% Azure CLI,

1. £ Azure 1P L, BIERIR VM, ERERE + IR Z A1, BESHEEEIET £ L% Login with Azure AD
(/3 Azure AD ER),
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Home > Create a resource

Create a virtual machine -

Basies  Disks  MNetwaorking Management  Advanced  Tags  Review + create
Condigure maniioeing and management options for your Vi
Aqure Security Center

Azure Security Center provides unified security management and advanced threat profection screas hybrid cioud workdasds
Learn mare

[} Your sbscription i protected by Anure Security Center standard plan.

Meitoring

Boot disgnostics (®) Erable with managed storage sccount (recommended)
{0) Erabole with custom starage account
) Disable

Erable O guest diagnostics |

Identity

@ Srvtem managed sentity mut be on b logi with Azure AD credeniish.
(¥~ e

AT Mg

Arure AD

) REAC rote assignment of Virual Machine Adminktrator Login or Virnual Machine
Ukt Lisgin is niguiree] whan Lting Afure AD login. Lagen mate

W Azure AD login mow uses $5H certifcate-baved authertication i et b use n S5 chient that supports GpenSsi
eestificates. You can e Aruse OU or Cloud Shell from the Az Portal Leam seee

Auta-shutdown

Erable auto-shutdown :l

Backup

Erable backup O

Guest 05 updates

Patch echettration sptians maege cletanlt r

) Some patch orchestration options are not available for this image. Learn more

[ reven - cvve I Ty W

2. 7EiEHR VM E%=% Azure CLI,
BXEFAER, FBEXE Microsoft x &,

SR 2. FER VM LEEERE

EHFEME, BREBEA MCS 72 Azure EBIE Linux VM FRE9SEE 3. & EMERHITERME,

S 3. BIER VM &8 RRIMNFER

IR EMRGSS, BREUTIER VM RERRIMANSEIE:
1. MR E T T

Modify /var/xdl/mcs/mcs_util.sh
<!--NeedCopy-->

2. #3 function read_non_domain_joined_info(), #A&E¥ NonDomainJoined B{&
BXA 2. BXT6, ESRLTHER,

function read_non_domain_joined_info()

{
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log "Debug: Enter read_non_domain_joined_info"
# check 1f websocket enabled
TrustIdentity="cat ${

id_disk_mnt_point }

${

ad_info_file_path }

| grep '[TrustIdentity]' | sed 's/\s//g'’

if [ "STrustIdentity" == "[TrustIdentity]" ]; then
NonDomainJoined=2
f

}

<!--NeedCopy-->

3. REFES.

4. XFAER VMo

HE 4. MiER VM 812 Linux VM

ARFARIMNENER VM 5, BRBUTESELE VM.
1. &%= Citrix Cloud,
2. Wi Citrix DaaS, ARHRTERLESEIEH A,

3. EHENBRT, ERER Machine Creation Services MiEHR VM I Linux VM, BXiFAEE, 585
Citrix DaaS xx#4srfyR NN VDA,

S8 5: % AAD A kP 9 Ec4 Linux VM

BIERIMAER VM /5, NESE AAD BFIKF,
25 AAD AFIKF 224 VM, BRITUTHE:
1. EREERKF AR VM,

2. 7z Identify (i3%1) >System assigned (R%HE) EW+£ L, B System Identity (R44RIR).

| Identity
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3. 1£ Access control (IAM) (ializ%l (IAM)) > Role assignments (B&5E) #EF£LE, #3 Virtual
Machine User Login (EWIAFESR) X, AERIEZEHRM AAD BFHF,

A | Access control (IAM)
Virtual machine
R Search (Cmd+/) « ~+ Add | Download role assignments == Edit columns () Refresh X Remove 27 Got feedback?
K1 overview
Check access  Role assignments  Roles  Deny assignments Classic administrators
B Activity log
Ao Access control (IAM) Number of role assignments for this subscription
@ Tags 2 2000
£? Diagnose and solve problems
O Search by name or email Type : All Role : All Scope : All scopes Group by : Role
Settings
& Networking 21 items (7 Users, 14 Service Principals)
& Comneat [[] Name Type Role Scope Condition
® Disks > Contributor
4 size > Owner

©Q  Microsoft Defender for Cloud
 Virtual Machine User Login
@ Advisor recommendations

il i icati O . User Virtual Machine User Login © This resource None
Extensions + applications

BERFIRIMAER VDA

FRALFHNRLAF A LOEI RIS NERRIMANZEE VDA, FAP B TFIR:

1. =zh Workspace M AR, AEETHA AAD AR 2MEBE RS Workspace, LtEHE 2T Workspace
DAL

2. WMERMAEHEE, IHEET AAD ER0TH.

ZOEEA VDA LigBMERERME: &&MREE AAD kP /ZiE, BUAERT, Linux VDA ERIGEREE
FHEL3 AAD BFR#HITEHWIE, MTFFR. FAEER, ERALRESEREIENER S AAD kP /253,
BEXFAY R, BSRUTEHD.

B8

3. RERR LA, BEUTARZ—ERIIKRERIE:

« 1 QR REIHBNIZAED,
N\ AAD AP &FE.

¥4/ AAD K [ZREEFRIER

BIAMBERT, Linux VDA ERIgEMREI AAD BF#ITEMHRIE. BXEREE, BESHXE Microsoft X &, B¥
HRIEXEN S AAD kP /25D, BEHRITUTSR:

7£ VDA BT TS, HELEMRD AADAcctPwdAuthEnable, AEBEEEHRN 0x00000001,
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Jopt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\CurrentControlSet\
Services\CitrixBrokerAgent\WebSocket" -t "REG_DWORD" -v "
AADAcctPwdAuthEnable" -d "0x00000001" --force

<!--NeedCopy-->

=W

A ERERTF Microsoft ik E A 7 WESHIIERIKF,

WX R B RERENINIE

August 11, 2022

A LUK A Fisia StoreFront A& ER AP EIEENEIERTF Linux 8 Citrix Workspace [z B 2 Citrix
Receiver for Linux 13.10 # AuthManager #&ker, JENG, EEUERZE PR Linux BIMKSESIEFRE
WREMEZBER, MEFEEANRFEE.

=

AR

iEATF Linux B9 Citrix Workspace [zA#2FH Citrix Receiver for Linux 13.10 #51tIh#E.

ERALLIhEE, BRITUTIRE:
1. 7 Linux VDA L, &#i&BTF Linux i Citrix Workspace B2 Citrix Receiver for Linux 13.10,
M Citrix Workspace B 2=, Citrix Receiver 89 Citrix FE T FHABR N BIEF.

k=27 [opt/Citrix/ICAClient/, MNRERLAREFRETHMEEZF, 15 ICAROOT IFELEiE
BNiEmRRRERZ.

2. 7z Citrix StoreFront BIRizHIAH, NEMRKAFERD HTTP BEASHEIES %,
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banage Authentication Methods - too

Select the methods which users will use to authenticate and access rescurces, 0
| Method | Settings
#  User name and password
[ | SAML Authentication -

| | Domain pass-through
Can be enabled / disabled separately on Receiver for Web sites

[ ] Smart card
Can be enabled / disabled separately on Receiver for Web sites
HTTP Basic
[ | Pass-through from MetScaler Gateway -

Installing and uninstalling the authentication methods and the

authentication service settings are included in the advanced options.

o [T

3. BT AMRMAME AuthManager & & x4 (SICAROOT/config/AuthManConfig.xml) L 43 # 17
HTTP EZARSHIIE:

<Protocols>
<HTTPBasic>
<Enabled>True</Enabled>
</HTTPBasic>
</Protocols>
<!--NeedCopy-->

4. BEITU TS UEREE BRPLERIEFR.

cp rootcert.pem $ICAROOT/keystore/cacerts/
$ICAROOT/util/ctx_rehash $ICAROOT/keystore/cacerts/
<!--NeedCopy-->

5. BITUT < UBRAZIN6E:

/opt/Citrix/VDA/bin/ctxreg update -k "HKLM\System\
CurrentControlSet\Control\Citrix" -v "LurSsonEnabled" -d "0
x0000000601"

<!--NeedCopy-->

6. Bh Linux EMKESIFEMZRIEFHERT Linux B9 Citrix Workspace Rz f#2RF =k Citrix Receiver for
Linux 13.10,
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Bxash Citrix Workspace M ARRFE, RASRTNERANNAEEKF . UWEERIUBHE R ZAHEEN
N ARmEfE,

= .
=W

BN HTTPS URL fEAEHIN BB EIKF

Citrix Receiver - »

Add Account

Enter yvour work email or server address provided by
wour [T departrment.

https://

Cancel Add

K& B NIRIERS

February 9, 2024

AILUMERBE A B PIIEARS (FAS) X4& R Linux VDA BB P #1TSHIIE, 3T FAS ZRIhkE, Linux VDA &
5 Windows VDA R Windows 18, Bx5 FAS BE2E& Windows IFBHER, BESHEES B HRIERS. &
SR THFETF Linux VDA BIERIME B

AR
¢ Linux VDA AXFIERIT AR,
« Linux VDA EF5EE#E5 FAS RS SBEHEIE.

o B 2206 KR, ERILUEE ctxsetup.sh By CTX_XDL_FAS_LIST #£ Linux VDA iz B E X FAS %0,
BXFMER, BESRETENLITHAY Linux VDA REXE,
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7 Linux VDA LtFfZE FAS
RHEL 8 45 FAS

FAS &1 F pam_krb5 &%, ZiEik7E RHEL 8 FEF M. B7 RHEL 8 L/ FAS, &I TAiAME pam_krb5
R

1. MIUF Web 55 F# pam_krb5-2.4.8-6 J5{3.
https://centos.pkgs.org/7/centos-x86_64/pam_krb5-2.4.8-6.el7.x86_64.rpm.html,

2. 7£ RHEL 8 :#iH=% pam_krb5 &k,

yum install make gcc krb5-devel pam-devel autoconf libtool
rpm2cpio pam_krb5-2.4.8-6.el7.src.rpm | cpio -div

tar xvzf pam_krb5-2.4.8.tar.gz

cd pam_krb5-2.4.8

./configure --prefix=/usr

make

make install

<!--NeedCopy-->

3. I pam_krb5.s0 @& EET /usr/lib64/security/ T

1s -1 /usr/lib64/security | grep pam_krb5
<!--NeedCopy-->

185 FAS k5328

EELHM Linux VDA REHRER FAS, 575817 ctxinstall.sh 8¢ ctxsetup.sh B3N NE & FAS ARsZ2889 FQDN,
BT Linux VDA R3z3% AD RS, ERILIERAIRHELIS S SR FAS RS 8BMTIR, MRMIERT EAARSS 25t
JEEH <none> XAFRHREFZETH, HEFREEHARSSHIMIRFE.

EFAHIMAR Linux VDA R%, AILUEHIGT ctxsetup.sh FKigHE FAS IRE88. &, HALUBTUTHSR
IRE FAS BR$338, HEFEDN ctxvda RREUFEIREER.

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\
VirtualDesktopAgent\Authentication\UserCredentialService" -t "REG_SZ
" —-v "Addresses" -d "<Your-FAS-Server-List>" --force

service ctxjproxy restart

service ctxvda restart
<!--NeedCopy-->

E@Eid ctxreg B FAS fR%SE8, BETUTHS:
sudo /opt/Citrix/VDA/bin/ctxreg update -k "HKLM\Software\Citrix\

VirtualDesktopAgent\Authentication\UserCredentialService" -v "
Addresses" -d "<Your-FAS-Server-List>"
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service ctxjproxy restart

service ctxvda restart
<!--NeedCopy-->

ZRIED

BEISERAFPRSES, 57 VDA ERER CAIEBLUNFREHRERER, fli0, BRER CAIES, iEMATEHNM Microsoft
CA (7£ AD 7h) 1% CAEBP BHIKEYAD RIEH, EBEMIR CARS® http: //CA-SERVER /certsrvTF
# DER BXBNZIEP.

AR

U TS &R FEERIELES,

BITEMI TS DER Xt (.crt. .cer. .der) %)y PEM:

sudo openssl x509 -inform der -in root.cer -out root.pem
<!--NeedCopy-->

ARG, BITEMINTH&HSIER CAIEBRESR openss L BR:

sudo cp root.pem /etc/pki/CA/certs/
<!--NeedCopy-->

=,
AR

BEDRER CAIEBET [root BET, TN, FAS BAUZEUR CAIEH,

i517 ctxfascfg.sh

izfT ctxfascfg.sh fiZ<UEEE FAS:

sudo /opt/Citrix/VDA/sbin/ctxfascfg.sh
<!--NeedCopy-->

RINFETE, UE ctxfascfg. sh TUESRRIER TiaT:

+ CTX_FAS_ADINTEGRATIONWAY=winbind | sssd | centrify | pbis: %= Active Directory &£ 5%,
ZFEERRE CTX_EASYINSTALL_ADINTEGRATIONWAY B39 CTX_EASYINSTALL_ADINTEGRATIONW/
o MRFIEECTX_EASYINSTALL_ADINTEGRATIONWAY, CTX_FAS_ADINTEGRATIONWAY
BERECSHERE,

+ CTX_FAS_CERT_PATH =<certificate path>: {5EEMERITFBHAE PEEBHTERRIR.

+ CTX_FAS_KDC_HOSTNAME: 7£i%#% PBIS BHEEZHATHL (KDC) BENA,
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« CTX_FAS_PKINIT_KDC_HOSTNAME: #5%E PKINIT KDC £/ &, MRIESHHE, TWZBEHEH
CTX_FAS_KDC_HOSTNAME,

EIRIEHERY Active Directory &pi757%, AERAEMIIERRE (H1W0 /etc/pki/CA/certs/).
HIAPEE R krb5-pkinit #1 pam_krb5 -, HigBEBEXMEREX 4.

PR

 FAS X#FEMIRM Linux £&H AD Mm%, ESHUTYIR:

Winbind SSSD Centrify PBIS

Amazon Linux 2 =2 = = =z
Debian 11.3. z 5 5 5
Debian 10.9

RHEL 8.4 b b} = =
RHEL 8.2 b3 = = =
RHEL7.9/Cent0OS £ & = =
7.9

SLES 15.3 z FS = 5
SLES 15.2 2 S = =5
Ubuntu 20.04 2 5 Z 5
Ubuntu 18.04 s S = )

o FAS BAZFBFERE. MRESERREUERT, WEEER FAS ERERZRIE.

o IARAN IS B P IIERS A REWEA—X P EIENE R FAS 22, F81% Windows 10 Azure AD
BRI,

HEHRR
fExt FAS BATHIEHIBR Z /i, BWHEREREHEMAE Linux VDA, HERIUUERAZBSHIIEEREBNABERRK
InEahdk FAS =1,

YNRIE FAS RIEEHEIETT, FREREHN HDX BELRIREN “VERBOSE”, 3% VDA BE£3iREN “TRACE™,
BXIARA Linux VDA BARERASIERIESR, ESRFIRHOXE CTX220130,
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FAS RS323ECEHIR

M FAS N EBIEBh=IER K.
#% [var/log/xdl/hdx.log HEHL MM TRENEIRAE:

2021-01-28 01:42:16.164 <P26422:S4> citrix-ctxlogin: validate_user: [
Logon Type] Federated Authentication Logon.

2021-01-28 01:42:16.164 <P26422:S4> citrix-ctxlogin: validate_fas:
entry

2021-01-28 01:42:16.164 <P26422:S4> citrix-ctxlogin: connect_fas: start
connect to server 0

2021-01-28 01:42:16.164 <P26422:S4> citrix-ctxlogin: connect_fasO:
failed to connect: Connection refused.

2021-01-28 01:42:16.164 <P26422:S4> citrix-ctxlogin: validate_fas:
failed to connect to server [0], please confirm if fas service list

is well configurated in condb

2021-01-28 01:42:16.164 <P26422:S4> citrix-ctxlogin: validate_fas: exit
43
b

2021-01-28 01:42:16.164 <P26422:S4> citrix-ctxlogin: validate_user:
failed to validate fas credential

2021-01-28 01:42:16.164 <P26422:S4> citrix—-ctxlogin: LoginBoxValidate:
failed validation of user 'userl@CTXDEV.LOCAL', INVALID_PARAMETER

<!--NeedCopy-->

fERAE  EETUTHS U Citrix EMRE“HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\VirtualDesktopAgent\Auth
REIZE N <Your-FAS-Server-List>,

sudo /opt/Citrix/VDA/bin/ctxreg dump | grep "UserCredentialService"
<!--NeedCopy-->

NRMBECERER, BFRBAEIZE FAS RSBSBIREUERLE,

CAEREEHIR

M FAS NBBERHERK. BET—TMREEQ, FENPHEER.
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Invalid Login

ﬂl(l

2021-01-28 01:47:46.210 <P30656:S5>
get_logon_certificate: entry

2021-01-28 01:47:46.210 <P30656:S5>

17 [var/log/xdl/hdx.log HEHKL MM TRENEIRAE:

citrix-ctxlogin:

citrix-ctxlogin: check_caller:

current process: pid [30656], name [/opt/Citrix/VDA/bin/ctxlogin]

2021-01-28 01:47:46.210 <P30656:S5>
get_public_certificate: entry

2021-01-28 01:47:46.211 <P30656:S5>
for response...

2021-01-28 01:47:46.270 <P30656:S5>
to server success

2021-01-28 01:47:46.270 <P30656:S5>
get_public_certificate: exit

2021-01-28 01:47:46.270 <P30656:S5>
input size 1888

2021-01-28 01:47:46.271 <P30656:S5>
output size 1415

2021-01-28 01:47:46.271 <P30656:S5>
get_logon_certificate: get logon

2021-01-28 01:47:46.271 <P30656:S5>
cache certificate success

2021-01-28 01:47:46.271 <P30656:S5>
get_logon_certificate: exit, 0

2021-01-28 01:47:48.060 <P30656:S5>

citrix-ctxlogin:
citrix-ctxlogin: query_fas: waiting
citrix-ctxlogin: query_fas: query
citrix-ctxlogin:
citrix-ctxlogin: fas_base64_decode:
citrix-ctxlogin: fas_base64_decode:
citrix-ctxlogin:

certificate success
citrix-ctxlogin: cache_certificate:

citrix-ctxlogin:

citrix-ctxlogin: validate_user:

pam_authenticate err,can retry for user userl@CTXDEV.LOCAL

<!--NeedCopy-->
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RAERE WIHEREERE /etc/krb5. conf REWHIEEEMEIR CAEBMAEDEIIPHTERRR, TEERRZ
WA

[realms]

EXAMPLE.COM = {

pkinit_anchors = DIR:/etc/pki/CA/certs/

<!--NeedCopy-->

MRMBREFER, BRRBAIENZ SIS BERNEH#TIRE,
gE, WER CAIEBREEN.

SO P BR ST FHR

FASEZET SAML 513183, ADFS FIF7E ADFS ERTTH HMANAFRRMENLGE, T THER.

There was a failure with the mapped account.

ItbEAIRFRPAEALINIIE ADFS BB, B AD B BEEEMEXAF.

fRA%E 1L AD LIRBEBERIKF.

KECE ADFS

ZHER FAS NAREIEPHIATHEIR:
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The Identity Provider has not been configured by the
StoreFront Administrator

3 FAS R FEEIEECERER SAML S4583E, B ADFS BER, SHIIRR,
RRBR NKAFHNIEARSEE ADFS IdP, BXEMER, BBIAKE SHIEARS ADFS 21Z,

BXES

« JBF FAS BREBEEXS B HIIEARSS (R RS EHA — S Hh i LABESE.
o BRESNRIIRSSRALE—BEPRIINT “BIESE XE,

Ea)

WIRIEEMEA FAS, NRRBEEEFREFHTNELATRENANBEFRIEN, AESKK.

& C | A Not secure | bttps:;//ddc.yw.local/Citrix/FASWeb/ W

Cannot start desktop |Er€ceiBafive TUET

testwHMRHELT4"

BRI E

£ CA TAFAEH T Manage Templates (ZIEiEiR) LU Citrix_SmartcardLogon %1% M Build from
this Active Directory information (BTt Active Directory 52##&) s Supply in the request (£
ERAPIRM)
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Superseded Templates | Extensions | Security | Server
General IlEI::nmr.':ni-.ﬂ.il:;-il'rl'jlr I Reguest Handling | Cryptography | Key Attestation
Subject Name | lssuance Requirements

(®) Supply in the request

ij existing certificates for autoennoliment

renewal requests ()

() Build from this Active Directory information

ic#t names and to

simplify ceificate administration.

Subject name format;

| Mone

[] Include e-mail name in subject name

Include this information in atemate subject name:
[ ] E-mail name

[ ] DNS name

[ ] User principal name (LP M)

[ ] Service principal name (SPN)

* Contral is disabled due to compatibility settings.

| | Cancdl |

RIEBTHER

August 8, 2022

&% Citrix Workspace N A#EFfE, AILUERFRRIEREESN Citrix Virtual Apps and Desktops £i&, ZEALL
Ihée, BRI Linux VDA BT T®<:

1 Jopt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\CurrentControlSet\
Control\Citrix\WinStations\tcp" -t "REG_DWORD" -v "
fPromptForDifferentUser" -d "Ox00000001" --force

2 <!--NeedCopy-->

BRItYEERE, BEIRENIRERERARE. UTFAITHRHILIN6E:
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« RHEL 8.4

« RHEL 7.9/Cent0S 7.9
« Debian11.3

« Debian 10.9

« SUSE 15.3

« SUSE 15.2

August 11, 2022

B R Linux Virtual Desktop 2i&E8Y, AIMEREEIIEFHIRENEERHITSHRIE. HIHEERET ICASEER
EHLEEHITHEEFEEMRRN, ERIUEREREREEF. BHISERXERRNEFES. NENBREBF
R AR [E) Web i s 4T 5301,

FFIkIhEE, Linux VDA fEBS Windows VDA #HRIMERE. EXFAEER, BSRAXTNE B S ERHFIELHS,
=

REFFE Linux VDA i ERRSTIIE sERER Citrix Gateway.

DEFRM

BReFERBMNIIEA T AEEUR T LU T &4
o f&f Linux VDA REFE TFTEER— P KITHRH:

- RHELS8

- RHEL 7/CentOS 7
- Ubuntu 20.04

- Ubuntu 18.04

- Debian11.3

- Debian 10.9

SERZRE VDA |5, BRIEEM VDA 25 #E57E Delivery Controller 3%, UKREE#ESMER Windows
FERITHAELEHN Linux KERIE.

+ M OpenSC LB EEF. AXIFMER, BESREMIFAR OpenSC LHFEEE+,
« f#A Citrix Workspace for Windows I B2,
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Hy1% OpenSC &R F
OpenSC 2 RHEL 7.4+ LIz ERANSERIEENERF. E4 CoolKey WRE%AEN M, OpenSC ZiFZFAEAM
EHe£ (358M Red Hat Enterprise Linux FREYEEER) .

43X, YubiKey 4 BacEREEBE BN A, YubiKey 4 2— &R USB CCID PIV i&%&, aIUBRBZ MM
Amazon EMBEMRNELMWE, OpenSC EapiEFHF YubiKey 4.

MRRALFTEFLHMESHNEEF, BEE—BRET Linux X1ThR=X OpenSC R4+ BHMEN. BX
OpenSC ZEMER, BERALEEEEFIRDIERF, BASEE, REBTUTHSLUKIA OpenSC B2E X IFEHE
+:

pkcsll-tool --module opensc-pkcsll.so --list-slots
<!--NeedCopy-->

icE
HEERIES

RIEBATEIFERFLMER. TRUTHIRUTHHARERIER,.

1. 3REX PEM t8ZCRUMRIES, BEM CA BRSSP IREL

BILUETTHRAIN T #98s< LUK DER XX (*.crt. *.cer. *.der) #ifth PEM, 1 FTEM & <RI+, certnew.cer
73 DER x4,

openssl x509 —-inform der -in certnew.cer -out certnew.pem
<!--NeedCopy-->

2. £ openssl BRHPRERIESE. certnew.pem X4BIERHG,

cp certnew.pem <path where you install the root certificate>
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<!--NeedCopy-->

ENRLERIEPWNERE, 517 sudo mdkir -p <path where you install the
root certificate>,

7£ RHEL 8 13 pam_krb5 #ir

BEEEBMIIERIRT pam_krb5 i8R, %iER7E RHEL 8 LB2F M. &1 RHEL 8 LERAZEEEHMIIE, BN
TERRME pam_krb5 &R

1. M https://centos.pkgs.org/7/centos-x86_64/pam_krb5-2.4.8-6.el7.x86_64.rpm.htm| F#;
pam_krb5-2.4.8-6 B3,
2. 12 RHEL 8 b= pam_krb5 &k,
yum install -y opensc pcsc-lite pcsc-lite-1libs pcsc-lite-ccid nss-
tools
yum install gcc krb5-devel pam-devel autoconf libtool
rpm2cpio pam_krb5-2.4.8-6.el7.src.rpm | cpio - div
tar xvzf pam_krb5-2.4.8.tar.gz
cd pam_krb5-2.4.8
./configure --prefix=/usr
make

make install
<!--NeedCopy-->

3. I pam_krb5.s0 @& EET /usr/lib64/security/ T

1s -1 /usr/lib64/security | grep pam_krb5
<!--NeedCopy-->

EEEERERIFR

aILUERA ctxsmartlogon.sh AR EE s RIMER F el i E.
(%3 1) 1/ ctxsmartlogon.sh A B sEFIFE
==

ctxsmartlogon.sh 73 PKINIT 5 2R MEIFR NG, ATLLEE [etc/krb5.conf FRE X 4 EetbigE,

BEREREREE2ZAI, BT ctxsmartlogon.sh iz AR E & 8E-FIFIE,
R

WMREFERA SSSD M, EEIETT ctxsmartlogon.sh FEEHENZ SSSD BRS.
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sudo /opt/Citrix/VDA/sbin/ctxsmartlogon.sh
<!--NeedCopy-->

HEREMPFUTRE:

5 up smart 1 logon for the Linux VDA, which
nstallation of the necessary packages and changes to
nfiguration files.

ealm. You can

p l:Enable -
Do you want enab r logon? (y/n)lyl vy
e Di ration muthod
egration method to use:

Centrify
t one of the above options (1-3)[1] 1
nstall dep nt packages.
Installing, please wait
pkinit] [pam_kr already installed.
11t~][p=5:-1 d c-lite-libs][coolkey] already installed.

root CA (e.g., /etc/pki/CA/certs/root.pem):/etc/pki/CA/certs/root.pem
successfully.

driver (e.g., fusr/lib64/pkcsll/libcoolkeypkll.so):/usr/1ib64/pkcsll/libcoolkeypkll.so
ssfully.
re successfully.
ed successfully. SmartCard is ready.

Ltesh, EE A L& IEST ctxsmartlogon.sh Iz R sE+:

sudo /Jopt/Citrix/VDA/sbin/ctxsmartlogon.sh
<!--NeedCopy-->

HEREMPFUTHEA:

#:ﬁ:ﬁ# o X o - o o o
ctxsmartlogon.sh sets up smart card logon for the Linux VDA, which
includes automatic installation of the necessary packages and changes to
the configuration files.

e d e

*ﬁ HoH W oH H W

Stup 1:Enable smart card 1ogon.
Do you want enable smart card logon? (y/n)[vy]
ctxsmartlogon.sh exit.

(%71 2) FHERBEAERIFE  Linux VDA B 5 Windows VDA HEIME 8ERIF18, EiZfED, ¥HEES
MNMAH, \iEEEHI28. Microsoft IEFHM& MM (CA). Internet Information Services. Citrix StoreFront #
Citrix Workspace M ABi2F. BX*ET YubiKey 4 BEcEMEEE R, BESRAIRFLNE CTX206156,

PRERITTINTEZH, BHEEEEHEEFRFEAHHERBMAFIER THIEREE, HFREREBEREEERI
&5 Windows VDA,
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2% PC/SC Lite #f#  PCSC Lite 2 AHEH/E8E+ (PC/SC) #BTE Linux PRI, ERHUSEEFRMIR
FEHITIEER Windows BEEF#ZO. Linux VDA FHEEEREERRZE PC/SC HK3IEIA.,

BT T $r %% PC/SC Lite R &:
RHEL 7/CentOS 7. RHEL 8:

yum install pcsc-lite pcsc-lite-ccid pcsc-lite-libs
<!--NeedCopy-->

Ubuntu 20.04. Ubuntu 18.04. Debian 11.3. Debian 10.9:

apt-get install -y libpcsclitel libccid
<!--NeedCopy-->

TREReRIERE OpenSC BIzFEAMNE R RRDIER. WMRK%E OpenSC, BHETUTRSTUHITRE:
RHEL 7/CentOS 7. RHEL 8:

yum install opensc
<!--NeedCopy-->

Ubuntu 20.04. Ubuntu 18.04. Debian 11.3. Debian 10.9:

apt-get install -y opensc
<!--NeedCopy-->

R TF RS MM PAM 3R  ETU TH<ERE pam_krb5 # krb5-pkinit &1k,
RHEL 7/CentOS 7:

yum install pam_krb5 krb5-pkinit
<!--NeedCopy-->

RHEL 8:

yum install krb5-pkinit
<!--NeedCopy-->

Ubuntu 20.04. Ubuntu 18.04:

apt-get install libpam-krb5 krb5-pkinit
<!--NeedCopy-->

Debian 11.3. Debian 10.9:

apt-get install -y libpam-krb5 krb5-pkinit
<!--NeedCopy-->

pam_krb5 #RZAEN S A IRIEELR, B]IRBI PAM 895 B2F o] LUIEAERGEZB URMEHRLZTH0 (KDC)
REEEEFRE. Krb5-pkinit BREE AR HEAFBFIESM KDC REFIAERN PKINIT &4,
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fZE pam_krb5 =ik pam_krb5 &5 KDC R B LUFERE 5 HIEHIREX Kerberos ZiR, E1E PAM 8
A pam_krb5 BHIIE, EEITUTHS:

authconfig --enablekrb5 --update
<!--NeedCopy-->

7t [etc/krb5.conf ERE (A, RIESCARAISEARD PKINIT 58,
FE:
pkinit_cert_match &g EZ P IERERATEIL PKINIT S4I8IE2 B4 AICERIFN, TLERLNAIEE
7

[relation-operator] component-rule ---
Hep relation-operator A} &&, RRFIEAHMMNKAE, BWALR ||, RERE—FAHAN
WATIILHAD,

AmEme—MEA krb5.conf X4RIRAE

EXAMPLE.COM = {

kdc = KDC.EXAMPLE.COM
auth_to_local = RULE:[1:$1@$0]

pkinit_anchors = FILE:<path where you install the root certificate
>/certnew.pem

pkinit_kdc_hostname = KDC.EXAMPLE.COM
pkinit_cert_match = ||<EKU>msSclLogin,<KU>digitalSignature
pkinit_eku_checking = kpServerAuth

}

<!--NeedCopy-->

0 PKINIT 5875, ZEEXHRIN T,

CTXDEV.LOCAL = {
kdc = ctx-ad.ctxdev.local
auth_to local = RULE:[1:$1@$0]
pkinit _kdc _hostname = ctx-ad.ctxdev.local

pkinit_anchors = FILE:/etc/pki/CA/certs/certnew.pem
pkinit _eku checking = kpServerAuth
pkinit_cert_match = ||<EKU>msSclogin,<KU>digitalSignature
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i E PAM S41IE  PAM BEEEXH{ETAT PAM SHIIERER, BRI pam_krb5 fEASMIRIEER, ERA
[etc/pam.d/smartcard-auth SRR MUTT:

auth [success=done qdgnore=ignore default=die] pam_krb5.so preauth_options
=X509_user_identity=PKCS1l:<path to the pkcsll driver>/opensc-pkcsll.
so

SNSR(EEMA SSSD, MMERRFIZECE X AR I TFITo

#%PAM-1.0
# This file is auto-generated.
ill be destroyed the next time authconfig is run.
pam_env.so
ignore=ignore default=die] pam_krb5.so preauth_opt=X509_user_identity=PKCS11:/usr/1ib/x86_64-1inux-gnu/pkcsll/opensc-pkcsll.so
pam_permit.so
pam_deny.so

account required pam_unix.so

account sufficient pam_localuser.so

account sufficient .

account [defau ds ser gnore] pam_s55.50

account d ds auth_err=ignore user_unknown=ignore ignore=ignore] pam_krb5.so
account required

optional
required
optional

pam_sss.so
pam_Krb5.s50

(FIif) EABERFHITERER

B EER (SSO) 2—1 Citrix h8E, AF LM ENSEMNAREFEHNEES MBI, IINERETBREAE
PIN 13894k, E3§ SSO 5 Linux VDA &4/, BERE Citrix Workspace M AEF., %A ES Windows VDA
A, BXFMEE, BHSAFRHP0E CTX133982,

7£ Citrix Workspace M2 ECBA R, BRI TRTEASEEESHRIT,
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File Action View Help

e«s 7@ =dz 7
Local Computer Policy * || Setting State Comment
fie= C_or;p;i‘::r Cc;nﬂguratlon |i=| Kerberos authentication Mot configured Mo
> [ etti
o= \:rl_ dare Set:qgs \iz| Local user name and password Enabled Mo
g J 3 .0‘."‘5 : g \i2| Smiart card authentication Enabled No
4 || Administrative Templates § =
4 || Citrix Components & Smart card authentication Bl e
4 || Citrix Receiver
_l Autolpdate E} Smart card authentication EEEE ] I Next Setting
E cap
| Client Engine . .
=i Di g ) Not Configured Comment: -
| Diagnostics
| Fast Connect API Supg @ Enabled
| HDX MediaStream Fla: — )
| Multi-Stream1CA | ||| © Disabled
|+ [] Metwork routing b Supported on: 4| Citrix Receiver supported platforms P
> | Remoting client device =
| SelfService
| StoreFront Options: Help:
| User authentication
) [Z] User experience 7] Allow smart card authentication Use this policy to .control howthe client uses smart cards o
|| Control Panel attached to the client device.
b ] Network Use pass-through authentication for PIN
= Printers When enabled, this policy allows the remote server to access
o 5 smart cards attached to the client device for authentication and
! ystem other purposes.
1 | Windows Components
Ui Al Settings When disabled, the server cannot access smart cards attached to
4, User Configuration the client device.
> || Software Settings i
2 _;iwmdows Settingi S Troubleshooting:
| m | r When using smart cards in a Citrix environment, the smart card
& setting(s) device driver must be installed on the server. When using a
. different operating system on the client machine, it may be

PREERER

PRBEEEEXNIEET HDX PC/SC WEBEEFEEMMNMH, R WAN FIEFHERE £, ATLURS L.
BXIFMER, BERAEEF.

Linux VDA z#%7E LU Fhias#y Citrix Workspace M EBEFHERHIELE !

« Citrix Receiver for Windows 4.12
« EATF Windows # Citrix Workspace M BEF 1808 RE Sk

AEFPIHLELERARREEFEER RAMBERT, MRS EEREET VDA ERATFERARS, EFF KA TFEARK
T BEEPIR, ERRRESERER, BEUTSRES7EXE StoreFront 155/ default.ica e
[WFClient]

SmartCardCryptographicRedirection=0n
<!--NeedCopy-->

EEFHE I ZAREEERER EAFFPHIZERARERSERER, BMXEN StoreFront =8 default.ica 3¢
iR SmartCardCryptographicRedirection 244,
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ERER
EAEERER Linux VDA

BJLA7E SSO #13E SSO R EAERERER Linux VDA,

o £SSO 8%, BEFEAREEFMNERERIEFRM PIN BB5hE R StoreFront, 7£ StoreFront 25 Linux
Virtual Desktop &iE8Y, PIN B¥£#%) Linux VDA LUEITEEE RSB 1T,

« £3ESSO =9, RLABRTEEEBEBHRBA PIN BBLIER StoreFront,

Windows Security ﬁ
Select a Certificate
Windows Security ——
| = userl
Issuer: zhusl-DC-CA . .
|i Valid From: 11/15/2017 to 11/15/2018 Microsoft Smart Card Provider
= I . : 5= Please enter your PIN,
p—— lick h Wi ifi
=] ddc .
| Issuer: zhusl-DC-CA .| !
[l valid From: 9/19/2017 to 9/18/2018 | [seses o |
|
ok J[ concer | e

£ StoreFront faah Linux Virtual Desktop £1&6t, 25 Linux VDA BERIHEE, WTFFR. AR ZENEEE
RHAIEBAHIREGY, HAMEHEAN PIN BBLUHITE RS HIIE,

14785 Windows VDA #[F.
" cix-dde.ctxdevlocal X 4 — [m] x

e = * | ctx-ddc.ctxdev.local/Citrix/SmartManualWeb 7_‘\,’ ‘ =5 :/.

Windows Security X

| Smart Card

Please enter your PIN.

PIN

M:m

Click here for more information

Q0K Cancel

ERE R REMERRE

BESURERFERIRTP RIS, THREMERIRE. SN, Linux VDA RBET—TMREEFEED, HIRER
H, AAEMSHNIEIEEREREERFBELTRK. EXMERT, RATRGEAEMRRUIREEREEF.
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B2, 7£ StoreFront i, MR ZRAEIMEEISIENREZEE fEE, StoreFront Web mJRESIR N TFAAIRIRHEER,

Insert Smart Card @

@ Flease insert a smart card.

| Cancel | Details ==

PR
BREFIBPRERME

7E, Linux VDA B BERBIRUEARBINTRN. BINER Linux VDA FHRERERE, SIERISEE, HERER
BAHE,

FTIREME R PKCS#11 #
BABNNZFTRBDNFIET OpenSC e+, BR2EAUSXFEREMEEEM PKCS#11 &, EX Citrix {24
BREEREETABRAAR. EUNRISENSEERI PKCSH#11 EF, BHITUUTIRE:
1. 5 PKCS#11 E&FRE opensc-pkcsll. so i,
2. E¥E PKCS#11 FERRRFIGENEMR, BETUTHS:
/opt/Citrix/VDA/bin/ctxreg update -k "HKLM\System\
CurrentControlSet\Control\Citrix\VirtualChannels\Scard" -v "

PKCS11LibPath" -d "PATH"
<!--NeedCopy-->

Hrh PATH $5@1E89 PKCS#11 &, 130 /usr/lib64/pkcsll/opensc-pkesll.so

3. AP LERARELREFRER.

REFHWIERIRTE

September 25, 2023

REBAXEEREREZSHRIENRIE, L Linux VDA UERLLINEEN ERFHILE.
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} =r

AR

LB REZ SN IIENRIEN, BE ERIEMEHHAZ L. KIEMBHEEATF Android 1 Citrix Workspace
R REF Lt A2 X,

BIEREFHRIENN RS

£7% Linux VDA EXIFREFMHIWIERISIE, EERM StoreFront 8IEKES HIIENIN AEE.

ERXNAEFERRESHRIERNAER

ERRBAREFHNRIENNABERE, EXMNEPBARESHRIENAF UZHRESHRIENSIE, BEXNETR
BREZGHIIIMAR, 5% Citrix Virtual Apps and Desktops >4 893 BB TR,

R B REFNIRIENSIES ET(E])
KREFHEIINIFNEIAT NBIAERZ 10 28, IhEREDEMEIEE AnonymousUserldleTime # 1T
B, AILUER ctxreg TAFENILE, Fl0, SLILEMRIGEIRHN 5 28
sudo /opt/Citrix/VDA/bin/ctxreg update -k "HKLM\System\
CurrentControlSet\Control\Citrix" -v AnonymousUserIdleTime -d ©

X00000005
<!--NeedCopy-->

BEREZEMRIINBFRHNRAHE
BREBRAZFHRIINAFRNRAKE, BEEREMERT MaxAnonymousUserNumber. [tHi&ERHIE Linux
VDA LRBEITHREZE SR IIENRIER. LR ctxreg TRAREIIMFRIZE, 50, HZELEN 32:
sudo /Jopt/Citrix/VDA/bin/ctxreg update -k "HKLM\System\
CurrentControlSet\Control\Citrix" -v MaxAnonymousUserNumber -d ©

X00000020
<!--NeedCopy-->

BE:

REIRZFMIIENZIER. NREANBHAZZIE, VDA FGEZHIEE, EHEEERTARZ.

HEHER

RERZSHRIENSIEN, HEEUTEI

o TEBRIREZSHRIENSTE,
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BINEMREGEEREETUTRE (REN0):

sudo /Jopt/Citrix/VDA/bin/ctxreg read - k "HKLM\System\CurrentControlSet
\Control\Citrix" - v MaxAnonymousUserNumber
<!--NeedCopy-->

ik ncsd fREREIETEIETT, BEERBENEH passwd £7=:

ps uax | grep nscd
cat /etc/nscd.conf | grep 'passwd' | grep 'enable-cache'
<!--NeedCopy-->

MREEH, 5% Passwd EETEi8E N no , AREFHEH ncsd RS, BEXUMEREREREEESTHZE Linux
VDA,

+ £ KDE B RE S M RIENSIEP B TRBIRZE.

RINERTARESMRIENKEPZAYRRHAMER, B2, SIMNETRE KDE F, 7£ KDE /1, EXHSERFZ
BYRREMES, BEUTTANEEEX S $SHome/.kde/share/config/kdeglobals &, 40:

[KDE Action Restrictions]
action/lock_screen=false
<!--NeedCopy-->

BE, MRELBEEEMN kdeglobals X (0 /usr/share/kde-settings/kde-profile/
default/share/config/kdeglobals) #% KDE Action Restrictions 8#EEAFAE,
APREERTEER,

BRI, BERAFATEEN kdeglobals xR [KDE Action Restrictions] &5HH
[$1] 472, HEEEARSTENRERZAYRLAMNESE, 5% KDE BEMNFAEE, %25 KDE System
Administration/Kiosk/Keys Bi&o

X

August 11, 2022
KESABFEEUTER:
o XHEHIFIHNG
o XL
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X E HIFIHENG

August 11,2022

F=3=c

BFRAUERAARE LTRSS RARBREIIESAMEF KBS FIFMUE 4. IHEEEE Citrix Virtual Apps
and Desktops 2006 S E S R4 LUKER T Windows B Citrix Workspace ZBiEFF 1903 SE =R
ERINE RIS M, BHR:

¢ XHFHNERRHEFEE 20,
o RAXHFARNAREE 200 MB,

BZE R

XA ERFAEMLAT AT

« RHEL7.9
« Ubuntu 18.04
« Debian 10

GEE S

T Bt EREE S ECETNREM R, BXEMARRIEBIFAER, BB

o BPIHEILIREER
o BIMEHRIEREIEL
¢ TEERATEMEL

AR

B2 A4S EIFENEINEE, E7E Citrix Studio PERFHEIGIREE MFEKIEE N2,
PR

o AEIFEY, BIINXHIERENAES,

o RIZFHER.
s FAERFEHBER.
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SR

August 11,2022

572 Linux VDA f1&E P iRig & Z B T XX EH, B IRIEEIETZE HTMLS D aE %0 Web %236y, 1t
IhEERT A, HTML5 WEEMAFrAAERERT HTML5 #1 Chrome 89 Citrix Workspace R 2141 BN EE
MR AR,

AR

EATF HTML5 #1 Chrome 89 Citrix Workspace N R2F I LRI A,

HEEAGHNARFNRERIER, XHERHAFE Linux VDA 5EFPIHIEEZE LHNTHX G EEXENER
iHi% & E#HE Linux VDA, &% Citrix Workspace ARF T A M EHER, ABRMXEIHEERIEZEFRE
BN, BRXMHM Linux VDA THEIRFIHIEE, BRE THER. JUELHA TRIBPHMXG. —RKRZH
LUE4 100 32,

AR

Z7£ Linux VDA 5& P imig& 28 LEM T Hoet, BB Citrix Workspace MBEFH I AR,
BT LUE R A YHERCCERY Citrix Workspace W BIZFARZS.

B THEX M ERHAIEIRINEE, FHIZ T VDA LNEREIIBNIREE RN XEEEHER TP IRIEE,
AR

B FTHERFATEIRASE A RZEERXEMNMRE FEXARBIRENRIT.

THEISEMN FEIN—LRAF):
o TEMALUREFIIENIES
HEBAHHEEM Web JEBNAREFSIET, M Web M TEHAXHATLFEERI VDA EHFREEIFRMNILES
BR%, UWEHDERAZEF RS, EXUANTH, HEIEFR Web BB BATHEREBENRED
BHEE, HESBTERT HTMLS 5 Chrome 89 Citrix Workspace M E2F8I Web 5538 hig B At T
HER.
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o BB EHERFRRNILE

AERFBNKERIET, ERENXN, AERESSHHEFNREFIRNREERP, UEERFHRELH
Ao

XL R

BLER Citrix Studio REBE XML, BRINBAXHER.

[ Console Root
~ i Citrix Studio (site)

D Search

Machine Catalogs
£\ Delivery Groups
y Applications Policies
= Policies
(7 Logging Policies Policyd
~ [ Configuration
& Administrators| | [N | overview | Settings | assgnedto |
Centrollers b Allow file transfer between desktop and client
Hosting 2 Unfiltered User setting - ICA\File Redirection
de Licensing Prohibited (Default: Allowed)
3 StoreFront ¥ Download file from desktop
@ App-V Publishi User setting - ICA\File Redirection
@ zones Allowed (Default: Allowed)
~ &4 Citrix StoreFront ¥ Upload file to desktop ol
[ Stores User setting - ICA\File Redirection
Allowed (Default: Allowed)
Server Group — =
} WebSockets connections
Computer setting - ICA\WebSockets
Allowed (Default: Prohibited)
N .
ERIELER

¢« ARERESEREZEERXE. AFSEIERAATE Citrix Virtual Apps and Desktops iE5HI&&E 8
BRI 1o

o MEE FHXMH. AYFHALEAFESXHEM Citrix Virtual Apps and Desktops £iEF FHEIHIEE,
o Btk LHEISE. AFHELERPRESXHEMEIRE EHE Citrix Virtual Apps and Desktops i
AR

AWEMEE FHXANEX A LHEKERBEX, BREATTIRESEFR RZEERX A RIBIRE NI

fERER

Zi@idiEATF HTML5 89 Citrix Workspace R A2 ERXHEEINEE, BEHRITUTIRME:

1. 7£ Citrix Studio #, ¥ WebSocket iEi5E1EE 1 2o
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7] Console Root

~ % Citrix Studio (site)
D Search
Machine Catalogs
£ Delivery Groups

i Applications Policies
[= Policies
Logging Policies Poliey0

v [ Configuration

£ Administrators 1 Policyd
2] Controllers

» Allow file transfer between desktop and client

Hosting ?  Unfiltered User setting - ICA\File Redirection
&% Licensing Prohibited (Default: Allowed)

I StoreFront } Download file from desktop
@ App-V Publishi User setting - ICA\File Redirection
0 Tones Allowed (Default: Allowed)

v §3 Citrix StoreFront ¥ Upload file to desktop
m Stores User setting - ICA\File Redirection

Server Group Allowed (Default: Allowed)

= » WebSockets connections

Computer setting - ICA\WebSockets

Allowed (Default: Prohibited)

2. 1z Citrix Studio 1, &3 bR tHEHHRER R AX HHEHTNEE,

3. 7z Citrix StoreFront EEiZHIat, BENAHEE, EEFEEIE Receiver for Web ii=T5, AEEEER
14215 Receiver for HTML5 %5k 5 A Citrix Receiver for HTML5,

Manage Receiver for Web Sites - Store Service

These sites allow users to access the store 'Store Service' through a webpage.
Internal network only
Web sites:

Web site URL
http://qzw53-ddcxd.local/Citrix/Stor  Disabled

Classic Experience

StoreFront Deploy Citrix Receiver
Add... ] [ Configure... ] [ Remove ]
For the best user experience, Receiver for Web sites detect Windows and Mac Q5 X devices
and offer users the opportunity to download and install Citrix Receiver. If users cannot install
Receiver Experience Citrix Receiver, enable Receiver for HTMLS.
Customize Appearance _
Deployment option: u eivel
Unified Experience: Disabled Featured App Groups Always use Receiver for HTMLS
Authentication Service: Used by this store Authentication Methods. Use Receiver for HTMLS if local Receiver is unavailable
Authentication Methods:  User name and pa Install locally
Token validation service: http://qzw53-dde. Website Shortcuts
Deploy Citrix Receiver
Session Settings
Weorkspace Control
Client Interface Settings
Advanced Settings

4, BEohEEEE Web JImRHARFSIE, £ Linux VDA 5E P& ZEHMIT— NSNS,
E@diEAT Chrome & Citrix Workspace W B2 ERAXGHEHThEE, BRITUTIRGE:

1. @ BRI ERER B A R R,
2. M Chrome M_ERZREHIREX Citrix Workspace [z R12F.
MREERFERTF Chrome 19 Citrix Workspace M B2 HNEl “Chrome NMBERF" Tm, BT LS E,
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a) 7 Google Chrome FIERIEHENERT Chrome #9 Citrix Workspace, #HiEREET,
b) EERERS, BEigm Chrome M_EMAE (21 Citrix Workspace RZFB1EF) #9 URL,

£~ chromeweb store e d

@ Citrix Workspace

Cffered by Citrix

* % K 2,056 | Extensions

Overview Reviews Support Related

@000

c) BEHEFME Chrome LU Citrix Workspace R #Z2F#RI1Z Google Chrome 1,

3. £ “Chrome BAER" WELEE “ERBTF Chrome & Citrix Workspace R BIEF",
4. BAEEEN StoreFront MABEHN URL.

MREZHIBENT % URL, BB S,
5. BEEMEEHNAEFSE. & Linux VDA 58 FIFIEEZERIT— MR Z N X%,

I

August 11,2022
KESABTEEUTER:

» Bz DPI 481K

¢ BRIHBMREET

. BREBEAEE
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« HDX REH=
« 3EGRID 3D B
BT XAERNEIEKED

o Thinwire ##RAER

Bz5h DPI 451K

November 27, 2023

Linux VDA <#8z5h DPI %%, HAFHIAENKSENTAREFIEN, SIEFH DPIEsBMESULRERE KL
# DPIi&&,

TERSIINEEEXEEEDL

o ZINEEERIE A Citrix Workspace B A DPI ILfg, 3Fi&EATF Windows #9 Citrix Workspace B2,
BREEHTE, FRAVIHERER, BXxAEAT Windows B Citrix Workspace i Bi2FEE DPI 451K
HIEER, E5R DPI %%,

s EFERMEESETRSAETERR, ¥AEAERERN DPl REXNESE ERBH#HITRE, FXFES DPI 55,
REARER DPI BB 2%, Linux VDA &XFiEREN AR/ DPI &,

o XF7E KDE FFEAIEITRY Linux EHRE:

- E1EER KDE Plasma 5 s{E = kR4,
- ESIEETREREZF LN DPISEERAFIHEAEHES.

o WF1E Mate EEIFIEFIEITI Linux EBiNEm:

- {GZHERR LRI 1 20
- EREETHEREF LR DPIIRBEERAFIHHENER.

o BMIEFH DPI ERREEF K LK DPI IRBEBHEN. B, R IFBHERNAEMELE, fa0
100% #1200%, SIRERFIRECERNBRLFIRE N DL, EPIE DPIUBRIE T RERNEBHBRLLE. =
Bl WNREEMLLFIS 125%, DPIEFEX 100%,

IR iniExiE DPI
INFHFTF 174% 96 (1x96)

175%-274% 192 (2 x 96)
275%-399% 288 (3x96)
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& P imgan bl 2% DPI

AFHFTF 400% 384 (4 x96)

August 11,2022

Linux VDA Al EEMH 2 REMKERE P IHEEHNBEMRS. RIMERT, WL FEAKRS, ERTFUTRE
89 Citrix Workspace W12 :

« BT i0S B Citrix Workspace i F1EF

« EATF Linux 89 Citrix Workspace R B1EF

« EATF Mac i Citrix Workspace MBiEF (Fxi#hkas 2204.1)

« iEAT Windows 89 Citrix Workspace M B1EF (F#5hRZx 2204.1)

75

YARTHENSKEN, MITELTE Linux REREPEIELER. BUERRTEEFHEENEIRES. BEF
FRBMEHNESL, BREEMEN. EXTM, BERUTRESE:

[l 2n-ubu1804-binz - Desktop Viewer - [m} X
Activities Tue 17:02 B enr o O~

unpluoged 74%
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FRANEMERRRFARNEMRS. BXER, BEEATE:

Bt EAR FTERE FlREBMEHRS FlRBMEGNE DL
iii EEZE, A ¢ SR =, AReRTR

=80%

EERE, B¢ fFskr &, BEAGKT

=20% #1 < 80%
ﬁ EEZEEE, B ¢ ffsRn K, BA4eRr <20%
ﬁ KRB, B 7 SRR =, ARBRXRTR

=80%
E KR7EH, B <7 SRR B, BERERT

=20% #1 <80%
ﬁ KR7EHE, B <7 SRR &, BLERT <20%
E PNl PNl el

&

AIANBERT, ERREHIRSERLETEARS.

ERRIZINEE, BETU TSRS

Jopt/Citrix/VDA/bin/ctxreg update -k "HKLM\System\CurrentControlSet\
-d "Ox00000000"

Control\Citrix\VirtualChannels\MrVc" -v "Enabled"

<!--NeedCopy-->

ZEALLINEE, BEITUTG<:

Jopt/Citrix/VDA/bin/ctxreg update -k "HKLM\System\CurrentControlSet\
-d "Ox000600001"

Control\Citrix\VirtualChannels\MrVc" -v "Enabled"

<!--NeedCopy-->
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ERSBESEFMRBRINGE, ZINEESEF HEMKRSETRHEZ Mobile Receiver E#i&i& (MRVC),

RIBEHRITIR, SERCATERIMNISER:

1. MR EBFEAM GNOME R## RHEL 8.x 5 SUSE 15.x, 3% GNOME shell @ £% AN B, UEBR
Applndicator &#F:

a) BfT@®< gnome-shell --version Lz GNOME shell ki,

b) M https://extensions.gnome.org/extension/615/appindicator-support 7% GNOME shell
HERBT B a0, MREM shell leash 3.28, MWBTLUERERY BARZS 24 5% 26,

Add yours Installed extensicons: About

application.
Click here to install browser extension. See wiki page for native host connector installation instructions.

=

& Applndicator and KStatusMotifierltem Support by 2vin0
i Adds Applndicator, KStatusNotifierltem and legacy Tray icons support to the Shell

Extension Homepage  https:/igithub.com/ubuntulgnome -shell -extension- appindicator

Download 128 b Extension version.. >

C) BMEETHMHEE, BIAEEEN metadata.json X8 uuid EEIRE ) appindicatorsup-
port@rgcjonas.gmail.com,

d) i&%7 mv &% L% appindicatorsupport@rgcjonas.gmail.com E£##3% /usr/share/
gnome-shell/extensions/ TAKNME,

e) i&fT chmod a+r metadata.json &< LU metadata.json st AT EE 1t B /35,
"R
BUNBERT, RAERMAAETLUEE appindicatorsupport@rgcjonas.gmail.com B R+ 8
metadata.json xff, EXHREHE, EHAEEMAF HEER%E metadata.json 3¢t

f) %% GNOME Tweaks,

g) EREHEP, BIRIFFKR ALL+F2, r 1 Enter @xi@igiEfT killall -SIGQUIT
gnome-shel 'l &<kEH M GNOME shell,

h) #2EFED, 517 GNOME Tweaks, A7 Tweaks T B & F KStatusNotifierltem/Ap-
pindicator %z#5,

2. WMREFERARKE GNOME —f %% Debian 11.3 5 Debian 10.9, Em U THFBULEHEH GNOME &
FILEER:

a) i&17 sudo apt install gnome-shell-extension-appindicator &%, HfE
GNOME g BRIy Bz, ErRRSIIHEBEMER
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b) EESRBPIEER Tweaks.
c) 7£ Tweaks TEHERT B,

d) B Kstatusnotifieritem/appindicator i3,

Q

General

Alternatetab
Appearance Substitute alt-tab with a window based switcher that does not group by application. ¥

Applications menu

Fonts Add a category-based menu for applications
Keyboard & Mouse i
Auto move windows
Startup Applications Mave applications to specific workspaces when they create windows. Eed
Top Bar

Citrix input source mangager
This is extension from citrix

A

Window Titlebars

Windows Kstatusnotifieritem/appindicator support

Adds kstatusnotifieritem support to the shell

A

Workspaces

Launch new instance
Always launch a new instance when clicking in the dash or the application view

Native window placement

Arrange windows in overview in a more compact way.

Places status indicator
Add a menu for quickly navigating places in the system.

BB E M

November 27, 2023
AAESMATER Linux VDA EREERMHIA,
BXFAER, BEBRARERMLEMALES,

(=

PSR AR E 28 31T [ 48

Thinwire 2 Linux VDA RERMNETABZRMER AR, ZREARF—EIHTEN LERNER G (BEENS) 3
F—AtEN ELHITER.

fE AR RES 25 1T R B E R RIR ERUABFART, HH X RERAFIHRH LT R
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o REFIER. XRRINGE. THRERITHMEE. SRWEAAAME Citrix E#%EE Thinwire, B Thinwire 8
FHRAKETERHEENYT RE. FEMSEEGREFEEI NI,

o HWENRER, A Thinwire 227 H.264 3¢ H.265, LUHIH#HAFPARAHREERELEITRY, £E
BEAREMEA 3D BEMNERLT.

o FNERNTUMKIE, Thinwire PNBRERZTRAIRGIBHE R (. 53 3D). ERIEBRKREEBHH
BEHIPER H.264, EFEER H.264 304EFE8 215 HDX Thinwire iR RHRE B HER
H.264 fiST4miErD s Kt TR, WTFRERENHERES (BEXANERLER), MESEREGESE (JPEG.
RLE) M{IEEEF. BRAREUTHELS: SAERNHERE. REMINEREURTEMUBRESTIRAN AR
EREEG. BREALIIEE, SR EAMIMERIDSRHTEERBEZNRIFRIER FOINRE) oW ERDE
R, BXFRER, BENETRKRILE. BALThEEEA H.264 44D, E5H H.264 B4R,
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Use video codec for compression

Do not use video cedec
Use when prefemred
FDr au::timel],.r changing regions

7.6 Desktop OS5, 7.7 Server 05, 7.7 Desktop OS, 7.8 Server
.9 Desktop 05, 7.11 Server 05, 7.11 Desktop 05, 7.12 Server
05, 7. 'II-_' Desktop GS 113 Server 05, 7.13 Deskiop O5, 7.14 Server 05, 7.14 Desktop O5, 715
Server 05, 7.15 Desktop O5

Description

This setting is available only on VDA versions XenfApp and XenDesktop 7.6 Feature Pack 3 and
later.

Allows use of a video codec to compress graphics when video decoding is available on the
endpeint. When “For the entire screen” is chosen the video codec will be applied as the default
codec for all content (some small images and text will be optimized and sent losslessly). When
“For actively changing regions” is selected the video codec will be used for areas where there is
constant change on the screen, other data will use still image compression and bitmap caching.
When video decoding is not available on the endpoint, or when you specify “Do not use,” a
combination of still image compression and bitmap caching is used. When “Use when preferred”
is selected, the system chooses, based on various factors. The results may vary between versions
as the selection method is enhanced.

Select “Do not use” to optimize for server CPU load and for cases that do not have a lot of server-
rendered video or other graphically intense applications.

Select “For the entire screen” to optimize for cases with heavy use of server-rendered video and
3D graphics, especially in low bandwidth.

Select “For actively changing regiens” to eptimize for improved video performance, especially in
low bandwidth, while maintaining scalability for static and slowly changing content.

—LHMHRKIRE (BEUTHMERERIZE) JUATHEREEAERANEEH#TTE:

o BRENEZEERE
o BfRhnESR
« MIBERE

H.264 & 4RkS

ERMSR RS E RIS R A TR BT EN (MRATA) B ERISREERRITR. MRILLESGRT]
A, VDA =EIREIERAMRAISImREISEEHNET CPU B4R,
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Bhi7s 2204 #2, Linux VDA SZEREFMMEG H.264 IE4RRIGSR A T T UK, tIhaer & CPU MsE%
HERBIEG L, HREEGREMNSHNE (FPS). ERMAILIHEE, BERITUTRME:

1. BRAERINLR RS 23RV RhD SR,
2. BRERMSREDESHTERRE, AREFRHYENTUREKE,

ST TR E SR
AFARTHRERREAITIERERARTRESE, MAREENTHES . B TREELHRNESE, MRELTHRINE
AREEMRE, BERFEMRE EAGRIENEMIRR. MigEr BN RERENENERS .

AIAERT, ATFAREREERBLETRERARS. ERAMRRELTHRES, BREATARERERRENEEA, Bl
RRERIGE N TIRE,

MRFERAR AR HTER R ENTERRAEDE, WARTHRES SN ARFHSEGRRE. MREFE
BRI e H 1T E AR E N NMER ISR FRIESE LIMIERARS, NAETREEER AR H.264 4.

T &R imFkEE H.264:

« Citrix Receiver for Windows 4.9 / 4.12

« Citrix Receiver for Linux 13.5 % 13.10

« EMATF Windows # Citrix Workspace M FEF 1808 RE Sk
« iEAT Linux B Citrix Workspace FZFE2F 1808 ME =R

BRI REMNERMARIDSRHITERRIRENFAEE, FERANT ERERZENETERLE,

¥ H.265 MT4RAERD 2%

M 7.18 k2, Linux VDA ¥R H.265 54w AFIE 283 2 E R A IS Mt 1 TRE 4 AN
AILUR Lk The AT

« Citrix Receiver for Windows 4.10 %/ 4.12
« EATF Windows # Citrix Workspace M FEF 1808 RE Sk

EMILINEESE, 157E Linux VDA fIZE P is LB AILEIhEE, SNRFF M GPU RZ#HEA DXVA #0O#1T H.265 f#
, “EfZRY H.265 753 REIRBIEWAEE, iR EIREIFER H.264 Mk EEeS. AXFAEE, 5507 H.265
SRR ED,

Z£12 VDA LB F H.265 B4Rk, BHITIATHERE:

1. BRAERRRFEDEREIRE R SRS,

2. At 3D B TIERHM LR,

3. HRERMIIRERSATEARBRAMRE, NRENHNBIRERE
4. HRMEFREREARIRE N TR TIBE TR,
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BEEP I EEA H.265 Brme3, 155 H.265 5145,

21 YUV444 4 dRiE

Linux VDA Z#F YUV444 34 4EmE, YUV RIEZARsAEMEEIREENSGCE, YUV E, Y RFEERH
Tuma (&, UV RREiees chroma &, &8 LLTE Citrix Receiver for Windows 4.10 F 4.12 #iEBF Windows
89 Citrix Workspace [ f#12F 1808 K Emhkas LA LLINEE.

SME—MY. UV EHEE 8 U —1FT. YUV4A44 BUBETILL 24 1/ RIEE SR . YUVA22 #iRsa]
ERNMEEZEHZ UMV E, MISBEEmRER 16 iI/GFR. TRETT YUV444 F1 YUVA20 ZiEEXRLL
o

Yuv4a44 YUV420

O [ (| | =

272 VDA LB R YUVA444 IRF4ET, FHITLATIRME:

1. WRGER MR EL SRR TEERBRENHNENER.
2. BRBMREREREIRENIBE TR TIRE,

EfRERR

HOVEEM Linux 2IFEFBITHERRSETEIAFE2TERRERR, ZARENTEEGRESREMZEK
B IEfRRYF o
BERBR, BRAUTSE:

1. £ Citrix Studio HEBEIFRSIEREER,
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Edit Setting

Graphic status indicator

@ Enabled
This setting will be enabled.

") Disabled
This setting will be disabled.

Applies to the following VDA versions

Server 0S:7.16, 717, 7.18, 1808, 1811, 1903, 1906, 1909, 1912, 2003, 2006, 2009, 2012, 2103, 2106
Desktop 0S:7.16, 7.17, 718, 1808, 1811, 1903, 1906, 1908, 1912, 2003, 2006, 2009, 2012, 2103, 2106

Description

This setting configures the graphics status indicator to run in the user session. This tool lets the
user see information about the active graphics mode, including details about video codec, hardware
encoding, image quality, and fonitors in use for the session. With the graphics status indicator, the
user can also turn pixel perfect mode on and off.

Releases of CVAD 2101 and later include an image quality slider to help the user find the right

«

2. ITAKEHIETT ctxslider %%, WERHEZREER U,
AR

MREFMTERERIGENRATRNLIE, WAZERBER UL

Image Quality - =
Let the system decide Pixel perfeck (lossless)
4
Bekter Better
Interactivity Image Quality

BUTE AT LR (LA ae T -

« EENEGRE, BBBER. BRZFESEEN 0-9,
s EEARRAEXIRE, BEFRILRFRE,
o EUMEIEHRRN, BERRERTE.

RIEHRARERBRTIIMERR

BERIBH R G ERABRTYMES, Citrix 31858 7 HDX 3D Pro BE#4RIE,

£/ HDX 3D Pro tEf+4gE2ES, VDA BT LABIER MMt it B H B HAE R AR B RIDBIMBI AR R, X—HtEIN6E
Rt T —ih T B M E RS E BN H

RINERTRALIEE. BERMIIIEE, HETUTH<L:
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sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\SYSTEM\
CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "
DisableReconfigureEncoder" -d "0Ox00000001" --force
<!--NeedCopy-->

BRTERLLINAEZ Sh, ERAILUETTIU T < RIARBMENR#E. AverageBitRatePercent 71 MaxBitRate-
Percent ¥ BEFTRERBERANE DL, ENEHE, EFEMEEN, BRMEBRE. BiNMgETEEN 50 3
100,

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\SYSTEM\

CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "
AverageBitRatePercent" -d "90" --force

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\SYSTEM\
CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "
MaxBitRatePercent" -d "100" --force

<!--NeedCopy-->

FIRETOUEREN, IRENFREEFRIEFE, WSEHNNRLATREERE, RARKEEMHOIN. BEBIEH
EEHEN A ERBRENRNN, BUSIFA LARRILL R,
B Linux VDA Thinwire ST#FHISRIEHIEETIR, BSRHEREZ IR,

BX Linux VDA EMZBEMBXFEENER, 1551 CTX220128,

FHiTRE
Thinwire B LUEIE HITRIBF LTS RIZS SF0MEL (FPS), BEk CPU SEEMFHEIRE. BABERT, LtIhkek
FERRS. ESALLINEE, B5EZEN VDA LiETUTH<:
sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\
CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "

ParallelProcessing" -d "0Ox00000001" --force
<!--NeedCopy-->

HEHR
OB IETEERBMERART

BITUTHLKREEEEEAPHEMAER (0 RT TW+, 1 R-eFMRFEIGES)

sudo /fopt/Citrix/VDA/bin/ctxreg dump | grep GraphicsMode
<!--NeedCopy-->

EREMTF:
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create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"
-v "GraphicsMode"-d "0Ox00000000"--force

KMERTIEEEA H.264

BITUATHTRICERBIEEMFEA H.264 (0 RnARTEFER. 1 RNERMER):

sudo /opt/Citrix/VDA/bin/ctxreg dump | grep H264
<!--NeedCopy-->

ERBTF:

create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"
-v "H264"-d "Ox00000000"--force

HERBIEERA H.265

TUTHOSREEZTEEFERLE H.265 (0 RRAKREM. 1 RTEEFER):

i

sudo /opt/Citrix/VDA/bin/ctxreg dump | grep H265
<!--NeedCopy-->

EEREMT:

create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"
-v "H265"-d "Ox00000000"--force

EIEEERMM YUV RIS =

BITUTa<RIQEIERERABM YUV HiZA%E (0 =7 YUVA20; 1 RREYUVA22; 2 KRR YUV444):
AR (NHIEREANERDESEN, YUVFormat EZABEN.

sudo /opt/Citrix/VDA/bin/ctxreg dump | grep YUVFormat
<!--NeedCopy-->

FREMTF:

create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"
-v "YUVFormat"-d "Ox00000000"--force

KERTIEEER YUVA44 4R

BITUT L KEERTIEEMRER YUVA44 544D
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sudo /opt/Citrix/VDA/bin/ctxreg dump | grep Graphics
<!--NeedCopy-->

8 YUVA44 R FIETTIRESE, SREMT:

create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"
-v "GraphicsMode"-d "0x00000001"--force

create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"
-v "H264"-d "Ox00000001"--force

create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"
-v "HardwareEncoding'"-d "0x00000000"--force

create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"
-v "YUVFormat"-d "Ox00000002"--force

KWERTTER 3D Pro FREMHHED

BITUTHS (0 RRAREM. 1 RRIEEREA):

sudo /opt/Citrix/VDA/bin/ctxreg dump | grep HardwareEncoding
<!--NeedCopy-->

HEREMT:

create -k "HKLM\Software\Citrix\Ica\Session\1\Graphics"-t "REG_DWORD"
-v "HardwareEncoding'"-d "0x00000001"--force

BN AERERA nvidia-smi &<, MREEFERAEERD, BHEEUFUTRE:

Tue Apr 12 10:42:03 2016

e e P +
| NVIDIA-SMI 361.28 Driver Version: 361.28
[ Fm Fm +
| GPU Name Persistence-M| Bus-Id Disp.A | Volatile

Uncorr. ECC |
| Fan Temp Perf Pwr:Usage/Cap| Memory-Usage | GPU-Util

Compute M. |
| @ GRID K1 Off | 0000:00:05.0 Off |

N/A |

| N/A 42C PO 14w / 31w | 207MiB / 4095MiB | 8%

Default |
o o Tt +
o +

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 270



Linux Virtual Delivery Agent 2206

| Processes: GPU
Memory |
| GPU PID Type Process name

[ 0 2164 C+G Jusr/local/bin/ctxgfx
106MiB |
[ 0 2187 G Xorg

<!--NeedCopy-->

ffaik NVIDIA GRID B ahizr R & BIERRE

Z#3A NVIDIA GRID B iR shiZF R EEEMRE, EIET nvidia-smi. EREMWF:

T ittt e e P +
| NVIDIA-SMI 352.70 Driver Version: 352.70 |
| sesseeessssssseeesesss o o +
| GPU Name Persistence-M| Bus-Id Disp.A | Volatile

Uncorr. ECC |
| Fan Temp Perf Pwr:Usage/Cap| Memory-Usage | GPU-Util

Compute M. |
| © Tesla M60O Off | 0000:00:05.0 Off |

off |

| N/A 20C PO 37W / 1560w | 19MiB / 8191MiB | 0%

Default |
o o o +
et et ettt Rl E e e +
| Processes: GPU

Memory |
| GPU PID Type Process name

Usage [

<!--NeedCopy-->

NERGEFHNRE:
etc/X11l/ctx-nvidia.sh
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HDX 3D Pro %5128 E42 1R

MR EMBFE LREELEE, 510E NVIDIA GRID 1FelHiERE T A

1¥E Xorg HiRAE

Xorg BAEX R EMT Xorg.{DISPLAY}.log, {iT [var/log/ sx#Fseh,

2 *Nin) 7 Kz PR
3F vGPU, Citrix Hypervisor #ithiz4| 4 27 ICA SEASERE

fRRTE BEEITU TSR VM Bzt VGA 2515
33F Citrix Hypervisor 8.1 B SR
[root@xenserver ~]# xe vgpu-param-set uuid=vgpu-uuid extra_args=

disable_vnc=1
<!--NeedCopy-->

FF 8.1 Z#iny Citrix Hypervisor:

xe vm-param-set uuid=<vm-uuid> platform:vgpu_extra_args="disable_vnc=1"
<!--NeedCopy-->

NVIDIA K2 ERAZHRHEEBIEN Ti#1T YUV444 EH 4R
W RIS E B AT TR, 7£6A NVIDIAK2 ERMERT, AR BRHMLARR/KESENSHIRRIRER,

HIizEEZE N NVIDIA K2 ERFAZFHAEBERNT#HT YUVA44 BRI, BXIFAER, BSRIMREIARE
1B GPU %#55%,

R Gnome 3 REEETRRIE

X2 Gnome 3 KEASIEFNHIPRS.

7£i@% Citrix Workspace M AEEFEOK/NEY, HL& OpenGL/WebGL Ai2F T ARIFHEM

1A% Citrix Workspace EARRFEOXNSHERESHE, NVIDIA ZRAREFSFRELRIPRS, HoTaE
KE BIERF AR 9IARL, fiIn, WebGL FErt lightgl.js TaESEMEEIR, 5 Rendering to this
texture 1is not supported (incomplete frame buffer),
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HDX BFEH=

November 4, 2022

pu

Linux VDA S5 HttEMRE LNRIEAR A Z 8 SNBSS EFS,
UT TSI SERAZERENEEEMARRENEE,
BEHERE, BRITUTRE:

1. EEHNKSENENKES, BHREHZENHERAZHNES,

i - Desktop Viewer - [m] b4

Activities

Share my screen

View someone else's screen

2. BERERIFHXHA.
HAHNERAEABE—ERYE, BEIEFLELAENABHEZERS.
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[ F Desktop Viewer - [m] X

Activities gfxindicator ~ =it g 2T 22:39

Citrix screen sharing

HEEMREN, REFEE—MIENE, RREEHTES,

3. SHttENRE (BSEHAEENRER) LNRIEARHZEHIAINE,

4. EAENEERETHENES, BERRTERN, AREREEENET. EFLERTERN, EFEREZE
ARHRT.

Activities

‘.*

Stop sharing my screen

Give control

7 viewer-user3
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o - Desktop Viewer - o X

Activities

Stop sharing my screen

Give control

EEEFHMANRES, BHRITUTEE:

1. FEMKENENXES, SERBEAZFEMTEREEEMANRES.

P oeskeop Viewer - o *
& Applications ~ Places T @ © zh Tuels07 & ) O

Share my screen

Stop sharing my screer

View sucme else's screen

L

2. GAEEENFRIEREAR, AREEHER.
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TN [ #
Activities L‘BJ Unknown ~

Citrix Screen Sharing Viewer x

Enter the connection code of the screen you wish to view:

|
@ Cancel || @ Connect |

3. FRRRHEERRERIER. fla0:
- }Deslctup'diew:r — o %

Activities gfxindicator ~ Aug 27" 23:08

Citrix screen sharing

viewer-user3 wants to view your screen. Accept? ogancel QQK

o EHEZESE, Linux RAREHXEMIEREK HBH,
o INRHZERT 30 MAEREAIER, BRIERBEIBHHETRT.
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4. REASEEIRTHREERTENERRE, HENRERETE Desktop Viewer 1, ZBUEEENFHS5H
DB A P BiEi.

" ] Desktop Viewer - u] X

HDX Screen Sharing Viewer

0"

¥ Activities

*9

5. EEREHAZNRE, BEHEFANRTER.
R’
o MBHZERE 30 HRIEZEMNIER, BHIBERIGTH,

o —RARTF—ITERERFHERR.

B ERAAERAT RN ZERREITHI

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 277



Linux Virtual Delivery Agent 2206

™| Desktop Viewer

- o X
& Applications Places  HDX Screen Sharing Viewer TR ©Q ©®@ @ zh Tuel?27 &K ®W O
HDX Screen Sharing Viewer - 8 X
P e HDX Screen Sharing Viewer I:]
6. EXRETERHERIIEOKR), FREHERITERSLHNET.
[* L Desktop Viewer - a x

Activities [& Unknown =

HDX Screen Sharing Viewer x

R0 Disable scaling Aug 27 23123 ® zh~ o -
i
Cy

icE

FRHAZMERALTRARS. BEEA%RIEE, BRMMUTRE:!
1. 7£ Citrix Studio #/a BEIF IR SIERIB R,

2. 3+F Citrix Virtual Apps and Desktops 2112 &&=k, &7E Citrix Studio FERRBEZHRRK.
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3. (A]i%) 33F Citrix Virtual Apps and Desktops 2109 RE R4, EETUTHLE Linux VDA LERR
BH=:
sudo /opt/Citrix/VDA/bin/ctxreg update -k "HKLM\System\
CurrentControlSet\Control\Citrix\Thinwire" -v "

EnableScreenSharing" -d "0Ox00000001"
<!--NeedCopy-->

4. EERNPMERAVERIRKO 52525-52625,

5. (A1) tNREFEAR GNOME %ty RHEL 8.x. Debian 11 3 SUSE 15.x, &% GNOME shell &£ A
My B, LWEA Applndicator &z#%:

a) E7H< gnome-shell --version MtZE GNOME shell ks,

b) M https://extensions.gnome.org/extension/615/appindicator-support T% GNOME shell
HRBYT B, fla, MRE shell lRzK 3.28, MATLUEEY Bk 24 5% 26,

v #
.lc GNOME Extensions Add yours Installed extensicns: About
ErTIRSIoHs

application.
=" Click here to install browser extension. See wiki page for native host connector installation instructions.

& Applndicator and KStatusMotifierltem Support by 2vin0

Adds Applndicator, KStatusMotifierlterm and legacy Tray icons support to the Shell

Extension Homepage  htt ithub.comfubuntu/gnome - shell -extension- appindicator

Download 328 bl Extension version.. ~

Extension version...

26

C) BMEETHMHEE, BWIAEEEN metadata.json X8 uuid EEIRE N appindicatorsup-
port@rgcjonas.gmail.com,

d) i&fT mv 88$ LU appindicatorsupport@rgcjonas.gmail.com B£#50% /usr/share/
gnome-shell/extensions/ FAMNME,

e) i&fT chmod a+r metadata.json &< LU metadata.json st AT R 1t F %A,
B

BUNBERT, RAERAATTLULE appindicatorsupport@rgcjonas.gmail.com B R+
metadata.json Xff, EXIFRELEE, EHFEME P HAERIRE metadata.json 314,

f) =% GNOME Tweaks,

g) HEEIFEP, EBIRIRFR ALL+F2, r M Enter @xi@idizfT killall -SIGQUIT
gnome-shell ss<REFHME GNOME shell,

h) #=2®@FEH, i&17 GNOME Tweaks, #AG7E Tweaks T /3 F KStatusNotifierltem/Ap-
pindicator % #%

6. (A1i%) WNRBMEARM GNOME —ii2% %M Debian 10, BERRUTHFEUREHEA GNOME R4 EE:
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a) 17 sudo apt install gnome-shell-extension-appindicator &%, AfE
GNOME EBERZY BIEF, ErRu U HEEENER.

b) EEIREDIER Tweaks.,
c) 7£ Tweaks TEFERET R,
d) B Kstatusnotifieritem/appindicator %%,

Q Tweaks Extensions () x

General

Alternatetab
Appearance Substitute alt-tab with a window based switcher that does not group by application ¥

Applications menu
Fonts Add a category-based menu for applications.

Keyboard & Mouse

Auto move windows
Startup Applications Move applications to specific workspaces when they create windows e
Top Bar

Citrix input source mangager
This is extension from citrix

A

Window Titlebars

Windows Kstatusnotifieritem/appindicator support

Adds kstatusnotifieritem support to the shell

A

Workspaces

Launch new instance
Always launch a new instance when clicking in the dash or the application view.

Native window placement

Arrange windows in overview in a more compact way.

Places status indicator
Add a menu for quickly navigating places in the system.

ARE

- REHZIEETRZE H.265 MST4RMES 2R,
- BRRAEYRNNAEFRIEFTA.

c BIABAT, RERENAFRRZAUS 0N EEEHZEHRERE. EEENRANETED
ctxreg update -k "HKLM\System\CurrentControlSet\Control\Citrix\
Thinwire"-v "ScreenSharingViewerMaxNum"-d <hex_value> #{TE B, LHiXEH
AHEN, AFZRBEZTIIMIERERNSHIUET,
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EVGPU E+

March 11,2024

3F VGPU B 2T NVIDIA 8l GPU (VGPU) RS RWE . AXRMBEXERI VGPU BERHIER,

EFAIEVGPU Bk, B

« ¥ XDamage fEAN&EHR M. BEBRT, XDamage 21/ XServer i BiERF.
o ERE Linux VDA BHE CTX_XDL_HDX_3D_PROI&EBHN Y. BXNELTENGER, BEATE
BT R R R,
ficE
f&eg Xorg Bo &4

EAT NVIDIA B+ REFEARZ NVIDIA Rapigx, WeBoheEMigBEEXH.

BRATREMEF SHREHREAE /etc/X11/ THEMRRBENF:

o ctx-driver_name-1.conf
« ctx-driver_name-2.conf
« ctx-driver_name-3.conf
« ctx-driver_name-4.conf

I ctx-driver_name-1.conf Jfl, ST TIRIEREIEREE M4
1. 3% driver_name & AL IREHIERF B R
flgn, MREMIREHIEFZIN intel, TUBREXHFEFENRN ctx-intel-1.conf,
2. RIS EHIE 1S B

FMEREEXHHB—EEEA “Device” NES, XBOWIRE, ARNBIRDRFES. BEHRM
THASAREIEFE R ZAIATRATASR. ERAEABOIRNE, FHITUTIRE:

a) BEABERNISHRENEEUTRES SR ATUERASNESEXF. WIAERIET Linux VDA £
EN, EREREREERAYEEXAHNAIFRHEEEER M.

b) BANE B “Device” #5E%12 ctx-driver_name-1.conf,

3. BITUTEHSRIGE MR, LUEE Linux VDA BERZIRBITES R 1 RIREMEE N H&E R,
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Jopt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\System\
CurrentControlSet\Control\Citrix\XDamage" -t "REG_SZ" -v "
DriverName" -d "intel" --force

<!--NeedCopy—-->

BRI vGPU Ef

BUAERT, 3EvGPU B INEER T 2R, TLUEfTU Ti<$¥ XDamageEnabled EiZEH 1 EHBR.
Jopt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\System)\
CurrentControlSet\Control\Citrix\XDamage" -t "REG_DWORD" -v "

XDamageEnabled" -d "0x00000001" --force
<!--NeedCopy-->

511 Remote PC Access VDA H9=H
SHFERIE vGPU £/ Remote PC Access VDA, Linux VDA 15412 B RE8iEmk, HI%RIhAEnIISE R R
HETY BEMERED (Extensible Virtual Display Interface, EVDI) B ERes.

AR

EVDI A BRI ERAKRER LITHRM R

BREsEkERATF Ubuntu 20.04. Debian 11.3 1 Debian 10.9 VDA, EffB 22888, ERMU TR NS E:

1. BRIBER Linux £1ThHR%%E evdi-dkms REE:

sudo apt install evdi-dkms
<!--NeedCopy-->

2. BREREREEES EVDI:

/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\
CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "
Evdi" -d "0Ox00000001" --force

<!--NeedCopy-->

3. MREEANE Intel B+, FRARTERS, TN, Intel RERETEERSA, TEAT Citrix ZERIE,

sudo systemctl disable --now gdm
<!--NeedCopy-->
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HEHIRR
TS b th B E Az A O ELED

MREAUEDRMIET ID NARF, BEFMERENER, IEXEFAEIEF AL AIABEENRBE, EER
Jopt/Citrix/VDA/bin/setlog #¥ GFX_X11i&&# “verbose” FRUKEIRERE B LUHITIEIR,

TEEHITHEH4RED

I Th R 2 H AR 4T

BT XAHZIEKED

August 11, 2022

BFXANS KT ARTERRRMEAT . RREAERERALET, MERMARSREARY
BIMIERDTHABRBER. TUEE—EXAKE, XAREEIRERELET, BFRBHRREHIRN
e

BE.

BETXAHNRIEKNFTBTFREINME. RS EFET2ELBIESRS, B URE—ERFINEEERME
IRERIE, EFLLINEREY, HAMMRIETENERS G, B2, HRMNBNERILIEESEMREMRSE (R
ER) E5ER.

RIEKENBFXAE, FERTRAFPRENSE. STEKNPEEATREMERGNES. REENMIESTESE
BETREEGNIATIENERAFANGD. I 7T EGXMRERSIELRE, BEERSV[HE i Internet thilithit
AR &R R F E S o

ZRBAFKR, BEASIEKNERLELERE LRRE I EMKENSNL,

PR

o EFERANEBRNEEEMNRIEPRRZIFRIEKE. EFAKITKENINEE, ESHERANNENTEEM,

o WRFEMEAIBAR NVIDIA IRshiZF £ REGINRE H.264 3 H.265 &wi3ER Tiz1T, MARLZIFSIEKE,
HERBRRIEKE, (FEXMIERT, EMFRFTHN NvCaptureType i8&EH 2,)

o KENWRIEE R THEER AT Mo

o WNREIE Print Screen BIHRREER, £ VDA InHRNREERAEIEKE, RIBNEREBEEECEFRE
ko
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Thinwire i#=XE =

August 11,2022

RIERXEMERTRRSERIEETRMER, §iM, £ Web A LR ATRERTIR. TN SKMTHIELE, REFRAT
RFRIRES N R TR EH.

ET7.17 R, SEBREARBRERERTESRE, FERRIERENRNRERE, HERERANVHAERE (16
fiisg 8 IE), BR, BHTMEAF BREMMERE, HDX Thinwire RERIBRNER RIS IAEHSEGRRE,

Bk 7.18 &2, U TE—ERT, HDX Thinwire BHARTIREHH# X BHE :

« ATA®HEET 2 Mbps.
o MISEIEREBE 200 =7,

R T

pign, ETES, FHAERRALTENRS, ¥ FH e AAEERESK, BREREESE. LA AR EERETER
SAE, NMESEGMXARRWRE, HHERIERE M.

Features

BREFELESRERER, BENEGIXIFERHUIITHER. W, T TEFR, FEFBEEEEEREE, BRI

RREE T

Features

WNTFEG, RUERRIIRIKGE XMTXE, RUSIFERBRNENELD. HUIERES M LEHIT. hFE
Al SR 7 AN IR B N R B ER AL MBS I AESR

BTG () el BEN BRaiEFEt H.264 #1TEIE,
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snfAfE A AA TR

AINMERT, HHIEANUERERKRES. F RUARE) NEMSATRESERKS.
FEUTERTREIXE (FER) HElR:
o MUERE = RATRITHRITE

- BRELNEZEAERE =8 U
o ERTSIRARIGISHITES = HNBIER (FE2F H.264 5Y)

AR TR ESEARESH, MRBIMUTERZ—, NEIABALERR:

. AIEWEET 2 Mbps
. FAIDRIB 200 =

REERIRGE, EZRXPRGREEE 10 #eevial, BMEMSERGERRR RO,

B HIURINT

AILOEEIE T LA T e < Bt TR TR T

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\SOFTWARE\
CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "
ProgressiveDisplay" -d "<value>" --force

<!--NeedCopy-->

Hep, <value>:

0 =a%&XH (EEMABERTHBRER)

1=851 (IREMZRRT, FRINE)

2 =1 FF R

RFEHRR (1) B, TLUETUTHSZ— B e rEE:

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\SYSTEM\
CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "
ProgressiveDisplayBandwidthThreshold" -d "<value>" --force
<!--NeedCopy-->

Hrp <value> < &, L Kbps A& > (ZRIAE =2048)
Tl 4096 = FEHEET 4 Mbps BRFEH#NER

sudo /Jopt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\SOFTWARE
\CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "
ProgressiveDisplayLatencyThreshold" -d "<value>" --force
<!--NeedCopy-->
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Hrb <value> 3 < H{E, UEWHEM> (BIAME=200)

il 100 = FEMLRIERETF 100 ZEM A RI#HET.

August 11, 2022
FHOABTEEUTER:
o ZPFi% IME
- ZFifs IME AR RERS
o SISRERRED
o WRE

o XFLHEZTHA

ERiRAmNEHmESE (IME)

August 8, 2022

B

B IME ARFTFR, flhx. BEMNSEIEFR. BI5EFH L Citrix Workspace 2 FREH

£ IME (%30 Windows 7s#]l CJK IME) SBALLEFF,

b=
Ik

f£% % Linux VDA BY, =Bh&REILINEE,

ERER

FRETF Citrix Virtual Apps 3¢ Citrix Virtual Desktops i%.

RIEFEEEF K LB ERNRN AU GERE iR IME 2588,
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BR8]
o BN T Google BFRIEFHIRTTIE, FREEREF i IME IhEEE R TAEPRANFR.

« AR B FRYPBHEBEF K IME 1588
+ IME AP REARERANKIE PR AT,

ZFin IME AR RERY

August 11, 2022

#k

E5AE, EFE IMEBFRRE (BEEEEOMNREEN) EFRBALA. NIRRT, SNEBXFRBAX
BB FARIRIZ :

Composition and candidate windows

Text input area

Citrix g2 Te]ltE, H#E—PRE T EF i IME AR ELRE, MTFFR:
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f#©) ~ @A

72 < 8
TidHsdassdussdissdussdf
FHHEFHY

TARG

FEH

FHHE

N

Ctrl + Delete to remaove this candidate

ERLIHEER H BN B E R
1. 7 Linux VDA E£/2A Intelligent Input Bus (IBus). BxM@7E Linux #ER4 LEH IBus MWIER, &
SRIRER R MBI EIRERE. Fla0:

« Ubuntu: https://help.ubuntu.com/community/ibus

» CentOS. RHEL: https://access.redhat.com/documentation/en-us/red_hat_enterpris
e_linux/7/html/7.0_release_notes/sect-red_hat_enterprise_linux-7.0_release_notes-
internationalization-input_methods

+ Debian: https://wiki.debian.org/118n/ibus

+ SUSE: https://documentation.suse.com/sles/15-SP2/html|/SLES-all/cha-gnome-
settings.html#sec-gnome-settings-lang

2. ZIMEERETIRE, BELITERIZINELEERTE,

BRMZAZINEE
HRANFATEZEEREFE IME BFRRERS . EEBHZAILINEE, FLERFIHRERBRT M IME cUEITHEE
B, BT ctxreg LAERFREIME.

AR

FRIRREERFBRETS M IME SUHINERENMARS T EMRIRE, TUNAREEENAPMITENN R
RHABPIENR. A% Linux VDA EREMKRISENAEZ VDA ERFRERIE,

« REFXFIRBEBRBERIS M IME cO#Ihae RS AREAE G IME AR REED IhEE:

1. 72 Studio H, ARBEHE, AEEZFIRER,
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2. BREFHBERFBERFATM IME SUHEIHRERE,

Create Policy
Studio Select settings
(Al Versions) v || Al Settings “ || Keyboard Layout syneT X |
| Settings: 0 selected || View selected only
Settings

) | ¥ Client keyboard layout synchronization and IME improvement
Users and Machines User setting - ICA\Keyboard and IME
Not Configured (Default: Disabled)

Summary

3. BEHRBRBMEILANLR,
4. RER,
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Edit Setting

Client keyboard layout synchronization and IME improvement

Value: | Disabled >
Disabled

Support dynamic client keyboard layout synchronization

[Juse

v App Support dynamic client keyboard layout synchronization and IME improvement

Vll"l ar UCIIVE'I)" HHCII[- ZUUU TWIUTU3E55TUTT WJ, ZUUU .}IIIHIC STISIUTT UJ, ZUUT IWIUTII=5E5 1on OS, 2009

Single-session OS

¥ Description
Allows a user to change the client keyboard layout and synchronize it to the VDA side dynamically in
a session without relogging on or reconnecting. For Chinese, Korean, and Japanese users, who
require client keyboard synchronization to use IME improvement, allows them to use client IME
improvement for best user experience.
For the Windows VDA, setting “Support dynamic client keyboard synchronization® equals "Support
dynamic client keyboard synchronization and IME improvement.” For Linux VDA, they are two
different settings.
When not configured, the default is “Disabled” in Windows Server 2016 and Windows Server 2019,
The default is “Support dynamic client keyboard synchronization and IME improvement” in Windows
Server 2012 and Window 10 for consistency with the previous release.
Note:
For nen-Windows Citrix Workspace app, such as Citrix Workspace app for Mac, enable Unicode
keyboard layout mapping to ensure correct key mapping.
We are phasing out the registry setting in the Windows VDA -
HKEY_LOCAL_MACHINE\Software\Citrix\|CA\lcalme\DisableKeyboardSync value = DWORD 0

¥ Related settings
Enable Unicode keyboard layout mapping, Hide keyboard layout switch pop-up message box

HE = ATAEDL

- BEA: ZRASEEGRAESNERFE IME AR RERY,

- XEMSEFIRRRETERY . BRASBEERRREY, MAEEMT HKEY_LOCAL_MACHINE
\SYSTEM \CurrentControlSet\Control\Citrix\LanguageBar 5]
SyncKeyboardLayout ;&M DWORD &,

- XEDSEFRBEEMBES M IME Ui BRDSEETRERASIMEF K IME AR R
EREYL, MAEEMTF HKEY_LOCAL_MACHINE\SYSTEM \CurrentControlSet)\
Control\Citrix\LanguageBar # SyncKeyboardLayout 71 SyncClientIME ;*
ftZ=1Ay DWORD &,

o BT ctxreg XRAERSEIMRUBEXNEZERET i IME BRRERDPIEE:
EERZEE, BETUTHS:
/opt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\System\
CurrentControlSet\Control\Citrix\LanguageBar" -v "

SyncClientIME" -d "Ox00000001"
<!--NeedCopy-->
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EZAZEE, BEITUTHS:!
Jopt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\System\
CurrentControlSet\Control\Citrix\LanguageBar" -v "

SyncClientIME" -d "Ox00000000"
<!--NeedCopy-->

SRERRED

August 11, 2022

IAFT, Linux VDA MEFimigE ERNREHRBLIER, Fi0, HEFIHEELNREREM “RiB B|ih 58,
{87 VDA LREREY, AIRESHIREIRGY ),

Citrix @3 Bz% VDA MREFRSEFIRRENRERBRL KRR D, TLANEAIREELNRER/HLR
T, VDA EHEHLEHEIAR,

AR

EATF HTML5 89 Citrix Workspace M BEEFAZHSBETRRES NEE.

ficE

RINERT, BhSRERBETHELTEARS. EEANEALIIE, FIRETF REEHEEDS N IME cL#In6E
HREE, BT ctxreg AR EEIMER.
AR
FRIREERFBETS M IME SUHINERENMARS T EMRIRE, TUNAREEENRAP BN R
RHNPIENR. A% Linux VDA EREMKRISENAEZ VDA ERFRE RIS,
« REFZFIRBEEBFBERETSM IME SUHINERE S AR ASRENBE S IEE:

1. 7£ Studio Fp, HRREE, AEEFEIREK,
2. BREFPHBERFEEFATM IME SUHEIHRER,
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Create Policy
. Select setti
Studio v oiia
| (Al Versions) ~ || Al Settings * || Keyboard Layout sync X |
| Settings: 0 selected || View selected only
Settings

Users and Machines |

Summary

3. BERBBIFZIANER.
4. RER,

¥ Client keyboard layout synchronization and IME improvement
User setting - ICA\Keyboard and IME

Not Configured (Default: Disabled)

Back Next ] [ Cancel
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Edit Setting

Client keyboard layout synchronization and IME improvement

Value: | Disabled >
Disabled

Support dynamic client keyboard layout synchronization

[Juse

v App Support dynamic client keyboard layout synchronization and IME improvement

Vll"l ar UCIIVE'I)" HHCII[- ZUUU TWIUTU3E55TUTT WJ, ZUUU .}IIIHIC STISIUTT UJ, ZUUT IWIUTII=5E5 1on OS, 2009

Single-session OS

¥ Description
Allows a user to change the client keyboard layout and synchronize it to the VDA side dynamically in
a session without relogging on or reconnecting. For Chinese, Korean, and Japanese users, who
require client keyboard synchronization to use IME improvement, allows them to use client IME
improvement for best user experience.
For the Windows VDA, setting “Support dynamic client keyboard synchronization® equals "Support
dynamic client keyboard synchronization and IME improvement.” For Linux VDA, they are two
different settings.
When not configured, the default is “Disabled” in Windows Server 2016 and Windows Server 2019,
The default is “Support dynamic client keyboard synchronization and IME improvement” in Windows
Server 2012 and Window 10 for consistency with the previous release.
Note:
For nen-Windows Citrix Workspace app, such as Citrix Workspace app for Mac, enable Unicode
keyboard layout mapping to ensure correct key mapping.
We are phasing out the registry setting in the Windows VDA -
HKEY_LOCAL_MACHINE\Software\Citrix\|CA\lcalme\DisableKeyboardSync value = DWORD 0

¥ Related settings
Enable Unicode keyboard layout mapping, Hide keyboard layout switch pop-up message box

HE = ATAEDL

- BEA: ZRASEEGRAESNERFE IME AR RERY,

- XEMSEFIRRRETERY . BRASBEERRREY, MAEEMT HKEY_LOCAL_MACHINE
\SYSTEM \CurrentControlSet\Control\Citrix\LanguageBar 5]
SyncKeyboardLayout ;&M DWORD &,

- XEDSEFRBEEMBES M IME Ui BRDSEETRERASIMEF K IME AR R
EREYL, MAEEMTF HKEY_LOCAL_MACHINE\SYSTEM \CurrentControlSet)\
Control\Citrix\LanguageBar # SyncKeyboardLayout 71 SyncClientIME ;*
ftZ=1Ay DWORD &,

o BT ctxreg XRAERAEIMRUBAIZRANSRETBRLIEE:
EERItINEE, BETUTHS:
/opt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\System\
CurrentControlSet\Control\Citrix\LanguageBar" -v "

SyncKeyboardLayout" -d "Ox00000001"
<!--NeedCopy-->
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SZAILThEE, BEITUTH !
Jopt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\System\
CurrentControlSet\Control\Citrix\LanguageBar" -v "

SyncKeyboardLayout" -d "Ox00000000"
<!--NeedCopy-->

fERBER

BRLLINEERE, MRFEIEFEFAHRE LNREFRLELN, FIENRERBYSENMRET K,
N, MPFEFIHEE LNRBERBERN TEE (FR):

03 AM

N ds FRA L 01s » ‘

Linux VDA &iZBEAmBEMEHIEESN “fr,

ENBEFER, IRBATIESE, WAILERX—BEZELER:

ERARED, AUEESEREIX—BHRENTL:

— O
Thuoo:10 O ) O ~

Pt

fr =

MpEE

September 1, 2022

BJLATE Linux B AN ARFSIEPEAREERE. REESECWASBFRNTERN 2 RIHRE.
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M Applications  Places  LibreOffice Writer v zh Tuell:lls @ EZ 0 O
Untitled 1 - LibreOffice Writer — L] x
x

File Edit View Insert Format Styles Table Tools Window Help
H-2-E-Jd9a E-4%9 qv1 =520 -
: - S? 3‘ LiberationSe @ « | 12 ~vaadad-a ab dp Q i

- E: :
L L : L Fe L L "

i ' i i i

o

Test mrvc

@R

Tab Esc Win Ctrl Alt Del Cut Copy Paste Un .=. -a' ;(
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AR

ZIhEEEA T RHEL 7.9, RHEL 8.2, SUSE 15.3. SUSE 15.2. Ubuntu 18.04 #1 Ubuntu 20.04, i&RBTF
iOS #1 Android &9 Citrix Workspace R 27 2 % h#E.

ERMERIZEE
BOMERT, ZIEe FRARS. FILUERA ctxreg SLAREFBASEAZEE. 4% Linux VDA LMIhEERCER A
Fiz VDA LA HHIFIERIE,

BEALLINEE, EHRITUTRE:

/opt/Citrix/VDA/bin/ctxreg update -k "HKLM\System\
CurrentControlSet\Control\Citrix\VirtualChannels\Mrvc" -v "
Enabled" -d "0x00000001"

<!--NeedCopy-->

2. 1£ Citrix Studio #, ¥ BEmERREAKKIZER AT,
3. (AI3%) ¥¥F RHEL 7 #1 CentOS 7, BT TH<IEZEEMARL (IBus) BREREIA IMBRSS:

echo "GTK_IM_MODULE=1ibus" >>/etc/bashrc
<!--NeedCopy—-->

/opt/Citrix/VDA/bin/ctxreg update -k "HKLM\System\CurrentControlSet\
Control\Citrix\VirtualChannels\MrVc" -v "Enabled" -d "0x00000000"
<!--NeedCopy-->

AR

ZANRERELERIFIETEEEREF YR RIEEN.

PRI

ZINEETE Google Chrome, LibreOffice M E MR A2 T A RETCIALE i51To

EEFHRENREEBRETE, BREFHATER, ARBRRETHIEATR.

£ Web FBEEFM—MRANFRRIBES—MANTEREN, RERETEFET. BRI, BRI
BMAFER, ARELEEFHATR.

EThEEFRZ#F Unicode FRANFTFR (53, FX. BEBMEHEFH).

RREBFEATERBANTR.
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MRS5S HIBATRES, EXMERT, BBMINAREFEOXE LRSFERUISHAFTREEIRS
(1L SEVA=1

« BT Citrix Workspace R A 25 Huawei AR BIEERA MR, FIEMEEET YIRS, Wi
B ERE Huawei FiR B L,

XFZIESHEA

August 11, 2022

B Linux VDA kg7 1.4 &2, Citrix FiNTWERBHRABREFIZE. AFPAMUERS Linux KEFRNIER AR
FREEH Linux RZ A2

B2, HFESES Linux KEFRSESEMN, Fib, Linux VDA ERNA#IES =N T ELAHINARZERA A,
b, AREEUEE IMERIES (B0, X, BiESEiE) BAND. TUAREFRIERE, BRHBTEERERE
Z B,

AT RRXERER, NN EIXAMANELAGTNBREFREESE. 8d1EEE, BRUUENBREFIEHRE
AR SS280n IME LUNFERERE Z BT,

[T

TEILIGEA ctxreg SEARRFRANZALIIE GUABERTERER). A% Linux VDA RSS2 LAINEERCE R A%
VDA LR #HHIFRE N ABERF.

FeEEmRmA “HKEY_LOCAL_MACHINE \SYSTEM\CurrentControlSet\Control\Citrix\LanguageBar”, %
E4% DWORD,

EERILINEE, EETUTEH:

Jopt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\SYSTEM\
CurrentControlSet\Control\Citrix\LanguageBar" -v "Enabled" -d "0
x00000001"

<!--NeedCopy-->

ERAILLINEE, BEITUTa<!

/opt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\SYSTEM\
CurrentControlSet\Control\Citrix\LanguageBar" -v "Enabled" -d "0
X00000000"

<!--NeedCopy-->
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fERER

AR o
1. B8,
2. HRAMERXARANERBHNARERF. AREPVAEFSUSETIES .
3. MTHIRSPEFKIFMES LRNARIES GNR) .

£ T ‘
(®) French fr
() German de

Show Keyboard Layout

Region & Language

4, MNTFhgamiksR IME SiBEHE,
5. A% IME SiBE2HERBNES,
AR

« 7£ VDA IS L ENRER RN, EHIRTIETT Citrix Workspace M AEFHIZE F ik L (EAHE

FRRERR.
« UK accountsservice R BALKEIRE 0.6.37 ESRAS, 7 HeEXKISMIBS I HEEFRIT
®E,
o | < | Region & Language ‘ Login Screen ‘ [ = x
anguage English (United States
Formats United States (English)
Input Sources | Options ‘
French
German

L] =l
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ZIRK

August 11, 2022
FHOABTEEUTER:
o ESNThAE

¢ NEBRABEEM

» HDX MERENASAESS

ENTEE

August 11, 2022

BENESRRIAL FERARE. ©XFLT Citrix Workspace R BEFEFiG:

« iEAT Windows 89 Citrix Workspace R 2R - 2109 KE= R
« AT Linux 89 Citrix Workspace R 12 - 2109 hEShk4
« iEATF Mac 89 Citrix Workspace R BER - 2109 REEHRZA

YEERFEIIRPNEF RN, BENSMEIREBREM.

ERREN SN, BEFFHTE VDA LRESMHEER, BENFMMRIEMZFENSERIMRFLLE,
LURM M B S 5RALE,

TRETTBENSZMS RIREMZ BBILLIRE

BiEN S0 =l a=gi
BAEIMEREER: 48 kHz BAEMEEE: 8kHz
MK BEE

e

7 RHEL 8.x k1A PulseAudio 13.99 s{E =k,

7£ SUSE 15.3 1A PulseAudio 14.2 s{®Eshikas, #£ SUSE 15.2 Ef#ER PulseAudio 13.0 SiE S ks,
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MR ERABEER

September 1, 2022

pu

Linux VDA 7£ Google Chrome %53 MBANBTEEM. NUBRNTEERRETERFHZRAFFTIRFH
Web TTEMINEE, ItIhRe=fER Citrix Workspace R AEFER P IHEFIERNZ2IMEIE, %51Z2M URL 128X
HTTP #1 HTTPS W&,

=

AR
Al UER AT RIEEWLE Web TEHREEAEIZFA K. RIIE, ATLUERMLETIREEHL Wen TEAEE
BEEISS

& Web &3 ZEZFiF EisfT, miEfE VDA bizfT, HEFEAZF i CPU. GPU. RAM MMZ,

SANSSEAOSHTEER. MARNRBFETABTNELXE, MOFSEMIE, BREEFRSI=EFNE,
XL B A1E VDA £ 8sisiT,

[ aboutblank X

(= C Y DO www.youtube.com

Windows ZFi5:
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« iEATF Windows 89 Citrix Workspace R F#2F 1809 S ES k4

Linux VDA:

« VDA #21E%&%:: Ubuntu 20.04. Ubuntu 18.04, RHEL 8.2
+ VDA tHyRI%IEs: AT Citrix MR BABEE AT BIZFH Google Chrome v66 SiERARE

EENRBATEER

1. 7 Citrix Studio #1, ECEHELIEENHENBTEEMNIAWFHIRM URL ELEFIR, RIAMERT, RKEEN

AREEMRENRIF.

Edit BrowserContentRedirection

Studio

Settings
Users and Machines

Summary

Select settings

(All Versions) < || Al settings “|[ Browser X

Settings: 1 selected [ View selected only
»

v

v

v

Browser Content Redirection
Computer setting - ICA\Multimedia
Not Configured (Default: Allowed)
Browser Content Redirection ACL Configuration Edit | Unselect
User setting - ICA\Multimedia

https://www.youtube.com/*; https://www.google.com/*;https://www.citrix.com/* (Default: https://
www.youtube.com/*)

Browser Content Redirection Authentication Sites Select
User setting - ICA\Multimedia

Not Configured (Default: )

Browser Content Redirection Blacklist Configuration Select
User setting - ICA\Multimedia

Not Configured (Default: )

Browser Content Redirection Proxy Configuration Select
User setting - ICA\Multimedia

Not Configured (Default: )

MEBABEER ACL IEEIRBIEE AT UEANSRABTEERR URL BIRIFFIR,
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Edit BrowserContentRedirection

Studio Select settings
| (Al Versions) « || All Settings | [Browser X |
| Settings: 1 selected [C] View selected only
Settings

Users and Machines Computer setting - ICA\Multimedia
Not Configured (Default: Allowed)
v » Browser Content Redirection ACL Configuration Edit  Unselect
User setting - ICA\Multimedia
https://www.youtube.com/*; https://www.google.com/*;https://www.citrix.com/* (Default: https://
www.youtube.com/*)
» Browser Content Redirection Authentication Sites Select
User setting - ICA\Multimedia
Not Configured (Default: )
» Browser Content Redirection Blacklist Configuration Select
User setting - ICA\Multimedia
Not Configured (Default: )
» Browser Content Redirection Proxy Configuration Select
User setting - ICA\Multimedia
Not Configured (Default: )

‘ » Browser Content Redirection Select

Summary

Back Next

Edit BrowserContentRedirection

Edit Setting

Studio Browser Content Redirection ACL Configuration
- x]
Values: (] View selected only
| https://www.youtube.com/* I E] T Select
Users and Machines
EicH | https://www.google.com/* | B
IB 4 Unselect

Settings

I https://www.citrix.com/*

=

- Select
[ Use default value: https://www.youtube.com/*
¥ Applies to the following VDA versions -
Virtual Delivery Agent: 7.16 Server OS, 7.16 Desktop OS, 7.17 Server OS, 7.17 Desktop OS, 7.18 Select
Server OS, 7.18 Desktop OS, 1808 Server OS, 1808 Desktop OS, 1811 Server OS, 1811 Desktop OS,

1903 Server OS, 1903 Desktop OS, 1906 Server OS, 1906 Desktop OS, 1909 Multi-session OS,
1909 Single-session OS, 1912 Multi-session OS, 1912 Single-session OS

¥ Description
This setting allows you to configure an Access Control List (ACL) of URLs that can use Browser
Content Redirection.

“.[m

NEBRANREERERR REEREREETEEANSHANBEEM URL BIFELETIR,
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Edit BrowserContentRedirection

Studio Select settings
[(A" Versions) - v ﬂ Settings "‘ ’ Browser X
‘ Settings: 1 selected [ View selected only
Settings
y ‘ » Browser Content Redirection Select
Users and Machines | Computer setting - ICA\Multimedia
Summary Not Configured (Default: Allowed)
v » Browser Content Redirection ACL Configuration Edit | Unselect

User setting - ICA\Multimedia
https://www.youtube.com/*;https://www.google.com/*;https://www.citrix.com/* (Default: https://
www.youtube.com/*)

Browser Content Redirection Authentication Sites Select
User setting - ICA\Multimedia

Not Configured (Default: )

Browser Content Redirection Blacklist Configuration

User setting - ICA\Multimedia

v

Not Configured (Default: )

Browser Content Redirection Proxy Configuration
User setting - ICA\Multimedia

Not Configured (Default:)

AR

Linux VDA SHai R BN A EERRIELERE,

2. % VDA £Ay Add to Chrome (7102 Chrome), M Chrome W _EREBIEAM Citrix F SN BRNEEER
Y BIEF. XiFMEETF VDA LRREasN (EESMEIN) URL BES5AYFSIREAELESIRITE.

BE:
BRI EARFEIY BIEF. X7 VDA L7310,

Chrome I REFETEMAFRRE, FTREEMESWGEIEIRNEMIRYT BER.
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F chrame web store

Brorwis Covmtinnt Riesde s X

Extensions
CHEE Browser Content Redirection Extension
O Trames = Offeted by Cotin
Features This extarrion redisecis Webpage
OO Foune ites
[0 By Goosle
O Foes

[]  Awsdasie for Andeesd
[0 ‘Works with Google Drve
Ratings

~

Zr e e o e

O *&kkkkBup

O kdok &up
O Bup

Aidd 13 Chioma

MBEEAWFFIR W https://www.mycompany.com/) $#F5 URL ILEH URL, E7EEIRELES!
KA KIKE, EMEE (CTXCSB) 2157 Citrix Workspace W BREFEEEE@HA 4 URL, A, Citrix

Workspace AR ALK — M4 E2M5 I EHERIE Web th,

2 &, Citrix Workspace BRIt Web i S 4RI BN S E S 88 B XA,

[ Ubuntu1804DSK - Desktop Viewer

= Activities @ Google Chrome v Tue 23:58 @

Gmail Images i

Google Search I'm Feeling Lucky

Advertising ~ Business  How Search works Privacy  Terms

1. Citrix YR BABEERY BIEFHEIR

Settings
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i RIEFERNEEETE Chrome I BREFIRS, HEABAUT=MHAEZ—:

o R JECHHIER
o RE: EHENETR ERER/ZH
o 4 BRIF/FET

2. MOEEFH LLENSESEENER
3. Linux VDA

4, Windows &

EE@H=R

T2 Citrix Workspace M BEFIRERNEN AR/ LFER:

Server Fetch &
Server Render

Benefits:
Better end user
experience (Adaptive
Bit Rate (ABR))
Reduced VDA rescurce
usage (CPU/RAM/IO)
Reduced bandwidth
consumption

Client Fetch &
Client Render

s RE[IENNRSBEN: AT EERUEARMIAFIIRIEEERY, AILEEEEH. RITEERIIE
VDA L2 Web Ti@E, #6EA Thinwire Rizi2ERER. EHKIEREHERTAH. XMER2SH VDA
£8 CPU. RAM M ERER S,

o BPIHIREBMEZFFHEM: BTF Citrix Workspace M BiEFEIZERE Web RS2, FLLEZEiAR Internet,
EXMERT, &M Citrix Virtual Apps and Desktops w2 EIZFrEMEE. CPU #1 RAM R £,

ERELIE

ERREEORNARERIERK. fli, MREFRTENLZERSE Internet, NaJgg=m VDA REI—F IR,
EXMMERT, VDA BRI AR A LIFEARSS 88 LE M MBH 2T TE,
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HDX W RS ARSRESE

March 28,2023

pu

7£ Linux VDA £iEHIE{THISAS N R A2 A A A ITEB] LAER HDX M BEATSIERE IR IS B G FIA
BERTERALIIEE. HANTEWNERALRATEERER HDX M RGN MITEIEINEE.

HDX M RENMSAELE LI ARAMBRENRN, XML ERGVAELSE S H.264 RERLIXEITTE
MRIEPEITHMRR N AERF. HDX MEREGENMSAEREERRETE A IHRERRNSREAERRARBIR R BHTR
IREBSR, HWHHITEIRABMES. BRIENHESRHBNGERRNLRRAEX AR ENIREDIERF .

ERIRGIESMEBRGENEERS. 25, FRROGIRZEFTUERETEHRSSE. RSBFEERSMRRE
M, BEERAIEENKETAERMERNER, Workspace NBIEFSERMMUTETR, HE WAN 17
SPREMERET.

Webcam Workspace app VDA
Captured N
video
)\ stream Meeting
- -
HDX webcam server _bDecode Oiic@ _— conference
server
Encode and send Send througha
. through the HDX . native app

Offers several native (raw) webcam virtual Hosted video apps protocol. For
formats for the Cl_trlx channel (vdmm.dll) Applications built to use example, Skype for
Workspace app client to DirectShow can load the Business, Webex,
choose from. Citrix webcam filter, which or Go to Meeting.

We also support webcams looks and acts like a
with dedicated on-board normal webcam to the
video compression (UVC application.

H264).

AR

o IIhEER TSR B Citrix Workspace MBEFZ P H.264 15T,

o SEFMIMEIRET 9 ERAE 48x32 2 19201080 2z id.

o {FEREMSIRENE, BE7M Citrix Workspace R BIEF T A= iERER USB i8%, &N, mlaEsHM
=g N: Ol
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Devices File Access Display Monitor Layout

Choose how devices will connect to your virtual sessions.
Microphones and webcams

Session Settings Global Settings
(O Connect automatically Preferred Webcam

(O) Do not connect Automatic
(@) Ask me

Digital cameras and scanners Relative Mouse Settings

(O Connect automatically [ Use relative mouse

(O Do not connect
(@) Ask me

Generic USB devices

[[] When a session starts, connect devices automatically

[ When a new device is connected while a session is running, connect the device automatically

S #59 Linux Z17hR

« RHEL 8.4

« RHEL 7.9/Cent0S 7.9
« Ubuntu 20.04

« Ubuntu 18.04

« Debian11.3

« Debian 10.9

« SUSE 15.3

« SUSE 15.2

% #% Citrix Workspace M BiEF

HDX MR ENANSAESE Sz 75 ThiAshy Citrix Workspace M2 :
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T8

iBEATF Windows # Citrix Workspace R B2

iEATF Chrome #9 Citrix Workspace BEF

MRS RG]

hhymoe

iBAF Windows 9 Citrix Workspace R FEF 2 #
XenApp #1 XenDesktop 7.17 RE=hrA LEm 32 {iI
N 64 (R ARFHNMERENMAESRE. TRIRRER,
iEATF Windows 89 Citrix Workspace R REFN X
¥ 32 (U AR

BT L ARM Chromebook R3z#5 H.264 43,
b, RE 32 U FEREFRIUERLLE HDX MR 5G]
MAAESR,

FRIBMEREIIRUFRNINER, HEBFRRINNZEMLE, Citrix £AUTMERENHITIHRINER

JiE:

+ Logitech HD Webcam C270
+ Logitech Webcam C930e
+ Microsoft-LifeCam-HD3000

(=

RINER TR, BEM, B TEIEMEE:

e

Citrix Workspace B2 B LUET %% Desktop Viewer £ NA MG IRENIRE R EERBEBRIAE

%O
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Devices File Access Display Monitor Layout

Choose how devices will connect to your virtual sessions.
Microphones and webcams

Session Settings Global Settings
(O) Connect automaticall Freferred \webcam

|O Do not connect Automatic

(@) Ask me

Digital cameras and scanners Relative Mouse Settings

(O Connect automatically [ Use relative mouse
(O Do not connect
(@) Ask me

Generic USB devices

[[] When a session starts, connect devices automatically

[ When a new device is connected while a session is running, connect the device automatically

1. VDA RE%mE, 1IE VDA 25 #E57E Delivery Controller #5E#, URBAHH Linux SESIEEEHE
BER Windows EiEMRINE R,

2. WREEI VDA T LA Internet, #AE3E1T sudo /opt/Citrix/VDA/sbin/ctxwcamcfg.sh
L USERMEBENES, MREH VDA T%i151 Internet, BFH%EISE 3,

AR

uname -r SRRk ZETESEERNZALE, FLiisS% ctxwcamcfg.sh ik, BIEH
8 HDX MZIRENISAESE, 151517 sudo apt-get dist-upgrade, #1550 VDA, RAEEHIET
ctxwcamcfg.sh Bizs,

INREH VDA EE7E Debian L, EMEAHAESRMNAZRAE LET. W, BETUATHSUERESHN
RItZhR S :

sudo apt-get update

sudo apt-get dist-upgrade
sudo reboot
<!--NeedCopy-->

N8R VDA #8&7E SUSE 15.3. SUSE 15.2 8§ SUSE 12.5 Lk, BT TS UEHEISHMAZRASHER
Bah:

zypper up kernel-default
reboot
<!--NeedCopy-->
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ctxwcamcfg.sh fiZGET:
a) 7 VDA k%% kernel-devel MEiARZiIERTE (DKMS) 12K,

« kernel-devel BFHWERBERRAHEMMEBENAIZER,

+ DKMS BAF IS EEEIMNBIREN RIZRIR,

AR

£ RHEL 71 CentOS %% FRf2FE, ctxwcamcfg. sh MASEER VDA LREHER
AR TR

« EAT Enterprise Linux (EPEL) B84 E
« RPM Fusion

b) M https://github.com/umlaeute/v4l2loopback & F# v412loopback FERAEH B
DKMS &1 v412loopback,
v4l2loopback 2—MaiFELE VAL IFELE EHIRIZIER,

¢) 3817 sudo service ctxwcamsd restart @ <, Linux VDA KM BB GRS -
ctxwcamsd - EFBEIFINE HDX MK IBENAMSAELSEINAEN v4 12 loopback WiziER,

3. MEREH VDA Ti&ifiA Internet, EES—&ITEN LR v4l2loopback RiziER, REERBESHEIE
1 VDA,

a) HEE—BREIAIN Internet ERZAERAS VDA BRIMNEMR T EN. uname -r HSTHBBEHRRIZAR
75,

b) EEMITEMN L, &1F sudo mkdir -p /var/xdl &%,

c) ¥ /var/xdl/configure_x M&EK VDA E%IB] /var /xdl/ TANERITEN.

d #ERITEMN L, 517 sudo /opt/Citrix/VDA/sbin/ctxwcamcfg.sh &< &
MAZER MBZHLSMMETT, Wi /var/lib/dkms/v4121loopback/1.81
b8df79107d1fbf392fdcbaa®051bd227a9c94cl/$(uname -r)/x86_64/
module/ BE T8I v4l2loopback.ko 3tff, RBRTEETT ctxwcamcfg.sh BIZBI B gE & HERHY §4
Ro

e) ¥ v4l2loopback.ko MNERITENEHIZIEM VDA FIEEHETF /opt/Citrix/VDA/lib64/
THo

f) #ZH VDA L, %7 sudo service ctxwcamsd restart ss$UEFBIHMLIREIR
3 E v4l2loopback PiziER,

RIIAHAY VDA

August 11,2022
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REBR
3% Citrix DaaS i RIMAER VDA, %JifER Machine Creation Services (MCS), 7 &k Citrix DaaS #16l
EARMNER VDA, BIERISEBINT:

1. ERERE VDA RFERIR VM LEIZEME, AILIEASMREGKZEMNEFRIMNIER VDA,
2. EAXRGEIZITENBR. &EF MCS (EATENEESZE, ARERRMNSEEAETERFEIRITEN

BIFRIR,

BXFAER, E2EER Machine Creation Services (MCS) #12 Linux VM 3 EHATIE,

EATARIALER VDA BYIhEE
TERIMAIEE VDA LeIZ2BEIEERBMHNAMAR

FTFARMANIER VDA ERENRIER, VDA BEMIEERRINBENEAR., VDA BREEZBEFTER Citrix
Workspace BiEFHAF B RERAF . XaLiEEAF BN, SERAFNAFPIRRF (UID). 41D (GID). *
BRMER shell, EFERALINGE, BRERUTSE:
1. BT TS UERIZThEE:
/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\
VirtualDesktopAgent\LocalMappedAccount" -t "REG_DWORD" -v "

CreateWithUidGid" -d "Ox00000001" --force
<!--NeedCopy-->

2. £ VDAKMRERRETH /var/xdl/getuidgid.sh MadisEUTREL:

B WFEEANE iR
uid OFE FAP#RRFA (UID) @A Linux HEc4

AP TNAFNES. ©RAER
FRILAA R RA R TR

gid WE 4AFRIRTT (GID) BRFRTISTEAM
B

homed-ir E1pvi Linux TEZER¥EAFRPMNBER,

shell Eipvis E%F shell EEBFREZREBAAKF,

BR A FAF B9 shell,

TER getuidgid. sh MzERE:
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=W

ERREEMNARPEENBEE Y.

#!/bin/bash

HAHHHAH A R R R R R R R R R R R R R R R

#

# B F Linux # Citrix Virtual Apps and Desktops Bl #&: R B ~ 3
B uid # gid

#

# MR FFAE (c) Citrix Systems, Inc. R & FF B I F,

#

export LC_ALL="en_US.UTF-8"

function get_uid_gid_for_user()

{

echo "uid:12345"

echo "gid:1003"

echo "homedir:/home/s$1"
echo "shell:/bin/sh"

}

get_uid_gid_for_user $1<!--NeedCopy-->

RES S HFIER

September 1, 2022

Linux VDA HBE%1551%R

Studio Em=E
HE WMZFE EH IR ZINE

A%  UselocalRimeOfCli€aM\r  {EBAR
PR XizHl 52
] X
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Studio
R

ICAE
RITIE
B
ICA#E
RITIE
HHEIE
]
TINE
1Y
ICA#E
RITIE

HE

% o
S
Psii)

i

i
b
He

g mloof
I
H#

i
&

BEE
e
3L
=R
usB
BEE
e
RES
b

=i
B KE RIR BIAME

IcaRoundirEpflheckEAdled EE A
£EP (1)
L)
IcaRoundiirgpflheckbAdmd 15
LR
g

IcaRoundrEpheckiyenidlE 2B
£EP (0)

L)

LimitOvef@ltBw ICA\# 0

st

LimitAudi@Bw ICA® 0

&t

LimitAudi@BwPercé@A\is 0

et

LimitUSBEA#" ICA® 0

&t

LimitUSBB&Perced€A\E 0

&t
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Studio EMR
R BITE= i B RINE

MGtk LimitClipBgBW  ICA\# 0
BEMW
HHR
il

EIEiR  LimitClipglBWPer¢€AtH 0
BEM
HHR
G
e

Xtf®  LimitCdnB  ICA# 0
TR

IR

et

i

&t

X#E  LimitCdmBwPercet@A\'F 0
EEH
BEPRI
Bt

st

FTENM  LimitPrinEBBw  ICA\& 0
BEM
IR
il
TENHL  LimitPrinfBrBwPert@AYs 0
BEM
TR
G
e
WebSocketceptWelh ShifketsiiaWedtitgrkets
R

WebSockétbSocket&Ptirt ICA\WebRd@ts
mas
WebSock&ETrustediiginSd6AWED Sockets
SR

ARs52%

LIES

i

&t
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Studio
R

ICA R
FeEDh
W&

ICA {%
FeADh
TS
i)

ICA i
I 231%
Hs
HDX
BiEN
3

=EF
FME
£
Egipt3
# Ul
BERAE
&5

=EA
SR
s
=IEF
St
i)
el
BEE
E3

=)
R
g

At oof o
a 5 T
b St

=i
B KE RIR BIAME

SendICAK&&HifilivedCA R &I

#FEs  ICAR
RE 155E5h
K&
£ (0)
ICAKeepAttE@TimedCA 7 60 7
Em
RE

IcaListenetBoift Nurdser 1494

HDXoverUb®E#  ICA Preferred(2)

AcceptSess@&nRelidbAigConftéEtions

FaE (1)

1
Reconnedti&gnliTrd@shd@en30%vel

A=

EhEH

EE
SessionRétifilityPGA\s 2598

JEA S

1
SessionReétigiility TiGAkgut 180 7

ELIE

1%
AllowAutdgiientRetofiect 2iF

FPwmE (1)

HEH

ERE
AllowAudmBRedirectdin SiF

(1)
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Studio
R

R
FTENHL
BEM
Skl
# PDF
WA
EN#

FTENHL
IRzhiz
- BR G
MHEE
%

Eal
ELYL
BEM
EA
UsB
REE
TE[R]

=i
B KE RIR

AllowPrinf@eRedir #TED

AutoCreaf8PDFPrinie

DriverMapgpingList $TEN

AllowClipBirard Redifhitx

AllowUSBRedir  USB

BIAME

SF

Microsoft
XPS

Document

Writer

*,

Deny
5
Send
to
Microsoft

OneNote

*,

Deny

R
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Studio
R

R
usB
REE
TE [
Ty

20
BIE%

ESE
BESs

BirE

[ipES

e
54 AR
Pg2389
W
B3

FVFAL
R/

E4%8

£y
3D
FIfE
A=Ay
%

=i
B KE RIR BIAME

USBDevid@Rules USB “ =P USBDevid@Rules

USB
BEE
TE R
y
MovinglmageCom Jiteissic nCBriguration
(1)
ExtraColof@®dmpre3tionwire 22/
(0)
Targeted MiRrimum AraimesRetSdpsnd

FramesPe®econd Thinwire 30 fps

VisualQuaHty Thinwire /1 (3)

VideoCod@e Thinwire &igat
M

(3)

UseHardvi@reEncod@highdr¥igksmEodec
(1)

AllowVisugkyLoss|dssiteriTpregdisgn
(0)

OptimizeF@r3dWorkboadire B2/
(0)

USB

u\on
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Studio
R

&P
ESA
BEM
RAR
PR

HEE
RURB

BRE
Hl28 5
R

BINLIR
RS
iR
FiEE
RNEE
s
=1
speex
FAk=S
BhiE
BEEA
IRIREh
2=

=i
B KE RIR BIAME

PreferredgistorDepthinwire 24
/&%
(1)

SoundQuality =g

ot
m

of T
=
b

S

AllowMicr@phoneRgdir RiF
(1)

MaximumiNgriberFfstEsion250
I

ConcurreitiagonsTofeEance
b

EnableAuit#E pdateOfticaltroftafs
Deliv- (1)
ery
Agent
RE

Clipboard8glectioriipdateMdde

PrimarySélectionUgdgaieMode

MaxSpeex@@ality =1 5

AutoConrBetDriveskiq&E BEREHA
E (1)
\/CDM
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Studio
R

R
FeRIK
EfEs

el
& E IX
Ehas

el
WA
Ehas

el
PILRIK

BHohE
TR

RIFTE
KES
EIaN
PAR
Xt

M=E
TE
(53
Bt
E#HE
KMH

=i
B KE E32S

AllowCdr@wDrives X+ &

&
19/CDM

AllowFixegiBrives XH4=E

=

E
m/CDM

AllowFloppyDrivesxftE

=

E
&/CDM

AllowNetvwasrkDriveg 4=

=

E
®/CDM

AllowDriveftedir X#&

[~

E
&/CDM

ReadOnly#epped DiifteE

=

E
®/CDM

AllowAutdgeyboardflUp

AllowFileFaansfer %
%

AllowFileBgrwvnloadx 4%
o]

AllowFilertoad tftfE

L]

BIAME

RIF

RIF

R
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Studio JEffE
SR B KE E32S BIAME

2iF%F  EnableSeBinldleBifet EBEEA

TR Y28 (1)
25
=i3&F%F  Sessionldi@Fimerlrdafial 1440
PN IHRY N PaK:
G
#rFF<  EnableSeSBnDiscénhdctTimaE A
JEIAY Y28 (0)
25
#rF=  SessionDiE®NnnectEifurPeridd0
JEIHAS g Pak:
EEIE]

AR

2% Windows Virtual Delivery Agent (VDA) 3z #F&id B P #iB 1R #hiX (UDP) 1243 4f, Linux VDA 7%
. BX¥4ER, B2N@ETAAEIERMNY (UDP) LB EHE M.

ATLUERLT Citrix HFMIGE® Citrix Studio FEBESIEEEITAIE:

o SFFWITE: BEEEWTHNRIERE| LR E R,

o DETAITHNRNR: RETHAKIENNERS, MRKIETHITNERECENCBH, HEEHRIETIRENE
EIRERKERPREAN, SIEEHTEE,

o WIFFEENRIEITEYES: HER S XM EEN<IE RS STHERT a1 BR .

o BRFFEEMRIEITEIERIEING: IR EMEEMN SIS 2 RiRIetEERR.

ENEARKIREN, FRARXEREENEPRE—H.

TRIENREIRGIZIEN, RER—FRESHB. BXTM, BERUTREREHE: BREXAESHEE, BLARE
RERFETIRS. BEESIERFTENRES, FRHEAPRAUEETNITIEE.

Your session has been idle for the maximum allowed
time. You will be disconnected in 5 minutes if the
session remains idle. The session may then be

logged off after an administrator specified delay.

OK

BI A7 Citrix Studio 7.12 iR BSR4 PECE LA T 5REK.
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+ MaxSpeexQuality
& (E%0): [0-10]
AAINME: 5
HRES:

ESREAPEE, SHMEERRA Speex RIS SIMBIEH1TRID (BBATIRER), Speex 2—
MESRFEER, XEREEIFURNESESREEREITES. SHM—EIESTRELRTRE, XAz
HI1E B EM LR 2 PRI . AL EEHE Speex figI 2@ SBEE 0 3 10 ZEMRESHIEH, &
Bum, thRER.

= Speex RERESIREMNHRERS (BFSHSTMEE @S FERHRE) EERE Speex FREX SHEIE
Wi, MRSHMHRENT, FEBFLTEFRN, XEKRERERRS, UIRSTINRENR, FEFFLTE
HIRI, XREREFRIFRRIR. BRE Speex REARENRA TEARRILEER, &E Speex REHIAR
AIERR AT A

- T&TF&s Speex B&.
- HILRBERFFINFHERS,
BXIGE: SHRE. SMEEMHERF
« PrimarySelectionUpdateMode
& (#):[0,1,2,3]
FRIME: 3
FAER:
SRR ETIR T BRI EIEN, RERIEERS.
g EiH Linux VDA B R iG EN T REABTERE ] UEXN A Bk LB, F0MEE:
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Primary selection update mode

Host selection changes are not updated to client
¥ -"'ﬁ_l‘-' Client selection changes are not updated to host
Selectnon cha nges are updabed on both client and host

5, 7.1 Desktop 05, 7.5 Server
: +uesktop O35, 7.8 Server 05, 7.8
Desl‘ftop 05, ? 9 Senrer 05,79 Desl-:top 05, ? 1 Sewer 05,711 Desk‘top 08§, 7.12 Server 05, 7.12

Desktop 05, 7.13 Server OS5, 7.13 Desktop 05, 7.14 Server 08, 7.14 Desktop OS, 7.15 Server 0§, 7.15
Desktop OS5, 7.16 Server 05, 7.16 Desktop 05, 7.17 Server 05, 7.17 Desktop OS5, 7.18 Server 05, 7.18
Desktop OS5, 7.19 Server OS5, 7.19 Desktop 05

¥ Description
This setting is supported only by Linux VDA version 1.4 onwards.

PRIMARY selection is used for explicit copy/paste actions such as mouse selection and middle mouse
button paste. This setting controls whether PRIMARY selection changes on the Linux VDA can be
updated on the client’s clipboard (and vice versa). It can include one of the following selection
changes:

Selection changes are not updated on the client or the host. PRIMARY selection changes do not
update a client’s clipboard. Client clipboard changes do not update PRIMARY selection.

Host selection changes are not updated on the client. PRIMARY selection changes do not update a
client's clipboard. Client clipboard changes update the PRIMARY selection.

Client selection changes are not updated on the host. PRIMARY selection changes update the client's
clipboard. Client clipboard changes do not update the PRIMARY selection.

Selection changes are updated on both the client and host. PRIMARY selection change updates the
client’s clipboard. Client clipboard changes update the PRIMARY selection.

* Related settings
Clipboard selection update mode

- BERABREEREAEZR I LU REEN EEH
Linux VDA EHMEREABTEERERZ A i EHEIMER. FRKENIREABTEEFRENR Linux
VDA ERIZINGIR,

- INEERNREEREMEZFiH
Linux VDA M EARABEEAEHZFF iH EHFIINR. BARKREMNEXERNTEEEH Linux VDA
LRI NEAR,

- BPEERBTEREREIEMN
Linux VDA EM i EABETEETHZFF iF EHFIINR, BRKEEMNEXEERBTIEEAEH Linux VDA
LRI NEAR,

- EERAREERNERFHMEN LER
Linux VDA EMEEENBLEEEHEF in LEINGIR,. BF K LT REABLEEEH Linux VDA £
BUBIMEAR. LEET A ERINE
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BXIRE: BEREEADEHRER
+ ClipboardSelectionUpdateMode
& (#2): [0,1,2,3]
#AINME: 3
HAER:

HEEEREMEHPHIBEREE S8 JELREAEMREERNS, flBIMNREREFEE “E
#”, BIMERIEEABEERTF Microsoft Windows BIlkiRi&E, MEEERNBST Linux s 2m—,

It EEBgiEH Linux VDA fiE P i ERBIIEIRIEE AR T E R T 0] LEX AR LB . FEMEED:

Edit Setting
Clipboard selection update mode
I Value: |Selection changes are updated on both client and hast ~ -
Studi( " Uee Selection changes are not updated on neither client nor host haost
Host selection changes are not updated to client
v A_F'Pl Client szlection changes are not updated to host X
Virtu changes are updated on both dient and host O5, 7.1 Desktop O5, 7.5 Server edail
Setti 0s, = P T e o, Feror oo Desktop 05, 7.8 Server 05, 7.8 LAY
= Desktop OS, 7.9 Server OS, 7.9 Desktop 05, 7.11 Server 05, 7.11 Desktop 08, 7.12 Server 05, 7.12 Select
Users & Desktop OS5, 7.13 Server 05, 7.13 Desktop 08, 7.14 Server 08, 7.14 Desktop 05, 7.15 Server OS5, 7.15
Desktop OS, 7.16 Server 05, 7.16 Desktop 08, 7.17 Server OS5, 7.17 Desktop OS5, 7.18 Server OS5, 7.18 )
Summg Desktop OS, 1808 Server OS, 1808 Desktop O3S, 1811 Server 05, 1811 Desktop OS ST
¥ Description
This setting is supported only by Linux VDA version 1.4 onwards, It)

This setting controls whether CLIPECARD selection changes on the Linux VDA are updated on the
client's clipboard (and vice versa). It can include one of the following selection changes:

Selection changes are not updated on the client or the host. CLIPBOARD selection changes do not
update a client’s clipboard. Client clipboard changes deo not update CLIPBOARD selection.

Host selection changes are not updated on the client. CLIPEOARD selaction changes do not update a
client's clipboard. Client clipboard changes update the CLIPBOARD selection.

Client selection changes are not updated on the host. CLIPBOARD selection changes update the
client's clipboard. Client clipboard changes do not update the CLIPEOARD selection,

Selection changes are updated on both the client and host. CLIPBOARD selection change updates
the client's clipboard. Client clipboard changes update the CLIPBOARD selection.

¥ Related settings
Primary selection update mode ﬁ
lancel

ﬁ Cancel

- EERNATFEREAEE G L AREEN _EFH
Linux VDA ERIBIMEIREE AR T EAEHMEFF Im EMEINLIR. B iR EMBIMLIREERNRTEAEH
Linux VDA EAIEINEIR

- FNEEABREEAENIEF IR
Linux VDA EM S RIEE AR T ERAERNZF A In MR, XA E EMEMRIEE NS TEER
Linux VDA EAIEINEIR,

- BRIHEERABTZEREMEEN
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Linux VDA EMEIMIRIEEAR T EETFME P in LM MR, BRIG EMNEIEIRAERNBS T EARAER
Linux VDA ERIEINEHR,

- EEABTEERNERTFIHMNEN LEH
Linux VDA ERBIMEREE A AL EEHZF in LEINGIR, & F i LBV EIRIEE A B L EEH Linux
VDA ERIBINEIR. IthikT9BRIA(E,

HEXIZE: TEERBIEMER
AE:

Linux VDA X #FBIIREEANBMEEEAND. EizHl Linux VDA 5EFimZ BREHIFMIETH, HITERN
ERRKEREE AT EMRAN EEEARTERELIRENERNE,

FTEN

August 11, 2022
FEHRBEELUTES:
o STENREE

« PDF#TED

FTENSRAEMOE

September 1, 2022

IR ME RTENRIESLEBIER.

Eoes3
Linux VDA ZRFIES/E A cups 71 foomatic idiE3s, £X % VDA BRI EE. EAILIRBY X BERFohREDE
83, f5Iun:
ZRHEL7 L:
sudo yum -y ‘install cups

sudo yum -y install foomatic-filters
<!--NeedCopy-->
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&

Citrix 124 7 = Fh2E B 00ERITENHIRENTER (postscript. pcl5 # pcl6). BZ, BRITEMIRGHIEF TS EME
PITENN R D, EXMERT, FHRAHHME—EFNERE ~/.CtxlpProfileSCLIENT_NAME BB . BEhR
75 1906 2, FAILUERMNTE Citrix Studio HEREITENHIREHIZ FF BT AN A M SRR,

£7¢ Citrix Studio FECEITENHIRENIZFIRET IR A M SRR, IBMITLATIRIE:

1. EFFTEDHIREHAZ Fr BRES NS M R BK

2. BEHRM.
3. AR IRITENMNIRIEF BFES IRGHIZF & 7. MNREMERT Linux & Citrix Workspace M ABER,
BEHAIETITENH B o

4. EEERAHBEN VDA LHIREHIERFE X HFRIET R,

Edit Setting

Printer driver mapping and compatibility

' Driver Name - Action - Settings - S¢
Microsoft XPS Document Writer * Do not create Unmodified
Send to Microsoft OneNote * Do not create Unmodified
FX FPS Color Class Driver Replace with /
i@ Edit driver mapping X
Add | | Driver Name:
FX FPS Color Class Driver
| Use defaulty g™ Deny
() Allow
- Applies to.tl ) Do not create -
g'ﬁ“algse'? O Create with universal driver only [C})SS 7??3
enver = . y
Server 0S. 7| ° Replace with | /usr/share/ppd/cupsfilters/Fuji_Xerox p 0S, 7.12
Server 05, 7 sktop OS,
7.15 Server | OK ” Cancel 7 Desktop

05, 7.18 ServerUs, 7.15 USSKIOp US
¥ Description
Lists driver substitution rules for auto-created client printers. When you define these rules, you
can allow or prevent printers to be created with the specified driver. Additionally, you can allow
created printers to use only universal printer drivers.
Driver substitution overrides (or maps) printer driver names the client provides, substituting an -

“ | Cancel
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} =r

AR

o {N3z#F PPD RohiZF XX,
o AFEFFTENNIRENIE R IRES AN FR A M SRIEAVE Mk Tl. RBEBIRNEN.

fERER

AUMBRGAHREMERFBHEARFIT, XREFIBIRIMTEMNAIMRSIE) Linux VDA 1%, WFREMEARER,
FTENN B ARAEo

o SHFAFNEE:
CitrixUniversalPrinter:SCLIENT_NAME:dskS$SSESSION_ID

o SFAEHNERER:
CitrixUniversalPrinter:$CLIENT_NAME:app$SSESSION_ID

F=3

AR

NMRE—AFRENTATEATHNRENELRGHNNAER, IERILUARRMTENN. TEEERGRNNARE
FRIEFHSETEN LITED, BEEEERBHNRERIEFRBINAZFFTEIN LTEN,

EEHR
FoIEFTED

FTENFTAE B TIERY, B ETENFIFZR ctxlpmngt F1 CUPS #2232,

FTENSFIFIZR ctxlpmngt B—MRRIE#IE, MAERIERIERIET, SITUTHSURINTIFIFEFRSEEE
7. R ctxlpmngt K517, BEMHSITHFE ctxlpmngt,

ps -ef | grep ctxlpmngt
<!--NeedCopy-->

WMRMTEITED, BT CUPS 1E28, ctxcups lRSATFHTEINERE, #5 Linux CUPS 2RBIE, #HBESMT
BLEE—, TBEIBITUTHSHITRE:

service ctxcups status
<!--NeedCopy-->

Wtk CUPS BHERESING B

g CUPS B, BETUTar<UEE CUPS lRSX ., &N, CUPS BHEXAIZRE hdx.log !
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sudo service cups stop

sudo vi /etc/systemd/system/printer.target.wants/cups.service
PrivateTmp=false

sudo service cups start

sudo systemctl daemon-reload
<!--NeedCopy-->

AR

LA BN R R R BRITENH SRR E, FERRELT, TENHIESR, AAXEHE CUPS %2
o

FTEN4g SO ELES

TN BHEFARETESSHBHED. RAPASIAPRETRDEFEE, REEEIRE
~[.CtxlpProfile$CLIENT_NAME & > #1 TR &,

[DEFAULT_PRINTER]
printername=
model=

ppdpath=

drivertype=
<!--NeedCopy-->

BE:
printername ZRAESHNEYUMEZ A IREGATEINBNE TR, ER2—TRIME. B7HE,

TEEERTIEEFER ppdpath. model 71 drivertype, EMETHYITENH REEEREP—NFE,

o MRBAITENNIRIEFSEFIHITEINARES, BHEA model= EMAE ANFTENNEDIZFHE S, AL
A pinfo ST IRITENA LIRS EFR:

lpinfo -m

xerox/ph3115.ppd.gz Xerox Phaser 3115, SpliX V. 2.0.0

xerox/ph3115fr.ppd.gz Xerox Phaser 3115, SpliX V. 2.0.0
xerox/ph3115pt.ppd.gz Xerox Phaser 3115, SpliX V. 2.0.0
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<!--NeedCopy-->

ARA LIS ER S LUSFTENY LA :

model=xerox/ph3115.ppd.gz
<!--NeedCopy-->

o NRBAITENNREIZF 5B P HITEINARS, BEEAVITENNERZF PPD X#Z. ppdpath &
RANUTENNIIRENIE F X BIBIT B 1R
flgn, /home/tester/NATIVE_PRINTER_DRIVER.ppd F#&#E— ppd B&hiz:

ppdpath=/home/tester /NATIVE_PRINTER_DRIVER. ppd
<!--NeedCopy-->

o Citrix 2t 7 =B 0B RITENVIRENIERF (postscript. pcl5 # pcl6) . A LURIBITENHE 1B BIRTHIZ
FPEL,
BN, NREFFIHBINTENNIREHIZFEE R PCL5, 5% drivertype i¢E5:

drivertype=pcl5
<!--NeedCopy-->

il P ANV S
SR EAEMERAITEIN., H=iEA CutePDF #1 PDFCreator Z 2589 EHAFTENH LARARE LRI R T 5 T ENHLIR
MEFE X

FTENPEALBUR T2 P i BRIAAT N T ENM IR BNA2fre S0 BARE HADE R IREIZF KB, MREFIRITENNERNZ
PCL5 IEzhigRs, i Linux VDA i&#ZEHIZE Postscript IRzhigR, NS HIMimR,

INRITENHIRENERFRBUIER, AILUAITIA TS BERIAER R :
1. BRIEBLHHNRERE.
2. 517 vi ~/.CtxlpProfileSCLIENT_NAME &<,
3. RN TFFERTE Linux VDA LIRERESITENS f4:

deletespoolfile=no
<!--NeedCopy-->

4. FHEABHERUMAELEEN,

5. TEIXAY U E MR FITENE , §E —1 spool X4 1%7Z7 [var/spool/cups-ctx/$logon_user/$spool_file
To

6. RERBITNRBE AT, MR spool XHEKXNAE, RRBEM, BEKA Citrix 23§ GHRHEHTENAE) LRI

BEZES.
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7. R spool K/NAAE, M ZXGEFZEF . spool XHERBEURTE P IHBIAFTENASFTENHIREHTE
FRRY, WNRBRTRIITENN, (&xH1) IREHIZR = postscript, FIIMEETE Linux B2ER L _LITF spool Xt
RERNBSRSIER.

NREEITENXMHZ PCL, EFFIHRIERSGRE Windows, NEERITENNXHEFIZIRF IS, HERTREN
FTENHIRBHFE R 7E R P I TENA 4T EMZ S

8. RRSTHYITENH BB ERARRMFTENIRENER, TILL PostScript & R isiTENH 9 fl:
a) BRENRIE, AR HEE LTSRS,
b) TFHTENERII,:

localhost:631
<!--NeedCopy—-->

C) EEFBRETAIITENH CitrixUniversalPrinter:$ClientName:app/dsk$SESSION_ID 71 Modify
Printer (18BGTEMW). IIRMEEREREERNR,

d) R#¥F cups-ctx iEg, REEE “Continue” (44 UBBETENNIRENIZR,

e) 7£ Make (#1i&7) 1 Model (25) FE+, M Citrix UPD Rapi2 s iEiE REBVITENHIREIIE R,
9, MR%=ET CUPS-PDF EHMTENN, BJLA%EE “Generic CUPS-PDF Printer” (i@F CUPS-PDF
TENH) WRopizF. REES.

f) RS, We1E .CtxlpProfile$CLIENT_NAME R BIRsNIZFHI PPD SXH4HERR, WUAY
BRESBYFTENHL (6 IR MY IR BN T o

BEA0ia)

THEREMHEMTE Linux VDA LITENBTF/EY R :

CTXPS RzpizF 5880 PLCATENNIARE

MRREFTENRLIRR , B ITENHIREDIZ R i2 B A BIE R R R A TENHIIRENIE T

FTENR S HLBTHTEME A8

EAME A IHITENN EFTENAX AR, XS BPRS[BERHITER. NMREZNEERIE, FRURFTERKHE
&,

FEMIEPEETEMNAITEN(F k@A

Linux M=iE#&5 Windows 1#(ERFETRE,. Bk, FrEBFRBIKABRSGEENEN. ErIUZRXLEEM, 54
SEH CUPS BBEXfF: [etc/cups/cupsd.conf,
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KB HRECER LRI ERE B TR

DefaultPolicy default

WMRKERB A default, NRELUTITARINEIBAIASRES XML 3R

<Policy default>

# Job/subscription privacy...
JobPrivateAccess default
JobPrivateValues default
SubscriptionPrivateAccess default

SubscriptionPrivateValues default

<Limit Create-Printer-Subscription>
Require user @OWNER
Order deny,allow

</Limit>

<Limit Al1l>
Order deny,allow

</Limit>

</Policy>
<!--NeedCopy-->

PDF #TED

August 11, 2022

fERZHF PDF $TEDRY Citrix Workspace R RBI2FHRZS, aJLITEDM Linux VDA &iEREi%i%8 PDF. SiEFTENE
W AXFRET Citrix Workspace M REFHAM T BN, fEauit&EN £, ATLUERFTE PDF EER(ITH
PDF, HTEFMEFTENMN L#ITHTEN,

Linux VDA 2357 LU FhiZ<89 Citrix Workspace M2 L#1T PDF $TED:

+ Citrix Receiver for HTML5 A4s 2.4 3 2.6.9. ZAF HTML5 & Citrix Workspace FZF#2R 1808 RE&
hiZs
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« Citrix Receiver for Chrome hitzs 2.4 % 2.6.9. &HF Chrome # Citrix Workspace R 2R 1808 &
BEEhkA
« iEAT Windows 89 Citrix Workspace R FB#2F 1905 REShRZs

(=

BT M #F PDF $TENRY Citrix Workspace [ fB#2Fhiassh, EE1E Citrix Studio #r/E AT B!

s BRIHITENINEE®D (BHAEA)
- BnhtliZ PDF @RTENN FRIAER)

BRAXLERE, SEAERHNIIEFRIITEN, TONFNEERERMITEN L, UEEERITONN. EXRE
BHAMTEINBE R, E8I1A Citrix Workspace [ B2,

Remote PC Access

August 11, 2022

BhR

Remote PC Access 2 Citrix Virtual Apps and Desktops 89 B2, TEALEBEMMAFRTIURZENA
RERBANEMEDAE PCo NRBPALUFREDAE PC, tiTAILUARITMR TR ENFRENAER. RIENE
Bo

Remote PC Access R T EIAEmA N AERF KR Citrix Virtual Apps and Desktops A, HEMEE
Remote PC Access BIERFFIZSEBE Citrix Virtual Apps and Desktops FrEMERFRIZER, XirgE—4E
RET—HES—WEREER, BrEdER Citrix HDX T HIZEHDAE PC &%, REREAF LK,

BXiEMER, BB Citrix Virtual Apps and Desktops xierE) Remote PC Access.

=l

XEFEEDE Linux VDA HE1#:

o TEMIENE, E1X7EIE 3D BHX TR Linux VDA, BF NVIDIA Rzpi2 F9BRE, BT HDX 3D #x,
PC WAt RETEFL, BRILREFETEENEZ2NM,

o EXE Linux HENEARSIERERALENITENE R,
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o BatAFRDRAERT Linux it8il. BEEmAFR SR, APESHER PCHREBmRESRASENITE
o EREBERTANER TRITIHE R, EF K LM Citrix Workspace R Bi2FH UEEBIB P £ Remote
PC Access RERIERIFIAINAZE PC _LHMFAEFFIIE.

« MRAFRBEAMBERIE PC, ZidM StoreFront E5) PC LK.
o TEBANEA T Linux iHE .

[T

231 Linux PC 1%, BEB4R PC £R%# Linux VDA, ¢/Z Remote PC Access XZMITENER, AEIE
ZAHE, LEHENE RPN PCAMERBGENAAER. UTEHFANAT ZIE:

$% 1- 12845 PC £%% Linux VDA

BWEERENZERRE Linux VDA, EREdEH, K CTX_XDL_VDI_MODE ZEMEREN Y,

S8 2 - 872 Remote PC Access R+ BN ER

1. 7 Citrix Studio #, ARBHUENER, AEMREREFEFURHTENER.

&% Citrix Studio
Machine Cataloa + | Machine type No. of machines Allocated machines

File Action View Help
e 2nm
| Console Root

~ § Citrix Studio (site)

O Search
= Machine Cat=lone

£ Delivery Gra Create Machine Catalog Single-session OS5 (Remote PC Access) 1
ﬂ Application: Wrzm N Single-session 05 (Remote PC Access) 1
g Policies Single-session OS (Remote PC Access) 1
@ Logging Refresh

~ [E» Configuratic
8 Adminis  Help
Controllers
=1 Hosting
&% Licensing
3 StoreFront
@ App-V Publishi
@ Zones
v &3 Citrix StoreFront
3 Stores
Server Group __________________________________________________—— _________________________________________________]
Details - RemotePC-suse125

Details | Machines | Delivery Groups =~ Administrators

Machine Catalog Machine

Name: RemotePC-susel25 Installed VDA Version: 20.09.0.3

Machine Type: Single-session 05 (Remote PC Access) Operating System: SUSE Linux Enterprise Server 12 (x86_64)
Setto VDA Version: 7.9 (or newer)

Scopes: All

Zone: Primary

2. BEENTIE LN TP,
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tachine Catalog Setup

Studio

Introduction
QOperating System
Machine Management
Master Image

Virtual Machines
Computer Accounts

Summary

Introduction

Machine Catalogs are collections of physical or virtual machines that you assign to users.
You create Catalogs from Master Images or physical machines in your environment.

Important: The Master Image or physical machine that you use to create a Catalog must
have a Virtual Delivery Agent installed. Also, ensure that the operating system is up-to-
date and that applications are installed.

Before you begin, make sure that you:
® |dentify the types of desktops and applications your users need

® Choose a Catalog infrastructure (for example, whether to power manage virtual
machines)

® Have a technology for creating and managing machines (such as Machine Creation
Services or Citrix Provisioning)

® Prepare your environment, including the Master Image, computer accounts, and

network interface card configuration.

Learn more

[ Don't show this again

3. TERER%KTUE Li%EE Remote PC Access.
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tachine Catalog Setup

Studio

+ Introduction
Operating System
Machine Accounts

Surmmary

Operating System

Select an operating system for this Machine Catalog.

Multi-session 05
The multi-session OS5 machine catalog provides hosted shared desktops for a large-scale
deployment of standardized Windows multi-session OS or Linux O5 machines.

Single-session 05
The single-session 05 machine catalog provides VDI desktops ideal for a variety of

different users.

(®) Remote PC Access
The Remote PC Access machine catalog provides users with remote access to their
physical office desktops, allowing them to work at any time,

There are currently no power management connections suitable for use with Remaote PC
Access, but you can create one after completing this wizard. Then edit this machine
catalog to specify that connection.

o) R

4. S8EHE7MOU LUEFEE S B4 PCH OU, SHERIZRMITEAKAFREMTENRNEHENERF.
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tachine Catalog Setup

Studio Machine Accounts

Machines in your network domain have an associated machine account. The machine account
name is usually the same name as the machine. The machine accounts you choose must match
the machines that users use for remote access. To add groups of machines by Organizational

¥ Introduction Units (OUs), select Add OUs.

+ Operating System

Machine Accounts

Select the machine accounts and/or OUs associated with your users:

Summary To get started, add a machine account or OU.

Learn more

l Add machine accounts... ][ Add OUs.., ” Remove

o Select the minimum functional level for this

catalog:

Machines will require the selected VDA version (or newer) in order to register in Delivery Groups
that reference this machine catalog, Learn more

5. SRITENER.
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tachine Catalog Setup

Studio Ty
Machine type: Remote PC Access
Elitadiiton IWachines added: 1 organizational unit (OU)
= EEm VDA version: 7.9 {or newer)
« Operating System
. Scopes:
+ Machine Accounts
Zaone: Primary

Summary

Machine Catalog name:

|RenuﬂePC_RHEL8ﬂ |

Machine Catalog description for administrators: (Optional)

| Example: Windows 7 5P1 desktops for the London Sales office |

To complete the deployment, assign this Machine Catalog to a Delivery Group by selecting
Delivery Groups and then Create or Edit a Delivery Group.

6. (Aik) ARBEITENERURITEXIZF.

& Citrix Studio
File Action View Help

=2 2@ HE

8 Citrix Studio (site)

O Search
® Machine Catalogs
8 Delvery Groups || Machine Cata L Alocsied mschines
# Applications RemotePC- = Single-session OS {Remote PC Access) 1

IS Policis o Singie-session 05 (Remote PC Access)

[i# Logging Edit Machine Catalog
v & Configuration View Machines
£ Administrators
[ Controllers
= Hosting
s Licensing Upgrade Catalag
[ StoreFront

[y App-V Publishing

@ Zones

Single-session OS (Remote PC Access) 1 1

Delete Machine Catalog
Rename Machine Catalog

TR 3 - gIERMAAE, UETENERPH PCAIMHERIGRNRIIAEF R

1. 7 Citrix Studio 1, BRBHR(IE, AREMREREREZFCIERTHE,
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& Citrix Studio
File Action View Help

= s BE

1 Console Root

~ & Citrix Studio (site)
[ Search

Machine Catalogs

Sessions in use

octeery aoup .

£ Delivery Grouns EematePC . Desktops Total: 1 Total: 0
i Applicat Create Delivery Group (Static machine assignment) Unregistered: 0 Disconnected: 0
[= Policies v N Desktops Total: 1 Total: 0
[# Logging e (Static machine assignment) Unregistered: 0 Disconnected: 0
~ [E» Configu Refresh Desktops Total: 1 Total: 0
£ Adm (Static machine assignment) Unregistered: 0 Disconnected: 0
Con' Help
™ Hosting
Fu Licensing

3 storeFront
gy App-V Publishi

@ Zones

w ¥ Citrix StoreFront

I3 Stores

[E5] Server Group

Details - RemotePC-suse125

Details | Catalogs | Desktop Assigrment Rules | Deskiops (1) | Ussge | Tags | Administrators

Delivery Group State
Name: RemotePC-susel25 Enabled: Yes H

Maintenance Mode: Off

Description:

2. BERMEANITE LN TP,

Create Delivery Group

Studio Getting started with Delivery Groups

Delivery Groups are collections of deskteps and applications (which could ke in Application
Groups) that are created frem Machine Catalegs. Create Delivery Groups for specific teams,

Introduction departments, or types of users.

Machines . . . . . t
Make sure you have enough machines available in single-session OS or multi-session OS

Machine allocation Machine Catalogs to create the Delivery Groups you need.

Users

Applications

Desktop Assignment Rules

Summary

[ | Don't show this again

Back Mext

3. ERAESRE 2 FEIRNHENER, UBESRAAXEK,
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Create Delivery Group

Studio Machines

Select a Machine Catalog.

| Catalog | Type | Machines
¥ Introduction ") RemotePC_2020_06 Remote PC Access .
Machines O  RemotePC_RHEL81 Remote PC Access =

Machine allocation

Users

Applications

Desktop Assignment Rules

Summary

0 This will set up an association between this Delivery Group and the selected Catalog. This
association means machine accounts added to the Remote PC Access catalog in the future,
will automatically be assigned to this Delivery Group.

4. FMEILUARETENERF PC AR, FMNAF I UEREFiREE £R Citrix Workspace [ B2FiTiz
h1E PC,
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Create Delivery Group

Studio sl

Specify who can use the applications and desktops in this Delivery Group. You can assign users
and user groups who log on with valid credentials.

v Introduction ® Allow any authenticated users to use this Delivery Group.
Machines Restrict use of this Delivery Group to the following users:
Users
Desktop Assignment Rules

Summary

Back m Cancel

She i
Remote PC Access <#REIMMREEINEE, AP AILUERILIIREZEABYIE PCo EBIILINEE, BRAUEDRE
PC AMEMBPRERHA, UTHRERMAE. BFAERUET BRI AREITIZEZ TR

BRI MIREETHAE, £I¥IEE =7 Delivery Controller 8/ RESE#EM PC LizfTH VDA %i%%| PC FRTERF M.
AR ARSI EMEMAGHE=FRRARENERATIET, UEEXIHES.

B MMRERINRER B T L 4R T SCCM BIBMmEEINgE. BXET SCCM NBEMREENER, BFSiH ik
f2-SCCM £k,

TEHRERBEMREEINENRRERK:
o EHITE:

- Citrix DaaS (#1#r Citrix Virtual Apps and Desktops AR%3)
- Citrix Virtual Apps and Desktops 2012 E Sk

o Y3 PC:
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- VDA hitAs 2012 s{E=hR A
- 12 BIOS ##1 NIC LBA 7T RBiEMmEkE

& B Eg

Bai, 7R PowerShell B 5 pH B IR EEH AR B -
ERERFEMMREE, FHITUTERE:

1. INREZTEE Remote PC Access HENBR, BIE—IER.
2. MRETEERYMREFNEE, BoE— EE,

=

P =

EFEAREMREETIEE, MREEE “Microsoft BB B ERFIAMME" RKENWEHIEE, BHOIE—

ENEE,

3. KWRBEMIREE EHERIE—ARIRT.
4. BREMREEEHERS BN B RAEXE.
ECIRBIMMREE N ERE, BHITUATRIE:

# Load Citrix SnapIns
Add-PSSnapIn -Name "\xcitrix\x"

# Provide the name of the Wake on LAN host connection

[string]$connectionName = "Remote PC Access Wake on LAN"

# Create the hypervisor connection

$hypHc = New-Item -Path xdhyp:\Connections °
-Name $connectionName °
-HypervisorAddress "N/A"
-UserName "woluser'" °
-Password "wolpwd" °
-ConnectionType Custom °
-PluginId VdaWOLMachineManagerFactory °
-CustomProperties "<CustomProperties></

CustomProperties>" °

-Persist

N

$bhc = New-BrokerHypervisorConnection -HypHypervisorConnectionUid

$hypHc.HypervisorConnectionUid

# Wait for the connection to be ready before trying to use it

while (-not $bhc.IsReady)
{

Start-Sleep -s 5
$Sbhc = Get-BrokerHypervisorConnection -

HypHypervisorConnectionUid $hypHc.HypervisorConnectionUid
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}

<!--NeedCopy-->

FNEREERERE, BITUTHLUERENERNE—ITIR:

$bhc = Get-BrokerHypervisorConnection -Name "<WolL Connection Name>
n

$hypUid = $bhc.U-id
<!--NeedCopy-->

WRERNE—ITATNRE, BITUTHLLUSERS Remote PC Access it B B RIEXEX:

Get-BrokerCatalog -Name '"<Catalog Name>" | Set-BrokerCatalog -
RemotePCHypervisorConnectionUid $hypuUid
<!--NeedCopy-->

5. EIHHENBRHPHEE VM L1 BIOS ##0 NIC LEARBIRMRE,
AR BRBENREEN T AR BV EEN AR

« £12 BIOS hiEBREMMREE, EHRITIATRE:
a) # A\ BIOS HERARBIZMMREEINEE,
15i8) BIOS M7 £ BUR T EARMFIEHMHEmEER BIOS R,
b) REEMIEEHEHEITEN.
« 27 NIC tERRREMREE, BHITUTRE:
a) i&fTsudo ethtool <KNIC> H<{LUKEEHN NIC BEXFLIHIES.
<NIC> 2&/ NIC Big& 2, fldl ethO, sudo ethtool <KNIC> &<iR#EX NIC
ThEERYHRI :
- MBHEPEE—PEMTF Supports Wake-on: <letters> 17 (H <
letters> @&F# g), &K NIC B EBRIEMRELIIIBET S .
- MRBEDEE—IPEMT Wake-on: <letters> T (Hh <letters> Ag=F
g g, BREGEAFE ), NEAMEEIHIBIRAZEEM. B2, IR <letters>8a
FEd, WRTFAMREEHEEREH, EXMERT, EBIEET sudo ethtool -s
<KNIC> wol g &< ERRIEMRE.,
b) EAZEAITHRT, BRBEHEHERE!T sudo ethtool -s <KNIC> wol g&%, &
KRAIRB R, EREENRITIRTERATEE:
Ubuntu:
¥ up ethtool -s <KNIC> wol g HAMEEOREXH /etc/network/
interfaces &, #la0:
# ifupdown has been replaced by netplan(5) on this system.
# /Sffvnetplan for current configuration.

# To re-enable ifupdown on this system, you can run:
# sudo apt install +ifupdown
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auto etho0
iface eth® inet static
address 10.0.0.1
netmask 255.255.240.0
gateway 10.0.0.1
up ethtool -s etho® wol g
<!--NeedCopy—-->
RHEL/SUSE:
¥ LT ETHTOOL_OPTS 28 A meEOREE X /etc/sysconfig/network-
scripts/ifcfg—-<NIC> d:
ETHTOOL_OPTS="-s ${
DEVICE }

wol g"
<!--NeedCopy-->

B EEEIM
L&t RI7E Remote PC Access H{ERFIHMIGERRY, &R TEI:

o ZPHEN B RA LUERBR G MM ER M EE.

« BEff—H PCEES—4& PC, ME PCRIITR—FWFR, HERAERNBEMREEFNER, X&E PCEE
HREZFENIHEN B RFHAFEE,

o BFENERNEABEXE, MRENBEPESSIMKE, WEEES MK ERBEMNREENER, X
EHFERTITENER.

o JBEEERLR/I Btk 255.255.255.255 #1717 #, MHRIZHIERMELE,

o FRPBHAEMTHA—E PC (WFENBEMMRERER) , 7 8EREZFMREITEN.

BIEEEEM

TERERBEMREEINERETET

« VDA B RELEM—R, A eEEREMRBFZHMMREEINREMREE PC,

o FIEMREETHEE R BEF T IREE PCo ZINBERISHMEIRIZIE, BIMNENBETXA,

- QIRRIENIRERERES, ZIHAETE Studio HRIOL, B2, FXFEHE Studio FéREHEM.
o JHEEBEIUTRMARNZ—RIX:

- HAPEREHEE PC MRIEHE VDA FEH
- MBS M Studio 3% PowerShell Fa T S fsm <6

+ B F Delivery Controller 7#13& PC WK, Hik, Studio EERFERS FTERFTZ#H Delivery
Controller £ VDA EHRERIE PC BITHER XA,
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EEARR
TE=Z Remote PC Access MEMER:

o FERAZFEIGITHER: Remote PC Access &1t 25,

« Remote PC Access &&= E: Citrix Remote PC Access R ZEM S E (R R LN,

=&

August 11,2022
KESABTEE LT EA:

o BiERfEH

o ERRNEERER

« RTNARER

o SIEAEM

» Rendezvous V1

» Rendezvous V2

« FATLS RIFAFPRIERSE

« £A DTLS RIFAFPRERE

Epeivagg

August 11,2022

BiEnfEiE Citrix Virtual Apps and Desktops BB EaHHl, IHEMEEEIR, BEAIT BY, S8 T A
FRXEM, FREEEHEMETIES WAN 7 Internet EiZHBEMEER, BXxBEMEHNFMAEER, BE2FE
SETVAEZ =N

BRBENEE

7z Citrix Studio #, i HDX BERFMEIKIEEAERTERISHREN. ERBALFERRES,

o Hit: RAEEFERET Enlightened Data Transport (EDT) BB &R &4, HEHEE TCP,
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o 2l RR: BEISAE EDT, HEAELRE TCP,

HDX Adaptive Transport

DA versions
oy server 05, 7.13 Desktop OS5, 7.14 Server 05, 7.14 Desktop OS5, 7.15 Server
05, 7.15 Desktop 05, 7.16 Server 05, 7.16 Desktop 05

¥ Description
Adaptive transport is a network-aware data transport engine that provides efficient, reliable, and
consistent congestion and flow contral.

M Diagnostic mode

By default, adaptive transport is disabled (Off) and TCP is used.

When set to Preferred, data transport takes place over a proprietary transport protocol, Enlightened
Data Transport (EDT), that is built on top of UDP, with automatic fallback to TCP. Additional
configuration is not required to optimize for LAN, WAN, or Internet conditions. Citrixd€™s transport
protocol responds to changing conditions.

Setting *Diagnostic mode *forces EDT on and disables fallback to TCP. Recommended for testing
purposes anly.

Mone of these settings affects other services that depend on UDP transport, such as UDP Audic and

Framehawk.
B HABRIEMNER

BERMBEERN SR, 1&7E Citrix Studio #i§ HDX BEREHIKERIZE A%,

MEELRATBENEE

210%E UDP AR 2 S EEETT, RBITUTH<,

1 netstat -an | grep "1494|2598"
2 <!--NeedCopy-->

FEERERERT, BHRMTFUTHT.
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udp 0 0 0.0.0.0:2598 0.0.0.0:%

udp 0 0 :::1494 R
<!--NeedCopy-->

EDT MTU %3}

EDT TR RIEN BEMAERAEFRENM (MTU). MR LEHINATRER SR TR T ERZIRIEN EDT
EEER.

RIREK:

e Linux VDA 2012

« EATF Windows 89 Citrix Workspace MR 1911
« Citrix ADC:

- 13.0.52.24
- 12.1.56.22

o BHBRAREAEN

MREANEFIHT SERAERZF I8, WAIUREESEHRNEENX EDT MTU, BXEAESR, BESHMIR
i E CTX231821,

==
=

I

AMRFEFALRSHTENG, FESHEEEMRERERSR, Citrix TERIEIFIMREFERECHAFLS
BHIMBIIRAAE IS 1T AR, EREMRRIESRFHIENG, ERIEIMERZE, BSLHITED.

7£ VDA =A% EDT MTU k3

ZFINERT, EDT MTU XM FEARS.

o« EEAEDT MTU %M, BEAUTHSIZE MtuDiscovery FMEM, EFE6) VDA, AE%E# VDA
JERR:

Jopt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\CurrentControlSet
\Control\Terminal Server\Wds\icawd"-t "REG_DWORD"-v "MtuDiscovery
"-d "Ox00000001"--force

o« M EDT MTU %3, &R MtuDiscovery FMERME,
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EHEIZ A LR EDT MTU 231
A LUEETE ICA X MtuDiscovery %, &Pk LHEFEIEE EDT MTU X3, BERAILINGE, 5
£ Application 9 FIRE L THE:
MtuDiscovery=0ff
ESfHEAILINEE, EM ICA ik MtuDiscovery 8,
BE:

ZEL ICA XS E1EM, 157 VDA £ EDT MTU &I, 1R %7 VDA £EEH EDT MTU &I, M ICA
XHESHTS.

ZEERER LHBEEXERMEEES

August 8, 2022
AUEAUTHSREEXEREENEEEHERMNIZEERRR. ZERREERFEMIEREERNEIEER, 7
LR &R E S BRAEIE RE &P,

create -k "HKLM\System\CurrentControlSet\Control\Citrix" -t "REG_SZ" -v
"LogonDisplayString" -d "<text of custom logon banner message>" --
force

<!--NeedCopy-->

create -k "HKLM\System\CurrentControlSet\Control\Citrix" -t "REG_SZ" -v
"BackgroundImagePath" -d "<path to your custom logon screen
background image>" --force
<!--NeedCopy-->

7t SUSE 15.3 EfEMZINEE, #BM http://download.opensuse.org/distribution/leap/15.3/repo/oss/ &
ZEimlib2,

e

WNRfEA LogonDisplayString FINBEXERES, NRKIAERT, ERRRERNEE,

ERRNEERER

August 8, 2022
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7£ Linux VDA EMEHQHIBEMNERT, JUEERNEER. MREETRNEER, WEEKIEERIEE
HRAMHET—5FETR. BRSEZEREHEERIEERT.

TRAMATHBTFIRELNEBRVEMRIL

FEARERI Sinl: ] PN
LogNoHome EHIAFREAMESEEERME  create -k "HKLM\

HomeMountPoint

TempHomeDirectoryPath

RemoveHomeOnLogoff

RTERRE. BIMEN 1, BT
MRZEREN 0, WHEATE
BAEERNREER.

7£ Linux VDA Lig B At =,
a0, MR /mnt/home BE#H =,
MEFNEERA /mnt/home/
domain/<user_name>, R
HHSSENIRERNEFR EE R
Bo

7£ Linux VDA LigEIRNEER,
DABAEE S s LR, BRINMER
/tmpo EMRIMEVATF
HomeMountPoint., XERELZK
MBEHSATANASER. BF
MiEER EBRA
/tmp/domain/user_id.

EHEEERF T HEE BRI EE
Fo 1 ®RTR. 0 &RTE,

System)\
CurrentControlSet)\
Control\Citrix"-t "
REG_DWORD"-v "
LogNoHome"-d "0
x00000001"--force

create -k "HKLM\

System)\
CurrentControlSet)\
Control\Citrix"-t "
REG_SzZ"-v "

"<A
directory where the
NFS share 1is to be
mounted>"--force

HomeMountPoint'"-d

create -k "HKLM\

System)\
CurrentControlSet\
Control\Citrix"-t "
REG_Sz"-v "

TempHomeDirectoryPath
"-d "</tmp by default
>"--force

create -k "HKLM\
System)\
CurrentControlSet)\
Control\Citrix"-t "
REG_DWORD"-v "
RemoveHomeOnLogoff"-d
"OX00000000"--force
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RGN RAER

August 11,2022

&8 Linux VDA 7.13 i, Citrix MR Linux EEHRRNT TENARRFIE, FRENTEMFERED
TERN A fE A b ThRE.

e

£ Linux VDA 1.4 /1, Citrix 187 M ERFRHIELLEN BEFMIEHZ RN X,

{E/ Citrix Studio A& BIERF

A U QRS E BIEF A MEIIMA R FA &% Linux VDA ERENNBRERF. Z3i25%% Windows
VDA LZ=EMNRAEFRE M. BXiFMER, 5505 Citrix Virtual Apps and Desktops >zt (1RBERH Citrix
Virtual Apps and Desktops his) .

AR
o EERTARN, BHERNEEIGENSENNAEFRINBER.

¢ Linux VDA 1.4 REERAZFLAHNARERF, B2, Linux VDA RZFREEEMNARERZHAERD
HEN. ZFERIEE, HITZNENNBEFMSERZIEIR BRI TEH,

o BERTENAER, B77 StoreFront EERATEER, TEEARALTEARS. IREEBETIR
B “TWIMode=0ff" ZRZ&E, BEMRILIEE, MIFKEEBERA “TWIMode=0n", BNERETLER
HE AR RHE.

PRI

Linux VDA R NA P BaiE—MBEFNZ D H AL,
ENAEFSER, RERETNREFRES A IRTHEIET.

[SF3E=

ERMNAREFIRERINT A TEAR-:

o AEREKAFEL. BOMNLHFESIETRRSHIHER.
¢ AEBMELRBHNAREFREEONRS.
« B7%1 LibreOffice AR, REF— BN AREF 2R Citrix Studio £, AAXLENARZFH

Zi#iE,
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+ “Dolphin” ZXWEF QIS WEAGNAEFITERERER. EfALRE, HSEMULA https:
//wiki.archlinux.org/title/Qt 893,

Rendezvous V1

October 9, 2022

&/ Citrix Gateway AR5 B¢, Rendezvous il s iFmE4ed Citrix Cloud Connector, UEER£MEES
Citrix Cloud #=HIFm@E.

ERMERNREFTEER: 1) 54 VDA EMMNSIERENRE; 2) HDX &iFRE.

Rendezvous V1 #3F HDX &iFmg4ud Cloud Connector, BE{IER Cloud Connector RIBFRGE4IRE L
#17 VDA SEMAISIEARIE,

£

« £/ Citrix Workspace # Citrix Gateway BRSiA R 1E,
o %)@ Citrix DaaS (LLEI#RA Citrix Virtual Apps and Desktops BRS3)
+ Linux VDA kg7~ 2112 st E =R,

- hR# 2112 2365 HTTP RIEBEFRENRIKARES.
- hR7 2204 ZFEEARIEM SOCKS5 RIEFENRIKREAS.

« 1£ Citrix kB /S A Rendezvous Y. BXiFMMES, ESRE Rendezvous YIRS E,

o VDA https://*.nssvc.net AFHENIR, SEFEMEFEH. MRELTEBIZHAEREFH
FINBRE, ERXAERA https: //*.c.nssvc.netfMhttps://*.g.nssvc.net, XA
58, 1E5A Citrix Cloud >x#4 (#£ Virtual Apps and Desktops BR$5T7) B Internet iEZERE S
IR E CTX270584,

o EHIELER, Cloud Connector #713KEY VDA B9 FQDN, ESMIb B4R, EAuE=EH DNS #17: 5
Citrix DaaS$ izf2 PowerShell SDK, i&17&%< Set-BrokerSite -DnsResolutionEnabled

$true, & Citrix DaaS ixi2 PowerShell SDK BI¥4{= 8, 5208 SDK #1 AP,

RIEECE

VDA @it HTTP #1 SOCKS5 {1237 Rendezvous i,

RIPEEFM

7£ Rendezvous HERRER, EHEEUTER:
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 ZH5ARZERR HTTP RIEA SOCKSS 3,

s AXFFMIEEBRENNSE. BERE, WE VDA SMXRSZZEN ICA REFSRIZ8. BEHNE, SN, &
B,

o HTTP RIBEIFEAIIEM Kerberos SR IIEMMEIFETIHENN S ML, EERERSSH, hEs
HIIE A E=BER Kerberos i, Kerberos 2 Linux VDA X#Em—A%=,

=

AR

Z{E A Kerberos, S AANNRERSBOIERS EEZR (SPN), HISHS5/IER Active Directory
kP X Bt VDA BRI SEREMEI A HTTP/<proxyURL> 8 SPN, Ef{{#E URL 2M
Rendezvous RIEFEKIGETIOERN, WREAFCIE SPN, BHIIEEAK.

o YAIASZHER SOCKSS REBE#HITHMNIIE. MNREMA SOCKSS K1, BHEEFI, UEREMKARS L
BRE (EERPIEE) JUKRISHEIE,

« 2B SOCKS5 R #rild EDT #178EE W, x¥F HTTP RIB, 56EA TCP /EX ICA B9ERIHL

BEARE

Rendezvous %#5%E8E HTTP RIE, NRAEMERERBHARIE, NARFEE VDA L#HITHMAEE,

IFZEEAHE
EMEPERIFEARIER, ERE Rendezvous RIEECEIRE. BAZIKER, 5 VDA$EE HTTP g SOCKSS5 1

Bk, LT REEAME fli:

o REEMhYE: http://<URL or IP>:<port>=socks5://<URL or IP>:<port>

Rendezvous %3

MREHBAEER, BRBTISBRIIETIEEMEA Rendezvous:

1. £ VDA LEnhifs.
2. 87 /fopt/Citrix/VDA/bin/ctxquery -f iP,
3. R IERRE A

« TCP Rendezvous: TCP-TLS-CGP -ICA
« EDT Rendezvous: UDP - DTLS - CGP - ICA
« @2 Cloud Connector {{3#: TCP - PROXY - SSL - CGP - ICA % UDP - PROXY - DTLS - CGP - ICA

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 350


https://docs.citrix.com/zh-cn/citrix-virtual-apps-desktops/policies/reference/ica-policy-settings.html#rendezvous-proxy-configuration

Linux Virtual Delivery Agent 2206

e

MEEAT Rendezvous Bt VDA EiE#EAA Citrix Gateway RS, VDA ¥[EliE2i&@d Cloud Connector
I HDX =i,

Rendezvous 9T {FRIE

TEH#R T Rendezvous &R,

Citrix Cloud

BIRBS BT HRE.

1. E#13 Citrix Workspace.
2. 7z Citrix Workspace F#NER,
3. WMRFEAAH Active Directory, Citrix DaaS ¥/ Cloud Connector i@i&i&@id Active Directory 1%
BHITIIUE,
Citrix Workspace 27 Citrix DaaS F#IE &R,
M Citrix Workspace ®hi%#F#% 8, Citrix DaaS @ VDA RX—5HE, UENEANSTEMTFES,
Citrix Workspace # ICA Xt &ix26% Citrix Cloud 489 STA EIEHHE R,
I sUEEE Citrix Gateway RS, 21iiEIZEI VDA MZEIE, Citrix Cloud $3EZZEIE,
Citrix Gateway BR 55 35 £ #1& B % % % Cloud Connector, Cloud Connector faEE#EEF N Ren-
dezvous &%, Hi¥EE %% VDA,
9. VDA 115 Citrix Gateway lREMEZEERE.
10. R FEAE VDA 5 Citrix Gateway RSz el BigiEl%, VDA ¥i&id Cloud Connector RIBHERE,
11. Citrix Gateway fREEH=S VDA ZaEiE%,
12. VDA i@ Cloud Connector {&Eh Citrix DaaS WiEE ¥ ATk,
13. Citrix DaaS i&d Cloud Connector @ VDA %X IEHRES, XLEHEBEMNA,

© N o 0 ok
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Rendezvous V2

October 9, 2022

f# /4 Citrix Gateway AR5 B¢, Rendezvous il s iFimELed Citrix Cloud Connector, UEER£MEZEE
Citrix Cloud #=HIFm®E.

ARMEBFESEEE: 1) 154 VDA TMASIERENARE; 2) HDX 2iERE,
Rendezvous V1 43 HDX £iEmg2453 Cloud Connector, BE{AEK Cloud Connector {IBFFEISHIRE L
#17 VDA SFMFSIERIE,

TR T ARE AD EAHHENMRIMNERITENIE Rendezvous V2 58 &FEMZSIE Linux VDA BB &ER, %t
FRMAERITEN, Rendezvous V2 #iF HDX sigflissliigssd Cloud Connector,

2K

{#F Rendezvous V2 HIERZ:

« {E/ Citrix Workspace #0 Citrix Gateway RS iA1R1F 15,
o #HE@E: Citrix DaaS (LLEi#RA Citrix Virtual Apps and Desktops BRs3)
o VDA hix#s 2201 S FE S hR s,

- hR# 2204 2 HTTP #1 SOCKS5 RIBFr R RARAR A,

« 1£ Citrix kB /E A Rendezvous hi¥e. BEXiFMESR, BB Rendezvous MY EIRIEE,

o VDA %3¢ https://*.nssvc.net BHHENR, SIEHRE T, NRELTLESZAIGHE TR
FINBRE, BEXAFERA https://*.c.nssvc.netfMhttps://*.g.nssvc.net, BXFA
&8, 5207 Citrix Cloud xx#4 (7 Virtual Apps and Desktops BR$3 T 7) B Internet i Z5REBHFNH
IR E CTX270584,

o VDA A REmSIE RS _E SR BRI L :

- £ TCP 443 £, AF TCP Rendezvous,
- £ UDP 443 £, BT EDT Rendezvous,

RIZECE

1EF Rendezvous BY, VDA ZiFEdRBEREHIREN HDX KIERE, RMELANRENERINFESZEIAR,
ALEFHESE,

EHREREEEEM

o XZFHTTP 3%,
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o AEIBHIREMEMNE., BEEFISL, LUE VDA Citrix Cloud =H FEZ EMNEFIRERSREE. BEN
10E, B, EFERK.
o AEIFRIBEEHINIE,
o ENITHIRERENIE, BROTAREEEMEK:
Jopt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\
VirtualDesktopAgent" -t "REG_SZ" -v "ProxySettings" -d "http

://<URL or IP>:<port>" --force
<!--NeedCopy-->

HDX FENIEIEEN

o 3 HTTP #1 SOCKS5 1%,
« EDT Hgt5 SOCKS5 RIB—ffER,
o« EX HDX EREARIE, EMER Rendezvous RIZACEHRIEE,

o RLFUIBERENNE, REFIS, UE VDA M Citrix Cloud #£6|FEZ B HDX RERSWI=EH. BE
FHE, BN, EER/FEK.

o HTTP RIBEIERIIEHM Kerberos BHRIEIEMMYZFETIHENNSHIIE, EERERSSH, hE5
HIIEH FESBE%RE Kerberos i, Kerberos £ Linux VDA ZiFsiM—A 2,

=

Z{E A Kerberos, % AMARERSSBOIERS EEZR (SPN), HISHES5KIER Active Directory
kP %Bt, VDA BRI SEREMER A HTTP/<proxyURL> 8 SPN, Ed#E URL 2M
Rendezvous RIEHREIGE TN, WRAREIE SPN, HHIIEERM.

o YHATRSZHER SOCKSS RIBE#HITHNIIE. MNRMEMA SOCKSS A1, BAEEFI, UEREMKARS L
BRE (TEERPIERE) AJUSISHRIE

« RE SOCKS5 REz#rld EDT #178EE W, xtF HTTP RI2, E6EA TCP 7EX ICA BERHNL
BEAAE

Rendezvous %#5%EEA HTTP I8, MREMLEHEAEANE, WAFERE VDA L#THMEE.

in{IEtE Rendezvous V2

TEHELEWIFEDEE Rendezvous HIH1E:

1. BHRRBRFEZR,
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2. &K VDAJE, BITUTHSLUSEMERR MR
/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\
VirtualDesktopAgent" -t "REG_DWORD" -v "GctRegistration" -d "0

Xx00000001" --force
<!--NeedCopy-->

3. E¥EzN VDA itE .
4. Uz Citrix RIS E fHIBI G R

+ ¥ Rendezvous Y& &g R 7%
o BEVIERKE Citrix HRITESE. ZEKEBTEERA Rendezvous BIi+E L.
o iEHR Citrix RIEEGEHNMRER, URBEHMEK,

Rendezvous I&3iF

ERERIFEZH[IEEMEA Rendezvous i, EELmPIE!T /opt/Citrix/VDA/bin/ctxquery —-f

BB RN ERRE LR

« TCP Rendezvous: TCP-TLS-CGP - ICA
« EDT Rendezvous: UDP -DTLS - CGP -ICA
« @& Cloud Connector f{I2: TCP - PROXY - SSL - CGP - ICA 5% UDP - PROXY - DTLS - CGP - ICA

MRIEERER Rendezvous V2, ka2 2.0,
R
WMREBEAT Rendezvous B VDA T xE#EiAIA Citrix Gateway fgs3, VDA #[EEE#@:d Cloud Connector
12 HDX =18,

£/ DTLS RIFAFPRER S

August 11, 2022

M 7.18 hrzAi2, DTLS MEZERB—WxeR XML, BIABRT, LINEEE VDA LA FEARS. BXFAEER,
BERGRELZ 2,
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2R DTLS m#
WirBENERESEERA

7£ Citrix Studio &, 381 HDX BER MK E N ERER ISR,

7z Linux VDA t/=F SSL =
7% Linux VDA £, £F [opt/Citrix/VDA/sbin £#y enable_vdassl.sh TEAER &XA) SSLME, &
XTEFAAMERIES, EE1T /opt/Citrix/VDA/sbin/enable_vdassl.sh -h#&%,

AR

%87, Linux VDA 2#% DTLS 1.0 #1 DTLS 1.2, DTLS 1.2 £Z Citrix Receiver for Windows 4.12 5&HH
F Windows & Citrix Workspace M A2 1808 X EE R4S, (IREME A iR Z#F DTLS 1.0 (40,
Citrix Receiver for Windows 4.11) , &1/ enable_vdassl.sh TEJ¥% SSLMinVersionig&
TLS_1.0, % SSLCipherSuitei&&# COM g ALL,

£ TLS RIFAFRIER SR

August 11,2022

Bhi7s 7.16 #2, Linux VDA A FRIFAFPRIERSM TLS &, RIAERT, TLS MELFREARS.

BR TLS m#%

EEARATRIFBFP2IEL LK TLS 112, 357 Linux VDA #1 Delivery Controller (Controller) EREFHBHE
F TLS m#,

7Z Linux VDA t&R&EH

FREX PEM A BARSS 2EHH CRT MIUAMRIER. RS[IEFEEUTED !

o B
o RINZEBFAA
o FRENEHR (FIik)

RS BRIEH G
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MIIDTTCCAragAWIBAgIJALTuncpigGXCMAOGCSGGSIb3DQEBBQUAMGEXCZAIBONV

BAYTATVLMRIWEAYDVQQIEW]DYWLicmIKZ2UXEAQBGNVBACTCUNhbWIVAXIUZTEY

MB IGALUEChMLQ210cm14IFR1C 3QXG] MNpAH!

MB 4XDTA4MDKZMDEWNTK1M10XDTI4MDKYNTEWNTK1M10WGYOXCZAIBONVBAYTATVL

MR IWEAYDVQQIEW1DYWL1cm1KZ2UXE JAQB gNVBACTCUNhbWIVAXJUZTEUMBIGALUE

ChMLQ210cm14IFR1C3QXGZAZBGNVBASTEIN1cnZ1CiBDZXI0aWZpY2FOZTEGMBAG

ALUEAXMXY 2EWMDETC2MWMDEUY210cm10ZSSu. IKo: NAQEBBQAD

gYOAMIGIAOGBALCTTOGXC Vb IOLOF66XgOSgkNeIGKVP+37pSKVEB66TWCVZr6p9.
©72Fa+90CCT2X/Ue274NXFCg4TqGRDSEWL3YXMECOYBF7L6PST SCONNBPLGSTIH

4XOPIXUeaWdMVK/3PVyFhHKs4F28yy1 MBAAG]

'9QUrLidzYot+CUXShOXMFp1M+/08yOw

9ZKGALUAIWSBKTCBjOAUSSKNLEPIOCVhcOss1s1seDQwGsKha6RpMGCXCZAIBONY

BAYTATVLMRIWEAYDVQQIEW1DYW11cm1KZ2UXEJAQBGNVBACTCUNhDWIVAXIUZTEU

MB IGALUEChMLQ210cm14IFR1C3QXG] MNpAH:

9ggkAy8nC8dcB32EWEQYIY: qG!

ADSaxBYHWIXJCIZNt2zdXnbp200yUToWE1BwQe /9cGaP6CpjoxI7FJa2/8IpaT6s

Ve 1BULSEYY1GKCGCWO3pC7SPKqbSPGBRT 5/dygb+geFk1Q7KyVbuOIjotr 3pkxae

b6CFITNLUGHUrWF610r8722byz3P1 IX+HEWE1j0j824K

MIICXgIBAAKBGQCWKOZNCXIr2yNCOBeusYDUYIDXiB11T/t+6Ui1fAeupvglce+q
fbeghwvvaAnH9s f7ntu+DVXXIOH6hKQ7KXMNA2MTOg] sgX+y+qbK7AgzZwWT9avEy
R+MaDyF1Hm1UDFZP9Z1cn4RYrOHS /Ms tSOFQS11R4CPTBUNGAtZYCLEYZWIDAQAS
A0GBAKWBgZu/bK18edgBSYPYU7d11BX89T0s4b/aPjM+IDM) XbENOGRSPO24pIEA
FTtUC9+iL8MEroLUbS1cCXjSIFC+CXgIVVaNaBEEKKB]7350CUERGSX0Yb/1Adck/
FXZUOtqytUe/KHgcSgj tirseqLIqMm+yxzBAatVRTTZGAwAhAKEA311KRZINSuZ
Enmi 2RTI3ngBhBP/S3GEbYIFKSDSN2R190+00EPXCTVVPSNe8Q0ZUpshbj FEPHOC
ykZ6UassFwIBAMtISyPnV9ewPzJ0aNjZIJCMENXDChS1xXiJ1yzv+Qmr8RuQzIPV
fIenmTrfZ+Wo4DaKg+8ar20vOnKFOHFAMDECQQDEWR1HECE3WyCFN1Uu942MIXKhR
GVSPR7+b///VLENWWY3CWPVINSDTPL+wuDKIZINCVRte19M1aMTY s 3aTNVAKEA
Qy532ZcbBNrYzMbV0323ju7ZPISNhTGO1XDIZMSLLPTGPNLN34bOK3STCr8L42E

uQj tTqRm+wdsrVF31FazkQ: TdXIfHYOIYv+3TezhQY6

3 TagHS 9TCH 2;

MIIDGTCC TIAMY. AIBGNV'

BAYTATVLMRIWEAYDVQQIEW1DYWL11cm1KZ2UXEJAQBGNVBACTCUNhDWIVAXIUZTEY

MBIGALUEChMLQ210cm14IFR1C 3QXG NPGH.
MB4XDT TI4MDKYNTE
£3 AQBGNVBAGTCUNNDWIyaWRNZTESMBAGA JQ2F tYmo1cms IMRQWEGYDVQQK

EwtDaXRyaXggVGVzdDEaMBgGALUEAXMRY 2EWMDEUY210Cm]02S SuZXQWgZ8wDQY

KoZIhve YOAMIG! 703 ionr

2zhsc 1C60B712L: 12CFKHN32G)17p89pdy jketiMsTvedw

acogryvD+fNNSVIjunTbaCywvtALjmFSFMHeZIXVSckrpEhnkonkMs16tcrya/K/

05512VI3AQMBAAG! g

0cVhcOss1515eDQWGS IwgZKGALUAIWSBKTCB j 0OAUSSKNLEPIOCVhcOss1s1seDQw

AJBGNVBAYTATVLMR! IEWIDYW1icm1kZ2UXEJAQBONV

BACTCUNhbWIVAXIUZTEUMBIGAIUEChMLQ210cm14IFRC3QXGIAYBGNVBAMT EWND

MDAXLMNpAH. 8dcB32EWDQYIKOZ: QADQYEATZ4Z
9gXLLXF12RNgh/awtsbd41ugv8BIKASg5zhNAT TiXbzz8C13ec53Fb6nigMwe 5T11

UNCLXWNXRU1D400TESLXIACUNH3I94yx0gujKSOSBN 2135 ZTvFBB32Rmr SDBYIg

UMKORN/hdqM1cgpe SWO6as6+HN4WUOT +h ETUMME=
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BH TLS e

7£ Linux VDA EEE TLS i1 £ Linux VDA £, £/ Jopt/Citrix/VDA/sbin B4 enable_vdassl
ShHEER 2R TLS T, BXMAPaBArERNER, 5817 /opt/Citrix/VDA/sbin/
enable_vdassl.sh -help &%,

root@1xul8e4: ~# Jopt/Citrix/VDA/sbin/enable_vdassl.sh

===Enable/Disable SSL on Linux VDAs==

To enable SSL, a certificate file must be specified, otherwise the local certificate file under
/etc/xdl/.sslkeystore/ is used, If the local certificate file does not exist, the command
fails. You can specify the SSL port number, version and cipher suite, otherwise, their default
values are used!

Usage: enable_vdassl.sh -Disable
Disable Linux VDA SSL.

Usage: enable_vdassl.sh -Enable [-Certificate <CERT-FILE>] [-SSLPort <SSL-PORT-NUMBER>]
[-SSLMinVersion <SSL-MIN-VERSION>] [-SSLCipherSuite <SSL-CIPHER-SUITE>]
Enable Linux VDA SSL.

Options:
-Certificate <CERT-FILE>
Specify a certificate file, where <CERT-FILE> must include the full file path. Only cne format
is currently supported, that is PEM.

-RootCertificate <ROOT-CERT-FILE>
Specify a root certificate file, where <ROOT-CERT-FILE> must include the full file path, The root certificate will be put in the local keystore(under /etc/xdl/.sslkeystore/cacerts).

-S5LPort <SSL-PORT-NUMBER>
Specify an SSL port number. Unless otherwise specified, the default port 443 used.

-SSIMinVersion <TLS_1.@1TLS_1.11TLS_1.21TLS_1.3>
Specify SSL version. Unless otherwise specified, the defoult volue TLS_1.2 is used.

-SSLCipherSuite <GOVICOMIALL>
Specify an 55L Cipher suite. Unless otherwise specified, the defoult value GOV is used.

Examples:
enable-vdassl.sh -Enable -Certificate "/home/cert@d1.pem”
Enable Linux VDA SSL using Certificate cert@@l.pem.

enable-vdassl.sh -Enable -RootCertificate "/home/root(R.cer”
Enable Linux VDA SSL using Root Certificate root(R.cer with local certificateunder /etc/xdl/.sslkeystore).

enable-vdassl.sh -Enable -SSLPort 445
Enable Linux VDA SSL on port 445 using local certificate(under /etc/xdl/.sslkeystore).

enable-vdassl.sh -Enable -Certificate "/home/cert@@l.pem” -SSLPort 445
Enable Linux VDA SSL using Certificate cert@@l.pem on port 445, with default SSLMinVersion and SSLCipherSuite.

enable-vdassl.sh -Enable -Certificate "/home/cert®@l.pem” -S5LPort 445 -SSLMinVersion "TLS_1.2"
Enable Linux VDA SSL using Certificate cert®@l.pem on port 445 with SSLMinVersion TLS_1.2 and default SSLCipherSuite..

enable-vdassl.sh -Enable -Certificate "/home/cert®dl.pem” -SSLPort 445 -SSLMinVersion "TLS_1.2" -SSLCipherSuite "GOV
Enable Linux VDA SSL using Certificate cert®@l.pem on port 445 with SSLMinVersion TLS_1.2 and SSLCipherSuite GOV.

B BAESES Linux VDA IRER L RERS[IER, URBAEES Linux VDA [RE[MNEF N - RERIE
Fs
7z Controller t=/E TLS %

EE:

REEEANRZMNARA TLS E. FeABENBREFBA TLS mE,

7£ Controller £#9 PowerShell &0, RIAFIETUTHS U BRI (GARBA TLS &,

1. Add-PSSnapin citrix.x*
2. Get-BrokerAccessPolicyRule -DesktopGroupName 'GROUPNAME'| Set-
BrokerAccessPolicyRule -HdxSslEnabled $true

AR

ER ICA2EXHFRES VDAFQDN, X7 iz T Set-BrokerSite -DnsResolutionEnabled
Strue &<, %S EA DNS i, MRZAT DNS 7, ICASEXHSET VDA IP i, #HXh5
TLS #BxpmE (a0 SSLProxyHost #1 UDPDTLSPort) 2 FQDN,
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E7f Controller £2/ TLS %, BERIAFETUTHS:

1. Add-PSSnapin citrix.x*

2. Get-BrokerAccessPolicyRule -DesktopGroupName 'GROUPNAME'| Set-
BrokerAccessPolicyRule -HdxSslEnabled $false

3. Set-BrokerSite -DnsResolutionEnabled $false

BPEHEER

SR BRI EAHNEESIEN, BRATF Windows 8 Citrix Workspace R BEFHAIRESH I FEMN “TEOEIER
BIHIAE” $EIR:

Desktop Viewer o

requested address).

@ The connection to 'u failed with status (Can't assign

oK
7% | hosts SXUERM—N&E, £BTF:
<IP address of the Linux VDA> <FQDN of the Linux VDA>

7£ Windows i+ &M £, hosts @& TF C: \Windows\System32\drivers\etc\hosts &,

=IEA Sl

August 11,2022
Citrix B RIETFMETIRES I NFIEZF Linux F&, RIEFFTEMERINER TLTFERRS.

RNEA MR EML BT TEEINERE ICA 21F, AXSEAEMFAEER, FEAEF B EMMEENZIER]
S

AR RINEAT, BERETREERCRANSIERAXAHIE. HFR2EE, BRNEWEEH TLS mME. FX
TLS m=EIFAER, BESRERA TLS ®RIFBFSEZ S,
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&

Citrix Studio FHEIRISE

BJLA7E Citrix Studio RARIERI ML E LT HREE:

o DIEAISEMER

o RIEAISEMEN

« REAEMROS

o EnEE Ul ZPAERS!

BEXFAGER, BERSEARERBRENE P i B o EmEERKRILE,
AR RESIENREEERNZIETRERO SKREG, SRILINFERHREE0 VDA IRSH HDX RSS, UEIREEM.

Linux VDA L8988

- BRIZASIETSES TCP (il

FINBERT, EiwO 2598 EEAMMIA=IEA M TCP fifss. BRAZMAEE, BETUTHES.

/opt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\SYSTEM\
CurrentControlSet\Control\Citrix\WinStations\cgp" -v "
fEnableWinStation" -d "Ox00000000"

<!--NeedCopy-->

AR BENBR HDX RS UEREEN. BA TCP MirSFAaEASEN Y. Mu@IEMIrss (f/50 SSL)
REREAUEM, fiRREdENREERRIRER T %8k,

« REAEMROS
ERAILMERU T RERENEERAS (KOS 2599 A

Jopt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\SYSTEM\
CurrentControlSet\Control\Citrix\WinStations\cgp" -v  "PortNumber"
-d "2599"
<!--NeedCopy-->

AR BEHESH HDX RSB UMEIEBEE M, WR7E Citrix Studio 1@ T FEKIGEIZE TIROS, NIEZK Linux
VDA EMIZE, #fR VDA LRI ASEEE AR L@ IR B OEFRMNE TR,

o BRSEBRENE P UnREHECHIRSE 8] EIFR

REFEPGEEEES (B, LERMBHEREERH) B, B1E Linux VDA 5&FFIRZ B R X REEEHREHE S
REESNRSHEBATRNEAIRESNHAIME. MREFmLEMAE, WEERE, BIIFFREMER. RERE
ERPRFESDRSEEZERRNHE. RAERTREELRE. BNHEHHTEE, HETUTHS (L10#HA
)
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Jopt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\SOFTWARE\
Citrix\XTEConfig" -t "REG_DWORD" -v "CgpServerToClientKeepAlive"
-d "10" --force

o BPIREIARSS S REHECHINSE 8] [BIFR
LG BIEFE M ICA BFIHAZEE Linux VDA WAESBEREEMIRSEE ZEERIT ., RINERTREELILEE, B
WHEBHTAEE, BETUTHS (X 10 #Afl).

/Jopt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\SOFTWARE\
Citrix\XTEConfig" -t "REG_DWORD" -v "CgpClientToServerKeepAlive"
-d "10" --force
<!--NeedCopy-->

HPEHEER

BEREKEBAREAIEME, TERHRIE.

ERRRIERIR, BHITATHRIE:
1. 7 Citrix Studio FiB I SR BERARIEARMEE, BESYRILITFEFHREE) VDA BRSH HDX RS,
2. £ VDA £, BITUTaH<LURIESERTSEY TCP iARERETET (MU0 2598 Afl).

netstat -an | grep 2598
<!--NeedCopy-->

MRSEAEM RO LRE TCP flrgs, HziTU TR BARNIAS.

Jopt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\SYSTEM\
CurrentControlSet\Control\Citrix\WinStations\cgp" -v "
fEnableWinStation" -d "Ox00000001"

<!--NeedCopy—-->

USB £EM

September 1, 2022

USB i&#&7z Citrix Workspace R A#2F5 Linux VDA REZEH=, ¥ USB REEEMIIKEE, ERIUERER
ZHERERY USB IR E BB A IZIR &

e

LHMLBIERETF 100 2508, FHAVZINGER USB EER. HMKIERET 200 26, E77EH USB EEM.

USB EEmE&=1"FEHEMNIIAE:
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o FHRIE S (VHCI)
« VHCI &%
+ USB Bk

FFiE VHCI:

XE5 USB EXMIhAERET @B IP WERNER USB IREHZRS. EMH Linux RZEEFM—LAFREREA
BY, XEEFE R LS AR EhiE i {s LUREXFRE USB #4dE. £ Linux VDA sE3iA, Citrix EA VHCI BYAZIRED
12/, 182, Linux VDA 5 Citrix Workspace R FB#2F 2 al#9FH USB $uiREHmER L1 Citrix ICA iR 4E
#,

VHCI AR
VHCI BR$3 2 Citrix 2Rk S VHC| mizEi@E A iERS. RS VHCI 5 Citrix USB RS ZEIHIM %,
USB ARrs3:

USB RS BEEIE USB i&& LR BN SR Z MR Citrix B3R,

USB EERIVIIELI

BEBRT, MR USBRERHEERE Linux VDA, 27ERS /dev BEFRIR— I HZMEET R, BR, EE
mBREENFRIATERN Linux VDA 2%, USB RERMTERDEFARERER, BELRERERHHIED
12, WMRHKRREMIREIZR, &) Linux VDA 2IETEEAEERM USB %%, HR USB iR&EMEE, BR
RIRNIZFH EREE RS,

Linux VDA X #F— Al EEAEEF HHIMEFIHEER USB &%,

S USB 1£&
THHEEBEHIAZ I Linux VDA irads, SILEEFEREMIEE, BEEEIER:
AE:

Linux VDA {%32%F USB 2.0 1%

USB AR EFHILE VID:PID XHRY
Netac Technology Co., 0dd8:173c FAT32
Ltd

Kingston Datatraveler  0951:1625 FAT32
101 IT
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USB AR EFEIEE VID:PID XHRRE
Kingston Datatraveler  1567:8902 FAT32
GT101 G2

SanDisk SDCZ86 flash 0781:5580 FAT32
drive

WD HDD 1058:10B8 FAT32
USB 3D B4R VID:PID
3DConnexion SpaceMouse Pro 046d: c62b

USB 13#&(Y VID:PID

Epson Perfection V330 photo 04B8: 0142

ficE USB EE A

B Citrix SREESEH TR ANER USB I#&EE M, XaJLUERA Delivery Controller SRESIEEIREXE, A
Linux VDA E2E& USB EE MY, JEEIE LU SRBEFIAM :

« BPim USB IREEEMERK
« BPiH USB g EERAMN

BRUSBEEH
7 Citrix Studio #, BA (HER) 5FFHziEM USB REEER ((RPEIEWEEN).
EHREIREIEES:

1. EEAW.
2. BEWE,
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Client USB device redirection

Applies to: Virtual Delivery Agent: 5.0, 5.5, 5.6 Feature Pack 1, 7.0 Server OS, 7.0 Desktop QS, 7.1
Server OS, 7.1 Desktop OS, 7.5 Server OS, 7.5 Desktop OS

® Allowed
Client USB devices can be mapped, if specified elsewhere

) Prohibited
No client USB devices will be mapped
¥ Details and related settings
Enables or disables redirection of USB devices to and from the client (workstation hosts only).

Related Settings: Client USB device redirection rules

%E USB EE @M

B USB Exmes/E, A Citrix Studio IREEEAMN, HERBEEAV (FIEE) 7E Linux VDA LIERML
8’

£ “BFiE USBIREEEMMN” XiEEF:

1. BEHEIERANEEEAN, HBEEREBOTHENN,
2. gl (4REE) MG, RERE.

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 363



Linux Virtual Delivery Agent 2206

Client USB device redirection rules

Applies to: Virtual Delivery Agent: 5.0, 5.5, 5.6 Feature Pack 1, 7.0 Server OS, 7.0 Desktop OS, 7.1
Server OS5, 7.1 Desktop OS, 7.5 Server OS, 7.5 Desktop OS

Values:

Allow: #all ok

[ New ][ Edit ” Delete Move Up | Move Down

CJ Use default value:

¥ Details and related settings

Lists redirection rules for USE devices. -

BEXNMAEEER USBEE@MEMER, E2H Citrix Generic USB Redirection Configuration Guide
(Citrix @M USB EE M EER)) .

1 VHCI izt

USB EEm#k#tF VHCI miziEk (usb-vhci-hcd.ko # usb-vhci-iocif.ko), XERRDEHE
Linux VDA &1ThR (fE/9 RPM B8 —&85) . ENMRIEIEIE Linux RITRAZHITRIE, BRTER:

S Linux Z17hR AR
Amazon Linux 2 4.14.268-205
Debian 11.3 5.10.0-10
Debian 10.9 4.19.0-19
RHEL 8.x 4.18.0-240
RHEL 7.9, Cent0S 7.9 3.10.0-1160
SUSE 15 5.3.18
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T Linux &1THR AiZhi s

Ubuntu 20.04 5.4.0-81

Ubuntu 18.04 4,15.0-154
B5E:

MRENITENRZS A Linux VDA ZHIREIEF R RS, USB IRSEIRETER. EXMERT, N
g2 B S VHCI RIZERE, FaefeA USB EEmIIAE.

HINEHMMIZS Citrix MERNERET—H

FEmL1T L, BITUTHLKBIARNZRE B

insmod /opt/Citrix/VDA/1lib64/usb-vhci-hcd.ko
<!--NeedCopy-->

MREBLIBITATY, MARBIRERINMNE, BhkAES Citrix ENRIR—K,
WRETRERTHEIR, WRZS Citrix BRA—, HAEHEE,

=
a
I

EE VHCI ZER

MBERZEIRS Citrix BARAAR—, BHITUTRE:
1. M Citrix THuE= T#H LVDA B3, %#F Linux Virtual Delivery Agent (sources) 2543 a9,

2. i2HY citrix-linux-vda-sources.zip X, E#iZzl linux-vda-sources/vhci-hcd-1.15.zip, SAEER
unzip vhci-hcd-1.15.z17p &2 VHCI SR

3. BRRET Linux VDA B8, ABREITUTRSZ—!
« sudo bash ctxusbcfg.sh dkms
ERALAH<, TR UERASRZERS R (DKMS) i27REE VHCI Wik, DKMS RERF SUSE,

=z

AR

sudo bash ctxusbcfg.sh dkms &<$ &% & VDA E&% kernel-devel #l
DKMS #2F. £ RHEL #1 CentOS t &R &R FH, Zan<R1E VDA LREH B A Extra Packages
for Enterprise Linux (EPEL) 7#fi#R.

LISHTEANZFAR (B0, MARZS 4.x.y FEEIMRES 5.x.y) BS, DKMS aTaExix i VHCI i
ZigEHR (usb-vheci-hcd.ko#flusb-vhci-iocif.ko)., & DKMS &K, EBRE

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 365


https://www.citrix.com/downloads/

Linux Virtual Delivery Agent 2206

7sudo bash ctxusbcfg.sh dkms,
« sudo bash ctxusbcfg.sh build
e SRR DKMS EImAIER T2 =% VHC IiER,
2R USB EEMInA

EIRIBEATPRE SERAEEREA Linux VDA BT REBEIM & i T,

TEHHBERR USB &

Linux VDA EREENREEM Citrix Workspace ZRiEFEERMFE USB i, UMRRBFRE&EEEIHNE

EMEgE. Hit, EREFEREENREIZEIZS,
r <

Unable to unmount sda

umount: /media/ctx/sda: umount failed: Operation not permitted

OK

fZILEE R USB RN HEX

snREA Citrix Workspace AEFHNTAZIZAEILEER USB #iiE, ZEHE HENHIBRNXHIIER
Ko HILABAZRANERHIET AXERAN, RAEXNGRADPERRNFET. BEARSAEEESS., NRER
Citrix Workspace R ARZFHM T A ELEER, WEENEBEERMEHE, MNMSBEIEREX. ATHRAILIE
B, BEATERLERRSSSRBERMERE, ARBFLEUSBEEM.

F ]

userl@rhel7dworlk:~ - o x

File Edit View Search Terminal Help

[userl@rhel7dwork ~]1%
[userl@rhel7dwork ~]% sync
[userl@rhel74dwork ~1%
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Citrix Workspace M BEFHN T EEZDTLIES

B, EAaexEE R Citrix Workspace MABR2FHN I AEFEETIHEE, XR7EFHT USB BEEM, MRB
Blje)iR, B TR

« RIEEEENAIT USB EER
o IRRREEHIRNZRS

e | = W P - Pl .

Home Ctri+Alt+Del Preferences Devices Full-screen Disconnect Shortcuts

AR

REFEMEEZEAT Linux 89 Citrix Workspace W REZFEH AR M.

Y4 USB i&%7£ Citrix Workspace WBREFMN T EZHETR, EXEIGEHITEZHEKBHIE, EEmKK

HILLLREREY, ERITLATRE:

o EZE Linux VDA BRI BEE M,

o EREE Citrix Workspace N BREFHEMEBTREE T EMEHMEERE, BREIMRBRLH
DeviceRules, LU{RILIGEKRIELIE)ZIGE:

HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Citrix\ICA Client\GenericUSB

BXREMER, BSRAMIRFL
XZE How to Configure Automatic Redirection of USB Devices ({f@EtE USB i &MWEMIEEM).

USB R &EMINERER, BXEEEPER

BEBELT, REEEAZHFN USB i&&E. HMSETEtaEEmELER Linux VDA £iE, WFEMNEERBIL
&, MBRERS [dev BEFRIBAFPAENTR. B2, AFPEEAIURNERSEARMEFNRERE. NRE
RIUAE (BIEN) MEMEETERE, ERZEERNERZIRE R,

AR

- F USB IRzhes, Linux VDA RECEMEHEE. AR (EXRLEEMMEE) TRRITEAEMEERIRH

ZHiE. REESEZZRIEETIRPIIZETREREXME R,
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EiEE SDK (3L5414)

August 8, 2022

EBMERATF Linux VDA MEINEEZREHF L2 TEA (SDK), ERUAEEER VDA LiEiTHRS RikN BREF. 53X
MEE, E2F Citrix Virtual Channel SDK for the Linux VDA G&RTF Linux VDA B Citrix @& SDK) X
o

@ Linux VDA i Citrix E2#X3&1& SDK aJ M Citrix Virtual Apps and Desktops TH A mE#1T F 2. BFFHEMNAR
Zs#9 VDA Citrix Virtual Apps and Desktops #F & 44 LUERE T Linux VDA,


https://developer-docs.citrix.com/projects/citrix-virtual-channel-sdk-for-linux-vda/en/latest/
https://www.citrix.com/downloads/citrix-virtual-apps-and-desktops/
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