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EHEOGETEeHHD FT, CORMEIF. NFS X ML —27 3 L4 —I2%¢ LT AutoFS H—E Xh G %
ICR>TVBRBEICRELET, [CVADHELP-19384]

o 77 DT TILHY/bin/csh ICREINTWVSHE. Linux VDA ZERLTABShAT IV r—>3 >
ZHRCSETBRERBMTB B F9, [CVADHELP-20140]

o Linux #—=%"y b7 NA IDBENCKBL. T4 RV DIMBTHRASIRD £ IFETAAZRAICZRT T
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ROEEIZ. Linux Virtual Delivery Agent 2203 LTSR (##3 1) —XR) LIBETHRAINTVET:

o Ubuntu #£17LTWVW3 LinuxVDAtwv> 3 h50s 47 LTBEQS A>3, Ghome TX 7 kv
THRREEENMFRIEI S A VRS H D £ ¢, [CVADHELP-19038]

o LiInuxVDAt v 3> aEHLLISETRE, EydaryhAFHHE TR T LTIREBOEREICEZZELHD
%9, [CVADHELP-19556]

o NSAP RIEF v RIHBBEMICH > TWVWEHE. LINuXVDAIZNT +—I > ZOBEIREEL. BEIMETL
THERATEBRAZ P HD FF, [CVADHELP-19776]

o HTML5 @i+ Citrix Workspace 7 7U %A LT Linux VDA DS O—HL T 7 ALY RFLICE 7 »O—R
TNET77AILOBRNEEINZ ehdH b %9, [CVADHELP-19868]

« Machine Creation Services (MCS) %R L TEfi L 7= Linux VDA ZBi2#¥ % . winbind —E X
MMELETZBZehHD £9, [CVADHELP-19908]

e CHDEBIEICED. ABVVYITRY T T Y IAXAZa2a—%KRRIIBEIICESNIEEENRBEINE T,
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ik eE
2203 LTSR D#teE

Linux VDA @/N—2 3> 2203 I21E. ROFHEE L @IS TciiED' B D £ 7,

Rendezvous V2 05z HHR— K

Citrix Gateway #f —E X %2 A 9 3B &, Rendezvous 7Ok JJLIC& D, b5 T 1w & Citrix Cloud
Connector /831 /8Z LT, CitrixCloud OY bO—ILFL—VICEEN OR2ICEHRTI T,

ZERINEII T4 vIIE22081ThH0DEYT: 1) VDABRL YL a Y HNOLHOFHEABRZT71 v .
2) HDX 371 v,

Rendezvous V1 Tix. HDX k5 7 « v o # Cloud Connector # N1 XX TE 3 H. FhTH. Cloud
Connector * VDA EFr v 3 N DIHDITRTOFIHA CS T4 v IICTOF S 2 FERTINELRHD F
ED

Oy EY aryELUTILFE YT a>d Linux VDA T Rendezvous V2 Z{ERAT 37 IC. 1Z#dD AD K X
AVBMIIVEIERXAVBMIS AR R—EINTUVET, RX1VIEBMNT S > Tid. Rendezvous V2 (3.
HDX ST v e IffA S 7« voDmEAD Cloud Connector Z/N1 XX TEF3LS5ICLET,

# L <% TRendezvousV2y #EBBLTLETL,

B X ~—JLD GUI BFIABREEICE > 1o

LRI, BB VA= ZERATEHICEAR Y RSV Z—T A ALIMEETETEFEATL. CODV
=T ROBFEZHARTBEBES I S—ILD GUI MRS &7

o DATLIRIEZHIRT S

o KIFEFEZEAVZAM—ILT B

s BESNIRXAVICVDAZBIMTEES
s SUBALIRIREENT S

BEAYAM—ILOGUI ZERTZICIE VDADFR Y by FEIE T/opt/Citrix/VDA/bin/
easyinstallav >y RERITLET, #L<IE BEAYIM—ILICEZBE X =)L () @ M6
E—F] 0t avEBRLTIEEIVL,
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HDX 7571 v o DE

Thinwire 3. HEDH RV ELFINTZETIRBHIODTL—LE (FPS) 2ALEIEZ LN TEIZLSIC
‘O &L 2FH% CPUHERDERRRDITMNMIREI<KBRDET, COBBRT I A FTREENICHE>TVE
Fo FHLLKIE U370 v IDiER) O THHINE] €023 BB LTIETL,

LIRTD ) — X DFfiteE

1912 LTSR A*5 2201 CR o#&ICBRFE S e CR OFARICDOWTIE. TiiEeEDERE) 28R L T T

2203 LTSR TR NT-RE

August 15,2022

ROREEIZ. Linux Virtual Delivery Agent 2201 LB TERAIN TV E T :

¢« UE—FXI1DEHT, X11 DT« AFLABSICHILT B TCP R— hHMERATNTVBIHAE. Eviay
ZREITT £ A, [CVADHELP-19090]

BER] D IR

July 19,2023
CDIU—=XTIF. ROMEHIHERIN TV
+ Cloud Connector #7:i& Delivery Controller Z B89 % £, Linux VDA B ERMEINZ e hdH D
%9, [CVADHELP-21256]

o BESn7EE RC4_HMAC_MDS5 % Kerberos (2858 L TW 3354, Linux VDA % Controller ICE$gBTE
T RDIT—RAyE—IHRREINZCHHBD£T:
Error: Failure unspecified at GSS-API level (Mechanism level: Encryption type RC4 with
HMAC is not supported/enabled)

CORBEICHIE T BIC1E. Active Directory KX > (B&EBICIE OU) TRC4 HMAC_MD5 =&E#MIZT 3

. Linux VDA TEEWLWESHOBEEHFT L TL LIV, 0%, klist -li 0x3e4 purge I > R&FH
L T. Controller & & ¥ Citrix Cloud Connector LD % v v a3 hi Kerberos 77w b& o) 7 L.
Linux VDA B8 L £ 9.

Active Directory K X-r > RC4_HMAC_MDS5 %5 O0—/NILICEMICT BICIE. ROFIEZRITLET:
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1. JI—TRU—EBOAVY—ILEHITZET,

2. WERORAAVZRDIFT [BEDORXAVRUS—] ZBIRLES,

3. BEEDRXAYRUS—] #HIUv I L. B&E] ZBRLET, JIL—TRUS—EEBIT+&2—H
BRIET,

4, [avEa—2—0EmR] > [RU>—] > [Windows OBE] > [EXa T+ DHRE] > [A—HILK
D=1 >[EFxalrqs47>a>v] #8RLET,

5. [%y r7—otF%21)7F7r: Kerberos THA§ 3ESHOBEZER T 2] 24 TIWIUy I LF
ED

6. [DES_CBC_CRC] . [DES_CBC_MD5]. [RC4_HMAC_MD5] oF rtv IRy I R&EATICL
T. [AES128_HMAC_SHA1l]. [AES256_HMAC_SHAl]. [ERkfEA T ZESHOEE] 2F I
LEd,

Linux VDA THBWESHOEEZHAI T 3ICIE. ROFIEEZRTLET:
pE
ESOBENFV L. BREIIIKEICKH L THREBICAED £7,
1. Linux VDA T/etc/krb5.conf 7 71 L =S £ 3,
2. [libdefaults] to > 3 vicknBEEBMLET:
allow_weak_crypto= TRUE

o Linux VDA T, BES1 T SecurelCA IZHR— TN TWLWEE A, Linux VDA T SecurelCA Z#BMICY
3. tyarvoREICKBRLET,

* GNOME TRV by Ty 3> TR F—R—RLAT7VPERELLS TR ERMTZHBENHD F
¥, [CVADHELP-15639]

e FL—LLRBAET VT —2a Vi EBERICKT 3560 H 0 £9, COMREIE. mutter-3.28.3-4
EOmLUWN=axvic Mutter 7y 7O L—RFENEBICRELET, CORBEZERET B ICIE
mutter-3.28.3-4 LIRIDO/N—2 3 V= ERA L TSI L [LNXVDA-6967]

« HDX 3D Pro z&#ICtIC NVIDIAGRID 3D A— FZfERAT 3 . Linux VDAL EZICEMEL FE A, C
DOREREIE SUSE 12.5 TREL &7, TOEAIE. O OpenGL ST UHINS5D Linux 7 2 ~Y
Ea—>3> 00374y AT LARENTHETIRVEHTT,

o JrAIIDATO— R, FHLAVWI s Y RIUNRARRINET, COVs R T77rIlodo>O—R
MEEEICRERZRIFT CdH<. LIESKLTHSBEHMICTHZ 9. [LNXVDA-5646]

o PulseAudio DF 7 4L FREICE ST, YUY RY—N—TOFSLH 20 WBIET VT« TREEICHR o 7
%, 8T LET, PulseAudio BT 928, A—FT 1 A IIHEEL B ADF T, CORMEELEEY 3ICIE.
/etc/pulse/daemon.conf 7 7 1 JL T exit-idle-time=-1 #:%E L £ 3, [LNXVDA-5464]

« SUSE125dlibtcmalloc 4.3.0Ic&>T. 7AERDFHETRT TR BT,

o ctxhdx#—E 2%, SUSE12.5VDA TFHEFRTTZeh B ET, COMEE. GNUC ST
51 (glibc) A=Y 3> 222~224 TRELET, COMBRgLibc 2. 25TRRINTLET,
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SUSE125 7R hUEa—>a v EALTVSSE. SUSEDRMT 5/ 721X b—JL L THERE
ZRERTT £, [LNXVDA-4481]

« SSLEEShAEMTE Y > 3 VEROFFHIEMICH > TWVWSIHE. Linux @iF Citrix Workspace 7 71)
Ty avaERBTEEE A, [RFLNX-1557]

« Ubuntu @457« wv%: HDX3D Pro T. Desktop Viewer %1 XEELz%&. 77U —>a>0R
FICREVWEDARTZINED. FRICESEPECRREINZIGEHHD £7,

o LinuxVDAEIRIV A1 LY b THER TN S V2 —id. By arhsnd 7o MM BIlRTh3 Zeh'd
DEI,

s TALIMVILT7ANRPHT T LI PUDSHEENTVB LS. CDM 777D RELET, 75
AT MIOT7AILPT« LY BUDERBICZVEE. COBMBRELZ R HD FT,

e COUV—XTIF. RFBUHIPOEEZBTRUTF-8 > I—FOADYR—FTNET,

s Ly 3>nO—= > J K. Android @i Citrix Workspace 7 7 1J T CapsLock h'&@ % & I3 &3t D 1k
BICHBBELHD £9, Android @i+ Citrix Workspace 7 77U ANDBREDEHREO—I VI T3 L.
CapsLock REEME DN ZIBAD B D £F, EEFRL LT, RF—FR— R0 Shift ¥ —%2FEAL TAXFL
IWXFZEYIDBRZET,

+ Mac @i+ Citrix Workspace 7 7U R L T Linux VDA ICEHE L TLWEHBE. At F—%2ERT3 >
S—bhHYy FF—DHEELBVWI A HD £9, Mac @iF Citrix Workspace 7 7U Tld. ERLE5D
option/alt #—%#L TH. 77 #JL b TIE AltGr B’ZEET £ 9, Citrix Workspace 7 7V ORETC
OEEELEET B TIHEITN BREITTUT—>aVIlE>TEBRDET,

o LINUXVDA %= RXAVICBEBNTA L. BRETIFtEA. BEBMTZZIC&D. Kerberos £—n#iL
Wew b ERENET, LA L. 7O—h—IF. Kerberos +—nLUEIOL Y MBSV, Fyviall
FEITIHRINO VDAY —EXFry haERT IR HD £, VDAL TO—-H—ICERLLS L
THLEIC, 7O—HN—IFVDAILRTEFaUTsAVTFIAMEBIUTIRVWI L HDET, BERS
N3HRIE. VDAEROEKTTY,

COfEIR. VDAY —EXFI v bHRENICHRTINE B> TERENS C BENICRRLE T, L.
Y—EXFT v FOBRIZRVWO T, TENETICKEBIDDBZ DB D ET,

COMEEDOEEY ZICIE. TO—A—DF Ty by vPaxHELEY, JO—H—2BEHITIH. B
ZrLTavwry ROy s JO0—H—TROOAY > RERTLET,

klist -11 0x3e4 purge
<!--NeedCopy-->

Zoav > kizkb. Citrix Broker Service %173 % Network Service 71U > /NILH LSAF vy > a
ICRFTRAH—EXF7ry METARTHIBEINE T, ChIZED. EFHD VDA DH—EXF7v FHHIBRS
NEd, Floo TOMOT—EZXDOHF—EXFT v FHHIBRSNZA8EMDHD F9, /2L, CONBIZE
HEERFLEFzEA. INHDOT—EXFT v I, BESEIZL>TFICKDCHASBEETE XY,
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C A—TAADTSTTURTILADBTR—bENELEA ICALY > a >y TH—T+ TOREZHBAT BHIIC.
F—TAFEYTFYTNAREISAT RIS VIR TEE S A—TAARET IV r—> 3> 0H
BRICEVY T F v TNARZEGELIEER. 7TV T—2 a3 i RE LB B> THERE T2 HELNELS
AREMDBD T, BERICKF v TF v TNA XD BOIENBZ & RROBEDRET BRREMEDHD T,

» Windows i+ Citrix Workspace 7 U TH—T 1« ARBHRICA —T 1 TOEADELZ LB D £,

H—FN=T 1 HRIIDOWVWTOE

August 15,2022
Linux Virtual Delivery Agent /N\—> 3> 2203 (PDF £ >0O—R)

LinuxVDADZ DU Y —=RIZId. FFaXY FATERSNAERGEO T TSI EYADNBMICB 0T — RN—F«
DY I I THEFNTVWSAREELHD X7,

BELE

August 15,2022

COREOEHIG. BERDNEEE DX I LOREETED &SI BENICELESINZ TSy b7 1 —L4L. Citrix
BE. WEEICOVLWTHIB > THEHMSETR1HDHDTY, Citrix TREFHROFERARRLE T —RNvIEF Y
LT E75v b7 x—L4 Citrix 85, BEZHETIHESHEABLTVET, SMSETIABIKUED
D)—RXTEDZCHHD. RIESTNIBED IR TEENIDITTIEHD £ A,
HEASATHAIVINYR—FMIDOVWTEHLLIE TRESATHA VI R—FRU>—) OXEZSRLTES
Lo

BRLE C HIBR

BRUEXRIZHREINEZ TSy T+ — L Citrix ®@E. BEZUTORISRLET,
RUESNIETATLRBTCICIBEBRIhEEA, COUU—XTRECitrix B3I SHESHR—FLTVETH 5B
1) —XTIFHIFETNBFETT,

HIBg I N7 7 Lid Linux VDA THIBRS e, HR—bEhia<AaD £ L7

15H UTOUY—XTREFRERINLE UTOUU—XTHIRSIN
RHEL 8.1, RHEL8.3 o#R—k 2203 2206
RHEL 7.8, CentOS7.8 ®HKR—k 2203 2204
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IEH LR —XTRIEDERINT: UTFDU ) —XTHIBRS LTz
CentOS 8.x oHR— 2110 2201
SUSE 12.5 ot 7R—k 2109 2204
Ubuntu 16.04 oH R — k 2109 2203
RHEL7.7. CentOS 7.7 ot;R—+ 2006 2009
SUSE 12.3 oH7R—k 2006 2006
RHEL 6.10. Cent0S 6.10 o#R 2003 2003
-k

RHEL 6.9. Cent0S 6.9 ot#R—k 1909 1909
RHEL 7.5. CentOS 7.5 o#R—F 1903 1903
RHEL7.4. CentOS74 oHR—k 1811 1811
RHEL 6.8. Cent0S 6.8 mt:R—~ 1811 1811
RHEL7.3. CentOS7.3 ott;R—+ 7.18 7.18
RHEL 6.6. Cent0S6.6 ®tf;R—+ 7.16 7.16
SUSE 11.4 7.16 7.16
SRTLEH

February 9, 2024

Linux VDA o &#i 1) ') —Xi&. Citrix Virtual Apps and Desktops IC3IEL TWE T, /e ST 10D
BODICERZELTVAVL, BETO/N— 3 >0 Citrix Virtual Apps and Desktops £ AT H D £7,
Ctrix BRDZ1 7917/, BLUERON—- 3> T8 DY R— bHEIESNBERICOVWTEL <& Citrix
BRIy I 2ZBRLTILESIL,

Linux VDA o ##pFIEIE. Windows VDA ¥ £ L&7%:0 %7, Delivery Controller 7 7 — LiiZ Windows 7 X2
vy Fe LINUX TR by TEFBHEBHENTEE T,

ZOREYITHAINTLWAEWS ZTLAE#HIDYAR—2> ~ (Citrix Workspace 7 71U % Y) I22W\WTid. &3O
VIR=ZX UMD RFaAXY R EBRBLTIEIL,

R —E XV —X (LTSR) BIETORFHU U —X (CR) OFERICOVT. BLUVZOMO L HBEMIZDOLT
l&. Knowledge Center s2=%2 8B L T T L,
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HR—bINTLB LINUX T X MUE2—>3>, Xorg N\—> 3>, FRU by JiREE

ZON=23 >0 Linux VDA DS R— 93 Linux 71 XAbUE2—>3 >, Xorg/ N\—Ta>y, TR Ly TE
BICDOWTId. ROFRESBL T W, #L <. XorgModuleABIVersionsy #8HBLTLET W,

Linux ¥« R kUEa—>3>

Xorg N\—>a v

YR—FINBFRI by T

Amazon Linux 2
Debian 10.9
Rocky Linux 8.8/8.6

RHEL 8.8. RHEL 8.6. RHEL 8.4,
RHEL 8.3. RHEL 8.2, RHEL 8.1
RHEL 7.9. RHEL 7.8, Cent0OS
7.9. Cent0S 7.8

SUSE 15.3. SUSE 15.2

SUSE 12.5
Ubuntu 20.04
Ubuntu 18.04

1.20
1.20
1.20

>=1.20.8

1.20

1.20
1.19
1.20
1.19

MATE. GNOME
MATE. GNOME

MATE. GNOME. GNOME 7>+
w2, KDE
MATE. GNOME. KDE

MATE. GNOME. KDE

MATE. GNOME
GNOME. KDE
MATE. GNOME
MATE. GNOME

o CHIAD OSARYA—DHR— SHERYINICAE S & BMEDEBIEICE VLT Citrix OMENFIRINS
BEDHD ET, EEShTc, EREBHBRINLETSY T 4—LICDWTIE TR 28RBLTRE

T,

¢ 1 DFRBEHOTRAI MY TRA VR M=ILTIRENDHD £9, cixinstall.sh F7zid ctxsetup.sh
277 EFERALT. £y a Y TERYTS GNOME £7#IZ MATE 7RO by TRIBEIEETE £ 7,

« Ubuntu TIZHWE kernel&7:IHWE XorgZzERALAWVLTZT L,

o A—HY—-ZOERIF. BEOT A X TLAIF—Jv—Dsystemd@EHRANICERL L TLWIHENLD
%9, systemdoa—H—ZDEXICDOWVWTEEL < IE. User/Group Name Syntaxz £ L T<

2T W,

BR—bSINBRINTIY b T 3 —LESIRBLIRE

o R7AZIY—N—
« Citrix Hypervisor

« VMware vSphere Hypervisor
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+ Microsoft Hyper-V

« Nutanix AHV

« Microsoft Azure

« Amazon Web Services (AWS)
+ Google Cloud Platform (GCP)

7

TRTOFBET, YR—rINZ3 7OV HT—F T F vIE x86-64 T,

2203 1) 1) — 2 LAR&. Microsoft Azure. AWS. & & T GCP T Linux VDA 7R X k9% Z rid. Citrix DaaS
(I8#r Citrix Virtual Apps and Desktops H—ER) THR—FINTWE LT, TNEDNTUY I IS
KRR ~EGiZ Citrix Virtual Apps and Desktops BRIIRIRICIENNS 2155 1&. Citrix Universal 4 7 x4
)T arSAEYRERIENAT )Y REFS A2 ABBETT, Universal 7 xo 1) 7oa>vs1+t
YABELUNA Ty RIEFZ A2 DWW TEL <&, TCitrix Universal ¥ 720U 7> 3 > To#iTe
fL—R7v 7 (TTU) J ZBRLTIEE L,

°

Active Directory #i&/X\v o —>

Linux VDA Ti&. LIFo Active Directory Sia/\wr—S S K UBEERMNYR— TN TULET:

Winbind SSSD Centrify PBIS Quest

Amazon Linux  (ZWw (=4 [FqA (=4 LWz

2

Debian 10.9 =40 L &L =40 [=4N

Rocky Linux [=qA [=qA (AYAY-4 (AIAY-4 iELy (Quest

8.8/8.6 v4.1 LIB%)

RHEL 8.8 (=W (=YW [EqA [=qW L (Quest
v4.1 LARE)

RHEL 8.6 (=40 [F3n =40 (=40 IFLy (Quest
v4.1 LIBE)

RHEL 8.4 (=40 I [F{0 (=40 IFLy (Quest
v4.1 LIRE)

RHEL 8.3 [=qW Iy (&L Iy IFLy (Quest
v4.1 LIF%)

RHEL 8.2 lFW fFLy [FL IELy IFLy (Quest
v4.1 LIF%)

RHEL 8.1 &Ly &Ly &Ly &Ly IFW (Quest

v4.1 LIRE)
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RHEL 7.9.
Cent0S 7.9
RHEL 7.8.
Cent0S 7.8
SUSE 15.3

SUSE 15.2
SUSE 12.5

Ubuntu 20.04

Ubuntu 18.04

HDX 3D Pro

Winbind

(=49

(ZqW

(z49
(=49

[ZqW

(z49

(=49

SSSD

&Ly

[Fwn

lFLy

lFLy

[Fwn

lFLy

=49

Centrify

&L

[=qa

&L
[Z4A

(=qa

[FL

&L

PBIS

(=49

(=qW

(=49
(49

(=qW

(=49

(z49

Quest

IFLy (Quest
v4.1 LIE)
iELy (Quest
v4.1 LIE)
[=qA

fFLy

iFLy (Quest
v4.1 LIE)
Ly (Quest
v4.1 LIBE)
Ly (Quest
v4.1 LIBE)

Citrix Virtual Apps and Desktops @ HDX 3D Pro #&czER T2 . J 57« v VEBEE (GPU) I2&£3/\—
ROTT7T70EIL—2a > TREOEEERIBETZTRI MY LT IS —2 a3V ZBETEET.

INAIN=NAHF—

Linux VDA @35&. HDX 3D Pro I&RDNA N—NAH - BifELRH D £

« Citrix Hypervisor

« VMware vSphere Hypervisor

o Nutanix AHV
« Microsoft Azure

« AWS

+ Google Cloud Platform (GCP)

pE o

NTN=NAH—F BED LInuUX T A UEa—> 3> eHiERHD £,

Amazon Linux2 ©HDX 3D Pro 2fE 9 %ICid. NVIDIA RS N—470 %21 VYR b—ILT B ZEE

HLET,
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GPU

Linux 7 R kU Ea2—>3>h4R— 923 NVIDIAGPU h— FZRERT 3ICiE. NVIDIARZYR—FT U
I ZUCBEL. NAN—NAF—FLRBARTRAZILOS, VI I THRORE. N\—RIzT7HR—br &
V7 X+ 0S HiR— bDFIZREBLTILEE L,

GPU A—FHORHD VGPU RSAN—%A YA b=LLTWVWBR e EBRBL T LIV, BTE. Linux VDA X
VGPU 14 £ T HR— L TWET, 2L <. TNVIDIA Virtual GPU Software Supported GPUsy &8 L
TLIREL,

1R —ILOBE

January 31,2023
CDtEIarTIE ROFIEICOWTHALERT:
o BEHAYIAM—ILICE D RXAVBINEH VDA OERK
o MCS ZER L7 K X >392 Linux VDA OERL
o MCS ZfER L7z Linux VDA OERL
« Citrix Provisioning &/ L 7= Linux VDA OfER
+ Citrix DaaS Standard for Azure T Linux VDA % £

o Linux VDA DF#1>X =)L

Amazon Linux 2. CentOS. &' RHEL A® Linux VDA ®F&r > X b—JL

SUSE Ao Linux VDA O F &1 > X k=)L

Ubuntu A® Linux VDA OF&-+ > X k=)L

Debian A® Linux VDA ®F&1 > X k—JL

BEA VX E—ILIZE D R XA > &EH VDA OIER

January 12,2024

BE:

o HIRAYZAM—ILDBEAE, BEAVIF—ILICDVWTIRIDREZEBIZ 28O LET, ZO
ETIE. BEAA VX M—I)LEZFERALTLINUXVDAZA YA M—ILBELUVIEBRT B HEICDOVWTEHRBL E
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https://docs.citrix.com/ja-jp/linux-virtual-delivery-agent/2203-ltsr/installation-overview/manual-installation-overview/ubuntu.html
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T, BEA VI M—ILIIEREFNZEHNTEETTEREL, FEFDAI VA M=ILEDBHIS—%FHST
EWTEET, BEABNYT—SEAVAM—=I)LLT. B 7 717 ZBHNICAREZIAIATE L
T. Linux VDA 0RfTIREEE Y b7y I TE £,

o RX->IEEMD VDA Z1ERK S 3 1C1E&. Machine Creation Services (MCS) =BT 23HENRHD
F9, L IE TRXTVIEBMD Linux VDA DIERL) #EB LTIV,

o FXA2IESMD VDA THAEFTBEREEEIC DV T L CIE. TR X1 V3EBMo VDA 28R L TR

T,

FIEL: #BE7 7ILERE LV LINUX T > DR

EA VX b= LICBRER LT OBMRIEHRZINEL X!

e RAKLFZ-LINUXVDAD A VX F=ILTNBEITVDRALE
o RXAYR—LF—N—DIPF7FLZX

e NTPH—N—DIP 7RL XFIFXFHHE

o RXAYHF - RX1>D NetBIOS &

« $EIHE - Kerberos $E1HE

o RX1rDFE2EM X% (FQDN)

HE:

o LINnuxVDAZ A > X =)L 3ICIE. LINUXTS Y TURS FUARELSBMINTWVWE I EERRL
F9,

s Ly arvEiEETBICIE. XWindow S ZATFLABLUVTRI by TEREDAAI VI M—ILINTWSEC
R LET,

AREE

e T—UUN—TBIETIAINIPTRRAAVETT, CEADREADT—IJIL—TE2HREZIAXTBIC
& UTFOFIBICRE>TLRE W,

a. Linux VDA v~ >T. /tmp/ctxinstall.conf 7 7 1 L= 1ER L £ ¢
b. Tworkgroup=<your workgroup>; £ W32 2D 7 71 JLICEBMLT. ZEERELFFI,
T. Tyour workgroups 7 —2J/IL—T&TY,

+ Centrify TldE 27 IPv6 DNS #BlEHHR— L TWEEA, adclienth AD 4 —E X & BB DIF
Bfciciz. IPv4 #{EEY 3 DNS r—/N—3'/etc/resolv.conf ICb AR e H 1 DBEEL TVWERELRHD
x9,
av:

ADSITE : Check that this machine's subnet 1is in a site known by
AD : Failed

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 20


https://docs.citrix.com/ja-jp/linux-virtual-delivery-agent/2203-ltsr/installation-overview/create-non-domain-joined-linux-vdas.html
https://docs.citrix.com/ja-jp/linux-virtual-delivery-agent/2203-ltsr/configuration/non-domain-joined-vdas.html

Linux Virtual Delivery Agent 2203 LTSR

: This machine's subnet 1is not known by AD.
: We guess you should be in the site Sitel.
<!--NeedCopy-->

C oM. Centrify BLUZOBRICHEDDDTY, COMBEZMBRY BI01E. ROFIEZRTLET:

a. FX«r>arrO—>—0 [BEY—I] ZEZTFT,
b. [Active Directory O b —E 2] #ERLET,
C. [(W7xvy ] oBERY TRy F7RLAZEMLEY,

« VDA Z4ED OU ICIBINY B ICid. ROFIEZRITLET:
1. FEODOUN XAV bO—F—ICHFERETB I ZEEL T T,

OUfle LT, MTFORIU—=>2 3y hEBRLTIIETL,
- ALLIVE LANECLony wsers ar
File Action View Help

e 2@ 0/ XELBm tearas

7] Active Directory Users and Compute .
Saved Queries * h
4 F4 wdlocal U6s U1Es
I || Builtin
i | Computers

2| Domain Controllers
FareignSecurityPrincipals
. Managed 5ervice Accounts
| Userg
4 (3] Linux
2| redhat
5 suse
2| ubuntu

2. VDA T/tmp/ctxinstall.conf 7 7 1 JLEZER L £

3. Tou=<your ou>] 7% /tmp/ctxinstall.conf 7 7 1 JLICIBINL £, T T. <your ou> (IR D
OouU 7,

OU ofEld. AD DFZEICE>TERD EY, ROKRIE. ERORXIU -2 a3y MMIEITFSE 0U Bl
ICEDVWTWEY, Chilsho. FMEY 2EBOEED OU BZ2ERAIE N TEEY,

(0N Winbind SSSD Centrify PBIS
Amazon Linux 2 ou="L1inux/ ou="Linux/ ou="XD.LOCAL ou="Linux/
amazon" amazon" /Linux/ amazon"
amazon"
Debian ou="Linux/ ou="Linux/ ou="XD.LOCAL ou="Linux/
debian" debian" /Linux/ debian"
debian"
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0S Winbind SSSD Centrify PBIS

RHEL 8. Rocky ou="0U= ou="0U= ou="XD.LOCAL ou="Linux/

Linux 8 redhat,0U= redhat,0U= /Linux/ redhat"
Linux" Linux" redhat"

RHEL 7 ou="Linux/ ou="Linux/ ou="XD.LOCAL ou="Linux/
redhat" redhat" /Linux/ redhat"

redhat"

SUSE ou="Linux/ ou="Linux/ ou="XD.LOCAL ou="Linux/
suse" suse" /Linux/suse" suse"

Ubuntu ou="Linux/ ou="Linux/ ou="XD.LOCAL ou="Linux/

ubuntu"

ubuntu"

/Linux/
ubuntu"

ubuntu"

o BHEA X M—JLIE, LinuxVDAT.16 LIBEOE 2T IPV6 ZHR— L TWET, UTDLSBEIHREMHL

HIRFELN DO LT !

- BEVWOIIUHEaTIPVE Xy bV —IVBRATHRERN YT —CZF O O-RTEFBL51C.
Linux YRS bUZRETIHEDHDET,
- Centrify i, E27 IPV6 % b 7= TIEHR— TN TULEE A,

A

CERADOFRY U= 2T IPV6 T, $RTOANADET L IPV6 2 TH 2555, VDA X IPV6

%{EA L T Delivery Controller Ic&8R L £ 9, CERAD®RY bT—UH IPv4 2 IPV6 DN1T Uy
R TH25HE. IO DNSIP 7 RL XOBHEICK > T IPV4 £7I3 IPV6 O &5 SO ERICHER

TNBEDDNREDET,

o RXAVIZBMIE3ARE LT Centrify 2:2IR9 3154, ctxinstall.sh 25 1) 7 kT Centrify /X w4
—SHUETY, ctxinstall.sh T Centrify /Xy r—C%#BEBTZHEIE2EDHD £7,

- BB YR =L A E—%y +H5 Centrify Xy r =S BEHTH U YO—-RT 570

559, T4 AMJE2—23> D URLIZRDESBDTY:

-

- AvE

RHEL: wget http://edge.centrify.com/products/centrify-suite/2016-update-1/installers
/centrify-suite-2016.1-rhel4-x86_64.tgz?_ga=1.178323680.558673738.1478847956

CentOS: wget http://edge.centrify.com/products/centrify-suite/2016-update-1/installe
rs/centrify-suite-2016.1-rhel4-x86_64.tgz?_ga=1.186648044.558673738.1478847956

SUSE: wget http://edge.centrify.com/products/centrify-suite/2016-update-1/installers
/centrify-suite-2016.1-suse10-x86_64.tgz?_ga=1.10831088.558673738.1478847956
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Ubuntu/Debian: wget https://downloads.centrify.com/products/infrastructure-services
/19.9/centrify-infrastructure-services-19.9-deb8-x86_64.tgz?_ga=2.151462329.1042350
071.1592881996-604509155.1572850145

- Centrify Xy sr—o20—-HILTo LY FUNSEELET, Centrify Xwr—SoFcsLoMU%E
EETBICIF. ROFIEZRITLET:

a. Linux VDA #—/\—T/tmp/ctxinstall.conf 7 7 1 LHEEL TOARWBEIXERL £9,
b. Fcentrifypkgpath=<pathname>) t W51F2 D7 71 IJLICBML £F, T T, path namey
IFINRBETY,

f51:

cat /tmp/ctxinstall.conf

set "centrifypkgpath=/home/mydir"

1s -1s /home/mydir
9548 -r-xr-xr-x. 1 root root 9776688 May 13 2016

adcheck-rhel4-x86_64

4140 -r-—-r—-r-—. 1 root root 4236714 Apr 21 2016
centrifyda-3.3.1-rhel4-x86_64.rpm
33492 -r--r--r—-. 1 root root 34292673 May 13 2016
centrifydc-5.3.1-rhel4-x86_64.rpm
4 -rw-rw-r--. 1 root root 1168 Dec 1 2015
centrifydc-install.cfg
756 -r—-r—--r--. 1 root root 770991 May 13 2016
centrifydc-ldapproxy-5.3.1-rhel4-x86_64.rpm
268 -r--r—-r--. 1 root root 271296 May 13 2016
centrifydc-nis-5.3.1-rhel4-x86_64.rpm
1888 -r—--r--r—--. 1 root root 1930084 Apr 12 2016
centrifydc-openssh-7.2p2-5.3.1-rhel4-x86_64.rpm
124 -rw-rw-r—--. 1 root root 124543 Apr 19 2016
centrify-suite.cfg
0 lrwxrwxrwx. 1 root root 10 Jul 9 2012 dinstall-
express.sh -> dinstall.sh
332 -r-xr-xr--. 1 root root 338292 Apr 10 2016 tinstall
.sh
12 -r--r—--r--. 1 root root 11166 Apr 9 2015 release-
notes—agent-rhel4-x86_64.txt

4 -r—--r--r—--. 1 root root 3732 Aug 24 2015 release-
notes-da-rhel4-x86_64.txt

4 -r—--r—--r——. 1 root root 2749 Apr 7 2015 release-
notes-nis-rhel4-x86_64.txt

12 -r--r—--r—-. 1 root root 9133 Mar 21 2016 release-

notes-openssh-rhel4-x86_64.txt
<!--NeedCopy-->

o RXrvicBMEE3Ae LTPBIS #8R¥ 3184, ctxinstall.sh & U 7 ~Tix PBIS /Xy or—on
WMETY, ctxinstall.sh TPBIS Xw4y—#EEBT3HEE2@0HD T

- BEAVIL=ILE, 12—y DS PBISNyr—S 2B TH I YO—RT371OICKRILE &
Yo TAAMJE2—23>TDURLIBARDESDTY:
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CentOS 7. RHEL 7. SUSE 12.5: wget https://github.com/BeyondTrust/
pbis-open/releases/download/8.8.0/pbis-open-8.8.0.506. linux.
Xx86_64.rpm.sh

Amazon Linux 2. RHEL 8. Rocky Linux 8. SUSE 15.3. SUSE 15.2: wget https://
github.com/BeyondTrust/pbis-open/releases/download/9.1.0/pbis
-open-9.1.0.551.1linux.x86_64.rpm.sh

Debian. Ubuntu: wget https://github.com/BeyondTrust/pbis-open/
releases/download/8.8.0/pbis-open-8.8.0.506.1linux.x86_64.deb.
sh

- 1A=y k15 PBIS KT —SOREDN—TJa>EBELET, ZDHICiE. Jopt/Citrix/V-
DA/sbin/ctxinstall.sh 7 71 JL® TpbisDownloadPathy 7% Z& L T PBIS /Xw4—2® URL %
BELEY.

FleLT UTFTORT)—=r2ay beSRLTRRE W

pbisDownloadPath_RHEL="

pbisDownloadPath_Ubuntu="

FIE2: NAN=NAH—DEEE

HR—FINBNAN—NAHF—LETRETS > LT LINUXVDA ZE1T$ 3HE. W OHDEEHNKRETT, F
BEBINAN=—NAHF—DT Iy b T+—LIZEDET. ROZEEETVWET, RT7XZILN—RTTTTLinux~<
DreRTIBEE. EEREGELHD A

Citrix Hypervisor TORZIREADIEE

Citrix Hypervisor OB ZIE A EED BEH LB E. TN TN OEREK Linux R~ > > T NTP & Citrix
Hypervisor TRIEHEE L £9, -tk NTP & Citrix Hypervisor OEAH Y R T LOREEEEBLLS T
BCEHFREATY, YXTLOKHBEMOY —N—DRBE OFEBIRODNZDZERFH<CICIE. & Linux S X DR
TLOFEMNNTP EEfT2HEBELHD £9, COHE. R MORZFEHZEMNICTIHELNHDFT, HUME
—RTlE. BEEFBEDHD £EA.

Citrix VM Tools i1 > X b =L I N ZERAEK Linux A—ILERTLTWSBIHE. Citrix Hypervisor OE%IE
HIBEMTEE T 2D Sh L. LiInuX BT YRTENCA > TVLWEHE SHERRBTI £ !

su -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

COOARVRIFOFRIF1ZRLET:

o 0- BFZIEHREEED B RICHE > TWVWB o, EMICTIHBERDBD T,
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o 1-BZIEMBEEENEMICH > TVWET, CNULOBREIIBRESD FHA,
/proc/sys/xen/independent_wallclock 7 7 1 LA EE L BWEE. UTOFIBIZHESHD £H A
BIZIRHAEEN BT AR > TWBIEEIF. 77 1JLIC Tl EEIAATEDICLET:

sudo echo 1 > /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

COXFERKGL L. BRESEBDLFRIETZICIF. [ete/sysctl.conf 7 71 LEHEEL T, ROTEZEBMLET:
xen.independent_wallclock = 1
NSDEFEEHRT D7D, ROLSICLTORATLEBEEBLET:

su -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

COARVERIFLIZRLET,

Microsoft Hyper-V TOBZIREADIEE

Hyper-V Linux i % —E XD > X b—JL 3 hiz Linux R X b TiE. Hyper-V OBSZIE#AKEEZ @A L TR
AMARL =T VI RTLOREEFBTEE T, PRATLOKMZ ERARETHERTSICIF. NTPH—EX
CEDICTDMEEZEMICTIVELNHD X7,

BEARL—Ta VIO RAT LT, ROBEZITVET,
1. HyperVIx—2v—Z2BE £,

2. Linux REBTS VORET. [HETF—ERX] Z2BIRLET,
3. [BAZoRHE] MBIRThTWB ez LY,

7
COFE#IF VMware & & U Citrix Hypervisor 0z& L I3E4 D £3, VMware & & U Citrix Hypervisor

Tld. NTP Lt OB E 28T 2 7cDICHR S DOEZIFEEZ EMICL £9. Hyper-V olzIEHIZ. NTP & #7F
L. NTP ORI ZMx T 5 N TEX T,

ESX & & U ESXi TORZIRADIEE

VMware ORZIFHEENBHHIBE. ThenOERENK Linux (R8> > T NTP &N\ /N— /N1 —TRHE
PEELET, Chid. NTP ENAN=—NAHF—DEAHS T LOKEEZRBLEISEITEZIEHRATY, ¥R
TLOEB MO —N\—DKE L OREBNRHNZDEH<CICIE. & LINUX TR DY T LOEBA NTP £
HY2BENHBDET, COHFE. R ~ORKZIEHRZEMICTI2HELNHD £T,

VMware Tools #- > X b—JL Lo RBEETHERAEM Linux A—ILEZRITLTVWBIEEIE. ROBIEEZTVET,
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1. vSphere Client ZBiZ £ 7,

2. Linux{REX> VOREEHEL ET,

3. REx > >OFONT«] FATATRYIRT [FTF>a>] 470Uy oL Y,
4. [VMware Tools] Z#RL £9,

5. [F##] Ry IRXT. [(RRAMT IR ZER] Fzv IRy IReFTICLET,

FIE3: sREH Y LTC.NET S>> 42146021 +—)L

Linux VDA @ > X k—)LaiIC. https://docs.microsoft.com/en-us/dotnet/core/install/linux-package-
managersOFIBEICE> TNET 5> 21 L6021 —JLLET,

NET 5>%14L6.001>2R+—)L#%. whichdotnet IY>Y RERTLTS VA LNRERELET,

AR Y REAICESWT. NETSUEALDNAFUNRRERELE T, e Z1E. A7 > REHHY/aa/bb/dotnet
D4, [aa/bb & .NET N1 FUNRELTHERALET,

FIE 4: Linux VDA Xy 7r—J04 o >O—R

Citrix Virtual Apps and Desktops 47 > O—RR—=JIZF7 I AL £ T, BEH/N—2 3 > Citrix Virtual
Apps and Desktops #EB L. Components #21) v~ LT, EAHROD Linux 74 A U E 21— 3 VICHE
93 Linux VDA Xwir—% A >O—RLET,

FIES: LiInuxVDANNXw A r—D1 > =)L

Linux VDA OIRIEZ Ty b7y 79 3IC1d. ROOAY >V RERITLET,
RHEL/CentOS/Rocky Linux ¥« 2 kU E2—> 3 > DIBE:

sudo yum -y localinstall <PATH>/<Linux VDA RPM>
<!--NeedCopy-->
:
GCP T/RRAFINTWS RHEL8.XICLinuxVDA%Z 1 > X h=ILT 3. 41— xv MEGEMN DN, K18
T VDBREEICLINUXVDAIC7 VA TERLRZIIEDAHDET, COMEERET ZICIE. RETY
COREFIIROIR Y RERTLET:
nmcli dev connect eth0

service NetworkManager restart
<!--NeedCopy-->

Ubuntu/Debian ¥« X kJEa—>3 >
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sudo dpkg -i <PATH>/<Linux VDA deb>
sudo apt-get install -f
<!--NeedCopy-->

i

Debian ¥4 A U E 12— a VICHBEREKEBGRE 1 X F—ILT3ICIE. [etc/apt/sources.list 77 1L
icdeb http://deb.debian.org/debian/ oldstable mainfzzEmML £9.

SUSEF«s X bUEa—>a>DiBa:

zypper —i dinstall <PATH>/<Linux VDA RPM>
<!--NeedCopy-->

FIE6: NVIDIAGRID K54 N—D1>X b=l

HDX 3D Pro Zz&#IC g3 ICid. NAN—NAHF—2 VDATZVIZNVIDIAGRID RSAN—%1>ZA =L B
BERBDET,

FEE DN\ /X— /N1 H#'—IZ NVIDIA GRID Virtual GPU Manager (RX b RSA/N=) 24> b—)LLTHERT
BIClE. ROHAA FZERL T T L

« Citrix Hypervisor
o VMware ESX
« Nutanix AHV

NVIDIAGRID X - VM RSAN—% A YA b—ILLTHERT B3ICI1E. RO—MEHNAEFIEZERITLEY:

1. 7AEVM B vy I ENTVWB L ZRBLE T,

2. NMN=NAHF =022 bO—ILNRILT, GPUZ VM IZEIDHETET,
3. REXI>ZEHLEFT,

4. 7ZAEVM RSAN—ZVMIZA VXA b—=ILLET,

FJE 7: Runtime Environment #zt v 7y 7L TA VA —ILERTTS

Linux VDA /X —> D+ > X =)L, ctxinstall.sh X2 U 7 #ERA LT, 2ITBEZBELET, CORY
D7 M3 WEE—RELRIEHAIL Y M E—RTEITTEED,

P
SV LREEEY F Ty F93E1IC. en_US.UTF-804— LM OSICA YR F—ILTNhTWBI L%
RBLET, OSIcCoOr—ILhBEWnEEIE sudo locale-gen en_US.UTF-8Ov Y R%EHEITL
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9, Debian 0H&lE. # en_US.UTF-8 UTF-8f7maxX> rh%afEkkLT/etc/locale.gen”
7L EHEELTH S, sudo locale-gendv > RERTLET,

WEEE—R:
WEE— R THEEA VAN EZFERT3ICIE. XD 2 DODFENHD 9!

« sudo /opt/Citrix/VDA/sbin/ctxinstall.shdvx>RrR%ERFL. ARV RFAVIVE
—JIMAOETOAVT S THEETEINIX—F—%ENHILET,

« VDADT R by FEBET/opt/Citrix/VDA/bin/easyinstallav >y RERIFLTH S, &
BAaYZ =)L) GUI DIERICEVET,

Easy Install )

v _EasyInstall Click Check to check your environment or click Mext to skip.
Check Environment

install Dependencies

Join Domain

Configure Runtime Variables
Finish

Check Environment

Check Mexk

Linux distribution: Ubuntu Linux 18.04

BHEA XM=l GUI I, ROBIEEHAIRLET:

o YATLEREBERERTS
REEBREI VA L—ILT3

o EESNIERXAVICVDAZBIMSE 3
o« SVHAALIREZEBHT S

YL RE—R:

HALYFE—RTEESYIM—IILZ2ERT 3ICIE. ctxinstall.sh #21T 3 3HICUTOBREBESHEZZEL &
ER

o CTX_EASYINSTALL_HOSTNAME=host-name - Linux VDA 4 —/N\—DRX b BEIEELF T,
+ CTX_EASYINSTALL_DNS=ip-address-of-dns-DNS @ IP 7 R L X,
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o CTX_EASYINSTALL_NTPS=address-of-ntps - NTP 4—/\—®D IP 7 R L X £ /- IEXFFI&,

« CTX_EASYINSTALL_DOMAIN=domain-name - R X1 >® NetBIOS &,

o CTX_EASYINSTALL_REALM=realm-name - Kerberos 815,

+ CTX_EASYINSTALL_FQDN=ad-fqdn-name

+ CTX_EASYINSTALL_ADINTEGRATIONWAY=winbind | sssd | centrify | pbis - Active Directory ®
mEeErFREEELET,

o CTX_EASYINSTALL_USERNAME=domain-user-name - R X1 VICBMI LB HICFERINB B X
11— —DEFIZzHEELE I,

« CTX_EASYINSTALL_PASSWORD=password - R X1 VIZIBMIEZ7HICFERAINE R X1 21—
—DNAT—REBELET,

ctxsetup.sh 27U 7 k& ROE#HEFEBLET:

+ CTX_XDL_SUPPORT_DDC_AS_CNAME =Y | N -Linux VDA Ti&. DNS CNAME L O—R%EfERL T,
Delivery Controller 8%38E€ 23 W TIF XY,

« CTX_XDL_DDC_LIST=" list-ddc-fqdns’ - Linux VDA iZi&. Delivery Controller D& &RIZERT 3
Delivery Controller »5z£&8i K X+ >& (FQDN) OXR—IAXFO D—EBNBETT, 1 DE/HIFER
DB R X1 VB F7IZ CNAME 28T 23 HELRHD £,

« CTX_XDL_VDA_PORT=port-number - Linux VDA i&. TCP/IP ;8— ~#( T Delivery Controller &
BELXT,

o CTX_XDL_REGISTER_SERVICE=Y | N - Linux Virtual Desktop #—E X &, ¥> > o2EEICHBL
7,

« CTX_XDL_ADD_FIREWALL_RULES =Y | N - Linux Virtual Desktop #—E 2 Tld. v bT—o %15
BRSPS AT LD I 7A 74— ILOBBEHFAINTVWBZHBENH D £9, Linux Virtual Desktop AIc.
SRTLDITFATIA—NDORERER—F (F74IIFTIFR— 5 80 HLUKR— bk 1494) =EHEITHMK
TEET,

+ CTX_XDL_HDX_3D_PRO=Y | N - Linux VDA Ti&. HDX3D Pro B4 R— kI h ¥, Thid. s8H%RT
ST4v 7TV r—= 3 0RBUZRBEICTZROO—ED GPU 7/€5L—>3>7o./09TT,
HDX3D Pro ##RL7c3/m&. VDAR VDI TR b T (2 FIEyoay) E—RBICEEEINEY (D
b, CTX_XDL_VDI_MODE=Y &#%b %£9),

« CTX_XDL_VDI_MODE=Y|N-FAF2Y by TEREETIL (VD) £HIFKIAMINBZHEBETRY by
TREETIDELES L LTRI VZBRT 2D ERELET. HDX3D Pro IRIZEDHTIF. EZ YICREL
E

o CTX_XDL_SITE_NAME = dns-name - Linux VDA |Z. DNS #{#EARA L T LDAP 4 —N—%#&H L £,
DNS o#mZFERE#O—HIL Y MIHIR T BICIE. DNSH 1 FRBZIBEL 7. FELRIBEIL. <none> (C
BELET,

o CTX_XDL_LDAP_LIST=" list-ldap-servers’ -Linux VDA i&. DNS ##&= L T LDAP 4 —/\—%#&H
L*xd, DNSHLDAP H—E XL O—RERHETETAHVWESIE. LDAP @ FQDN & U LDAP ;R— D X
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R—ZARXYO O—EEZIBETI£7, L xld. adl.mycompany.com:389 £ &b £7, FERBHIL.
<none> |[CREL 7,

+ CTX_XDL_SEARCH_BASE = search-base-set - Linux VDA I&. Active Directory K X1 >®JL— b+
(f5]: DC=mycompany,DC=com) IZBREINIERERN—XEFRALTLDAP #BxL 7, BED/NT +
— Y VRERETIEDIC. BER—IAZEETT XY (fH: OU=VDI,DC=mycompany,DC=com)., FE
RIFEIE. <none> |[ZREL XY,

o CTX_XDL_FAS_LIST=" list-fas-servers’ - 75 L —> 3 Biy— X (FAS) H—/nN—i3. AD &
W—=FR)S—ICEDERINET, LiInuXVDAIZAD JIL—FR)S—%HR—FLTVELEA, KD
IS E2 a0 TRYSNTI FAS H—N—D—B%ZFATEET, >—T7 > RE ADJIL—TFRUS—TH
ELIEBDLEILTHBZBENHD T, WINHDT—N—TRFLIADHFEINTVWEIEEIE. ZOTE%Z
<none> X WS XFFTEDH T, H—N—F7RLADIEBIZEZEEL FH A

« CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime - rL\WJO—h—T—
TV hH—EX (ctxvda) #HR—bFTZ7HDNET S0 21L6.0%E1VAM—=ILTB/INZ, TTAI
k@ /X RiF/usr/bin TY,

« CTX_XDL_DESKTOP_ENVIRONMENT=gnome/mate - v > 3 > CFfH 9% GNOME %7/ MATE
FROMY TREBRZIEELET, THERELBRVEFICTI . HEVDAICT YA M—ILETNTLBE TR
by TIHERINET, L. BEAVAM—ILTATVWETRXI by TH MATE DIFEIE. BHEE
mate [CRETBIHRELHD XTI,

ROFNEZRITLT 24— 7Ty bEyda>a1—HF—0OFRI by TRIEZEEISZEHTIET !

1. VDA ® $HOME/<username> =« L 7 hJIZ.xsessionFz k. XclientsT7 71L& R
L¥9d,Z ZTC.usernamelga1—H—&Td.AmazonLinux2 #ERA L TW3HEIE. . Xclients
T7IIVEERLET, OTs AV E2a—>aYEERALTWVWSHBEIF. . xsessionZ 7L
ZEREL £,

2. .xsessionFfld. . Xclients7 71z BELT. T XA MIEa—IaVICESVWTTFRI +
v TIRIBEEIEELE T,

- Amazon Linux 2. Debian. RHEL 8. SUSE 15. & &0 Ubuntu t® MATE 72X kv
DHE

MSESSION="$(type -p mate-session)"
if [ -n "SMSESSION" ]; then

exec mate-session
f

- CentOS. RHEL. SUSE 15. &0 SUSE 12.5 - GNOME 727 +v 7 Digs

GSESSION="$(type -p gnome-session)"

if [ -n "SGSESSION" ]; then

export GNOME_SHELL_SESSION_MODE=classic
exec gnome-session —-session=gnome-classic
fi
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- Amazon Linux 2. Ubuntu & &0 Debian t® GNOME 727 +v 70iH4E
GSESSION="$(type -p gnome-session)"
if [ -n "SGSESSION" ]; then

exec gnome—sessﬁ on
£

3. 82— vbtEyiara—H4—T700 77 MILOT7 I/ XEREXELET,

+ CTX_XDL_START_SERVICE=Y | N - #mR D5 TEIC Linux VDA —E D BRI N B L SICTBHES
MEEELET,

« CTX_XDL_TELEMETRY_SOCKET_PORT -Citrix Scout U v X> 437DV 7y bR—ko 774
IWEDR—KIET503 T,

« CTX_XDL_TELEMETRY_PORT -Citrix Scout £ BET27HDR— ko 77 4L bDKR— KX 7502 T
ERS

BMETNTVWRWNSXA—=E—HBHBIe A VX M=)LIEAEE—RICO—/ILNv I L. A—F—ANDPKDENF T,
TARTONSA—EZ—HEEEHEFAL THRICHREINTWLBRIES. ctxinstall.sh X2 U 7 kiz. NET S>%—
L6 0EAVRAMN=INTBIODDINIDANNZERLET,

HALY M E—RTI. ROOTY RERTLTRBETHERE L THS ctxinstall.sh 20 F %2 R1TTIHE
BRHOET,

export CTX_EASYINSTALL_HOSTNAME=host-name
export CTX_EASYINSTALL_DNS=ip-address-of-dns
export CTX_EASYINSTALL_NTPS=address-of-ntps
export CTX_EASYINSTALL_DOMAIN=domain-name
export CTX_EASYINSTALL_REALM=realm-name
export CTX_EASYINSTALL_FQDN=ad-fgdn-name

export CTX_EASYINSTALL_ADINTEGRATIONWAY=winbind | sssd | centrify |
pbis

export CTX_EASYINSTALL_USERNAME=domain-user-name
export CTX_EASYINSTALL_PASSWORD=password

export CTX_XDL_SUPPORT_DDC_AS_CNAME=Y | N

export CTX_XDL_DDC_LIST='Tlist-ddc-fqdns'

export CTX_XDL_VDA_PORT=port-number

export CTX_XDL_REGISTER_SERVICE=Y | N
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export CTX_XDL_ADD_FIREWALL_RULES=Y | N

export CTX_XDL_HDX_3D_PRO=Y | N

export CTX_XDL_VDI_MODE=Y | N

export CTX_XDL_SITE_NAME=dns-site-name | '<none>'

export CTX_XDL_LDAP_LIST='Tlist-ldap-servers' | '<none>'
export CTX_XDL_SEARCH_BASE=search-base-set | '<none>'
export CTX_XDL_FAS_LIST='list-fas-servers' | '<none>'
export CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime
export CTX_XDL_DESKTOP_ENVIRONMENT= gnome | mate | '<none>'
export CTX_XDL_TELEMETRY_SOCKET_PORT=port-number

export CTX_XDL_TELEMETRY_PORT=port-number

export CTX_XDL_START_SERVICE=Y | N

sudo -E /opt/Citrix/VDA/sbin/ctxinstall.sh
<!--NeedCopy-->

sudo AX Y RIC-EA TS avEEELTEITL. ERTAHLVLY TILICBEEOBELTHZELE T, BYDITE
LT #!/bin/bash 32 R L. BIRD AT RASEBZIIINRIV T T 712 ERT A 28O L ET,

Frldg. RDELSICLT 1 DDA Y RTIRTDNTIA—F—ZIBETHIEDNTIET !
sudo CTX_XDL_SUPPORT_DDC_AS_CNAME=Y|N \
CTX_XDL_DDC_LIST="'list-ddc-fqdns' \
CTX_XDL_VDA_PORT=port-number \
CTX_XDL_REGISTER_SERVICE=Y|N \
CTX_XDL_ADD_FIREWALL_RULES=Y|N \
CTX_XDL_AD_INTEGRATION=1|2]|3|4 \
CTX_XDL_HDX_3D_PRO=Y|N \
CTX_XDL_VDI_MODE=Y|N \
CTX_XDL_SITE_NAME=dns-name \
CTX_XDL_LDAP_LIST='Tlist-ldap-servers' \

CTX_XDL_SEARCH_BASE=search-base-set \
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CTX_XDL_FAS_LIST='l1ist-fas-servers' \
CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime \
CTX_XDL_DESKTOP_ENVIRONMENT=gnome | mate \
CTX_XDL_TELEMETRY_SOCKET_PORT=port-number \
CTX_XDL_TELEMETRY_PORT=port-number \
CTX_XDL_START_SERVICE=Y|N \

Jopt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

F)ig 8: XDPing O=T

sudo Jopt/Citrix/VDA/bin/xdping%®EfTLT. Linux VDARE TO—RHLEROMELERL
F9, #L<IE ™DPings #28BLTLETL,

F|iE9: Linux VDA 0 E1T

Linux VDA 0iEh:
Linux VDA —E X =EET 3ICiE. KOOIV RERTLET:
sudo /sbin/service ctxhdx start

sudo /sbin/service ctxvda start
<!--NeedCopy-->

Linux VDA 0 {&1E:
Linux VDAY —E X %EELLET3ICIF. XKOOIY Y RERTLET:
sudo /sbin/service ctxvda stop

sudo /sbin/service ctxhdx stop
<!--NeedCopy-->

P
ctxvdas & tctxhdxty—EX%EIET 571, service ctxmonitorservice stopadvwy

FeRITLTEBT—EXT—EVZFELELET. CNZRTLAEVGSE. BRT—EXT—EVRELELE
H—EXzBEHLET,

Linux VDA 0O EicE):
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Linux VDA —EX = BiEgEd3I1ICid. ROOAT RERTLET:
sudo /sbin/service ctxvda stop
sudo /sbin/service ctxhdx restart

sudo /sbin/service ctxvda start
<!--NeedCopy-->

Linux VDA DOIREEDFERR
Linux VDA f —E ZORITRELZ RT3 ICIE. ROOAI UV RERITLET:
sudo /sbin/service ctxvda status

sudo /sbin/service ctxhdx status
<!--NeedCopy-->

FIE10: <> >h&20O7 DYER

oA %R L. Linux VDA <> > %BINY % FlEIE. XKD Windows VDA TOHZECMTWET, &
DEART%ERT ITDHEDHRBICOVWTHLLIE. YA 2OJDER &V TR UhE2O07DEE) #8E
LTS,
RDELSIC. LInuxVDAR S U EZTI Y U HE2O7 DERICIEVW 2D DEINHLH B -8, Windows VDA 7
DRI VAZATDIERFIEE BR 20 HD £
o« ARL =T VI RATLICIE. REBERLET:
- RAPINBZEET RV MY TEREETILOEBE. JILFEy 3> 0S AT gy
- VDIERTRI by TBRIEETILOBE. 22Tty a>y0SA7oay
s ALY YAH#MOJ T, LinuxVDA v> > ¥ Windows VDA ¥ > ERETEHRVTLIET L,
pE

Citrix Studio @ T D /N— 3 Vid. TLinUXOS) WS BRZH R—bFLTVWERATLR. 7
L. [Windows ##—/\—0S] # 7> a>&fid [H—N—0S] 77> a>aBERTZIL. AFDHRA LS
NB3HET I My TEREETIHERNISERINE T, [(Windows 722~y 7 0S] 77> 3> Efkid
[TROEwTOS] #7232 %BIRTZL. IV Y ICICE—1—H—DREETILHBERNISERINE
ED

B b

<> oht Active Directory R X U SHIBRSIMIcRICBEBMINIEEEIE. 20X vEII Y AZ0O7
NSHRLTHSBEEMNT 2HELNHD £,
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FIE11: FUNU—=TIL—TDIER

FUNU=TI—T%ERL. LiInux VDAY UZ2ETI I rH2O57%EBMT % FIEIE. Windows VDA v~
DHBELIFEAERLETY, CORRIETT T BHEDHBICOVWTELLIE TFUNY =T IL—TDERLI 25
BLTLIESIV,

Linux VDAY >A2O7 28T TIUNY —JI—TZ2ER T 25EIE. ROFADHD £7:

¢ EIRTBZAD A—H—B KUY IL—F%. LINUXVDAR I VICOF A>T B LS ICBYICHELTE T £,
o BTN TVARL (BER) 2—H—0Od4>EHFa LBV TL TV,
e Windows Yo > 8T Yvh2O0 2T NI —FIL—FTRETEAVTLREI W,

BE.

77— 3> OARIE. LInuxVDAN—= 3> 1A BB THR—bINTULET, 7275 L. A=A
DT RY by FELIUTT U DEREIF. Linux VDA THR—FINTULEE Ao

ROoAZOAT7ELVCTINI =TI —TFOERFZEICOWVWTEEL < &, TCitrix Virtual Apps and Desktops 7
2203) #BRLTLETL,

NN =Rl 7274

CotILaroEReSRLT. BEA VI N-IIKEZFERIZCTRET S TRLEOHZBEDO NS TILY
A—TA VT ERITTEEXT,

SSSD ZEAL TR AL VIZBIMTE AL

RXAVICBMLES TR, ROLSHBBENOIS—HEETZICHHOET (BEEROOI ZHERT

3):

Step 6: join Domain!Enter ctxadmin's password:Failed to join domain:
failed to lookup DC info for domain 'CITRIXLAB.LOCAL'over rpc: The
network name cannot be found

/var/log/xdl/vda.log:

2016-11-04 02:11:52.317 [INFO ] - The Citrix Desktop Service
successfully obtained the following list of 1 delivery controller(s)
with which to register: 'CTXDDC.citrixlab.local (10.158.139.214)".

2016-11-04 02:11:52.362 [ERROR] - RegistrationManager.
AttemptRegistrationWithSingleDdc: Failed to register with http://
CTXDDC.citrixlab.local:80/Citrix/CdsController/IRegistrar. Error:
General security error (An error occurred in trying to obtain a TGT:
Client not found in Kerberos database (6))

2016-11-04 02:11:52.362 [ERROR] - The Citrix Desktop Service cannot
connect to the delivery controller 'http://CTXDDC.citrixlab.local
:80/Citrix/CdsController/IRegistrar' (IP Address '10.158.139.214"')
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Check the following:- The system clock is in sync between this machine
and the delivery controller.

- The Active Directory provider (e.g. winbind daemon) service is
running and correctly configured.

- Kerberos is correctly configured on this machine.

If the problem persists, please refer to Citrix Knowledge Base article
CTX117248 for further information.

Error Details:

Exception 'General security error (An error occurred in trying to
obtain a TGT: Client not found in Kerberos database (6))' of type '
class javax.xml.ws.soap.SOAPFaultException'.

2016-11-04 02:11:52.362 [INFO ] - RegistrationManager.
AttemptRegistrationWithSingleDdc: The current time for this VDA 1s
Fri Nov 04 02:11:52 EDT 2016.

Ensure that the system clock is in sync between this machine and the
delivery controller.

Verify the NTP daemon is running on this machine and is correctly
configured.

2016-11-04 02:11:52.364 [ERROR] - Could not register with any
controllers. Waiting to try again in 120000 ms. Multi-forest - false

2016-11-04 02:11:52.365 [INFO ] - The Citrix Desktop Service failed to
register with any controllers in the last 470 minutes.

<!--NeedCopy-->

/var/log/messages:

Nov 4 ©02:15:27 RH-WS-68 [sssd[ldap_child[14867]]]: Failed to initialize
credentials using keytab [MEMORY:/etc/krb5.keytab]: Client 'RH-WS-68
S@CITRIXLAB.LOCAL'not found in Kerberos database. Unable to create
GSSAPI-encrypted LDAP connection.Nov 4 02:15:27 RH-WS-68 [sssd[
ldap_child[14867]]]: Client 'RH-WS-68$@CITRIXLAB.LOCAL'not found

in Kerberos database

COREZBRT BICIE. ROFIEZERITLET:

1. rm -f /etc/krb5.keytabav>yRrRERITLEY,

2. net ads leave $REALM -U $domain-administratorav>RERITLET,
3. Delivery Controller tx>>h4O0 B &LUTIUNI) =TI —T=ZHBRLET,

4. /opt/Citrix/VDA/sbin/ctxinstall.sh #=1TL £ ¥

5. Delivery Controller Tt >Ah407E&UTUN) =TI —F=#EBL £ T,

Ubuntu o7 X7 by 7ty 3> ThREBOEBENRRINDS

tysarERETIE. EOTAI MYy I TITAVIINBZIBEIRELET, /oo IOV —ILTH.
O—AldA—Y—TFAhAO Y rEFRLTOJA TR REBOERNRRIINE D,
COMEERRTBICIE. XOFIEZRITLET:

1. sudo apt-get updatedv>R%EXRITLET,
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2. sudo apt-get install unity lightdmav>R%ERIFTLET,
3. Xofrx /etc/lightdm/lightdm.confiZiBiiL £9.
greeter-show-manual-login=true

Ubuntu o720 by 7y a>zB8ELES8TRER—LTA LI MUDBRWDHERKTS

/var/log/xdl/hdx.log:

2016-11-02 13:21:19.015 <P22492:S1> citrix-ctxlogin: StartUserSession:
failed to change to directory(/home/CITRIXLAB/ctxadmin) errno(2)

2016-11-02 13:21:19.017 <P22227> citrix-ctxhdx: logSessionEvent:
Session started for user ctxadmin.

2016-11-02 13:21:19.023 <P22492:S1> citrix-ctxlogin: ChildPipeCallback:
Login Process died: normal.

2016-11-02 13:21:59.217 <P22449:S1> citrix-ctxgfx: main: Exiting

normally.
<!--NeedCopy-->

[
CORBORKRERAIS. RXAVEBEOR—LT LI MUBMERTNTLWERVWIETT,
COMBEZBRT BICIE. ROFIEZEITLET:

1. Ov> K51 >T. pam-auth-update = AL £7,

2. RRSNIH 47O T, [ATAVRKICR—LT s LY MU ZERT 3] BERSNTVE e ZH#EBLE
ED

oA . ]
] P configuration
Pluggable Authentication Modules (PAM) determine how authentication, suthorization, and password changing sre handled on the system, a3 well as allowing configuration of sdditicaal acticns to take when
starting user sessioms

Some PAM module packages provide profiles thet can be used to sutomstically sdjust the behavior of all PAM-using spplications on the system, Plesse indicate which of these behsvicrs you wish to ensble.

dbus TS—ic&kh vy avEEHFLIIRTTERV

/var/log/messages (RHEL %7zi& CentOS 0i54&)

Oct 27 04:17:16 Cent0S7 citrix-ctxhdx[8978]: Session started for user
CITRIXLAB\ctxadmin.

Oct 27 04:17:18 CentO0S7 kernel: traps: gnome-session[19146] trap int3
ip:7f89b3bde8d3 sp:7fff8c3409d0 error:0
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Oct 27 04:17:18 Cent0S7 gnome-session[19146]: ERROR: Failed to connect
to system bus: Exhausted all available authentication mechanisms (
tried: EXTERNAL, DBUS_COOKIE_SHA1l, ANONYMOUS) (available: EXTERNAL,
DBUS_COOKIE_SHA1, ANONYMOUS)#0l2aborting...

Oct 27 04:17:18 Cent0S7 gnome-session: gnome-session[19146]: ERROR:
Failed to connect to system bus: Exhausted all available
authentication mechanisms (tried: EXTERNAL, DBUS_COOKIE_SHA1,
ANONYMOUS) (available: EXTERNAL, DBUS_COOKIE_SHA1l, ANONYMOUS)

Oct 27 04:17:18 Cent0S7 gnome-session: aborting...
Oct 27 04:17:18 CentOS7 citrix-ctxgfx[18981]: Exiting normally.

Oct 27 04:17:18 Cent0S7 citrix—-ctxhdx[8978]: Session stopped for user
CITRIXLAB\ctxadmin.

<!--NeedCopy-->

Ubuntu 7+ Z U Ea2—> 3 >DKEIF. log /var/log/syslog % fE/

Nov 3 11:03:52 user0®l-HVM-domU pulseaudio[25326]: [pulseaudio] pid.c:
Stale PID file, overwriting.

Nov 3 11:03:52 user0l1-HVM-domU pulseaudio[25326]: [pulseaudio] bluez5-
util.c: Failed to get D-Bus connection: Did not receive a reply.
Possible causes include: the remote application did not send a reply
, the message bus security policy blocked the reply, the reply
timeout expired, or the network connection was broken.

Nov 3 11:03:52 user0l-HVM-domU pulseaudio[25326]: [pulseaudio] hashmap
.c: Assertion 'h' failed at pulsecore/hashmap.c:116, function
pa_hashmap_free(). Aborting.

Nov 3 11:03:52 user0l-HVM-domU pulseaudio[25352]: [pulseaudio] core-
util.c: Failed to connect to system bus: Did not receive a reply.
Possible causes include: the remote application did not send a reply
, the message bus security policy blocked the reply, the reply
timeout expired, or the network connection was broken.

Nov 3 11:03:52 user0l-HVM-domU pulseaudio[25352]: message repeated 10
times: [ [pulseaudio] core-util.c: Failed to connect to system bus:
Did not receive a reply. Possible causes include: the remote
application did not send a reply, the message bus security policy
blocked the reply, the reply timeout expired, or the network
connection was broken.]

Nov 3 11:03:52 user0l-HVM-domU pulseaudio[25352]: [pulseaudio] pid.c:

Daemon already running.Nov 3 11:03:58 user@l-HVM-domU citrix-ctxgfx
[24693]: Exiting normally
<!--NeedCopy-->

BRESHIIFEFTHRELBVWIIIL-TELREED2-IDEBD ET, dbus T5—Xvt—IHOJICRRINZIHA.

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 38



Linux Virtual Delivery Agent 2203 LTSR

DRTLBEBLTHSBERTIZCLZEHOLET,

SELinux T SSHD W' R—LF < LY FUICTIERTET AL

A—H—FyLaVERBTIETH. OTF > TIE A

/var/log/ctxinstall.log:

Jan 25 23:30:31 yz-rhel72-1 setroubleshoot[3945]: SELinux is preventing

/usr/sbin/sshd from setattr access on the directory /root. For
complete SELinux messages. run sealert -1 32f52c1f-8ff9-4566-a698
-963a79f16b81

Jan 25 23:30:31 yz-rhel72-1 python[3945]: SELinux is preventing /usr/
sbin/sshd from setattr access on the directory /root.

**xxxx Plugin catchall_boolean (89.3 confidence) suggests
KAk hAkkAkkkkkkkkkkkkk

If you want to allow polyinstantiation to enabled

Then you must tell SELinux about this by enabling the '
polyinstantiation_enabled' boolean.

You can read 'None' man page for more details.
Do
setsebool -P polyinstantiation_enabled 1

**%*x%x Plugin catchall (11.6 confidence) suggests
KAk Ak Ak Ak Ak hkhkhkhkkkhkkhkkhkkhkkhkkhkhkhkhkhhkhxhx

If you believe that sshd should be allowed setattr access on the root
directory by default.

Then you should report this as a bug.
You can generate a local policy module to allow this access.
Do
allow this access for now by executing:
# grep sshd /var/log/audit/audit.log | audit2allow -M mypol

# semodule -i mypol.pp
<!--NeedCopy-->

COMBEZBRT BT ROFIEZEITLET:

1. /etc/selinux/config IR DEE%MZ % Z & T SELinux Z&EMICL £9,
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SELINUX=disabled

2. VDA ZBEFHL £9,

R X >3E&D Linux VDA DOER

June 22,2023
Z D30E TIE. Machine Creation Services (MCS) %#ERH L T. Citrix DaaS TR X >IESM® Linux VDA %
BT B AFEICDOVWTEHBAL £ 9,

BE.

o KX >IEBM VDA (F. Citrix DaaS THAR—bINET,

- dAybrka—-J)L7L—id. Citrix DaaS BHTERT2HELHD £,

- RXAVIESMVDA K. NTUWIISIRERIEAYTLIRODT—2EV2—ICBHETEE
o RX12IEBMVDA I, CitrixDaaS oy brO—IL L —VI&>TEEBINE T,

- Citrix Cloud Connector /X1 /X2 § % & 5 ICRendezvous V2= TIF £9, TNLUINDH
&l%. Cloud Connector #r > X b—JLLT. VDA% Y FO—=ILTL—VICIEGT 2 HBEL D
bhFd,

o KX 2IEBIN VDA Z1ER T 3 ICI&. MCS ZER T 2RENH D £,

- RT7AZI)YHF—=N—=lF. MCS TIEFHR—rINTLEHA.

o KX+ VIESM®D Linux VDA Tld. ROMWEEEFEFRTI £

- RX1 YIS0 VDA TEESNIBME2 B oO0—hIla1—H—%1ERT 3

- SSO LS DBEE

- Rendezvous V2

(Nutanix DE&5D#A) FIE1: Nutanix AHV 7S5 1>D1 VX =)L L BiF

Nutanix 75 Nutanix AHV 7551 > 8w —2% NF L. Citrix Virtual Apps and Desktops IBigIC 755
VEAVIAM=ILLTERLET, £L <I&. Nutanix #7R— ~R—%)LIc#% 3 Nutanix Acropolis MCS 75451
YDAVAM—IAARFZBRLTETL,

FlE 1a: 4> 7L = X Delivery Controller o) Nutanix AHV 7551 >% 14 > X b—)LLTERT S

Citrix Virtual Apps and Desktops % > X kb —JL L #=#%. [XD MCS AHV Plugin] % 3%3iR L T Delivery
Controller icr > Z b—=JILL %9,
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5 Nutanix AHV plugin for Citrix XenDesktop Setup Wizard *
Setup Type '
Choose the setup type that best suits your needs \.
NUTANL.

ﬁ MCS Plugin for Citrix XenDesktop will be installed

(O CWA MCS AHV Plugin

ﬁ MCS Plugin for Citrix Cloud Connector will be installed

(C)PVS AHV Plugin

@ PVS Plugin for Citrix Provisioning Console will be installed

< Back MNext = Cancel

Fg 1b: 57 1 Delivery Controller B® Nutanix AHV 7S5 1 >4 VX2 h—JLLTEET 3

Citrix Cloud Connector i [CWA MCS AHV Plugin] #3#{RLTr>X b—JLL F 7, CitrixCloud 77>~
McBEBEINTWLWBIARTO Citrix Cloud Connector IS5 1> # AV XAM—JLLET, AHVAZLTUY—X
DIBFRICH —E X %R T B3HEAETH. Citrix Cloud Connector 2&4¢ 3 3MEHLBH D £,

FlElc: 75371221 A—LLIE. ROFIEZRITTS

« Nutanix Acropolis 7 =+ JL & — #HC:\Program Files\Common Files\Citrix\
HCLPlugins\CitrixMachineCreation\v1.0.0.0ICfEINh TWVWE 2 BB L F
Jo

« "C:\Program Files\Common Files\Citrix\HCLPlugins\RegisterPlugins.
exe"-PluginsRoot "C:\Program Files\Common Files\Citrix\HCLPlugins
\CitrixMachineCreation\v1l.0.0.0"av>YRrRERTLET,

« #> 7L = 20 Delivery Controller T Citrix Host. Citrix Broker. & & ¥ Citrix Machine Creation
Services #FHiEg# 3 3H\. Citrix Cloud Connector T Citrix RemoteHCLServer Service #Hi&Es L &
ERS

B bk

Nutanix AHV 7S04 > %14 >R =)L EI3EH T3 & Fid. Citrix Host. Citrix Broker. &0
Machine Creation Services #{EE L THh BRI TIEEEEHOHLE T,

FIE 2: KRR SEGDIER

RRAMIE. UV —XDOBFTHERAINTUWBNTNN—NAF—FIFISIRY—EITT, COFIETIE. DaasS
WEIA M EDRETYS VCBETIEOICHERTIBEREZIEETT T, FABRICIE. VY —XDIFFR. KX +D
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B, 7 XEREHR. FHATZIAMNL—UF% BLURIMNEDREYY VHMERTES XY T —IhEF
nxd,

BE.

B E T BR1IC. VY —RDBARICARA )Y =X (A bL=Vxy hT—7) ZHBT3HELNHD &
3—0

CitrixCloud IcHr>1> L %9,

EEOXZa—T. [¥xrH#—EX] > [DaaS] Z#ERL £,

(B3] > [E2h8m] oEflR1>T KRR #BRLED,

BEN—0O BEHESLUVOVY—Z0BM £2RLET,

DAY —ROIERICE>T. UTOR—ZOBREZITVET., BREDR—JOARIG. BRLIBGORBEIC
EoTELEDET, ER—JOBREERZS. HE] R—JICEETBZET [RA] 2B#RLEY,

ok wph e

FE 2a: #4

Add Connection and Resources X
@ Connection Connection
@ Region Use an existing connection
@) Netuork
@ Scopes @ Create anew connection
Zone name
@ Summary

Connection type:

Google Cloud Platform

Service account key:
Import key.

Service account ID:
Cennection name:

Create virtual machines using:
@) Citrix provisioning tools (Machine Creation Services or Citrix Provisioning)

Other toals

€=D) )

5] R—ITUTZRITLEY:

o BEEENTBICKR. LVWEGZERTZ] 20Uy I LET, BFEOBRGERLCRI MERICEDVTE
GieEl Y 3%513. [BFEOEGZFERT 3] 2RRL THSRH0EGZERLEY,

e [V=2R] Ta—ILRTY—VZBIRLET, BIRTITBZA T3V BRLEIRNTOUY —RDBHAT
ERS
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o [BGDBE] 74— ILRT. NAN—NAHF—FLRBIFTRY—EXZERLET, BIRTEZ 4 S>>
E T2TADY—VITEIICA Y A R=ILENTWVWBNAN—NAHF =L I T R —EXTT,
F7-13. PowerShell av> kGet-HypHypervisorPlugin -ZoneUid%®RAL T, BRLEY
—VTEATIEIBINAN-NAY =TT O—BEZRETBZCHTEET,

s BEIBEANNLE Y, COERITEEEERICRTINET,

o REEY > > EERT S Y —IL. Machine Creation Services #7zi& Citrix Provisioning #3#iRL £7,

4] R—COBRIE. FALTWVWBERIN (EH217) IC&->TEAD T, 7=t ZIid. Azure Resource
Manager Z R Y358, BEOY—EX TV NILEFERTID. Y—EXTUVINILEERTEET,

FIg2b: X FL—YDEE

Add Connection and Resources X

@ connection Storage Management
@ Storage Management Configure virtual machine storage resources for this connection
Select a cluster.

@ Storage Selection
@ Network

@ Summary @ Use storage shared by hypervisors

Optimize temporary data on available local storage

Select an cptimization method for available site storage.

Use storage local to the hypervisor

ANL—CEBERBOBECAEICOVWTEHLCIF. TRAMZI ML= #8BLTLETL,

Hyper-V #7cid VMware 'RX bCX 93146tz B L TLWBIHEEIE. /5 X2—EZ5RBLTHSERLET, i
DEFGOBETIZ. V3 RF—BRERTNhEFEA,

AL =UEBEAE INMMN—NAF—RTHETNZ XL —=JFRENAN=—NIF—DO—HILICERET S X
FL—2) #3RLE TS

e NAN—NAHY—RBTHEESNZI AL —CEEIRTZHBE. BT — 22 FERTREBAO—HILI L —JT
RIFTEINESHEBELEYT (COEBGEFERTEZIYIVYAEZOJ T, TI7ALNETIREVWV—EINL —
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SOHAXERETEIET), fHlsh: V52— L —URUa—L (CSV) AT 354, Microsoft
System Center Virtual Machine Manager i3, O—HAILZA L —JTO—KTF—4Fvv>aTs 0%
AL ERA. [BE] VY —ITEZOR M —VBEREZBRLLSE TR ERBMLET,

Citrix Hypervisor 0 7—)L L TEBEZ L - ER T 35813, IntelliCache #ERHL THERX L —JFN
1 RCHHDZEEZEASITHESHERBELET, MCitrix Hypervisor [RE8HIRIE] #BBLTLIEI W,

FIE2c: R L= DR

Add Connection and Resources X
° Connection Storage Selection
Storaze Manaze . When using local storage, you must select the type of data to store on each local storage device; machine
° torage Wanagem operating system data, temporary data, and if not storing persenal user data remotely, persenal user
data. At least one device must be selected for each data typs.
@ Storage Selection
Select data storage locations
@ Network
Name L 0s Temporary
@ Summary Libraryl on |
Local storage on
System32 on
Userson

& =B

AML=UDBIRICDOVWTEHLCIRE TR MR ML= ZBRLTLET L,

FERAREAET—XOBEBECCIC]I DUEDR ML= TFNARAERIRLET, FIOR—JTERLIEX ML —UEE
FEICEDT. COR—JTEIRTIZT—ROBEITEULET, V4 —RORDR=JITEDICIE. HR—F
INBZ3ET—2OBEICTH LTI DOULEDR ML =T N RAEEIRTZIHBERHD £,

NTN=NAHF—ICL>THETNZ AL —U%FFRL. FIATREZO—AILA ML —J L T—RT—42%2&Ek
LEY] #2BMICLIESEE. [REL—C0FBR] R—SOTFHICKRRTNZEBRA T aVobEIEFd, —BT7F—4%
ICEETS (ACNAN=—NAF—=TF—=)LICHD) O—HILA L —SFNA REERTEET,

REBRPOX L= FNA ROBHRTINET (ERTRE TLEDI ML= FNAXBEIRSNE L),
COIYRUDEIERIRZELEZ L. BIRLIETNA RDBFHNRTRINET (BRINETNA DB IHBE
DH)o

1. BRATAZNL—IFNAREZRETRICIE [ER] Z#RLET,
2. [RFL—208R] 447009 RY I RXT ARL—=—OFTNRARDF TV IRy I RZA 2 EfldF 7ICLT
[OK] ZEERLET
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Flg2d: V—-3>

(—EBDRRA R ZA FIDAHFTER) V=3 OBRICED, REYY UNBEAINZIEFREIEELE T, AIETHN
iE. A—H =BT FUT—oa Vi 7o RTBEMAV —S 3 U EBIRLTLET WL,

FIE 2e: Ry ~kT—2

Y —Z2DOEHEANDLET, CORANE [BE] IV —IILICRTRINh. ChickhEHICEERMITSNEX ML
—Jrxy RO DRI ELEERBITIET,
RETSVTHEATZIRY b T—0% 1 DEIFEHERLET,

—BoEFGiOEE (Azure Resource Manager #¥) TlE. REYIVMNERT IV Iy hbRRINET, ¥
T2y b%Z 1 DFIFEHERLE T,

Fig2f: o
BIRNBZzHALE I, EEZTSIHEIR. [RB] Z@>TRIOV A HF—FR=JICRD XY, BWBLRT LI
5. [E7] Z#RLET,

AR BT —2Zz0-NIIICRETI5E. COEGZERATRNI Y EZATHEOJZERT B LIS, — KT
—ZZAML—=2ICT 7 A RSN EERETETE T,

pa
TITOEIEEEZICOVWTIE. XO—TIERRINEFRA. L IE TEEE, §E. LU —-7

ZBRLTIETL,

FELCR. TEGOERCEE] Z28BL TV,

FIE3: YREZ—A X—T DEH
B b

B—DAX—C%FEALT. FXAYEMEHA VDA & RXA VIS VDA OEAZIER TS F 7,

(Citrix Hypervisor 0i5&n#) FlE3a: CitrixVMTools #1>X ~—JL T3

xe CLI £7ix XenCenter ZEBE T 37-®IC. RIS >V rIicTY 7L — MrET S A Citrix VM Tools =1 >
ZAb=ILLET, COYV—IBLIYIAL—ILTNTVWAEVE, RIS VDONT +—I 2V APMET 38NN H D
£9, V=IHRITNIE. ROVWTNHRITTITEHA:

o RETIVEIELLDyy rE DY, BiEEs)., £H3—RELET 2.
o XenCenter TZDREISVDODNT +#—I VAT —E2ERTT B,
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o RTFORBTS VEBITTS (XenMotionzfER).

e AFV Ty FERIEXTBVZEARLERAFT Yy I avh (FzyIRAVEN) ZERLIED. Ry T3
w kEETLED T3,

o 21780 Linux RS > ED vCPU 0¥ %A 3,

1. RO Y RERFTL T, guest-tools.iso & W5 E#iD Citrix VM Tools #X V> L &9,

sudo mount /dev/cdrom /mnt
<!--NeedCopy-->

2. ROOAX Y RERFTLT, Linux T R hUEaz—>avicEdWTxe-guest-utilitiesnNvi—
SEAVAM=ILLEFET,

RHEL/Cent0S 054

sudo rpm -i /mnt/Linux/xe-guest-utilities_{
package-version }

_all.rpm

<!--NeedCopy-->

Ubuntu/Debian 054

sudo dpkg -1 /mnt/Linux/xe-guest-utilities_{
package-version }

_all.deb

<!--NeedCopy-->

SUSE Dig45:

sudo rpm -i /mnt/Linux/xe-guest-utilities_{
package-version }

_all.rpm

<!--NeedCopy-->

3. XenCenter ® [£fg] #7T. T>7L—MRETS Y OREBREZEZEL FJ, Citrix VM Tools A1
LLAYRAR=ILTNTWVWBIHE, RELOREIE [RBEUEH] cBDFET,

(Azure. AWS. GCP 0i54) FIE 3b: Ubuntu 18.04 AiC cloud-init &/ 33

1. R OBESH X IIFLEICVDARI FRBZHEFIBICIE. ROATXFZRTLET:

echo "preserve_hostname: true" > /etc/cloud/cloud.cfg.d/99
_hostname.cfg
<!--NeedCopy-->

/etc/cloud/cloud.cfg 7 71 )LD system_info £ o> 3 VO FICRDTHH 2 e #HRBLET:

system_info:
network:
renderers: ['netplan', 'eni', 'sysconfig']
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<!--NeedCopy-->
2. AWS T MCS PMERL L TefREB< S VIC SSH Z2RALTUE— 77 ERT31568. CASOREBTI VICF
—BHTRYFEINTVWAEWED, NRT—RRBAZEMILET. BEICIHC TROBEERITLET,

o cloud-init#m7 7 /l/etc/cloud/cloud.cfg ##EL £9, ssh_pwauth: true THEFEHET
B EHERL£9, set-password [T RDITHEET 3HEIE. TOTEHRTZH. AXV b %
BmL%9d,

users:
- default
<!--NeedCopy—-->

o cloud=initic&>sTERENI=T 74/ b1—HF—ec2-userZidubuntuzERT 31548
&, passwdIdY Y REFHLTIA—HY—NIAT—RELEETIET, HLLUNZIT—REZRL T,
MCS BMER L TefRIEEY S IO 1 > T SICFERTESLS5ICLET,

o /etc/ssh/sshd_config7Z 71L& RELT. ROTHEET I EBERLET:

PasswordAuthentication yes
<!--NeedCopy-->

T771IL%Z®REL. sudo service sshd restartav>k%#=21TLET,

FIE3c: 7L —MrEIIVICLINUXVDA Ny —S% (VXA R—ILT 3
pE
BERTHPOVDAZ T L — MRETS VE LTERT3ICIE. COFIEZEBELET,
FUTL—MRETYI VICLINUXVDA N —2% 4 VX =)L d3EIIC. NET S>021L60%1>R b
—JLLET,
FRALTWS LInuUXTrARJE2—>3 >8I, ROOAYY RERTL T, Linux VDA DIRER Y R 7y
L9,
RHEL/CentOS 0ig4:

sudo yum -y localinstall <PATH>/<Linux VDA RPM>
<!--NeedCopy-->

« RHEL 8 & 0f CentOS miF&. EFEIC Linux VDA% 1 > X k=)L L Tdeploymcs.shzx Z179
ZE0lc. EPELURS FUZ A YA b=ILLET, EPELD 1 > X b= ILAZEICDWVWTIE. https:
//docs.fedoraproject.org/en-US/epel/D&iBA% BB L T 23 L,

o GCP THRZ TN TULWS RHEL8.XIZLiNuXVDAZA YA b—=ILT B L. 1—H 2y MEGRH KDL,
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RIET S > OBEREEEIC LINUXVDAILT VXTI B BB e HD EY, COMBEERT B ICIE.
RS OEEFIORDODIR Y FZRITLET:

nmcli dev connect eth0
service NetworkManager restart
<!--NeedCopy-->

Ubuntu/Debian 054

sudo dpkg - i <PATH>/<Linux VDA DEB>

apt-get install -f
<!--NeedCopy-->

SUSE 0155

sudo zypper -1 install <PATH>/<Linux VDA RPM>
<!--NeedCopy-->

FIE3d: VRS rUEERICLT tdb-tools /X\vsr—S% 1> X +—J)LF% (RHELT DIFADH)

RHEL 7 5 —N\—Di55&:

subscription-manager repos —--enable=rhel-7-server-optional-rpms
<!--NeedCopy-->

RHEL7 7—JX7—2 3> 055!

subscription-manager repos —-enable=rhel-7-workstation-optional-rpms
<!--NeedCopy-->

FIE 3e: (SUSE T) ntfs-3g #FHTT VR +—ILT 3

SUSE 75 v b 74 —LlliE. ntfs-3g 2IBETIURS RUBBD FEA, V—ROA—REHU>O—KL. ¥
INAILL. ntfs-3g #FEHTI VA b—=)LLET:
1. GNU Compiler Collection (GCC) aA¥ /N1 F> AT L make Xy —JHA VI M—=)LLET:

sudo zypper install gcc
sudo zypper 1install make
<!--NeedCopy-->

2. ntfs-3g Ny r—o=do>O—RLET,
3. ntfs-3g Nwr—C=RBEALET,

sudo tar -xvzf ntfs-3g_ntfsprogs-<package version>.tgz
<!--NeedCopy—-->
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4, ntfs-3g Ny T —SADNKREANALET:

sudo cd ntfs-3g_ntfsprogs-<package version>
<!--NeedCopy-->

5 ntfs-3g 1> A h—JLLET:

./configure
make

make install
<!--NeedCopy-->

Flig 3f: MCS Z¥=iEmd 3

/etc/xdl/mcs/mcs.confo 7 )L%zimeELTMCS TEHEER L £7,

LTI XL VIESMOSFTUAICEVWTHERTES MCSEHTY, 774 FOEREZFERTZH. BEIC
L TEMZNDREYAITEET (FF>3V):

DOTNET_RUNTIME_PATH=**path-to-install-dotnet-runtime \**
DESKTOP_ENVIRONMENT=**gnome | mate \**
REGISTER_SERVICE=Y|N

ADD_FIREWALL_RULES=Y|N

VDI_MODE=Y|N

START_SERVICE:Y|N

FIE3g: MCSOL IR MIEZEZIALEIIEHTS (FF>3Y)

FYIL—bIPrT ARV RSorv%E [etc/xdl/mcs/mcs_local_setting.reg7 »JLICiBI
LT BEBERLSIAMVBEZERELIEERLEF T, CORMEICE>T. MCSTFOE 3= Fanficvs %8B
EEBTAUICT—RERELIEONABVWLSIZLET,

/etc/xdl/mcs/mcs_Tlocal_setting.reg771ILOETIE. LER M ERREEIEEFRT S
SHOANYV KT,

frezid moEneghodv Y RS04 % /etc/xdl/mcs/mcs_local_setting.reg7»JLICE
LT LA MVEZEREIIEHRTET T

create -k "HKLM\System\CurrentControlSet\Control\Citrix\VirtualChannels
\Clipboard\ClipboardSelection" -t "REG_DWORD" -v "Flags" -d "0
X00000003" --force

<!--NeedCopy-->

update -k "HKLM\System\CurrentControlSet\Control\Citrix\VirtualChannels
\Clipboard\ClipboardSelection" -v "Flags" -d "0Ox00000003"
<!--NeedCopy-->
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FIE3h: IXEZ—I XA—=EERT S

1. Jopt/Citrix/VDA/sbin/deploymcs.shxa®{TL£3,
2. FRTBINTVYIITIRIZEBDE, YRZ—AX—CDRF+yvFoay b Z2ERLTRAIEFITET,

« (Citrix Hypervisor. GCP. & & UfVMware vSphere 0i58) 7> 7L — MREX > VIZT T
T=2a>EAYAR=ILL. TVTL—FMREII VEZS v Y TV LET, NAZ—AX—=CD
2y T ay b EERLTERIZMITES,

« (Azure OBE) TV L —MREIYI T IV r—>ayEA4 > =)L L. Azure Portal TF
VTL—MREIYIVES Yy ROV LET, TYTL—MrRETY VOERRKEN. [Stopped
(deallocated)] IcH>TVWBZ L ZBRBLET, CCTUY—RIIL—TOERIEEITEVWTLLE
TW, AZUre TIYRZ—A XA—C R BRI ZBICKRFHNHBETT,

** Connect P Start @ [ | ) Capture  =>» Move [ Delete ) Refresh

Resource group (change) Computer name
e rhel-sssd-temp
Status Operating system

Stopped (deallocated)

Location
East Asia

Subscription (change)

Suoscmitwcn 1D

« (AWS 0iF8E) T L—hREXI VT IV r—>a>yiEa4 > =)L L. AWS EC2 Portal
TTY7L—MMREIYI > EZS vy ROV LET, TV TL—MREIYID VDAY X2 2 KRR
h'. [Stopped] ICH->TWVWBR I #HRBLES. T FL—MRETYSVE2HY ) vo L. [Image]
> [Create Image] ##EIRL £9, BEICISLTHEREANSIL. BEETVLE Y, [Create Image]
Z0VvILET,

Create Image e

Instance ID  (j i-011¢€
Image name  (j
Image description (]
No reboot  (j

Instance Volumes

Volume Delete on

Devi Size (GiB] - Th hput Ei ted
Type eylce Snapshot (i |zg[ ) Volume Type (i 10PS (i ford Pu Termination nrcryp s
j i i = - (MBIs) (i i i
Root Idevisdal gr;ap— 40 | General Purpose SSD (gp2) ¥| 120/3000 N/A e Not Encrypted

Add New Volume

Total size of EBS Volumes: 40 GiB
When you create an EBS image, an EBS snapshot will also be created for each of the above volumes.

[ONl Create Image

o (Nutanix ©#2) Nutanix AHV T, 7> 7L —MRETS Y ZS vy bSOV LET, YXE—A
X=TDRFyvFoay b EERLTERZMITET,
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i

Citrix Virtual Apps and Desktops TR % ICIE. Acropolis RFv 7> 3w h&% TXD_J
THBOZHBENRHD £9, BEICHL T, Acropolis >V —ILEFRLTRFyIoayv D
ZHiZzEELET, RFTv TP ayv bOBFzEELLS. AEZOJERY ' — RZBEFHL
T, BEfichc—BZEELET,

FlE4: > >hA20O5 DER

1. CitrixCloudicrr>r> L &9,

2. EEOXZa2—7T, [¥1H#—EX] > [DaaS] Z#ERL X7,

3. [BE] > [Eea#Ep] »5. [v>rh4nd] Z8RLET,

4. T —RIR>T. IO VAZOTEERLET,
Nutanix BE® [OA>T7F] R—=JT. @ICTY L —MREIDVICEELEIVTHFEEIRLED,
[RAF—AA=] R=D T, AX=PDRFTwTFoay bE#RLET,

[RAE< S >] R—T T, k%8 CPU O# k%8 CPU H7-b 078 =HBIALEX T, VO VORBEAZELLT
MCS #3BIRL. HAOYJTERT BT VDID E LTR XA VIEBMEBIRLE T,

PEIZIGC THOBR I XV EETLET, 2L Y2 UhEO07DERI 28R LTI,
7
Delivery Controller T <> >A2O0J OER 7Ot XICH 7D OEEA DN BB & IE. Nutanix Prism (2

#& L. Preparation) ¥ LWSEEENTVWEIS VOB REFHTAVICLET, CO77O—Fid. B
TOERAEBREGT BDICRILE ET,

FIES: TUNU—=TIL—TDIER
TUN)=FL=TE W<ODDIS Y AEATNBBIRLIYS VT IL—THULEDBDTT, TNEDOT

VEFATIZA-HY—r. EOI-H—IIRBIBZTTIVIT—2avELUVTRI MY TZIBELE T, #L<
B T7UNY =L —TOER1 ZBBLTI TV,

Machine Creation Services (MCS) #%#1{EF L 7= Linux VDA O1ER

January 12,2024

MCS ZERHL T, FX1YEMEH VDA L R X1 VIESM VDA ZERRTI £
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HYR—FTINTVWETA A MJE2—Y 3>

Winbind SSSD
Debian 10.9 ({0 =30
RHEL 8.8. RHEL (&L (A1AY-4
8.6. RHEL 8.4,
RHEL 8.3. RHEL
8.2. RHEL 8.1
RHEL 7.9. RHEL [FLy [FLy
7.8, CentO0S 7.9,
Cent0S 7.8
Rocky Linux (=40 LW
8.8/8.6
SUSE 15.3. SUSE W 3N
15.2
Ubuntu 20.04. fEL 3N

Ubuntu 18.04

HR—EINBNAN—NTH—

« AWS

« Citrix Hypervisor
« GCP

« Microsoft Azure
« Nutanix AHV

« VMware vSphere

Centrify

VLWL x

[FL

L

(A1A)-4

(AR

(A1AY-4

PBIS

Ly

lFLy

Ly

(A1A)-4

&Ly

[Fw

HR— PR TIEBOWNAN—NAF-TIRXEZ—AA—DZEEHE LIS TR, FHLAVEENEETE

RHDET,

MCS %={EA L 7= Linux R1E< > > DIER

AREE

« 2203 U1 —ZLIBE. Microsoft Azure, AWS. & &7 GCP T Linux VDA %7K X k9% Z ki, Citrix DaaS
(IB#F Citrix Virtual Apps and Desktops #—E ) THR—bIhTWELT, ThEDONTUVIIS
U KR MMES A Citrix Virtual Apps and Desktops BRIIRIEICIBING 35 &1d. Citrix Universal 47X
)T aySAEYRERLENAT )Y RIERIZ 12 RBRBETT, Universal b 7201 7> 3>540
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TURBEEUNT TV Y RIERS A2V RCDWTEE L I, TCitrix Universal 4t 720U 7o 3> T
TebL—R7y 7 (TTU) 1 Z8BLTLIETL,

o« MCS ZERAL TREBT I VZERT 3156 XTXZILT—N—RBTFR-—rIhEEA.

o Citrix 8@ Tld. &Y 3 Linux 7« XA MU E2—2 3 > OWEAOKEEREE ISR D Centrify N—2 3 > % fE

BL¥F9Y:
Linux 74 RkUEa—va> Centrify N— 3>
RHEL 5.8.0
SUSE 5.7.1
Debian. Ubuntu 56.1

ENDON—3 >0 Centrify 2 RT3 L. TS5—HEETZAREMENHD £3, Centrify ZFERALTTY
TL—=bIIVERAAVICEMLABEWVWTLL I,

+ MCS TR T 7> > % Windows R X1 VICBME# 578IC PBIS £7:id Centrify #RHL TW3
BEIE. ROZRTZRTLTREEL

- FYFL—hr3P T, [etc/xdl/mcs/mcs.confZ 7)LIiC PBIS 7% Centrify /w4 —
SOHETYO—RNR%ERETSH. PBIS 714 Centrify X r—S % BB VXA M=ILLET,

- Jopt/Citrix/VDA/sbin/deploymcs.shx#®Rf79 3. MCS THERINEZTUDOITA
TOIXIVICHTRIEZTAAZELIUPNRT—RD )y MERZFOABEAM (OU) ZERLET,

- Jopt/Citrix/VDA/sbin/deploymcs.shOERFhET L%, MCS TERIhf-<w> >
=HEHT ZH0IC. BEICIS LT Delivery Controller %7z Citrix Cloud Connector Tklist
-11 Ox3e4 purgerRIfTLET,

(Nutanix 050 #) FIE1: Nutanix AHV 75451 > D1 >V X h—)L & &$F

Nutanix 75 Nutanix AHV 7551 > 8w —2% NF L. Citrix Virtual Apps and Desktops IBigIC 755
VEAVRAM=)ILLTERLET, %L <I&. Nutanix #78— ~R—4)LIZ#% % Nutanix Acropolis MCS 754
YDAYVAM—IAARFZBRLTETL,

FlE1a: + > 7L = X Delivery Controller §® NutanixAHV 7551 >% 1 > X b—JLLTEEETS  Citrix
Virtual Apps and Desktops % > X b—JL L7z%&. [XD MCS AHV Plugin] #%i#iR L T Delivery Controller
ICAYX=ILLZFET,
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5 Nutanix AHV plugin for Citrix XenDesktop Setup Wizard *
Setup Type '
Choose the setup type that best suits your needs \.
NUTANL.

ﬁ MCS Plugin for Citrix XenDesktop will be installed

(O CWA MCS AHV Plugin

@ MCS Plugin for Citrix Cloud Connector will be installed

(C)PVS AHV Plugin

ﬁ PVS Plugin for Citrix Provisioning Console will be installed

< Back MNext = Cancel

FI)E1b: 57 1 Delivery Controller B Nutanix AHV 7S5 1> %1 X b—JLLTEET S Citrix
Cloud Connector i [CWA MCS AHV Plugin] %##RL T1 >R b—JLLFF, CitrixCloud 7+ hcE
#FINTLWBIARTO Citrix Cloud Connector i 7501 >4 YA b—ILLET, AHV AL TY Y —XDBFFR
ICH—ER%RMT ZIFETH. Citrix Cloud Connector &3¢ 3 HENRH D £ 7,

FlElc: 759142212 X —ILLIER. ROFIEZEITT S

« Nutanix Acropolis 7 = JL 4 — #C:\Program Files\Common Files\Citrix\
HCLPlugins\CitrixMachineCreation\v1l.0.0.0ICEMINhTWVWE 2 BB L F
ERS

« "C:\Program Files\Common Files\Citrix\HCLPlugins\RegisterPlugins.
exe"-PluginsRoot "C:\Program Files\Common Files\Citrix\HCLPlugins
\CitrixMachineCreation\vl.0.0.0"Jv>RERTLET,

« #> 7L = 2 Delivery Controller T Citrix Host. Citrix Broker. & & U Citrix Machine Creation
Services #Bitegh ¢ % H. Citrix Cloud Connector T Citrix RemoteHCLServer Service # BiE# L
ER

[N N
Nutanix AHV 7551 >% 1 > X =)L 1389 % & k. Citrix Host. Citrix Broker. &
Machine Creation Services #ZIE L THh S BREEITZ 2 EEOHL T,

FE 2: KR MEGDOIER

ZotEv > a>TldE. Azure. AWS, Citrix Hypervisor. GCP. Nutanix AHV. & & ¥ VMware vSphere A®d7k
2 MEBEIERT 2550612 "L E T, 2L <&, Citrix Virtual Apps and Desktops ® R a2 X > b T4
Y —20ER e EEl LU CitrixDaaS F¥a XY b NEGOEREEE] Z8RBLTIETIW,
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Citrix Studio T® Azure ADKR R MESTDIER

Citrix Studio T® AWS ADKR R MEGDIER

Citrix Studio ©® Citrix Hypervisor AMDR R MEGDIER

Citrix Studio T® GCP AD 7R X MESDIER

Citrix Studio T? Nutanix ADKRR MMEGDER

Citrix Studio T® VMware AMD7HR R MMEGTDIER

Citrix Studio T® Azure AMK X MEFDIER
1. CitrixCloud icr>1> L %9,
2. EEOXZa—T, [¥rH#—EX] > [DaaS] ZERL £,
3. [BE] > [E2niEm] OERIRr>T [RIM Z#RLEY,

4, BEN—O [EHELTVY—IXDEM] Z&RLET,

Add Connection and Resources X
() connection Connection
@ Region ) Use an existing connection
@ Network
@ Scopes @ Create a new connection
Zone name:
@ Summary ‘ |

Connection type:

‘ Google Cloud Platform |

Service account key:
Import key

Service account ID:

Connection name:

Create virtual machines using:
(@ Citrix provisioning tools (Machine Creation Services or Citrix Provisioning)

(_) Other tools

7
@

5. #4£0EEY LT [Microsoft Azure] #3EiRL£3,

6. V4 H—RFOERICK->T. ER—ZOBEZITVET. BEOR—JOARIF. BRLEBHOBEICL >
TEABEDET, EX—UOBREERZIIS. BE] R—JICEETBZET RA] ZBRLEY, 5#L<
& TRXAVIESMD Linux VDA OERL DOFEEEICH B TFIE2: R MEGOIER1 28RBLTIET L,
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Citrix Studio TD AWS AD 7R X MEFDIER

1. Citrix Cloud o Citrix Studio T. [#m] > [hX r] > EHEHSIVUY—IXDEM] DIBISRRL £,

2. #EGoEEr LT [Amazon EC2] #:|IRL 9,

Studio Connection

() Use an existi ng Connection

Your cloud administrater should provide the following information.

Import keys file: -B(owse Use a file to automatically enter
APl key and Secret key.

Connection
@ Create a new Connection
VM Location :
Connection type: | Amazon EC2 -]
Metwork
Summary

i | |

Secret key: | |
@ Leam about user permissions

Connection name: [ Exampte: MyConnection |

Back

3. AWS7HU Y b®D APl F— e WBEFXF—ZAND L. HEEGRBRZEANILET,

Cancel
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Add Connection and Resources

Studio Connection

Use an existing Connection

awsec2 =

Connection
®) Create a new Connection

VM Location

Connection type: Amazon EC2 |'|

Metwork

Summa : : s i : e =
v Your cloud administrator should provide the following information.

Import keys file: |

AP key:

Secret key:

) Learn about user permissions

Connection name: Example: MyConnection

Cancel

AWS H—EXRICHTI V1> LET,
IDE&LUVT7IERERE (JAM) a>YV—=ILICEHLE T,
ERloreEsy—>3>R1 T, [Users] #ZEIRLE T,

a)
)
)
d) WgaA——%FRLTFICX2O-)LLT. [Security credentials] % 7%#RL %7,
)
)

b
c

e) FIcxoO—JLLT. [Createaccesskeyl 20U v o L&Y, MiLLWIr Y RIHEETET,

f) [Download .csvfile] 2 wo L. 77ERE—%2REBIBFRICRIELE TS

Citrix Studio To Citrix Hypervisor AD7R X MEGDIER

ok w N

CitrixCloud icr>r> L%,

EEDXZa2—7T, [x14—EX] > [DaaS] %ERL £,
[BE] > [E258BR] OERIRr>T [KRXM] 2#RLED,
BEN—0 [EHSLCUY—I0BM] Z#RLET,
BHoBEEr LT Citrix Hypervisor #3#IRL £,

Citrix Hypervisor 7o > b 0#E#: 7 K L X (Citrix Hypervisor ® URL) . 2 —#—R&NNXT—k( &
SUEGERZZNNILET,

APl *—370tXF¥—ID T, MBEF—3>—I Ly bT7IEIF—TY, TNLEIE. 7I/EIF—RTE
RABENET, >—ILy b7 IERF—Z2HRLIIGEIF. TI7EXF—ZHRLTHOT7 /XX —%1F
BMTEET 7O/ERF—ZEMT BICIE. ROFIEZRTLET:
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Citrix Studio TD GCP AR X MMEFKDIER Google Cloud Platform {R8HIEIEICEHE T GCP BiExE
w7y FLTHSE. ROFIEZETLT GCP ADRR MEFGIZIER L £9,

1.

2.

CitrixCloud icr>1> L EY,

EEDXZa2—T. [¥x1H—EX] > [DaaS] #ERL T,

[BE] > [E24ER] OERIRr>T [KRXM] 2#RLES,

BUEN—0O [EHESLUVVY—I0BM] ZERLET,

EHofEEL LT [Google Cloud Platform] %:#ERL 7,

GCP7HOY bDY—ERT7AHI Y hF—ZEAVR—FL. EHEZZNALET,

V4 - FOETICH > T, EXR—DOBREZTVET, BEDOR—CORBIE. BRLEGOBEICE -
TEBDFT, ER—JOBELZERZIIO. BHE] R—JIZEETZIFET RA] ZBIRLFT, £L<
(& TRXAVIESMD Linux VDA OERL DFRBICH D TFIE2: R MEGEOIER] Z8RBLTIETW,

Citrix Studio T® Nutanix ADKR X MEGDIER

1.

4> 7L = 20 Delivery Controller ®i5&1d. #> 7L = X o Citrix Studio © [#] > [KX K] >
GRS LUTUY—Z0BM] DOIEICEIRLET. 757 Ko Delivery Controller @&, Citrix Cloud
D Web X—2 @ Studio >V —JLT [BE] > [KXF] > EHRSSLTY Y —IDEM] OIEICERL.
Nutanix N1 IN—NAHF—~ADEHZER L £,

B )Y —0BMY s — R0 [BEG] X—2 T, #Eo@EEE LT [Nutanix AHV] Z88RL. NN
—NAHF—DF7 FL AL ERER. HEROBRZEELEX T, [RY b T—J] R=JT, RRXFo»J1zy
by bT—U%ERLET,

fee zid. #>7FL = 2o Citrix Studio TIHRD & SICHD £7:
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Add Connection and Resources

Studio Network

Name for these resources:

The name helps identify the storage and network combination associated with the

+ Connection

Network connection.

Summary Select one or more networks for the virtual machines to use:
[] | Name I
[] INTERNAL_1
O wm

Citrix Studio T VMware ND7R X MESDOIER

1. vSphere #&15iC vCenter Server 21 > X b—JLL £7, ¥ L <& 'VMware vSphere; #8BL T

T

2. Citrix Studio ©. [#m] > [hX +] > HEGES LTI Y —20iBHN] DIEICER L T, VMware vSphere
NDEBGEERLE T,

5 Citrix Studio (Cloudsdsite]
arch

O se

hitps://management. azure.com/

3. EHOEEE LT [VMware vSphere] #3%{RL £,
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Studio Connection

() Use an existing Connection

RanConnection -
Connection
(®) Create a new Connection
Storage Management :
: Connection type: I [ WMware vSphere ® - ] |
Storage Selection
N i Connection address: | Example: httpsy//vmware.example.com/sdk |
Summary o Learn about user permissions
User name: | Example: domain\username |
Password: | |
Connection name: | Example: MyConnection |
Create virtual machines using:
(®) Studic toals (Machine Creation Services)
Select this option when using AppDisks, even if you are using Provisioning Services.
() Other tools

Back | (L Cancel

4, VMware 7ho > bD#EGi7 KL X (vCenter Server ® URL). 2—H—E/NXXT— K, BLVIEHGZ%E
ANAILETD,
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Add Connection and Resources

Studio Connection

) Use an existing Connection

Connection

®) Create a new Connection
Storage Management

: Connection type: ’ VMware vSphere ® - ]
Storage Selection
e Connection address: | Example: hitps://vmware.example.com/sdk |
Summary o Learn about user permissions
User name: | Example: domain\username |
Password: | |
Connection name: | Example: MyConnection |

Create virtual machines using:

®) Studic tools (Machine Creation Services)
Select this option when using AppDisks, even if you are using Provisioning Services.

) Other tools

Back [l ek Cancel |

FLWEGH R FRAVICRTINET,

& citrix Studio

File Action View Help
&= nm
&3 Citrix Studiio (site)

FIE3: YRZ—A A= DERH

(Citrix Hypervisor 0150 #) FlE 3a: Citrix VM Tools =1 > X ~—JL$ 3% xe CLI £#IZ XenCenter
EERATEEHIC. RET> > IIcTF >y FL— MM A CitrixVM Tools #1 2 h—ILLE T, TDYV—
WA b=IlENTVRWVWE, REAISYONT =V ZADMET I3 H@RMEDH 0 9, V—ILBBIThiE,
ROVWTNHEITTITFEA:

o RETIVHIELL DYy MDY, BiEes). £IE—FELET S,
o XenCenter TZDREI VDINT #—I VAT —RERTYT %o
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o RITHDIREYS V%EBTTS XenMotion%fER).
o RFw Ty bEREIABVEZALRAFTY T3yt (FzvoHRA4>b) ZEHLEED. XRFv T3

3.

v hZERTLIEDT B,
E{THRO Linux R8< > > D vCPU 0¥z HET 3,

. RO Y RERITL T, guest-tools.iso & W5 &#iD Citrix VM Tools #X 7> L &9,

sudo mount /dev/cdrom /mnt
<!--NeedCopy-->

ROIAIY RERITLT, LinuxFTo R hUEa—YavicESwixe-guest-utilitiesnNyir—
DA YAL—ILLET,

RHEL/CentOS/Rocky Linux 084

sudo rpm -i /mnt/Linux/xe-guest-utilities_{
package-version }

_all.rpm

<!--NeedCopy-->

Ubuntu/Debian 054

sudo dpkg -i /mnt/Linux/xe-guest-utilities_{
package-version }

_all.deb

<!--NeedCopy—-->

SUSE D155

sudo rpm -i /mnt/Linux/xe-guest-utilities_{
package-version }

_all.rpm

<!--NeedCopy—-->

XenCenter @ [£f&] 27 T. Y7L — MRETS > ORELREEZEZL £, Citrix VM Tools A'1IE
LLAYAR=ILTNTWVWBREGE, RELDOREIZ [RBLEA] cBDET,

(Azure. AWS. GCP 0i£4) FIE 3b: Ubuntu 18.04 AiC cloud-init z#&m 33

1.

RIET S Y DBEB X 2IIFLLRHC VDA R FRZHERFTBICIE ROOAR P ZRITLET !

echo "preserve_hostname: true" > /etc/cloud/cloud.cfg.d/99
_hostname.cfg
<!--NeedCopy-->

/etc/cloud/cloud.cfg 7 71 )LD system_info £ > 3 VO FICRDTHH 2 e #HBLET:

system_info:
network:
renderers: ['netplan', 'eni', 'sysconfig']
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<!--NeedCopy-->
2. AWS TMCS MMER LRI VICSSH Z2FERALTYE— 7 7ERT3HBE. CNSORETI VICF
—ENTRYFEINTVWAEWESD, NRAT—RRHAZEMDCLET . BEICIHSL TROBEZERITLES,

« cloud-init#m7 71 Jl/etc/cloud/cloud.cfg ##EEL £, ssh_pwauth: true THEHET
3R LET, set-password [T RDITHEET 3HEIF. TDOITEEBRTZH. OXV %
EBmML%Ed,

users:
- default
<!--NeedCopy-->

e cloud=initic&>oTERENI=T 74/ b1—H—ec2-userFidubuntuzERT 3548
&, passwdadY Y REFHALTA—HY—NAT—RELEETIET, HLLUNZXT—REZRLT.
MCS BMER L TefRIEET S IO 1 > TR SICFERTESLS5ICLET,

« /etc/ssh/sshd_configTZ 7ML= RELT. ROTHEET I EBERLET:

PasswordAuthentication yes
<!--NeedCopy-->

7710 E®REL. sudo service sshd restartav>RuERTLET,
Flg3c: 7o 7L —MMREYIVICLINUXVDA Xy T —S% 1V XA R=ILT3
7
REERTHFOVDAZT > TL— MYV LTHERT3ICIE. COFIEZEEL FT,
To7FL—MRETS VIZLINUXVDA Xy ir—2% 4 Y X —=)LE 3H0C. .NET S22 1 L6.0%1 >+
—JILLET,
FRALTWS LINUXFr A UE2—>3> 2. ROV RERTL T, Linux VDA ORIEZ Y b7 v
L&,
RHEL/CentOS/Rocky Linux 084

sudo yum -y Tlocalinstall <PATH>/<Linux VDA RPM>
<!--NeedCopy-->

Ubuntu/Debian 054
sudo dpkg -1 <PATH>/<Linux VDA DEB>

apt-get install -f
<!--NeedCopy-->

SUSE D155
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sudo zypper -1 install <PATH>/<Linux VDA RPM>
<!--NeedCopy-->

FE3d: VR D EARICLT tdb-tools /Xvs—2% 1> X —)L$% RHELT7 4—N\—0Di54:

subscription-manager repos —--enable=rhel-7-server-optional-rpms
<!--NeedCopy-->

RHEL7 7—JX7—2 3> 055!

subscription-manager repos —--enable=rhel-7-workstation-optional-rpms
<!--NeedCopy-->

Fl& 3e: (RHEL. CentOS 0iF5) ntfs-3g %2t TEZ EPEL VAR hUE AV =)L F3 EPEL UKRY
k1% RHEL 8. RHEL7, CentOS7IiIC1> R h—JLLET, T35 LTH< k., % Tdeploymcs.shxRiTLE
CEIC. EPELURS b UICH B ntfs-3g Xy r—SNRAYZA b—LanExd, EPELDO1 Y X b—ILAZEICDOWT
i&. https://docs.fedoraproject.org/en-US/epel/D&iBAESBL T 123 W,

FIE 3f: (SUSE T) ntfs-3g #F&HTr>Xb—J)LF3 SUSE 73 v b7 x+—LilE ntfs-3g 2RI Z VR
ShULRBDEEA, V—ROA—KRELAT>O—-RL. AVNTILL, ntfs-3g 2FEHTI>RAM—=)LLET:
1. GNU Compiler Collection (GCC) aA¥ /XA 5> AFLL make Xy —JF AV A R—)LLET:

sudo zypper install gcc
sudo zypper install make
<!--NeedCopy-->

2. ntfs-3g Nwr—o% Ao oO0—-RLET,
3. ntfs-3g Nwsr—S=RBEALET,

sudo tar -xvzf ntfs-3g_ntfsprogs-<package version>.tgz
<!--NeedCopy-->

4. ntfs-3g N T —IADNRZRENALET:

sudo cd ntfs-3g_ntfsprogs-<package version>
<!--NeedCopy-->

5 ntfs-3g 21> A—ILLET:

./configure
make

make install
<!--NeedCopy-->
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FIE3g: MCS BT 71 ILEZHRET 2
1. /Jetc/xdl/mcs/mcs.conTOEHETEL T,

o BXAVIEBMSFIADHE

KX YVIEBMDLFUATIE. /etc/xdl/mecs/mcs.confhEHzRIEEDF FICT B\
BEICIGC TUTOEHZEETIET !

DOTNET_RUNTIME_PATH=**path-to-install-dotnet-runtime \**
DESKTOP_ENVIRONMENT=**gnome | mate \**
VDA_PORT=port-number
REGISTER_SERVICE=Y|N
ADD_FIREWALL_RULES=Y|N
HDX_3D_PRO=Y|N

VDI_MODE=Y|N
SITE_NAME=dns-site-name| ‘<none> °
SEARCH_BASE=search-base-set| ‘<none> °
START_SERVICE=Y|N
TELEMETRY_SOCKET_PORT=port-number
TELEMETRY_PORT=port-number

Bk
Jetc/xd1l/mcs/mcs.confdAD_INTEGRATIONZ %L, 77 #JL FTlEWinbind
ICRESNTWET, T7A4IMEIE. RXTVIESMSFUAICIIRELEFE A,

o RXAVEMEHLFTUFDIHE

Jetc/xdl/mcs/mcs.confOEHEZTEL EF.mcs.confEmT 71 ILICIZ.MCS & Linux
VDA ZRET B T-DDEHAEENTUVE T, BEICIGL TERETTI3EHIRDEHDTT:

- Use_Existing_Configurations_Of_Current_VDA: JRERTH®D VDA OEE
@ AD BEE#R 7 7 1L (Jetc/krb5.conf. /etc/sssd.conf. & & t¥/etc/samba/smb.conf)
ZERATINESIHERELEFT. YICERET DL MCS THER TSV OEHT 7
TIIE. RERTHOVDADBR 7 71 ILEBL 7 71IILICARD £9, 25 L. dnsE#k
CAD_INTEGRATIONZE#HZEBH T I2HMENHD T, T 74 MEIEN TT, Thik. MCS
PMER LISV EDBR 7 7MUY REZ—A A= LOBET Y L — MILK>TRESINS
CEEEKRLET,

- dns: EDNSH—N—DIP7RLZAZHRELET, RK4 DD DNSH—N—%ERETT X7,

- NTP_SERVER: NTPH—N—0DIP 7RLZZRELFT. FICHEEDOHWVWRED, ThiFRFX
A>a2>r0—-5—DIP7RLXTY,

- WORKGROUP: O—=2J)L—7F&%. AD TH#H L7 NetBIOS 8 (KXF&/IZWXFZKXH) ICF
ELET, RELABIFE. MCSIETYI VDRI MEBDOERICHLS RXMVEDOERZT—2
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FIN—TFRBe LTERALET, L ziE. ¥> > 7Aho> H userl.lvda.citrix.com 054,
D—9)—FRE LT Citrix PELWERTH B ICHHHH 5. MCS id lvda #EHT 3 C
CICBDET, T—UTIN—TRBEELLERETDELSICLTLIETL,

- AD_INTEGRATION: Winbind. SSSD. PBIS. #7i& Centrify #88E L £¥, Linux ¥«
ZAhVEa—>3 YOI MYy IR MSCHYR—bT2RXAUBMAEICOVWTIE. ZD:E
HD MHR—rINTVWETrAMUE2—>3> ) ZBBLTIEIVL,

- CENTRIFY_DOWNLOAD_PATH: Server Suite Free (|B%f Centrify Express) /N\wio—o
AU VO—RTREODNAERELET, CDfEiE. AD_INTEGRATIONZ##* Centrify
ICRE LIBSICOAFEMCAED £9,

- CENTRIFY_SAMBA_DOWNLOAD_PATH: Centrify Samba Xy —C#4o>O0—R7
310D ERELET, COfEIE. AD_INTEGRATIONZ#H % Centrify IC8RE L 2BAIC
DHBEICHED T,

- PBIS_DOWNLOAD_PATH: PBISNy s —2% 4D O—- R 3HDNAZRELET, C
DOfEid. AD_INTEGRATIONZ#%Z PBIS ICRE LB BICOAFBEMICHRD £7,

- UPDATE_MACHINE_PW: o> 7hOYbONRT—REFHOBIUEEMEIZERICL
T, LK. ROV THI Y RDONZAT—ROEHEBEI #BBL T,

- X® Linux VDA #8Z#:

DOTNET_RUNTIME_PATH=**path-to-install-dotnet-runtime \**
DESKTOP_ENVIRONMENT=**gnome | mate \**
SUPPORT_DDC_AS_CNAME=Y|N
VDA_PORT=port-number
REGISTER_SERVICE=Y|N
ADD_FIREWALL_RULES=Y|N
HDX_3D_PRO=Y|N

VDI_MODE:Y| N
SITE_NAME=dns-site-name| ‘<none> °
LDAP_LIST= ‘list-ldap-servers’ | ‘<none> °
SEARCH_BASE=search-base-set| ‘<none> °
FAS_LIST= ‘list-fas-servers’ | ‘<none> °
START_SERVICE=Y|N
TELEMETRY_SOCKET_PORT=port-number
TELEMETRY_PORT=port-number

mcs.confofle LT UTFORI -2 ay b EBBLTLRETL:
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#1/bin/bash

#

# Citrix Virtual Apps & Desktops For Linux Script: Machine Creation Service
# Copyright (c) Citrix Systems, Inc. All Rights Reserved.

#

# This is the configuration file for mcs scripts.

Template machine check:

# If unspecified, the value is N by default, meaning that mcs configuration templates will overwrite configuration items
# If you choose Y, MCS created VMs will use the existing configurations of the current VDA that must running correctly
Use_Existing_Configurations_Of Current_ VDA=N

DNS Configuration:
# Provide DNS information

# You can provide 4 DNS servers at most.

# Leave empty if you do not have 4 servers. You may also leave all of them empty
# and configure dns manually.

# Format:

# dnsT="XX.XX.XX.XX"

# dNs2="XX.XX.XX.XX"

#dns3=

# dns4=

dns1="192.1681.5"

dns2="192.168.3.4"

dns3=

dns4=

NTP Configuratior
# Provide NTP server information.

# If not set here, the default value will be the address of domain controller.
# Format:

# NTP_SERVER="XX.XX.XX.XX"

NTP_SERVER="192.168.4.5"

WORKGROUP Configuratior
# Provide Workgroup information.
# Usually workgroup is the same with domain name and you do not need to configure it here.
# If that is not the case, please config it according to the correct format:
# WORKGROUP="workgroup_name"
WORKGROUP="example"

Domain Join Configuratior
# Provide Domain Join method.

# Winbind: support RHEL7/CentOS7, RHEL8/CentOS8, SUSE12, SUSE15, Ubuntu16.04, Ubuntu18.04, Ubuntu20.04

# SSSD: support RHEL7/CentOS7, Ubuntu16.04, Ubuntu18.04, Ubuntu20.04, SUSE12, SUSE15

# Centrify: support RHEL7/CentOS7

# PBIS: support RHEL7/CentOS7, RHEL8/CentOS8, SUSE12, SUSE15, Ubuntu16.04, Ubuntu18.04, Ubuntu20.04, Debian 10

# AD_INTEGRATION="winbind" or AD_INTEGRATION="sssd" or AD_INTEGRATION="centrify" or AD_INTEGRATION="pbis"
AD_INTEGRATION="winbind"

entrify download path Configuratior
# When choose Centrify as AD_INTEGRATION, provide Centrify download path with related distribution if Centrify is not installed.
# To find out the correct download url for your os, you may go here:

# https://www.centrify.com/express/linux/download-files/#accordion-download-express-02

CENTRIFY_DOWNLOAD_PATH=

entrify Samba download path Configuratior
# When choose Centrify as AD_INTEGRATION, provide Centrify Samba download path with related distribution if Centrify is not installed.

# CENTRIFY_SAMBA_DOWNLOAD_PATH="http://edge.centrify.com/products/opensource/samba-4.5.9/centrify-samba-4.5.9-rhel3-x86_64.tgz
CENTRIFY_SAMBA_DOWNLOAD_PATH=

PBIS download path Configuration:
# When choose PBIS as AD_INTEGRATION, provide PBIS download path if PBIS is not installed.
# PBIS: support RHEL7/CentOS7, RHEL8/CentOS8, SUSE12/SUSE15, Ubuntu16.04, Ubuntu18.04, Ubuntu20.04
# RHEL7 and SUSE12: "https://github.com/BeyondTrust/pbis-open/releases/download/8.8.0/pbis-open-8.8.0.506.linux.x86_64.rpm.sh"
# RHELS: "https://github.com/BeyondTrust/pbis-open/releases/download/9.1.0/pbis-open-9.1.0.551.linux.x86_64.rpm.sh"
# Ubuntu: "https://github.com/BeyondTrust/pbis-open/releases/download/8.8.0/pbis-open-8.8.0.506.linux.x86_64.deb.sh"
# SUSE15: "https://github.com/BeyondTrust/pbis-open/releases/download/9.1.0/pbis-open-9.1.0.551.linux.x86_64.rpm.sh”
# PBIS_DOWNLOAD_PATH="https://github.com/BeyondTrust/pbis-open/releases/download/8.8.0/pbis-open-8.8.0.506.linux.x86_64.rpm.sh"
PBIS_DOWNLOAD_PATH=

Machine Password Automate Updat
# Machine password will expire after 30 days(default), so we have a mechnisum to update
# this password regularly.
# You can set this value to enabled to enable this feature.
UPDATE_MACHINE_PW="disabled"

Linux VDA Configuration
# Provide Linux VDA configuration information.

# Please refer to Linux VDA Documentation for these settings.
DOTNET RUNTIME_PATH=/opt/dotnet
DESKTOP_ENVIRONMENT=gnome

SUPPORT DDC_AS CNAME=N

VDA_PORT=80

REGISTER_SERVICE=Y

ADD_FIREWALL_RULES=Y

HDX 3D _PRO=N

VDI_MODE=Y

SITE_NAME="<none>"

LDAP_LIST="dc1.example.com”
SEARCH_BASE="DC=example,DC=com"
FAS_LIST="<none>"

START_SERVICE=Y

TELEMETRY_SOCKET_PORT=7503

TELEMETRY_PORT=7502
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2. /opt/Citrix/VDA/sbin/deploymcs.shxR{TL£J,

3. FYFL—hrIIYT, AV RIa V% [etc/xdl/mcs/mcs_local_setting.regurrilL
ICEBMLT. REBERLIXMVEZEREIIERLET, COBRMEICE>T. MCSTFOE 3 =Z>Jdh
eI VEBRETAILVICT—RERENRDONABVLSICLET,

/etc/xdl/mcs/mcs_Tlocal_setting.regZ7 71 ILO&TIE. LI X M UEERE EISEH
FBHOIATVRETT,

feezid. RoEFhghoav>R>r>% /etc/xdl/mcs/mcs_local_setting.reg7z 7+
JUIZIEML T, LR MVEZEREFIZEMTETET:
create -k "HKLM\System\CurrentControlSet\Control\Citrix\
VirtualChannels\Clipboard\ClipboardSelection" -t "REG_DWORD" -v

"Flags" -d "Ox00000003" --force
<!--NeedCopy-->

update -k "HKLM\System\CurrentControlSet\Control\Citrix\
VirtualChannels\Clipboard\ClipboardSelection" -v "Flags" -d "0
x00000003"

<!--NeedCopy—-->

FlE3h: YREZ—A1 A=V %EHT D
1. Jopt/Citrix/VDA/sbin/deploymcs.shxaE{TL%3,

2. FERTHOVDAZTF YL —MREYSVELTERLTWVWAHEIR. COFIEZRFy FLTLLEDS
W) TV FL— MRSV ET. BRTY L — b EEHL T ERINIETARTOREY S Y EOBET
3/etc/krb5.confZ7-IL. /Jetc/samba/smb.conf7 7. &V /etc/sssd/sssd
.conf771ILEHREIAIXLET,

Winbind 2—% -4, /etc/xdl/mcs/winbind_krb5.conf.tmpl&s&kor/etc/xdl/
mcs/winbind_smb.conf.tmplF>7L—brZ2EHLET,

SSSD a—#—mig4a. /etc/xdl/mcs/sssd.conf.tmpl. /etc/xd1l/mcs/sssd_krb5
.conf.tmpl. 8&tt/etc/xdl/mcs/sssd_smb.conf.tmplF>FL—+r%=EHLET,

Centrify 2—%—mB4&. /etc/xdl/mcs/centrify_krb5.conf.tmpls&tf/etc/xdl/
mcs/centrify_smb.conf.tmplF>7L—+%EHLET,

A
FUTL— b T FAILTHERINTVREEZEORREFEF L. SWORKGROUP, SREALM. Srealm.
${new_hostname}. && 1 SAD_FQDN % ¥ DZ#h=ERE L T RET W,

3. FAIBNTUYIISURICEDE YRE—ARXA—JDRTFTv T3y b2ERL TERIZMITE Y,
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« (Citrix Hypervisor. GCP. & & UfVMware vSphere 0i54) F> 7L — MrRETI VIZT T
T—=—2a>uHAVAM=IL, TYTL—MREIIVES vy Y RETIVLET, YAZ—AX—=TD
AFv T3y b EERLTREIZMITET,

« (Azure ©BE) TV SL—MMREXI T IV r—>ayEA4 > =)L L. Azure Portal TF
DTIL—RREIOVES Yy REUYLET, TUTL— MRETYS VOERREN. [Stopped
(deallocated)] ICAE>TWBZrZHBLES, CCTUY—RINL—TDOERIERZTEWVWTLE
TW, AZUre TYRA—A X—CZRETBRICEFIBETT,

*» Comnect P Start @ Reciz W Siop | @ Capture =D Move @ Delete ) Refresh

Resource group (change) Computer name

mes rhel-sssd-temp

Status Operating system

Stopped (deallocated) Linux

Location Size

East Asia Standard D2s v3 (2 vcpus, 8 GB memory)

Subscription (change)

Subscmit\:r\ 1D

« (AWS DI58) TV TL—MMREIIVICTIUr—>ayz14 > =)L L. AWS EC2 Portal
TTY7L—hRETS>ZS vy ATV LET, TYTL—MREII DO VX Z 2 KRR
H. [Stopped] ICH->TWB I ZMBLET, T 7L —MrETYS >EEHEIY vo L. [Image]
> [Create Image] Z#ERL £9., BBICLLCTEREANSNIL. REZTVLE T, [Create Image]
Z0UvILET,

Create Image X

Instance ID  (j) i-011€
Image name (i)
Image description  (j
No reboot  (j)

Instance Volumes

Volume . . . Delete on
D - Si GIB] - . Th hput SN Ei ted
Type eylce Snapshot (i u.je[ ) Volume Type (i) 10PS (i Ko Pu Termination nrcryp =
a i i = = (MBIs) (i) a ()]
Root Idevisdal ggap- 40 ,G'enera\ Purpose SSD ("grpi) v| 120/3000 N/A < Not Encrypted

Add New Volume

Total size of EBS Volumes: 40 GiB
When you create an EBS image, an EBS snapshot will also be created for each of the above volumes.

[Nl Create Image

« (Nutanix ©#8) Nutanix AHV T, 7> 7L —MREITS Y ZS vy FEOYLET, YRXE—A
X=CDRFTyv T ay b EERLTREIZEMITE T,

pE
Citrix Virtual Apps and Desktops TR 3 iciE. Acropolis 2F+v 7> 3w k&% TXD_]
THBOZBERHD £9, BBICHL T, Acropolis >V —ILEFERLTRFTyIoayv o
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BRIEEELET, XFv7ay bORFEIZEELLLS. AZOJERV s —RZBEHL
T, EBficN—BZEIRLE Y,

(GCP mi#54) FIE3i: RHEL8.X T —H =3y MEKE#H TS GCP THRX TN TW3 RHEL 8.x IZ Linux
VDAZA YA R—ITBE. 1—F2y MEGHRDN. RETS VOBEEFHEIC LINnuXVDAICT7EXTEAL
BBEZeHHDFEYT, COMEERBYT 3IIE. RETS VORI IAT Y RERTLET:

nmcli dev connect etho
service NetworkManager restart

<!--NeedCopy-->

Flg4: <> >h207DIER

Citrix Studio T, ¥>>Ah4207 %R L. h2O7ICERT 3 REYS VOBERRELET., v >haO00%
B2 TFlE. YAZ—AXA—CHBIRLET, UTOHIZESBL T IV

Machine Catalog Setup

Studio

¥ Introduction
¥ Dperating System
¥ Machine Management

Master Image

Storage and License Ty...

Virtual Machines
Resource Groups
MNetwork Cards
Computer Accounts
Domain Credentials

Surmmary

Master Image

Browse the resource groups below and select the managed disk, snapshot, or VHD to use as the
master image for all machines in this catalog.

= If you select a VHD attached to a VM, the VM must be stopped.

= Make sure the selected master image has a Citrix VDA installed.

o Don't see the resource group you want?

] je-WestUS2

@] LinwVDA

£ Azure-1604_0sDisk_1_0b3977596c1447909bf42373ac0c6a05
& arure-client_OsDisk_1_See3cd35a6d744c 1994502846383
& azure-de_OsDisk_1_f047ec978ebad26bb0d03c0f92869e67

& Azure-jT7_OsDisk_1_adf0f65861d447a5bad066c663228f2c

&8 Azure-jcjc77_OsDisk_1_ecbeddBd75e74bb08150cBedd83T7254e

SAzure-j crhel77_OsDisk_1_683abfc05eBc4fdBacaclb2Be3bd9edd

EAzure—jcrhelﬂ'l_DsDusk_1_Sf13&32962349&8(?{13&53648:934

@ Select the minimum functional level for this 7.6 (or newer) -
catalog:

Machines will require the selected VDA version (or newer) in order to register in Delivery Groups
that reference this machine catalog. Learn more

Back | Cancel
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Studio Master Image

The selected master image will be the template for all virtual machines in this catalog. (A master
image is also known as a clone, golden, or base image.)

: Use the YDA for HDX 3D Pro when selecting a GPU-enabled snapshot or virtual machine,
+ Introduction

: Select a snapshot (or a virtual machine):
# Operating System
4 RHEL6.8
+ Machine Management = g
» (W] RHEL74 @
Hex Wiw)c b [ sles123 @
Virtual Machines ‘ b [ ubuntuls @
e ————————————————
Computer Accounts | (] vesa @
Surnmary
ﬂ Select the minimum functional level for this 7.9 [or newer - recommended, to acc... =
catalog:

Machines will require the selected VDA version (or newer) in order to register in Delivery Groups
that reference this machine catalog. Learn more

Back | (I Cancel

Nutanix BE® [AYTF] R=I T, BT TL—MREIIDVICHELLEIYTFEBERLEY, [YX42—
ARXR=D] R=TJT AX=TPODRFv T3y bzBBRLET, RETI V] XR—I T &/ CPU 0 RE
CPU b pa7#=mBL %9,
pE 2
Delivery Controller to <> > h 204 DR 7O XICH7% D OEEHH MB35 EIE. Nutanix Prism (2
%8 L. Preparation) ¥ LWSEEHNHWIS Y DEREFHNTAVICLET, CO7FO—Fid. 1B
7Ot Rz DDICRILBEE T,

BREIZH L THDOEBR I X EZRITLET, 5L <Id. TStudio TOY > > H 205 ORI Z2BBL T I L,

FIES: TUN)=TI—T DR

FUNY=FI—=TE. WL DOD DI VAZOTHEREIRLIEYS U EIIL—THULEHDTT, EN5DIY
VEFRATIZ A -, TOA—H—ICRHEITZ 7TV —2 a3 LU TRI MYy TEIBELE T, #L<
& T UNU =T IIL—TDER #BBLTLETL,
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MCS % fEF L 7z Linux VDA O E#

MCS %R L T Linux VDA 2 E# 9 3ICid. ROFIBZRITLET:
1. Linux VDA #8ED ) ) —RICEFH T B80S, NETSEA1L6.0NRI VI —ILETNTVWR e 2m@RL
TLETEL,
2. 77L—btT> T LiINnUXVDAZEHL 9!
E:
Linux VDA 0 B8IEfieEx EAL T, VI b 7OBBEHE AT P2 —ILTE58DHTEET,
CNEITSICIE. T TL— T2y o ete/xdl/mes/mes_local_setting.reg 7 7 rJLica<x > R

SAVEEBMLET,
T ZIE ROOAR Y RSA V% BIMTE Y !

create -k "HKLM\System\CurrentControlSet\Control\Citrix\
SelfUpdate" -t "REG_DWORD" -v "fEnabled" -d "0Ox00000001"
force

create -k "HKLM\System\CurrentControlSet\Control\Citrix\
SelfUpdate" -t "REG_SZ" -v "ScheduledTime" -d "Immediately"
- force
create -k "HKLM\System\CurrentControlSet\Control\Citrix\

SelfUpdate" -t "REG_SZ" -v "Url" -d "<Your-Azure-Container-
Url>" - force

create -k "HKLM\System\CurrentControlSet\Control\Citrix\
SelfUpdate" -t "REG_SZ" -v "CaCertificate" -d "<Local-

Certificate-Path-of-PortalAzureCom>" --force
<!--NeedCopy-->

RHEL 7 5&£ U CentOS 7 0355

sudo rpm -U XenDesktopVDA-<version>.el7_x.x86_64.rpm
<!--NeedCopy—-->

RHEL 8/CentOS 8/Rocky Linux 8 ®i54:

sudo rpm -U XenDesktopVDA-<version>.el8_x.x86_64.rpm
<!--NeedCopy-->

SUSE 084

sudo rpm -U XenDesktopVDA-<version>.slel2_x.x86_64.rpm
<!--NeedCopy-->

Ubuntu 18.04 g4

sudo dpkg -i xendesktopvda_<version>.ubuntul8.04_amd64.deb
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<!--NeedCopy-->

Ubuntu 20.04 054

sudo dpkg -1 xendesktopvda_<version>.ubuntu20.04_amd64.deb

<!--NeedCopy-->

3. /Jetc/xdl/mcs/mcs.confr/etc/xdl/mcs/mcs_Tlocal_setting.regzimeEL £7,

4, FLWRFv T ay b EERLE T,

5. Citrix Studio THLWRF v Foayv b ERIRL, IO UHRO00%2FHLET, EYVUNBHTZET

FRLET, YO VeFHTHEHLAVTIRTIL,

NIV TATY EONRT—ROEHZEHK

ROVTAIEDNRAT—RIE. T LTI >HZ20O00 DERME 30 B TEMEIRTINICAED £9, /VX

J— ROBMHEEEMNICL. IOV THIVRDODNRT—ROEFZ#BEENILTBICIZ. UTERTLET:

1. /opt/Citrix/VDA/sbin/deploymcs.sh @ 3=17#i1IZ. /etc/xdl/mcs/mces.confickp T > ~UEBIML &

ERS

UPDATE_MACHINE_PW="enabled"

2. Jopt/Citrix/VDA/sbin/deploymcs.sh # =47#. /etc/cron.d/mcs_update_password_cronjob % 5
WTEMORZCBEZRELE T, T 74 MDORETIE. IV TAHUY FONZT— 2 EERER.

Fai 2B 30 DICEFRLE I

EIDVTHIY FDONRRT—ROEH%E. Delivery Controller DF 7y b v v a B EMICHD, ROITZ—

H/var/log/xdl/jproxy.log ICRRENBZ e hHD £

[ERROR] - AgentKerberosServiceAction.Run: GSSException occurred.
Error: Failure unspecified at GSS-API level (Mechanism level:

Checksum failed)

IS—%EET3ICIE. EENICFry bEv v a%BELET, TRTO Delivery Controller F7zid kX1 >

IhO=5—TFvv2aDI)—2TvIEAIZRTPa—ILTEET,

MCS H'ERE L 7cfk#8 < > > T FAS ZHB3h1k
RDTA AP E2—23 > TRITINS MCS TR LIREBT S VT FAS ZBMICTEI £ 7.

Winbind SSSD Centrify PBIS

RHEL 8. Cent0OS8 {&Ww ATV ARV &L
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Winbind SSSD Centrify PBIS

RHEL 7. CentOS7 &L [EqA VL I

Rocky Linux 8 (=40 LW LW LW
Ubuntu 20.04 (=40 LW LW LW
Ubuntu 18.04 (=40 LW LW LW
Debian 10.9 (=40 LW LW LW
SUSE 15.3 [FqA IRy ARy ARy
SUSE 15.2 [FqA IRy IRy ARy
SUSE 12.5 [FqA IRy ARy ARy

TOTL—MMREYI VY TIRREZ—ARXA—UEETBLEICFAS ZBMICT S

1. JL—+~ CAGERREZ 1V R— b LET,

sudo cp root.pem /etc/pki/CA/certs/
<!--NeedCopy-->

2. ctxfascfg.sh #R1TL £, s¥L <Id. Tcixfascfg.sh =171 Z2BBL TSI L,
3. Jetc/xd1l/mcs/mcs.conficEHER/ELET,
i
Jetc/xdl/mcs/mcs.conficBEBERIARNTOEHEZZELEF T, CNSOTHIFFETS VD

EHEFICHEHTINE O T,

a) Use_Existing_Configurations_Of_Current_VDAodfE% YICRELFT,

b) FAS_LISTZ#% FASH—N—7 KL R (£7IFEHDFASH—N—F7RLX) ICRELET.
BERO7RLRGEZIOYTRYID, PRLRE—E3|AFTHAFY (fl: FAS_LIST='<
FAS_SERVER_FQDN> ; <FAS_SERVER_FQDN>"),

c¢) VDI_MODE#R Y. %BIIIGL THOTHZZEL T,

4, 207k /opt/Citrix/VDA/sbin/deploymcs.shz®{TLET,

MCS HMER L Tcfk8 <2 > T FAS Z2BMICT 3

BIRDESICTFYTL— I TFAS BAEMICHE > TLAHRWIESIZ. MCS TR INRREY V> TFAS %8
MCTEEY,

MCS BMERE L 7cfR#B< > > T FAS ZBMICT BICIF. RERITLET:
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1. Jetc/xdl/mcs/mcs.conf OEHEREL£T,
A
Jetc/xdl/mcs/mcs.confichBER IR TOEHZZELE T, CNSOTEKIFRETS VD
EEFEFICFUOEINZ 20T,

a) Use_Existing_Configurations_Of_Current_VDADfE% YICRELFT,
b) FAS_LISTZ#% FASH—N—7RLRICBRELET,
c¢) VDI_MODE#R Y. %BICISL THOEHEZREL T,

2. L— bt CAGEERZEZ 7V R— L&Y,

sudo cp root.pem /etc/pki/CA/certs/
<!--NeedCopy—-->

3. Jopt/Citrix/VDA/sbin/ctxfascfg.shXo U FbaRTLET, s#L <&, lctxfascfg.sh
DEITI #BRELTILETL,

Citrix Provisioning %z 5/ L 7= Linux VDA DR

January 31,2023
Citrix Provisioning 2R L T. KX >&INEH VDA ZERTE &7,

I Tl Linux #2—=4%y bFNRA RO M) =SV FICOWTHBEL £ T, COHEERFERT 5 . Citrix Virtual
Apps and Desktops BB TH#Z Linux RET RV by 72703 =Y I TEET,

HR—FINTUWB LINUXTA AU E2—2a>VIdROEED T,

« Ubuntu 18.04
« Ubuntu 20.04
« RHEL 8.4

« RHEL 8.3

« RHEL7.9

« SUSE12.5

« SUSE 15.2

« SUSE 15.3

BE.

« Citrix_Provisioning_2203.17so® Citrix Provisioning RTRIEE7 7 T ILICE EFN 5 &
HOU—RDA VR M=ILINYT—C%ERTZICEZEHOLET, FHIS Linux T XrJUE2
—> g Iy =% FERLES, LINuXK A MU =25 T—I x> b 2109 L% FERET 3
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IZiZ. Citrix Provisioning #—/\— 2109 LIEAHET T,

« Citrix Provisioning ZffA L T Linux 2—4%v b T N1 R X MU -2 J 9 35E1F. 7OEY 3
ZVTENIETNAZBRATFEEDICEFTE B LIS, B—OHET 1 X7 X =2 EITER DEEN/N
—TaavefEllLEd,

e N—F 4> avEbtrfsTI+—< v T3 LIFBITTLIEETL, GRUB2 ICIF. btrfs/N\—F«
2 aYVOBRETHAREMLEREELRH D £3, GRUBIZ. GRand Unified BootloaderdB&Td,

## L <&, Citrix Provisioning RFaX> r® TLinux 2—4%v 7 NAZDZ ) =227 2BRLTLIES
Lo

Citrix DaaS Standard for Azure < Linux VDA % {Er%

November 27,2023

Citrix DaaS Standard for Azure TR X1 V&ML B X1 >AEMOEA D Linux VDA % 166 L T. Microsoft
Azure B 5EBD T /N ZIZ Virtual Apps and Desktops #E2fE TE £ 9, ##L < l&. lCitrix DaaS Standard
for Azure; ZB8BLTLLETL,

HR—FTNAhTLBLINUXTFAXKJE2— 3y

RO LINUX T4 RAMJE 2= a3 IdeexrHR— ML TWVWET:

« RHEL 8.8

« RHEL 8.6

« RHEL 8.3

« RHEL 8.2

« RHEL7.8

+ Rocky Linux 8.8/8.6
« Ubuntu 20.04

« Ubuntu 18.04

FIg1: Azure TOYRZ—A A= D#EME
o

Linux VDA 0 BEIEHikiEx ERAL T, VI MV 7OEBEHE AT P2 -T2 HTEEFT, hE
T31C1F. Y RE—1 X—T Eo etc/xdl/mcs/mcs_local_setting.reg 7 71 JLICOY Y RS > %BIIL
F9,

e ZIE. ROOAR Y RSA U ZEBMTE X!
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create -k "HKLM\System\CurrentControlSet\Control\Citrix\SelfUpdate"
-t "REG_DWORD" -v "fEnabled" -d "Ox00000001" - force

create -k "HKLM\System\CurrentControlSet\Control\Citrix\SelfUpdate"
-t "REG_SZ" -v "ScheduledTime" -d "Immediately" - force

create -k "HKLM\System\CurrentControlSet\Control\Citrix\SelfUpdate"
-t "REG_SZ" -v "Ur1l" -d "<Your-Azure-Container-Url>" - force

create -k "HKLM\System\CurrentControlSet\Control\Citrix\SelfUpdate"
-t "REG_SZ" -v "CaCertificate" -d "<Local-Certificate-Path-of-
PortalAzureCom>" --force
<!--NeedCopy-->
1. Azure T, HAR—bINTWVWB T AMUE2—>3 >0 Linux REYS V% 1ERL £9,
2. BEIZIGEL T, LINuX RIS VICTRI hy TBEBE#1I VX —IILLET,

3. ZoORET > 2T, https://docs.microsoft.com/en-us/dotnet/core/install/linux-package-
managersOFIBICH>TNET S>421 L6021 YR —ILLET,

4, (Ubuntu & n#) /etc/network/interfacesz 7 JLicsource /etc/network/
interfaces.d/*17#EBML %3,

5. (Ubuntu &0 &) /etc/resolv.confT/run/systemd/resolve/stub-resolv.
confTld#i< /run/systemd/resolve/resolv.confaigEEL %7

unlink /etc/resolv.conf

1n -s /run/systemd/resolve/resolv.conf /etc/resolv.conf
<!--NeedCopy-->

6. LINnuXVDANY r—2% AV —=ILLET,

7. Jetc/xdl/mcs/mcs.conf DEEETEL T, mcs.confEE 7 71 JLiCid. MCS & Linux VDA #8%BE
TEREHDOEHHNEENTVET,
A
dns THUFIBEE LBV TL T L,
I A AO0 DIERBFICEN 1 TERIET 04 L2101 TEERT 35518, VDI_MODE=Y%%E
LFxd,

8. /opt/Citrix/VDA/sbin/deploymcs.shxR{TLFJ,

9. Azure TIREET >V EEIE (FRIFEIDLETHER) LET, [TARAIDIIRK—F] 27Uy ILT, 1B
DIREIS VHERT BTHDIRAZ—A A=V LTEATESZREN—RFT1 X2 (VHD) 771D
SASURLZ&RL XY,
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rhel-daas_OsDisk_1_81ec46a2dc404bd6a4d589c4fe545718 | Disk Export

= Disk

| P Search (Ctrl+) | « Generate a secure URL and download it directly.
8 COverview URL expires in (seconds) *

Activity log | 3600

Pa  Access control (1AM}

‘ Tags

Settings

& Configuration
. Encryption
B3 Disk Export
HY properties
& Locks

EX Export template

Support + troubleshooting

@ New support request

10. (7> 3Y) RRZ—AR=JTIIN—TRVI—ERELEFT, ctxregV—IEFERBLTIIL—TRY
D—HERETETEY, ez, ROAT> Ri&. PDFEIRIO PDF A= N\—%IL ) 2 —%=BEERT S
RS —2BHMILET,

/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\
GroupPolicy\Defaults\PrintingPolicies" -t "REG_DWORD" -v "

AutoCreatePDFPrinter" -d "Ox00000001" - force
<!--NeedCopy—-->

FlIE2: Azure h5DIRXAZ—A A= DA ViR—k

1. [BE] 4y2aR—Rrbps5. BAIO [NRE2—AX—=2] ZBEALEY. 71 XTL1ICIE Citrix Hgflt
TBETVRZ—A A= BB LUVA VR— b LIt X—OH—BRRINET,
B> b
COY—EXDEEETITAETADIFEALIR, [BE] HyPaR—Fr [BH] 4vPaR—FR
TEEINET,. RO AH20O07 %1ER%E. Citrix Cloud I2r>r> LT [Managed Desktops]
Y—EXRZBERTZ. BEA Yy aR—FHIEIMICEFLET,
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L_@ Master Images

Z Build Image + Import Image

2. [ X=V=AVR=—F] 2OV ILET,

3. Azure TER L7 VHD 7 71)LD SASURL ZAALEF Y, YRZ—1 X—JOFEL LT [Linux] %zi¥

RLET,

Import Image from Azure

Enter the Azure-generated URL for the Virtual Hard Disk

@) Linux

Name The New Master Image

4. V4 HF—FOETRICV. YXAZ—AX—2F1VR—FLET,

FlE3: > >h207 DIERK

[BE] Ay>aR—RIZTIERL. [AE2OTZERT 2] 20Uy ILET, YO VAZOTZERT LS

3. ERTHERLIEIRZ—I A=—C72BIRLE S,
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F:
TRA—A A= LTERAINZRET> VICIE. SSH £7IERDPEN LT7I9ER$T2 i3 TS EHE
Ao RIS NCTIEXTBICIE. Azure Portal o> ) 7)La>y — L= ERLE T,

Linux VDA OF&1 > X +b—)L

November 27, 2023

Linux VDA IZ. RO Linux 74 AU E2—>aVICFEBHTI VA =L TEET:
« Amazon Linux 2. CentOS. RHEL. & &1 Rocky Linux A® Linux VDA OF &1 > X b—JL
o SUSE A® Linux VDA OF &1 > X b—JL
« Ubuntu A® Linux VDA 0 F &1 > X k=L

« Debian A® Linux VDA OF&)1 > X b—JL

Amazon Linux 2. Cent0S. 5 &' RHEL A® Linux VDA OF& 1> X +k—JL

February 9, 2024
BE:

A VI M—ILDBEIE. BEA VAN ZFEBLTEZI VYA M—IILZ75cx2bEO L ET, BE
AAM=ILIIEBEHFDEEHNT R TR, BEFICERHINTLWBRFHAI VI M—ILEDDHIST—%
W5 ENTEED,

FIEL: BE7 77 ILBERS LV Linux I > D

FlE 1la: =y b7 —IBHOFESR

Y bT—UHDELLEGSIUBRINTVE L 2BBL T TV, e zIE DNS #—/{—(3 Linux VDA
THERTIBELHD T,

FIE 1b: KX FBDRE

IOVDRRMEHERICELKREINS L SICT 310, Jetc/hostname 77 1 LZEBELTYI VDR b+
BDHETARLET,
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hostname

Flg 1c: KA FEADIL—FTNYITRLADEIDODYT

IVVDDNS RXAYVRBETLEM R XT3 (FQDN) ARERICIELKIRESINZ LSICTBICIF. Jetc/
hostsT7 71 ILOUTOFZEEL, RYID2DOIVEIE L TREBH R XA VBRI MEEZRRL F
ER

127.0.0.1 hostname-fqdn hostname localhost localhost.localdomain
localhost4 localhost4.localdomain4

i

127.0.0.1 vda0l.example.com vda®l localhost localhost.localdomain
localhost4 localhost4.localdomain4

T771ILAOMOITY kD5, hostname-fqdn %713 hostname I3 3 ZDtOBBEHIBRLE T,
A

Linux VDA [33R7E. NetBIOS BOIID#ETZHR—FLTVEEA, KX FBIF 15 XFURTH ZHEHL B
D&EJ,

B b

a~z, A~Z, 0~9. BLUNTTY () ODXFOAERLTLLRE W, 72H =237 (). AR=Z &L
VZDMDESIIEALBVWTLL IV, RAMEZHFTHARLIED. N7V TRTLEDLABWVWTLE
TV, ZOJL—JLid. Delivery Controller o "X bZIZHBRINE T,

FE 1d: KR B ORER

MOARYET, RABHPELKRETNTWS 2B LEY !

hostname
<!--NeedCopy-->

COARVRIZED, ZDITVDTLEM R X1 > (FQDN) Tidi<. ZDHRICEZDAIERINET,
RODOATY R T, BB R A VBN ELKERETNTVWER e EMRLET:

hostname -f
<!--NeedCopy-->

COORVRIZED, ZOIYIVORSEHMHRXAA VAR INET,
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FIE 1le: BRifRE Y —E XEERTREM DR
ADAYY R T, BEBHRXAAYBMRERTEZ . RXr>a> kA—5—k Delivery Controller 5
ping ICRENHZ e zMBL £ 7!

nslookup domain-controller-fqdn

ping domain-controller-fqdn

nslookup delivery-controller-fqdn

ping delivery-controller—-fqdn
<!--NeedCopy-->

TLREMEXAVEEBRTIHRV, FRIFINS5OTIYOVWTIADS ping ICREDNBVIESIE. FIBZRR
LTHSRICEATLIESL,

Fla 1f: BZIRHA DB

VDA, Delivery Controller. FX>O> bO—5—DOETERARZIFAHEZH#FIICIIEETY, RETY
Y (VM) £ LTLINnUuxVDA %2R bT3L. BEHRERICHRZIEAEHEET ZAELRHDEFT, LD T,
VE—FDRA LY —ERZERLTRAZ@HIFIZ_c2EBHDOLET,

RHEL 8/RHEL7 @7 7 )L bERIBETIZ. BZIEHAIC Chrony 7—E> (chronyd) ZERLFT,

Chrony #—tEXD#Em JL—+ta21—4—r LT [etc/chrony.conf Z{EEL. RDELSICE)E—FE 1 LY —
N=IIHRT2H—N—I > )ZEBMLET:

server peerl-fgdn-or-ip-address -iburst

server peer2-fgdn-or-ip-address -iburst
<!--NeedCopy-->

—MRNARIRIBETIE, BEIZO—AIRXr>a> bO—-5—D5EELEFT. 2B NTP 7—ILb—N—-D5EHZEIZHE
HLEEA. RXA>DE Active Directory RX1>a> bO—5— I d 2 —N—I> MUEEBMLET,

IW=FNw o IP 7RLZA. localhost. XT U woH—nN—0 *.pool.ntp.org T> bUHRY, —BIZH S F D
@ server T ) ZHIBRLE T,

EEERELTHS. KOOAXY KT Chrony F—E> 52 BiEEg L 7!

sudo /sbin/service chronyd restart
<!--NeedCopy-->

Flg1g: OpenJDK11 @1 >R +—)L

Linux VDA (2%, OpenJDK 11 i"4ETY,
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o CentOS £7zI& RHEL ZEA L TW31F&IE. LinuxVDAZ 1 > X b—)LF 3 L. #kZEFHE L LTOpenJDK
11 ARSI VA b=ILENE T,

« Amazon Linux2 ZEA L TWVW3IESIE. RO REETLTOpendDK 11 #BMICLI Y X ~=—JL
LET:

amazon-linux-extras install java-openjdkll
<!--NeedCopy-->

FLWN=2a xR LEd,

sudo yum info java-1l-openjdk
<!--NeedCopy-->

BRIy T —2 i OpendDK i, UFION—2 3> THBAREMEDH D 9, OpenJDK1LICEHLET:

sudo yum -y update java-1ll-openjdk
<!--NeedCopy-->

F)E 1h: PostgreSQL®-r> X +—JL

Linux VDA (21 PostgreSQL "B ETY,

« PostgreSQL 9: Amazon Linux2. RHEL 7. CentOS7 ®iB&
+ PostgreSQL 10: RHEL 8. Rocky Linux 8 iz&

ROOATY RZERITL T, PostgreSQLZr > X b—JLL % T
sudo yum -y install postgresql-server

sudo yum -y install postgresql-jdbc
<!--NeedCopy-->

T—EAR—Z{MHAK L. IV OEFEHIH —EXDPBEICHABIND L SICTBICIE. RISRTIAV I M—ILE
DIRENBETT, ZORIEICED. [var/lib/pgsql/data IcF—2RX—X T 71 LHBMERINE T,

sudo postgresql-setup initdb
<!--NeedCopy-->

FIE 1i: PostgreSQL niEEh

RIVOEBBICT—EXZMABL. BE5ICT—EXZMABLET:
sudo systemctl enable postgresql

sudo systemctl start postgresql
<!--NeedCopy-->
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ROOAT> RZEFEA LT, PostgreSQL ON—2 3 V=B L £ 9,

psql --version
<!--NeedCopy-->

(RHEL7 @) RO &LSiICpsql ANV RS> A—FTr T4 ZFHALT. T—2T7c LI MUDRESTATVS
CrEBRLET:

sudo -u postgres psql -c 'show data_directory'
<!--NeedCopy-->

FIE2: NAN=NAH—DEEAE

HR—EINBNAN—NAHF—ELETVM & LT LinuxVDA 232179385, W DOHDEENKETY, AT
BNAN=NAHF—DTS Y cTF—LICEDET. ROEEZTVWET, R7AZIIN—RIT7TLnuxv>>
H®RTIT 358, TEIIVEHD FH A,

Citrix Hypervisor TORZIEHADIEIE

Citrix Hypervisor OB ZIE A EN B LB E. TN TN OEREK Linux R~ > T NTP & Citrix
Hypervisor THIEMNEEL £7, k. NTP & Citrix Hypervisor OEAEH S A7 LORKEZEELELS T
BZCEHFREATY, YXTLOKHBEMOY —N—ORBE OFEBIRONZDZEFH<CICIE. & LinuxSX D> R
TLOFEMNNTP EEfTI3HELHD £9, COHE. R MOFRZFEHZEMNICTIHELNHDFT, HUIM T
—RTiE. BEEFBEDHD £EA.

Citrix VM Tools #*-f > X b — )L T - ERAEK Linux h—xILERITLTWBHE. Citrix Hypervisor OBZIE
HABEDTZE T 2D S H L. LInuXREY S YR TEMICHE > TLWEHESHEBRRBTEIET!

su -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

COOARVRIF0OFAIF1ZRLET:

o 0-BFZIEHREBED B RICHE > TWVWB o, EMICTIHERDHD T,
o 1- BAFHEENENICBRO>TVET . CNULOBRERBESDD FHA,

/proc/sys/xen/independent_wallclock 7 7 1 LA EFEE L BWVEE. UTOFIBIIHESH D £H Ao
RIZIREEEN BT R > TWBIBEIF. 77 1/LIC Tl CEFAATENICLET:

sudo echo 1 > /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

COTERXEGHL. BEBEZDHEIFTSICIE. [etc/sysctl.conf 7 7 1L REL T, ROTEEMLET:
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xen.independent_wallclock = 1
CNEDEEXERBI DD, ROESICLTORATLEZBREHLET:
su -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

COOARVRIFLIERLFT,

Microsoft Hyper-V ThOEZIREIDIEE

Hyper-V Linux i % —E X1 > X =)L a iz Linux (REHR X b Tld. Hyper-V ORZIEHAKEE = @A L TR
ARARL—TFT 4 VI RTLORBENBETEEY, X TLORME ERGKRETHEIFTZICIE. NTPH—EX
LEDHICTDEEEZEMICTINELHD X7,

BEARL—TA VIO ZATLT. ROBEEITVET,

1. HyperVxx—Yv—%zRHEE9,
2. Linux(REBY> > ORET. et —ER] ZFRLET,
3. [FZIOREA] MERENTVWB e ZRRBLET,

E:
C D7 EIE VMware & & U Citrix Hypervisor B8 32740 £9, VMware & & U Citrix Hypervisor

Tid. NTP L DEEZRIT B cHICHRR bORZIFEZEMICL £9. Hyper-V oRZIFEAIZ. NTP & #7F
L. NTP 0RZF#ZMT TN TEET,

ESX & & U ESXi TORZIRHADIEIE

VMware OESZIFHAEEN B RIEE. ThENOBERENK Linux [RIB< S > T NTP e N1 /N— N1 H—TRE
PRELET, THE NTP ENAN—NAF—DOFEAN T LORMZRBLESETEEHREATY, ¥R
TLOEE MY —N\—ORE L OREBANKHDNZDERH<CICIE. & LINUX TR DY X7 LORBA NTP &R
HY2HENBDET, COFE. R ~ORZIEHREEMICTIHELNHD £J,

VMware Tools #- > X b—JL Lo RBEETHERAEMW Linux A—ILERITLTVWBIEEIE. ROBIEEITVET,

1. vSphere Client #BiZ £ 7,

2. Linux{REBY> > DRELHELET,

3. RExY>oONT«] FATATRYIRT [FTF>a>] 470Uy o L&Y,
4. [VMware Tools] Z#RL £7,

5. [##] Ry IRXT. [(RRAMTIANEZRIZR] Fzv IRy IREFTICLET,
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FIE 3: RET> > % Windows R X1 > IZiBf

Linux VDA IZ. Linux %< > % Active Directory (AD) RXAVICBME 2RI £ BB EEHR—FLET,

« Samba Winbind

» Quest Authentication Services
« Centrify DirectControl

« SSSD

« PBIS

BIRLICAEDOFIEICREVE T,
:

LinuxVDAOO—hAhILT7HO Y e ADDT7HDU Y R TRILA—Y—REFEATIE. Ty aroiE#ick
BB ehHbET,

Samba Winbind

RDOESICLT BEGNYT—CZA VA M= LEIEEHRLET:
RHEL 8 & & T Rocky Linux 8 ®ig&:

sudo yum -y install samba-winbind samba-winbind-clients krb5-
workstation oddjob-mkhomedir realmd authselect
<!--NeedCopy-->

Amazon Linux 2. CentOS7. RHEL7 0i34:
sudo yum -y install samba-winbind samba-winbind-clients krb5-

workstation authconfig oddjob-mkhomedir
<!--NeedCopy-->

T OREEIC Winbind T—E %A TEI3L5I1C93 RO Y RT. I VESEIC Winbind ¥—%
VHBRT AL S IR T AMNENHD T

sudo /sbin/chkconfig winbind on
<!--NeedCopy-->

Winbind $Z:F0ER KD & SICLT. Winbind #Ef L7 Kerberos SBifBICY Y v = BREL £ T
1. ROV REERTLET
RHEL 8 & & U Rocky Linux 8 154

sudo authselect select winbind with-mkhomedir --force
<!--NeedCopy—-->
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Amazon Linux2 8L U RHEL7 154!

sudo authconfig --disablecache --disablesssd --disablesssdauth --
enablewinbind --enablewinbindauth --disablewinbindoffline --
smbsecurity=ads —--smbworkgroup=domain --smbrealm=REALM --
krb5realm=REALM --krb5kdc=fgdn-of-domain-controller --
winbindtemplateshell=/bin/bash --enablemkhomedir --updateall
<!--NeedCopy—-->

Z ZT. REALM [z AXF®D Kerberos 4815 & T. domain [Z R X-r >d NetBIOS &£ T3,

KDC H—N—& L V48l EZ % DNSR—XTEBBIIZINELNHIBEIE. XD 2 D2OA T arEgido <Y
VRICEMLEY:

-—enablekrb5kdcdns --enablekrb5realmdns

authconfigavx Yy RN 5RINS. BRICKKLEZWINbindY—ERICETZ IS —IFEEL T,
INEDIT—E. IZUDRRXIVICERBMLTVWARWKETauthconfighwinbindt—EX%
BIBLESETBERETBEHHD XY,

2. [etc/[samba/smb.conf ZfL\T. [Globall to>avIlRDIY U ZBMLEYS, 2L, BT
DiF. authconfigy—Ilick>TERINcEZI> 3> DETT !

kerberos method = secrets and keytab
winbind refresh tickets = true
winbind offline logon = no

3. (RHEL 8 & & U Rocky Linux @#) [etc/krb5.conf LT, [libdefaults]. [realms]. [
domain_realm]tsyavicTobUBMLET:

[libdefaults]to>ayv:

default_ccache_name = FILE:/tmp/krb5cc_%{ uid }
default_realm = REALM
dns_lookup_kdc = true

[realms]to>a>v:

REALM = {
kdc = fqdn-of-domain-controller
}

[domain_realm]to>ayv:

realm = REALM
.realm = REALM

Delivery Controller iZxt ¥ 23R & BRI &, Linux VDA IZ> X5 LD keytab 7 7 L /etc/krb5.keytab Hiis
BTY, BiRD kerberos #EALREICED. IV IBHMH TR XA VIZBMT B L Fi. Winbind 2k > T
P RT7 LD keytab 7 7 1 ILHSSEHINICER I N E T,
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Windows K XA >ADBI KXYV MO—F—HT7IERTHET, AVE1—F2—% KX VIZEBMTS
¥R % #D Active Directory A—4'—7h o> FHRETT:

RHEL 8 & & U Rocky Linux 8 @154

sudo realm join -U user --client-software=winbind REALM
<!--NeedCopy-->

Amazon Linux2 &' RHEL 7 0354

sudo net ads join REALM -U user
<!--NeedCopy-->

REALM (3 AXF®D Kerberos $8iHZ T, user i3> Fa—4—% RXAVIZEBMT 31ERZFORXr>1—H
_T—a-o

Winbind B PAM 0 77 #JL kTld. Winbind PAM £ 2—JL (pam_winbind) ®#mR T. Kerberos
FrybhFvyylabtRm—LT« LY N)DEEIPEMCR>TLWEEA. [etc/security/pam_winbind.conf
#EAWVWT. [Globall o> 3> TROEEDICTIV MU EBMELIIEBLET:

krb5_auth = yes
krb5_ccache_type = FILE
mkhomedir = yes

EREOFRBAOLIIOVHHBRINTVZ L ZRABLEYT, CNHSZEETBICIE. RO L SICL T Winbind
ErEBEHTIVENHDET:

F—

sudo /sbin/service winbind restart
<!--NeedCopy-->

B>k

RIVHRXA VICBIMEADHBEICOH winbind7—EVBETZHITET,

Jetc/krb5.conf #BIW\T. [libdefaults] £o > 3> Thro®EE%R KEYRING 15 FILE 21 FICEBL £

default_ccache_name = FILE:/tmp/krb5cc_%{ uid }

RXA Y XN=2w F7ORR  Delivery Controller #3312 1E. $RTH VDA Y>> (Windows & Linux
VDA) T Active Directory iCO>Ea1—2—4TJ U FHBETT,

RDESIC. Sambadnetads OV REZEITLT. IOV RXAVICBMLTWA I 2R LE T

sudo net ads testjoin
<!--NeedCopy-->

BMORXAYELVAVE2—2—F TV I MERERILT BICIF. ROOARY Y FZRITLET:
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sudo net ads 1info
<!--NeedCopy-->

Kerberos #/ 0O#:2 Linux VDA TERATE 3 & 5IC Kerberos AIEELK R INTWB Z e 2R T BICI3.
MOAXY RIZED. P RFT LD keytab 7 7 1 ILHMERE A T keytab 7 7 1 ILICEMBRF—HEEFNRTVWSB L
R LET:

sudo klist -ke
<!--NeedCopy-->

COOARVRIZED, TUVINILBERES R — DT EFIEFREAEDLEICF L TERTEISF—D—ENERTR
INhEd, Kerberos Dkinitadv >y REERIFTL. INHDOF—%FHALT. YO UERXr>ay bA—5—IC
SHLUTHRAELFT:

sudo kinit -k MACHINES@REALM

<!--NeedCopy-->
ROVRBEEHBIIANFTIEETIXRENDBDET, RILEE (5) 3. STIICEZBEHMIEMSOHICNY S
25vva (\) TIRT—TIZHERHD £9, RIEICL>TIE. DNS R X1 & Kerberos BB 2R D
£9, LIch > T HIdEEBEFERALET. COAXVRBEIITR . HAORKRRIINEE A
ROAR Y REFERAL T, IV T7ATY D TGT Fry bhiF vy a N e zBRBLET:

sudo klist

<!--NeedCopy-->

ROARYREFALT. IV T7HIO MOFAERABELE T

sudo net ads status
<!--NeedCopy-->

A—H—RAOHER KDL SIC. whbinfo Y —LZFERALT. RXAYA—HF—DRRXIVICH L TRAETES S
CEHERLEY:

wbinfo --krb5auth=domain\username%password
<!--NeedCopy-->

CCTHEETBRXTIUIEAD RX1 & T. Kerberos $EIBi&TIdH D £ A, bash T ILDIFE. NV ISy
2axFE () i B3 12NV IRSYy I aXFEIEELTIRT—TT3HERHDFET, COOATVRICKD,
BINFELIIERERITAVvE—UHRINET,

Winbind PAM 22— LA ELKBRINTWVE CE ZBRT BICIE. MENCERALEIEDABVWR X1 >a—H
—T7ATY rEEALT LinuX VDA IO A LET,

ssh localhost -1 domain\username
id -u
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<!--NeedCopy-->

RO KT, Kerberos BEIEHRF* v v adF 7y FHAEWT, HRYINTIIHRVWC L 2#BBLET:
klist
<!--NeedCopy-->

ROARVRT, vy a>a&TLED,
exit

<!--NeedCopy-->

Gnome O>YV—JLF/IEFKDE QY Y —IILICEEOJ A>3, AEOTIANERITTEET, RXTIUEMD
W%, TFIEG6: Linux VDADA >R b—JL]) ICEHFET,

Quest Authentication Services

RX>O> bO—5—7T0 Quest D&M KD#E(EIE. Quest Y 7 b7 = 7% Active Directory K X-r>a>
PO—5—ICA YR —JLL. BELTWR . BEEREIMTSSN, Active Directoryicdyta
—R—FTT U MEERTIZcZARE LTVWE T,

LinuXVDAY > VICR XA > aA—H—H0OJF>TEBL51295  Linux VDA > THDX v 3 &L
TRIREDBBIERXAA—F—IIHL T, ROBEZITVET,

1. [Active Directory 2 —#—r a>vEa—%—] EEI>V—I)T. BROI—H¥—-F7 AT > D Active
Directory 2—#'—7ONTr ZHI £J,

2. [Unix 7ho > ] 27%FRLET,

3. [Unixxtis] Fryv IRy IREAVICLET,

4, [7514<VU GIDFES] #. REORXA>A—HF—JN—TFDJIIL—FIDICRELET,

pE o

COFIRE. KALSI—F—HTYY— L. RDP. SSH. F7/Z 00U E— MUETD F TLEERL
TOUFYTEE &5 RET B BADALTT,

Linux VDA T® Quest D&k

SELinux ;R —ERADOEBE FT74/LbD RHELEETIX, SELinux A=£ICERINTULWES, COER
IC&D. Quest BMEATZ Unix RXAA VYT Y bDIPCOXAZZILIZFH L. RXA>A—H—0O7F > %
EX R

COREBERREE YT 3 - DEN LA EIE. SELinux OESE T, JL—h2—%—2 LT, [etc/selinux/config
#iREL. SELINUX REZ XD BOICEELET:
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SELINUX=permissive
COEBICRID YOBESHIUETT:

reboot
<!--NeedCopy-->

HE:

COREIFERELTHERALTLEI W, SELinux RU > —0ERAZEMICLIERICBERMICT . IL—k
A-HF—zoMOO-NINIA—F-TH>TH. BRICOVITIRINTLESHAREMENDD T,

VAS F—E> DR RD&LSICKerberos F7 v COBEBEHEEMNCL T YT IHRENH D £, BEE (o
T7SA>A7FY) I$EMICTIHNELRHBDET,

sudo /opt/quest/bin/vastool configure vas vasd auto-ticket-renew-
interval 32400

sudo /opt/quest/bin/vastool configure vas vas_auth allow-disconnected-
auth false
<!--NeedCopy-->

COORYEICED, BRI B (32,400 %) ICRESNE T, ThbBE. F7v bOT T+ bOBERERM
TH5 10EMEDD 1 BFECBRDEYT, F7ry FOBMHREANETSICEVS XTLTIE. KDNEWMEZZDON
TA—B—ICRELET,

PAM & &0 NSS ik  HDX %. su. ssh. RDP R DZDMOY—EXEN LI R XA >YaA—H—DOJF+ >
ZEMCTBICIE. ROARVFZRITLTPAM & NSS ZFHTHERLET:

sudo /opt/quest/bin/vastool configure pam

sudo /opt/quest/bin/vastool configure nss
<!--NeedCopy-->

Windows k X1 >AD£i Questvastool <> KEMEAL T, Linux ¥ > % Active Directory kX~
ICBMIEFET:

sudo /opt/quest/bin/vastool -u user join domain-name
<!--NeedCopy-->

user (&, d>E a—%—% Active Directory R X4 VICIBINY 21ERZF OAEBRDOR A VI —-H—T7,
domain-name iz, RX-r>® DNSE (example.com % &) TT,

KX ICiBMN%E. Linux v >2BiEg L £,
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RXA Y XYN=2y TORER  Delivery Controller z M3 3113, 9TH VDA T > (Windows & Linux
VDA) TActive Directorylicd>Ea—2—*7 0 bHBETY, Quest iZ&k > TEBMI s Linux
RV REXAVICHFET B ZRBT BICIE. ROOAR VY RZRITLET:

sudo /opt/quest/bin/vastool info domain
<!--NeedCopy-->

IOV RAAVICBIMLTWVWBRBEIE. RXAVEDRINET, YOV RXM VIZEBIILTLWAWSE, UTF
DIS—HERRINET:

ERROR: No domain could be found.

ERROR: VAS_ERR_CONFIG: at ctx.c:414 1in _ctx_init_default_realm
default_realm not configured in vas.conf. Computer may not be joined
to domain

I—H—RAL DR PAM ZERA L7 Quest © K X1 > A —H—OBADATENE SO R T B ICId. LRI
BLEZECHBVWRXA>IA—H—T7HoY bEERLT Linux VDA IO A > LET,

ssh localhost -1 domain\username

id -u

<!--NeedCopy-->

ROOATYRT. id-u O RICE>TREINT UID I35 9 3 Kerberos BigiEsRF v v a7 7 1 IILAMER S
NCexzmsBLET:

ls /tmp/krb5cc_uid
<!--NeedCopy-->

RDOIAT Y KT, Kerberos BEIEHRFT v v adF7y FHAEYT. HRYINTIZHRWC L #BBLET:

/opt/quest/bin/vastool klist
<!--NeedCopy-->

ROAYYRT. By araE&TLED,

exit
<!--NeedCopy-->

Gnome >V —JLEIZ KDE YV —ILICEEOT A > T3 L. BROTA M ZRITTEFET,. FXIVEMD

Zis. TFIEG6: Linux VDADT Y Z =)Ly 1IEHET,

Centrify DirectControl

Windows K X >~A®&i0 Centrify DirectControl Agent A1 > X b —JILETNTWBHEE. XD ELSIC
Centrify ®adjoindv > REERAL T, Linux Y>> % Active Directory K X1 > ICEBML F7:
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su -
adjoin -w -V -u user domain-name
<!--NeedCopy-->

user /NS X—4—id. J>Ea—4—% Active Directory K X VIZIBINY 21ERZ1FDER D Active Directory
KX >a1—H—TF, domain-name i&. Linux Y>> %BIT 2 R X1 > DRFTTI,

KXY XUN—=2y FORER  Delivery Controller #H 3 3 ICi&. $TH VDA Y>> (Windows & Linux
VDA) TActive Directoryica>yEa—4—472 0 bHRBRETT, Centrify IC&k DB N7 Linux
ROV RXAVICHERET B e Z2BRBI3ICIF. ROATY Y RERITLET:

su -

adinfo
<!--NeedCopy-->

Joined to domain BN E#TdH 3 Z & . CentrifyDC mode T connected "iREh 3 Z &t 2RBL £7,
CentrifyDC mode #* starting @ £ £ L WiE&IE. Centrify 517> MY —N—C OEGORE. £
I3BEEDBBHIREEL TVET,
REFEATIE. LDEENEY T LBRESIERENETIE I,

adinfo --sysinfo all

adinfo - diag
<!--NeedCopy-->

T X F4 Active Directory 5K U Kerberos 4 —ER e D&z T A M LE T,

adinfo --test
<!--NeedCopy-->

RXA > BMOmR%E. TFIE6: Linux VDADT > k=)Ll ICEHFT,

SSSD

SSSD #ERAL TWAHREIK. COEIaYDIERICHE>TLIEET W, TOEIS3>TiE LinuxVDARS > D
Windows KX+ >ADSMFIE. &KV Kerberos sBEEDERICDWVWTEHEAL £ 95

SSSD Z RHEL & CentOS TE Y b7y 7T BICIE. ROEEZITVET:

R XA 228N L THRZR bo keytab % (BB
SSSD oty 7w

SSSD o&BE 1k

Kerberos #m o mE:R

d—H—BEEDRERR

ok w e
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RXA2IZBMLTHEZ D keytab ZEs  SSSD Tld. KX V8L X7 LD keytab 7 7 1 LOEEIC
B9 % Active Directory o 51 7> hMgEMNREINTLE A, R0 DIC adcli. realmd. *7-i1% Samba
ZEATEE Y,

CDtEU 3> TidE. AmazonLinux2 & U RHEL7 040 Samba 07 7O—F . RHEL 8 w14 d adcli
DT FO—FICDWVWTEHBLEY, realmd CBAL Tld. RHEL 7213 CentOS D RFa XY b EBBL TS
W, SSSD %9 2HiIC. UTOFIEICRKS BRELHD £9,
« Samba (Amazon Linux2 & U RHELT):
RDESICLT. BEENYT %A VA M—ILERIZERLET:

sudo yum -y install krb5-workstation authconfig oddjob-mkhomedir
samba-common-tools
<!--NeedCopy—-->

Linux 2214 7> T, BHICERINE7 71 ILEERALET:

- Jetc/krb5.conf
- Jetc/samba/smb.conf:
Samba & & U Kerberos sBiEABICY S V=R L £7:

sudo authconfig --smbsecurity=ads --smbworkgroup=domain --
smbrealm=REALM --krb5realm=REALM --krb5kdc=fgdn-of-domain-
controller --update

<!--NeedCopy—-->

Z CT. REALM (3AX=F D Kerberos $81#& T. domain i3 Active Directory R X1 > @48\ NetBIOS
ZTY,
P

COREDBEIIF. B—RXAY B—T AL I FETILEXNRELTVWES, ADTY TSRS IF
vICETWT Kerberos ##H L £,

KDC H—N—6 & V4EHZ % DNSR—IXTEBRITINELNHZHFEIE. RD220A T a>EFROOY
VRICEMLETY:
-—enablekrb5kdcdns --enablekrb5realmdns

[etc/[samba/smb.conf =L T, [Globall o> a itk URBMLET, L. BT
D%, authconfig v —ILiIck > TERINEI > I VDETT:

kerberos method = secrets and keytab

winbind offline logon = no

Windows RXAVICBMLET, RXMYAYPO—F—ICRETEFZI L. AVEa—F—ZRXTY
ICIBIN Y 3 1EBR % 35D Active Directory 2—#'—7HhU Y bHH 5 e 2B LE T !
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sudo net ads join REALM -U user
<!--NeedCopy-->

REALM (3AXF D Kerberos $BIE&Z T. user 31> a—4—% KX VICEBINT 3EEEFORXTY
1-"1’-’("3'0

+ Adcli (RHEL 8 & &0 Rocky Linux 8):
ROELSICLT, BEBENYT—SHAVAM—ILERISEHRLET:

sudo yum -y install samba-common samba-common-tools krb5-
workstation authconfig oddjob-mkhomedir realmd oddjob
authselect

<!--NeedCopy-->

Samba &V Kerberos sBEFRICY S VR L £ 7!

sudo authselect select sssd with-mkhomedir --force
<!--NeedCopy-->

[etc/krb5.conf #E3WL T, [realms] & [domain_realm] o> avicTy bU%ZEBMLET,

[realms] o> a>:

REALM = {
kdc = fqdn-of-domain-controller
}

[domain_realm] &> 3>:

realm = REALM
.realm = REALM

Windows KXAVIZBMLET, RXAY IV FO—5—ICEETIZ L. AVEa—F—%ZRXTY
IZIBINY 3 1ERZ 15D Active Directory A—H—7h oV bhH 2 e 2HRBLET !

sudo realm join REALM -U user
<!--NeedCopy-->

REALM (3 AXF®D Kerberos $BIZ T, user i3> a1—42—% RXA VICBINT3HEREEFIDORX 1Y
J_ﬂ_T?o

SSSD vy b7wvF SSSDoty h7vFidk. UWTFOFIBETHERINTWET:

« sudo yum -y install sssdawx>k%uREfTLT. LinuxVDAICsssd-ad /Xy r—2% 1> X b+
—JLLET,

s TETEARTFAILICH L THEROEEZTVETY (sssd.conf ),

o sssd f—EXZBBLET,
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RHEL 7 o sssd.conf 02 Ef (BEICISC TEINDREETSI N TIET):!
[sssd]

config file version = 2
domains = ad.example.com
services = nss, pam

[domain/ad.example.com]
# Uncomment if you need offline logins
# cache_credentials = true

id_provider = ad
auth_provider = ad
access_provider = ad
ldap_id_mapping = true
ldap_schema = ad

# Should be specified as the lower-case version of the long version of the Active Directory domain.
ad_domain = ad.example.com

# Kerberos settings
krb5_ccachedir = /tmp
krb5_ccname_template = FILE:%d/krbS5cc_%U

# Uncomment if service discovery is not working
# ad_server = server.ad.example.com

# Comment out if the users have the shell and home dir set on the AD side
default_shell = /bin/bash
fallback_homedir = /home/%d/%u

# Uncomment and adjust if the default principal SHORTNAME$@REALM is not available
# ldap_sasl_authid = host/client.ad.example.com@AD.EXAMPLE.COM

ad.example.com ¢ server.ad.example.com Zxf[5 9 3 ETE IR £, 3£ L < Ik, sssd-ad(5) - Linux
man pagel] ZBRL T ZTL,

(RHEL8 &)

[etc/sssd/sssd.conf ZBiL T, [domain/ad.example.com] o> avIZRDIT>Y I ZBIMLET:
ad_gpo_access_control = permissive

%25s\\%1Ss

/home /%d /%u

full_name_format
fallback_homedir
# Kerberos settings

krb5_ccachedir = /tmp
krb5_ccname_template = FILE:%d/krb5cc_%U

T7MIVDORBEES KUV 7 7t X1ERE% sssd.conf THREL £7,

chown root:root /etc/sssd/sssd.conf
chmod 0600 /etc/sssd/sssd.conf
restorecon /etc/sssd/sssd.conf

SSSD &% RHEL 8 & U Rocky Linux 8 D54
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SSSD ZE#ICT BICIE. ROOAY Y RERITLFT:

sudo systemctl restart sssd

sudo systemctl enable sssd.service
sudo chkconfig sssd on
<!--NeedCopy-->

Amazon Linux 2. CentOS 7. RHEL 7 054

authconfigz®ERLTSSSD #8%icL £9, oddjob-mkhomedir Z1 > X ~—JLLT. TOFR—LT«
Lo kU DERMEEN SELINUX IS L TWA e MR L £

authconfig --enablesssd --enablesssdauth --enablemkhomedir --update
sudo service sssd start

sudo chkconfig sssd on
<!--NeedCopy-->

Kerberos #mnm:2 > X7 L0 keytab 7 7 1 LHMER TN, COT71ILICEMBRF—HEENTVBR L
ZHRLET:

sudo klist -ke
<!--NeedCopy-->

COOAXVRICED, FUYINILBERESERI— DT EFIEREAEDLEICT L TERTEZF—D—8HIERT
INFET, Kerberos @ kinit av> R%#EFTL. Th5DF—%FHALT. I VERXAr>dY bO—5—Ixt
LCEREFL %9

sudo kinit - k MACHINES@REALM

<!--NeedCopy-->
ROVEBEEHBIRIANTTIEETZHRELRHD LT, RILES (§) 1d. STIICLBZBSHMIEMSLOICNY Y
2S5wyva (F\**) TIRT—TTIBERHD £T, BIEICK>TIE. DNS R X >&H Kerberos $EigZ ¥ &
BOET, LEA->T, BFEEEEEALET, COITYRARINTZ . HHERTINEE A
ROATY REFEALT. IV TAYY RO TGT Fry bhiF vy adni-C e 2BALET:

sudo klist
<!--NeedCopy-->

I—H—BEDiE getent ATV FZFEAL T, OJFAVERADPYR— TN TWVWB L. KT NSS Higae
TRENEHABLET:

sudo getent passwd DOMAIN\username
<!--NeedCopy-->
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DOMAIN NS X—2—(3RBVWERD R X1 YETY, AOOJF Y ERADPBEREEIZ. £ getent I %
fERLTHEBLET,

HR—bINTVBZOTF Y EHITRDED TY !

o« Ayl ARNLOFAFV%E: DOMAIN\username
« UPN: username@domain.com
e NetBIOSH 7+ v o XFH: username@DOMAIN

SSSDPAM EZ a2 —ILAELKEBRINTWVWS e 2RI 2IC1F. UEICER LA EDBVWR X1 > a1 —4—
ThHoycEFERALTLinux VDA ICOFA > LES,

sudo ssh localhost - 1 DOMAIN\username

id -u
<!--NeedCopy-->

ROARY R T, ROAYY RICE > TREI N UID I35 d % Kerberos BigigHRE v v > a7 71 ILHMER S
Nl zmRBLET:

1s /tmp/krb5cc_{
uid }

<!--NeedCopy-->

ROAR Y BT, A—H—d Kerberos BRBEHRF v v aDF 7y FHAEMT. HRIINTIIBRWI t 2BEEL £
ED

klist
<!--NeedCopy-->

RXA>SMOR%E. TFIE6: Linux VDADT > ~—JL1 IZEAHFT,

PBIS

HEZPBIS Ny —2%40>v0O0—-R93 CentOST7 LU RHEL 7 DBEDHI:

wget https://github.com/BeyondTrust/pbis-open/releases/download/8.8.0/
pbis-open-8.8.0.506.linux.x86_64.rpm.sh
<!--NeedCopy-->

Amazon Linux 2 & &' RHEL 8 & D fl:

wget https://github.com/BeyondTrust/pbis-open/releases/download/9.1.0/
pbis-open-9.1.0.551. linux.x86_64.rpm.sh
<!--NeedCopy-->
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PBIS 1 > X b—ILROUT +=RITHREICTS CentOST7 H&L U RHEL 7 Diz&EDH!:

chmod +x pbis-open-8.8.0.506.1linux.x86_64.rpm.sh
<!--NeedCopy-->

Amazon Linux 2 & & * RHEL 8 o5& o l:

chmod +x pbis-open-9.1.0.551.1linux.x86_64.rpm.sh
<!--NeedCopy-->

PBIS 1 > X b—ILRO VT +%R1TT3 CentOST &LV RHEL 7 DIZEDHI:

sh pbis-open-8.8.0.506.1linux.x86_64.rpm.sh
<!--NeedCopy-->

Amazon Linux 2 £ * RHEL 8 o5& al:

sh pbis-open-9.1.0.551.1linux.x86_64.rpm.sh
<!--NeedCopy-->

Windows K X1 >ADEM RXAYAYMO—F—HT7IEITEET. IVE2—F—% KX VICEBMNTS
¥R %D Active Directory A—4'—7h o> FHRETT

/opt/pbis/bin/domainjoin-cli join domain-name user
<!--NeedCopy-->

user (. J>Ea1—4—% Active Directory B X1 VIZEBMT 31EREZFOR X1 > 1 —%—TF, domain-
name (&, KX->®DNS& (example.com %¥) T,

#: Bash#F 74l bD> )L LTERET 3IC1E. [opt/pbis/bin/configLoginShellTemplate/bin/bash
IRV EZEFTLETD,

RXA Y XN=2w F7ORR  Delivery Controller #H T 3 ICiE. $RTH VDA Y>> (Windows & Linux
VDA) TActive DirectorylilayEa—42—#72 U FHRBETT, PBISIC& > TSNz Linux <
SUNRAXAVICHEET B L ERBIBICIE. ROOAT Y RERTLET:

/opt/pbis/bin/domainjoin-cli query
<!--NeedCopy-->

ROVHRAAVIZBMLTWAETE. COIXYRIFREDAD RX1>r OU oEHRZIRLET, SIMLTUVLA
WEEIE. RARBREIIHRRRINE T,

I—H DR PAM ZFER L7 PBIS O R XA > 1—H—OFEENETRENE S D ZFER T B ICId. LUFICHE
ALECEHBVWRXA > IA—HF—THU Y bFEALTLInuXVDAICOIF > L& T,
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ssh localhost -1 domain\user

id -u
<!--NeedCopy-->

ROATYRT. id-u <Y RICE>TRINT UID ICx35T 3 Kerberos BigiEsRF v v a7 71 ILAMER S
NECezwRBLET:

1s /tmp/krb5cc_uid
<!--NeedCopy-->

ROATYRT. By araE&TLED,

exit
<!--NeedCopy-->

RXA>BMOMER%Z. TFIEG6: Linux VDADA > =)L) ICEHET,

FlE4: .NETS5>21L6.0 D1 =)L

Linux VDA @1 > X k—)LaiIC. https://docs.microsoft.com/en-us/dotnet/core/install/linux-package-
managersOFIBEICE> TNET 5> 21 L6021 —JLLET,

NET 5>%14L6.001>2R+—)L#%. whichdotnet OYY RERFTLTS VA2 A LNRERELET,

AR REAICESWT. NETSUEALDNAFUNRRERELE T, e Z1E. a7 > REHH/aa/bb/dotnet
D4, [aa/bb & .NET N1 FUNRELTHERALET,

FIES5: Linux VDA Xy 7r—J04 o >O—R

Citrix Virtual Apps and Desktops @4 7> O0—RR=JIZTF IR L £ T, #R/N— 3 >0 Citrix Virtual
Apps and Desktops #EB L. Components =21 w & LT, EAHROD Linux 74 A U E 21— 3 VICHE
95 LinuxVDA Xy —o%4o0O0—-RLET,

FE6: LinuxVDAD-1> 2 ~—)L

MRUICAVZA =T B &RFID2N—U3 28 LTSRUU—IDSBEOAI VA M—ILEZTYFJIL—RTEX
ERS

R R = IILFIE

1. (7> 3>y) guwN—ayo7y1 YR =)L
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RO 2N=23YBELVULTSR U U= OFHWN—=3 >0 Linux VDA DA Y I h—ILEhTWVW 35
BlE. TNET7 oAV ZA=ILLTHOSHLWN=3 YA YR M—ILT2HELHD £T,

a) ROV RT. LinuxVDAH—ERXREELELET:
sudo /sbin/service ctxvda stop

sudo /sbin/service ctxhdx stop
<!--NeedCopy-->

P
ctxvdads & Uctxhdxt—E 2% =19 351IC. service ctxmonitorservice stop I<
VREEFTLTERY—EXT—EVZEELEFT, INZETLAVGE. BERY—EXT—F
VIFELELEY—EXRZzBRE#LEY,

b) DAYV RT. NyT—S%F7UA VA M—ILLET:

sudo rpm -e XenDesktopVDA
<!--NeedCopy-->

pE
AV RERFTTBICIE. ZINRADBETT, Ko DIZ. ¥ A7 L/NRIZ[opt/Citrix/VDA/sbin &
& U/opt/Citrix/VDA/bin #EMT 2 HTEET,

2. Linux VDA Ry r—2 045 >O—R

Citrix Virtual Apps and Desktops 4 7> O—RR—=JICT I AL £, BEHHR/N— 3 >0 Citrix
Virtual Apps and Desktops #Ef L. Components - ) v o LT, EA®D Linux Fr X ~UE2
—>avIding 3 Linux VDA X —S%# 4o >O0—RLET,

3. LinuxVDA D1 > X t—JL
o YumZERLTLINUXVDAY 7 bz 714V R M—=JLLET:
Amazon Linux 2 0ig45:

sudo yum install -y XenDesktopVDA-<version>.amzn2.x86_64.rpm
<!--NeedCopy-->

RHEL 8 & &£ Uf Rocky Linux 8 054

sudo yum 1dinstall -y XenDesktopVDA-<version>.el8_x.x86_64.rpm
<!--NeedCopy-->

CentOS 7 5L U RHEL 7 D355

sudo yum 1install -y XenDesktopVDA-<version>.el7_x.x86_64.rpm
<!--NeedCopy-->
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+ RPM Package Manager ZfFR L T. LinuxVDAY 7 +Dx 7% A >Y X M=LLE T, TDHIC. &K
DEREFERZRRT BZHLEDNHD XY,

Amazon Linux 2 0i£4:

sudo rpm -i XenDesktopVDA-<version>.amzn2.x86_64.rpm
<!--NeedCopy—-->

RHEL 8 5 &£ U Rocky Linux 8 ®ig4:

sudo rpm -i XenDesktopVDA-<version>.el8_x.x86_64.rpm
<!--NeedCopy-->

CentOS 7 5 & U RHEL 7 155!

sudo rpm -i XenDesktopVDA-<version>.el7_x.x86_64.rpm
<!--NeedCopy-->

RPM f&77B3{Z—& (RHEL 8 & Uf Rocky Linux 8 Di£4):
gt5-gtbase >= 5.5~
ibus >= 1.5
nss-tools >= 3.44.0
gperftools-libs >= 2.4
cyrus-sasl-gssapi >= 2.1
python2 >= 2.7~
postgresql-jdbc >= 42.2.3
postgresql-server >= 10.6
java-1ll-openjdk >= 11
icoutils >= 0.32
firewalld >= 0.8.0
policycoreutils-python-utils >= 2.9
python3-policycoreutils >= 2.9
dbus >= 1.12.8
dbus-common >= 1.12.8
dbus-daemon >= 1.12.8

dbus-tools >= 1.12.8
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dbus-x11 >= 1.12.8
xorg-xll-server-utils >= 7.7
xorg-x1ll-xinit >= 1.3.4
1ibXpm >= 3.5.12
libXrandr >= 1.5.1
libXtst >= 1.2.3

motif >= 2.3.4

pam >= 1.3.1

util-Tinux >= 2.32.1
util-Tinux-user >= 2.32.1
xorg-x1ll-utils >= 7.5
bash >= 4.4

findutils >= 4.6

gawk >= 4.2
sed >= 4.5
cups >= 2.2

foomatic-filters >= 4.0.9
cups-filters >= 1.20.0
ghostscript >= 9.25
Tibxml2 >= 2.9

libmspack >= 0.7
<!--NeedCopy-->

RPM f&7zf8{Z—% (Amazon Linux2. CentOS7. & U RHEL7 0B5):
gt5-gtbase >= 5.5~
libmspack >= 0.5
ibus >= 1.5

cyrus-sasl-gssapi >= 2.1
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gperftools-1libs >= 2.4
nss-tools >= 3.44.0
postgresql-server >= 9.2
postgresql-jdbc >= 9.2
java-ll-openjdk >= 11
ImageMagick >= 6.7.8.9
firewalld >= 0.3.9
policycoreutils-python >= 2.0.83
dbus >= 1.6.12

dbus-x11 >= 1.6.12
xorg-xll-server-utils >= 7.7
xorg-x1ll-xinit >= 1.3.2
xorg-xll-server—-Xorg >= 1.20.4
libXpm >= 3.5.10

libXrandr >= 1.4.1

libXtst >= 1.2.2

motif >= 2.3.4

pam >= 1.1.8

util-Tlinux >= 2.23.2

bash >= 4.2

findutils >= 4.5

gawk >= 4.0

sed >= 4.2

cups >= 1.6.0
foomatic-filters >= 4.0.9

openldap >= 2.4
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cyrus-sasl >= 2.1

cyrus-sasl-gssapi >= 2.1

libxml2 >= 2.9

python-requests >= 2.6.0
gperftools-libs >= 2.4
rpmlib(FileDigests) <= 4.6.0-1
rpmlib(PayloadFilesHavePrefix) <= 4.0-1
pmlib(CompressedFileNames) <= 3.0.4-1

rpmlib(PayloadIsXz) <= 5.2-1
<!--NeedCopy-->

A
CON—=23>® Linux VDA THR—FINTWS Linux 74 AU Ea2—>3 > Xorg DN—=2
IVICDOVTIR T RTFLEH] 28BLTIRETL,

RHEL 7.x I Linux VDA % 4 > X b —JL L 7z #%. sudo yum install -y python-
websockify x1lvncOYYRERTLET, Chid. Ly a>O> v RUKEEFERT 70
iZ. python-websockifyex1llvncEF&#HTA YA =L HIEHBEMTY, #LL<IE T
wavOIv R Z8RLTIIZTL,

BEOAYRAN—=ILDOT Yy FJL—RFIE

RO 2N=232 8 LTISRUD =D SBEDTI VA M—ILETYTITL—RTEET,
pE
BEOAVAN=ILETYFIIL—RTBL. letc/xdlDTFICHZERT 71 LB LEESINET, TV ST
L—RFZRITIBHIC. BT T7AMINENY I Ty TLTLIZE L,
s YumZzFERL Ty FJL—FT3ICiE:
Amazon Linux 2 0154

sudo yum 1install -y XenDesktopVDA-<version>.amzn2.x86_64.rpm
<!--NeedCopy—-->

RHEL 8 5 &£ U Rocky Linux 8 mig4:

sudo yum install -y XenDesktopVDA-<version>.el8_x.x86_64.rpm
<!--NeedCopy-->
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CentOS 7 5 & U RHEL 7 155

sudo yum 1install -y XenDesktopVDA-<version>.el7_x.x86_64.rpm
<!--NeedCopy-->

+ RPM Package Manager Z R L T7 vy I L—R$3ICId:
Amazon Linux 2 0154

sudo rpm -U XenDesktopVDA-<version>.amzn2.x86_64.rpm
<!--NeedCopy-->

RHEL 8 0155

sudo rpm -U XenDesktopVDA-<version>.el8_x.x86_64.rpm
<!--NeedCopy-->

CentOS 7 5 & U RHEL 7 155
sudo rpm -U XenDesktopVDA-<version>.el7_x.x86_64.rpm
<!--NeedCopy-->
A
RHEL7 ZFERA L TW35HEIE. BiROT7Yy I L— ROV FZRITLIE. BTROFIEEZEITLTZS

(AN

1. /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\
VirtualDesktopAgent"-t "REG_SZ"-v "DotNetRuntimePath"-d "/opt/
rh/rh-dotnet31/root/usr/bin/"--forcez®£17LT. ELW.NET S>441 L/INZX%E
RELET,

2. ctxvdatr—EzXZBEHL £7,

B5E:

VI T7%T7 v T L—RL7%E. LInuxVDAT > > ZHEEL TLET L,

FIET: NVIDIAGRID RS N—D1> X =)L

HDX 3D Pro #&#1ic g 3iCid. NAN—NAHF—2 VDA VICNVIDIAGRID RSAN—Z1VZX =T B
BELBDEY,

E
Amazon Linux 2 T HDX 3D Pro #fERAJ3iCld. NVIDIARSAN—470% 1 >R =L B %2 EHE
HLET, FLIE TORXTFTLEH] #8BLTLIETL,

FEED/\ A /X— /N H#—IZ NVIDIA GRID Virtual GPU Manager (RX b RSAN—) Z4 YR b—)LLTHERT
BICIF. ROAA RZEBRLTLLIZT WL
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« Citrix Hypervisor
« VMware ESX
« Nutanix AHV

NVIDIAGRID X VM RSAN—% A YA b—ILLTHER I BICIE. ROFIEEZERITLET:
1. FAEVM B vy T ENTVWB B LE T,
2. XenCenter ©. GPU # VM [CEIDEH T,
3. RETIUEREBLET,
4. NVIDIAGRID RS N—RICVM Z#EL £7:
yum install gcc
yum install "kernel-devel-$(uname -r)"

systemctl set-default multi-user.target
<!--NeedCopy-->

5. Red Hat Enterprise Linux ® K& 2 X > ~FOFIEICHE>T. NVIDIAGRID RS N—%1 > X —=JLLF
ERS

7

GPU FZAN=DA X ~—ILEE. INTOEBTT 74l (TWWzy) ZBRLTIREL,

BE:

GPU XX ZIL—%BzICT B . XenCenter ZFA L T LINUX RIS VICTIEXTERIBD T,
SSH =R L THEHL £,

nvidia-smi
e +
| NVIDIA-SMI 352.70 Driver Version: 352.70
| === e S e L L e L L P Fmmm +
| GPU Name Persistence-M| Bus-Id Disp.A | Volatile Uncorr. ECC |
| Fan Temp Perf Pwr:Usage/Cap] Memory-Usage | GPU-Util Compute M. |
e e L e  E ey
\ 0 Tesla M60 Cff | 0000:00:05.0 Off | Off |
| N/A 20C PO 37w / 150w | 19MiB / 8191MiB | 0% Default |
e e e e L e L P e et e +
e e e +
| Processes: GPU Memory |
| GPU PID Type Process name Usage
e e T EEEE ey
| No running processes found |
+

MROARXY BT, A—RICBYBERZREL T !
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etc/X11l/ctx-nvidia.sh

BWRBECTILFEZ 2 —EEEFIBAT3ICIE. BWANVIDIA SV IBURETY, OV RZ2HET
31Zi%. TGRID Licensing Guide.pdf - DU-07757-001 September 20155 O®FE R £ a2 XY FDIETRICHK ST
<IEELY,

F)E 8: Linux VDA O#&5%
i
SR LREEEY b7y E3H1IC. en_US.UTF-8 O — /LAY VA M=ILTNTVWBR e 2R L
¥, OSicZoasr—IiLhtzWgEiL. sudo locale-gen en_US.UTF-8 <> K% RfTL %9, Debian ®

HE1E. #en_US.UTF-8 UTF-8 7 O X > % fi#BR L T/letc/locale.gen 7 7 1 L& 4REL TH 5. sudo
locale-gen O<Y > RERTLE T,

NyTr—2J04 >R k=)L, ctxsetup.sh X7 7 +%RITL T, Linux VDA 28R 3HEHHD £9. DR
YT MR BEEETSHIICREZBABL. IRTOREIVR—RVEHRA VI =ILINTWVWS Z HERIN
9, BEICHLT. WOTHIDRIU T EBERITLTREEZZTETITEY,

CORZVTFHE. FHTERICEZELAL S, FLIFFERMICHBRLICAIEZERBLTAFTRITTEE I, M1y
BEIC. ROAXY RZEALTIORI ) T DAL T 2B LET !

sudo /opt/Citrix/VDA/sbin/ctxsetup.sh --help
<!--NeedCopy-->

BREICEE T 518

RDESICLT, BRICEET 52 FERERITLET:

sudo /opt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

SEI Ay et 134

ATVRA—IZBEKT B7DIC. RIEEHZFEAL T ty cTPYyTRIVTFTRELRZ AT T2 a>ZHET
TET, BEBBENIRTEEINTVRE, RTUTRIEL>TA—H—ICBERONNZERD B Xy E—TIHK
TENBZIEDBRLBDET,

HR— S TNBBRIREEICIIRD LS BHDOLHD £7 !

+ CTX_XDL_SUPPORT_DDC_AS_CNAME =Y | N -Linux VDA Ti&. DNS CNAME L O—R%&fERL T,
Delivery Controller 8%38E 23 e HTEET, TIAILFTIENICREINTVLETS,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 108



Linux Virtual Delivery Agent 2203 LTSR

« CTX_XDL_DDC_LIST=" list-ddc-fqdns’ - Linux VDA iZi&. Delivery Controller D& &RIZERT 3
Delivery Controller »5z£&8i K X >& (FQDN) OXR—IAXFO D—EBHNBRETY, 1 DE/HIFER
DELEBHR XA VZFLIFCNAME Z1 ) 7 X %2I8ET2HEBHRHD £7,

« CTX_XDL_VDA_PORT = port-number - Linux VDA i&. TCP/IP R—+ (F7 #JL b Tid7/R—k 80) %
fE L T. Delivery Controller Li@EL £7,

+ CTX_XDL_REGISTER_SERVICE =Y | N - Linux Virtual Desktop #—E Rid. ¥ > OEh&ICFIBL
F9. TI7AINFTREIRYICRESNTVET,

« CTX_XDL_ADD_FIREWALL_RULES =Y | N - Linux Virtual Desktop #+—E 2 Tld. v bT—o %15
BENSATLD I 747 74— ILOBREHFTINTVWBIHBENRDH D £, Linux Virtual Desktop ABI.
SRTLDITFATIA—NDORERER—F (F74IFTIFR— 5 80 HLUKR— bk 1494) =EHEITHMK
TEET, T7ALNFTRYICREINTWVET,

+ CTX_XDL_AD_INTEGRATION=1|2|3|4|5- Linux VDA iZi%. Delivery Controller (234 L TaR3
¥ 37-8IC Kerberos BRSRENBETY, Kerberos #ild. AT LICA YA M—ILELVBEEZHD
Active Directory &Y — LD SIEEL £9, RICTKY. HR— TN TUL3S Active Directory #i&753&D
SHE. FRTZIHOZIBELET:

1- Samba Winbind
2 - Quest Authentication Service

3 - Centrify DirectControl
4 - SSSD
5-PBIS

+ CTX_XDL_HDX_3D_PRO=Y | N - Linux VDA Ti&. HDX3D Pro "t R— b3 h%xd, Chidk. 757«
wORZRATBZT IV T—2a ORBUERELDDICTBOO—ED GPU 7I/E&SL—>a3>FTo/
OYT9Y, HDX3D Pro #:#iRL 72356, VDARVDIFRO Ly (2 TEyiay) E— RAICHER
ThnEd (0% H. CTX_XDL_VDI_MODE=Y %&b %7),

« CTX_XDL_VDI_MODE=Y|N-FAF2Y by 7EREETIL (VD) £HIFKRAMINBZHEBTRI by
TEREETIDOEESL LTI Y ZBHT 5D ZRELEY, HDX3D ProIRIETIE. COXEHZ VY ICRE
LEF. 774 ETENICERESNTWVETD,

o CTX_XDL_SITE_NAME = dns-name - Linux VDA (3. DNS ##EARA L T LDAP 4 —\—%#&H L £,
DNS o%Z&R=O—HILY 1 MICHIBRT 51Cid. DNSH1 FREZHEELEF T, COTHIZ. TT7AIL LT
¥ <none> [CFHREINTUVET,

o CTX_XDL_LDAP_LIST=" list-ldap-servers’ -LinuxVDA |Z. DNS #BB& L T LDAP #—/N\—%#&H
L£xd, DNSHALDAP H—EXL O—RERETITAVLIESIE. LDAP ® FQDN 8L U LDAP R—FD X
R—ARYTO D—BEIEETEET, - xiE. adl.mycompany.com:389 £ &b £§, ZOEHIE. T
7+ )L Tl <none> [ZREINTWVETD,

« CTX_XDL_SEARCH_BASE = search-base-set - Linux VDA I&. Active Directory K X1 >®JL— bk
(ffl: DC=mycompany,DC=com) ICHREINI-BER—XZFEFLTLDAP ZB=L %79, BED/NT +
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—IVAZRETBHIC. BEXR—XZIBETITEY (fl: OU=VDI,DC=mycompany,DC=com), Z®
T, T 7+ M Tl <none> [CRREINTULET,

o CTX_XDL_FAS_LIST=" list-fas-servers’ - 75 L —> 3 Bir— X (FAS) H—/n\—ix. AD &
W—=TRIUS—ICEDERINET, LINuxVDAIZAD JIL—TRUS—HR—KLTULWEHA, KD
I E2 a0V TRYISHTE FASH—N—0—BZFERATIEY, >—T7 YR ADYIL—FRI S —TH
ELEHDLBALTHZIBEDNHBDE£T, WINHhDH—N—T RFLIABHBEINTWVWBIFEIF. TOTA%Z
<none> X WS XFFTEDHT. Y —N—T RLADIEHFBIFIEEL £H A,

o CTX_XDL_DOTNET_ RUNTIME_PATH=path-to-install-dotnet-runtime - LW JO—Hh—T—
Iy hHY—EX (ctxvda) #HR—+rT37HDNET SUEZ1L60%FA VA N=ILTDBINR, TT#
JL k@D /S RIF/usr/bin TY,

+ CTX_XDL_DESKTOP _ENVIRONMENT=gnome/mate -t v > 3> T#ER 9% GNOME #7:i& MATE
TRy TREBZIEELET, THERELBRVEFICTI . HEVDAICI YA M—ILEINTVBETR
I hyTHMERINET, 7L BEAVAM=ILTATWVWETRI by 7H MATE DIF&1IE. BEE%E
mate [CRETIHENHD FT,

ROFIEEEFTLT. 24—y bty aryi1—H—0DFRI by TRIEBEETEITZCHTIET:

1. VDA @ $SHOME/<username> >« L o L JIZ.xsessionZx k. Xclients7 71 IILZERL
L£9.,ZZT.username 21— —&TI.AmazonLinux2 #EH L TWSFEEIE. . Xclients
T7ANLNEERLET. OTFr A MVE2—>a Y EFERALTVWEHEIK. . xsessionTZ 71
ZIER LT,

2. .xsessionFfld. Xclients7 7ML EZBELT. T XA MIEa—YaVICESWTFRI +
v TIRIEZIEEL £ 9,

- AmazonlLinux2. 5&U' RHEL 8 £t® MATE X7 kv 7DiEE

MSESSION="$(type -p mate-session)"
if [ -n "S$SMSESSION" ]; then

exec mate-session
4

- CentOS & & U RHEL L@ GNOME 7 X7 kv FDizs

GSESSION="$(type -p gnome-session)"

if [ -n "S$GSESSION" ]; then

export GNOME_SHELL_SESSION_MODE=classic
exec gnome-session —--session=gnome-classic
fi

- Amazon Linux2 ® GNOME 27 kv 7DiEa

GSESSION="$(type -p gnome-session)"
if [ -n "S$GSESSION" ]; then

exec gnome-session

fi
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3. 82— vbtEyiara—H4—T700 77 MILOT7 I/t AERELBLET,

+ CTX_XDL_START_SERVICE =Y | N - Linux VDA #m D5 TBIC Linux VDA # —EXHBIAS N5 & 5
ICTBDESHEBELET, TIAILETRYICREINTVLETD,

« CTX_XDL_TELEMETRY_SOCKET_PORT -CitrixScout 2w X> 437DV 7y bR—ko 77 %
I EDR—=KET7503 T,

+ CTX_XDL_TELEMETRY_PORT -Citrix Scout £ BE937cdDR— ko 77 AL bDR—~F 7502 T

ER
RDOESICLT,
export
export
export
export
export
export
export
export
export
export
export
export
export
export
export
export

export

IRIBTHEREL. BRIV T Z2EITLET:
CTX_XDL_SUPPORT_DDC_AS_CNAME=Y|N
CTX_XDL_DDC_LIST="'list-ddc-fqgdns'
CTX_XDL_VDA_PORT=port-number
CTX_XDL_REGISTER_SERVICE=Y|N
CTX_XDL_ADD_FIREWALL_RULES=Y|N
CTX_XDL_AD_INTEGRATION=1|2|3|4|5
CTX_XDL_HDX_3D_PRO=Y|N

CTX_XDL_VDI_MODE=Y|N
CTX_XDL_SITE_NAME=dns-site-name | '<none>'
CTX_XDL_LDAP_LIST="'Tlist-1ldap-servers' | '<none>'
CTX_XDL_SEARCH_BASE=search-base-set | '<none>'
CTX_XDL_FAS_LIST='list-fas-servers' | '<none>'
CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime
CTX_XDL_DESKTOP_ENVIRONMENT= gnome | mate | '<none>'
CTX_XDL_TELEMETRY_SOCKET_PORT=port-number
CTX_XDL_TELEMETRY_PORT=port-number

CTX_XDL_START_SERVICE=Y|N

sudo -E /opt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

sudo AV Y RIC-EA TS 3 Y ZEBELTEITL. ERTZMLVY TLICRFEOREEHZEL X7, RUDITE
LT #!/bin/bash 2R L. FRDIAR Y RHSHRZZTIAIV TR T 7 AV EERT R BEHLET,
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Frld. RDELSICLT 1 DOOXR YR TIRTDNTA—E—ZIBET DN TEET !
sudo CTX_XDL_SUPPORT_DDC_AS_CNAME=Y|N \
CTX_XDL_DDC_LIST="'list-ddc-fgdns' \
CTX_XDL_VDA_PORT=port-number \
CTX_XDL_REGISTER_SERVICE=Y|N \
CTX_XDL_ADD_FIREWALL_RULES=Y|N \
CTX_XDL_AD_INTEGRATION=1|2|3]|4|5 \

CTX_XDL_HDX_3D_PRO=Y [N \
CTX_XDL_VDI_MODE=Y|N \
CTX_XDL_SITE_NAME=dns-name \
CTX_XDL_LDAP_LIST="'list-1ldap-servers' \
CTX_XDL_SEARCH_BASE=search-base-set \
CTX_XDL_FAS_LIST='l1ist-fas-servers' \
CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime \
CTX_XDL_DESKTOP_ENVIRONMENT=gnome | mate \
CTX_XDL_TELEMETRY_SOCKET_PORT=port-number \
CTX_XDL_TELEMETRY_PORT=port-number \
CTX_XDL_START_SERVICE=Y|N \

Jopt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

BREZEDOHIFR

SFUFICE>TIE LINUXVDA RNy —S% 7214 X —=ILLAWT. ctxsetup.sh X7 U F Mk >TiTH
NIRRT ERHIR T CCHARBERZHEDHHD £9,

AT BRUC. ROOAVY Y REFALTIDRI VT ROANILT=RERBLET:

sudo /opt/Citrix/VDA/sbin/ctxcleanup.sh --help
<!--NeedCopy-->

BREBEZHIFRY BICid:
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sudo /opt/Citrix/VDA/sbin/ctxcleanup.sh
<!--NeedCopy-->

BHE:

CODRIVTMZED, IRTOBRT — 2D T —2ZRX—ZXH 5HBREIN. Linux VDA Z#RETEH<AD X
ED

- 13qm by

ctxsetup.sh & & Uf ctxcleanup.sh X 7 U 7+ Tldk, AV —ILICIS—HRRIN. BROT 771
[tmp/xdl.configure.log ICEMBHENEIAENE T,

Linux VDA —EXzBESHL. TEERMRIEFT,

FIE 9: XDPing OR1T

sudo /opt/Citrix/VDA/bin/xdping%=fTL T. Linux VDARETO—RMNLEBROMEEREEL
79, L <& ™DPings #8BLTLETL,

FE 10: Linux VDA D17
ctxsetup.sh X2 U 7+ #FEBL T LINUX VDA Z# L7175, ROIAY Y REMFAL T Linux VDA ZHIfI L £
ED
Linux VDA 0iE#):
Linux VDAH—E X EEE T3 ICIE. ROOARY RERITLET:
sudo /sbin/service ctxhdx start

sudo /sbin/service ctxvda start
<!--NeedCopy-->

Linux VDA {1t :
Linux VDA —EX#ELETBICIE. ROOAY YV REERTLET:

sudo /sbin/service ctxvda stop

sudo /sbin/service ctxhdx stop
<!--NeedCopy-->

P

ctxvdads &tctxhdxty—EX%EIET ZHIIC. service ctxmonitorservice stopdvy
FEETLTERY—EXT—EVZELELEFT, ChZEEFTLAVGE. BERY—EIT—EVIEELLE

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 113


https://docs.citrix.com/ja-jp/linux-virtual-delivery-agent/2203-ltsr/configure/administration/troubleshooting.html#xdping

Linux Virtual Delivery Agent 2203 LTSR

H—EXzBEHLET,

Linux VDA 0 FiEE):

Linux VDA —E X = BEEY 3IId. ROIIY Y FERTLET:
sudo /sbin/service ctxvda stop
sudo /sbin/service ctxhdx restart

sudo /sbin/service ctxvda start
<!--NeedCopy-->

Linux VDA DiREEDFELR :
Linux VDA 4 —EXORITREEER T ICIE. ROOAY Y RERTLET:
sudo /sbin/service ctxvda status

sudo /sbin/service ctxhdx status
<!--NeedCopy-->

FIE1l: > >AH20O07 DER

IIvha2O7%ER L. Linux VDA ¥ > %EBINT 2 FIEIZ. /KD Windows VDA TOHZEEMTWET,
DRRAVERTTBHEDHBICOWVWTELL X T HEZOJDERI &Y X2 >AHEZODER) #881R
LTS,

RDESIC. LINuX VDA > EFE I AE2 O DIERICIEWVW L D DOFIKH H 5 7. Windows VDA v
VDRI VAZATDERFIEE BR 2D HD £

o« ARL—=F o VI RATLICIE. REERLET:

- RARINZIHETRI MY TEREETILOBE. IILFEv 3> 0SA T3>

- VDIERTRI by TERIEETILOBE. 2> F Lty a>0SA7oay
e ALY >h420O4 T, LinuxVDA Y>> Windows VDA R Y #BESEHEWVTL T L,
A
Citrix Studio @ UFI D /N =2 3 ViE. TLINnUXOS) t WSHEREHR—FLTWERBATL 27
L. [Windows t—/\— OS] # 7> 3> Ffld [H—N—0S] 77> 3 EBIRT3E. AFEDRI LS
NBZ3HETXI by TEREETIHEEMISGEREIN T, [Windows T X2 by 7 0S] A7 a>vFiid
[TRObMYT OS] #7203 aEBRTZE, YOV CICE—I—H—DEREETILHIVEERNICRIRINF
ER

B2k

< oht Active Directory R X U SHIBRSIMIZRICBEEBMINIGEIE. 20X yEIIvA4207
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NSHIBRLTHOBEEMNT 2HELNHD £,

FIE12: TIUNU—=TIL—TDER

FUNU—=F I —TF=ER L. LinuxVDATYL>2ETIIrAZO0J%BMY 3FIEIF. Windows VDA <> >
DIFRLIFLALRLTY . CORRIZETT IBHEDHBICOVWTHLLIE TTUN) =TI —TDEf) 25
BLTLIETL,

LinuxVDA X >A2O7 28T TIUNY—J I —TZER T 2EEIE. ROFADHD £7:

¢« FIRTBAD I—H—BLUVTIL—T%. LINUXVDAR I UICOF A>3 LS ICEBYICERLTEEET,
e FWEETNTULWAW (BR) 1—H—0OJ 4 > EFALABRVWTIIZEL,

e Windows Yo o &TI0h2O00 T UN) —FI—TTRESEHRVTLIEE L,

BE.

T r—2a>OARE. LInuxVDAN—2 3> 1A LT R— bR TWES, 272L. A—Y I UA

DT RV by FELUTTTUDEREIF. Linux VDA THR—FINTULEE A

ROoAZO7ELVCTINI =TI —TFOERFZFICOWVWTEEL < &, TCitrix Virtual Apps and Desktops 7
22031 ZBBLTLIET W,

SUSE ~® Linux VDA OF&r> X +—JL

February 9, 2024
BE:

WRA A b—IILDGEIR. BEA VAL ZERALTHZA A M-I ZT5 288D L £Y, HE
A YA LIV HENZEHNT BT TELS, FREBICEBHINTLBFHI VI L-ILEDDHIS—%
BT EDTEXRT,

FIE 1: #8771 LIERS LT Linux > > 0%

FE 1a: YaST vV —ILDi#2E)

SUSE Linux Enterprise YaST V—ILZERLT. ARL—TFT 1 YIS XTLDTRTOEREZEHL £,
TEZIR—=ZD YaST V=)L ZEET 3 HE
su -

yast
<!--NeedCopy-->
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Ul R—Z @ YaST vV —I)LZiEsT 354!
su -

yast2 &
<!--NeedCopy-->

FIE1b: xv T —UDIER

LUEDE Y S 3> TiE. Linux VDA TERTIIEIEARY bV —IRES JUY—EXOERAZEICET 3155k
ICDWTHBAL £9, ®v bT7—200#EmIZ. Network Manager X ot AETId%A < YaST Y=L TRITT
BDURENDHDET, ROFIBEIF. UIR—ZD YaST VYV —ILZERATECAFIIREAE>TVET, TFIAIR—ID
YaST V=L BFRATETEIH. FESF—2a>FENEAD. CTTIERFALTVEE A,

RRARBERAA Y R—LRT L (DNS) DiEE

1. UUIR=ZXD YaST VY —I)L=zEEHL £,

2. [T L] [y bD—0%E] DIEICEIRLET,

3. SLED 12 ¢&: [Fa—nNiLxF>a>v] 27T, [Ry bT—00ty b7y 7HE] % [Wicked 4—E
2] ICEELEXY,

4, [[RX +~Z[DNS] 2 7%BE %7,

5 [RZrBEIL=FNyIIPICEIDHETB] Fzv IRy IREFVIZLET,

6. [DHCP TR +EEZETZ] Fxv IRy IRZEATICLET,

7. [RRLBZIL—TNyIIPICEIDHTR] Fryv IRy IRZAVICLET,

8. [DNS #EHDEE] T [HRELRI)S—%=FRTE] £ 7>a>zFIcLET,

9. UTFZHmEL THRY FIT—IUREICRBMIETET,

e RALE-Y YD DNSHR +EEBMLET,

o RXAYVE-IXTVDDNS KX VBEEBIMLET,

o X—LHY—N—-DNSH—N—DIP7RLRAZEMLFzT, BEIFAD FXr>a>+O—-5—DIP
TRLZATY,

[RX1 T —B-DNS RX1>E&%ZBIMLET,

i

Linux VDA (33372, NetBIOS BN HETEHR— ML TWEHA, LTzH 2T RR FRIK 15 XFURT
HBIVELHD £,

E>b:

a~z. A~Z, 0~9 BELUNTTY (1) DXFOAMERALTL IV, 7YH—XO7 (). AR—Z( B&
VZDMDESIFFERLBVTL IV, RAMZZEHFTHBLIED. N1 T7>TERTLIED LBWTLE
TW, ZDJL—JLIE. Delivery Controller 7R X bR ICHBERINE T,
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JILFFv X~ DNS oY SLED TOH. 774 FDRETVYILFF v X+ DNS (MDNS) HEMTHS
e, BHIFROERICFEENRLETZHENHO £7, SLES 0iFE. MDNS F77 # /L hTIREME I TWL
BV, BICREZITOIBERDD FEA.

MDNS Z&EMIC T 3iCl3. [etc/nsswitch.conf ZEEL T, UTEATIT2EELFET:
hosts: files mdns_minimal [NOTFOUND=return] dns
LER:

hosts: files dns

RRAMZOMHEE ROIAYYRT, RAMEHELLRESNTVS L ZRABLET:

hostname
<!--NeedCopy-->

COATXVRIZED. ZOTIVDTLEBHR X1 >8F (FQDN) Tlda<. ZDRAMEDHANRINET,
ROOATY R T, BB R XA VEHDNELKERETNTVWES e MR LET:

hostname -f
<!--NeedCopy-->

COAXVRICED. ZOXIVDTEEBHI R X1 VERINET,

ZRIARC Y —EXFETREMOERE ROIATYY T, BEBHIRXAAVEDNBRTIZ L. RXr>aV b
O—3>— Delivery Controller 15 ping IZISEDH 25 #HERBLET:

nslookup domain-controller-fqgdn
ping domain-controller-fqdn
nslookup delivery-controller-fqgdn

ping delivery-controller-fqdn
<!--NeedCopy-->

EEEM R XA YBEBRTIARV, B INS50TIOVTRNDS ping ICIEEN R VIEEIF. FIEZ#ER
LTHSRICEATLET L,

FIE 1c: NTP 4 —E X D#ERK

VDA, Delivery Controller. FX>a>Y bO—5—DOETERARZIFAHEZH#FITICHNEETY, RETY
> (VM) x LTLINUXVDAZKRZ +TBL. BZHDFRERICEZBEEDNRLET ZAREMDHD ET, LD >T,
DE—FNTPH—EXZFERL TRAZERTILESHOHLET, RDOLSIE. 77K NTPEREICVLCD
DOBEHNUBRERIBED B £,
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SUSE 15.3 & U SUSE 15.2 0355

1

2.

UIR—ZXD YaST V—ILzEEL £7,
[y bT—=oH—EX]. [NTPRE] DOIRISERL XY,

INTP F—E>ZzEEHI 3] £/ 3> T, [SIT<CHBL. S XTLEFRICHRT 2L S5RE] 2FRLE
ERS

[RE®T] T (B8] ZBRLET,

BEIZIECTNTPH—N—%BMLEd, D NTPH—EXiF. &E Active Directory RXr>2a> ~0O
—S—TCHRIALETNET,

/etc/chrony.conf IZRDIFHBNIE. BTN IR FEMTET,
include /etc/chrony.d/*.conf
chrony.conf ##E&E L%, chronydt—EX%=BEESHL £,

sudo systemctl restart chronyd.service
<!--NeedCopy-->

SUSE 12.5 055!

_l\)l—‘

oA~ Ww

YaST & [NTPERiBERE] #WVWT. [—RMNARRE] 2750y ILET,

INTP F—E>%2RE#HT 3] £o>a>T. [STCHAL. PRTLEBRICHBTILSRE] 57w D
LEd,

RATNTVBIFSIE. [RERECEOZVO—N)LE (LOCAL)] IHEEZERL. [HIFR] 27Uy I LET,
Gl #oUw o LT NTPH—N—DI> MUEBMLET,

[(H—N—0fEHE] ZFIRLT. GAN] 200y o L%,

[ZRLR] Zo—=JLEIZ. NTPH—N—0DDNSEEANALET, COHY—EXIF. BH Active Directory
RXA>a>bAO—5—THRAMINFT,

1. [F#F>a>] TF4—ILRIZEBELEEA.
8. [FXF] #UUwoLT. NTPH—ERICEETIBHNESHERABLET,
9. —EDUs>RYUT [OK] #0)v o LT, EEZFELET,

pE o

SLES 12 ®#Tid. AppArmor R > —IZB9 % SUSE OEERIDOREDRET. NTP F—E A& ICk
BMIBehBDET, sFL<IF. BBRFZEICKSTLET L,

FIE 1d: Linux VDA ([Zi&FET 3 /Xy 7 —JD1 VX =)L

SUSE Linux Enterprise B® Linux VDAY 7 b7 = 7id. ROy 7 —JICREELTVWET:

+ Postgresql10-server 10.12 L{F%
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« OpenJDK 11

+ Open Motif Runtime Environment 2.3.1 L{f&
o Cups 1.6.0 LI&

+ Foomatic filters 3.0.0 LAF%

+ ImageMagick 6.8 L&

R U DEM  PostgreSQL % ImageMagick 7 & @ 4B 4 /N w o — P&, SUSE Linux Enterprise Soft-
ware Development Kit (SDK) mMSANFTEZX T, Nw s —C%EET3IC1E. YaST #ERLTSDK URT U
ZEBMT 3D SDKAX=T 700 2ATYO0—RLT RO RZFEALTO—AILICYTY MLET:

sudo mkdir -p /mnt/sdk

sudo mount -t 1509660 path-to-iso/SLE-12-SP5-SDK-DVD-x86_64-GM-DVD1.iso
/mnt/sdk

sudo zypper ar -f /mnt/sdk sdk
<!--NeedCopy-->

Kerberos /517> +D1>X =)L &ROOAI> KT, Linux VDA & Delivery Controller B8 ER:ERA IS
Kerberos /517> rEAVIAM=ILLE T,

sudo zypper install krb5-client
<!--NeedCopy-->

Kerberos 75147 ~D#ERIZ. BT % Active Directory 8D HEICE > TERD £T, UTDHBE SR
LTLETL,

OpenJDK11 @ > X k—JL LinuxVDA (Zi&. OpenJDK11 AR ETY,
OpendJDK11 %z >R =)L BICIE. ROOAXY FEREITLET:

sudo zypper install java-1ll-openjdk
<!--NeedCopy-->

PostgreSQL o > X b—JL  SLED/SLES 12 T. RO&LSICL TNy =S4V b—ILLET:
sudo zypper install postgresql-init
sudo zypper install postgresqllO-server

sudo zypper install postgresql-jdbc
<!--NeedCopy-->

T—EAR—IY—EXZHAK L. T2 > DOREEC PostgreSQL ARICHABTEINS L SICTBICIE. RICSRTA
YA ILEDFIENLETT,
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sudo systemctl enable postgresql

ux virtual masudo systemctl restart postgresql
<!--NeedCopy-->

TF—a~R—=27 71 var/lib/pgsql/data icH D £7,

RS MU DHIBR KEFEFERNYT—IDRA VI F—ILTNTVLBRET, ROITY RERTLT, MUFlcEy b
Ty TENSDKURIS R ERT Y FENXT 1 T ZHIBRLET:

sudo zypper rr sdk
sudo umount /mnt/sdk

sudo rmdir /mnt/sdk
<!--NeedCopy-->

FIE2: NAN—=NAHF—DEE

YR—FINBNAN—NAHF—LTVM & LT Linux VDA ZR{TT3HE. W ONDEENNRETY, FHT
BNAN=NAHF—DTS Y b T+—LICEDET. ROEEZETVWET, RT7AFZIN—RIT7TLnuxv>>
®RTT3HBE. TEIINEHD £HA,

Citrix Hypervisor TOBZIREADIEE

Citrix Hypervisor OB ZIE A EN B LB E. TN 2N OEREK Linux R~ > > T NTP & Citrix
Hypervisor THRIENEEL £9, k. NTP & Citrix Hypervisor O@AH > A 7 LORKEZEELELS T
BCEHFREATY, Y XTLORZEMOY —N—DRZIE OEBIEDNZDZEFH<ICIE. & Linux SX D> R
TLORZMNNTP L EHTRIHENDHD T, COHE. KRR FORZFREZ BN TIHENHD FT, HVM E
— RT3 EERZBEHD FHEA

Citrix VM Tools h-f > X b — )L T - B RAEK Linux h—xILERITLTWBHE. Citrix Hypervisor OB§ZIE
HAMEEDEET D SH L. LInuXREY S YATEMICHE > TVWEINESH MR TI X!

su -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

COARVFIF0FF1ZRLET:

o 0-BFZIEHREED B RIC R > TWB Tcsh, EMICTIHERHD FT,
o 1- BAFEHAHENENICBR>TUET. CNULORERBESDD FHEA,
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[proc/sys/xen/independent_wallclock 7 7 1 LA ZEELAVES. UTOFIBIIHEDHD £ A
BZIE A EENN B NIC R > TWVWBIBEIE. 7 71ILIC T1) CEEZAATEMICLET:

sudo echo 1 > /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

COEERXENL. BEBEBDHRIZTZICIE. [etc/sysctl.conf 7 7 1 ILEREL T, KROTZEMLET:
xen.independent_wallclock = 1
CNEDEEZERT . ROELSICL T RTLZHEREELET:

reboot
<!--NeedCopy-->

BEFHE. {REPELW BB LET:
sSu -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

COARVEIF1IZRLET,

Microsoft Hyper-V TORZIERIDIEE

Hyper-V Linux 6% —E X1 > X =L 3 hiz Linux RE<Y S > TlE. Hyper-V OBSZIE#A#EEZ &AL TR
ALFRL—TFT 4 VI RTLORBEEFATIEY, PATLONEZ ERGKRETHIFTSICIE. NTPH—EZX
CEDBICTOEEZBMCLED,
BRARL—T 1 VIV XT LT, ROBEZITVET,

1. HyperV3xx—v—%zHZT £,

2. Linux RIS VORET, [HEY—ER] ZERLFT,

3. [HZIOREA] AR NTVWB e ZREBLET,

pE N

CDOF#IF VMware & & U Citrix Hypervisor 0z& L I3E4 D £3, VMware & & U Citrix Hypervisor

Tld. NTP t OBRE 28T 5 7cDICHRR S DOEZIFEEZ EMICL £9. Hyper-V olzZIEHIZ. NTP & #7F
L. NTP ORZIBERZ#TI B D TEET,

ESX & £ U ESXi TORZIRIDEE

VMware QOEZIFIEEEED B RIEE. Th2OERENK Linux RIS > T, NTP /N1 X— /N —TRIE
PRELFT, TNE NTP ENAN—NAF—DOEADNS X T LOREZRBMLES L TBEHRATY, ¥R
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TLOBZ MDY —N—DRZE ORI AHNZDZEH<ICIE. & LINUX TR DY X T LOEZ%Z NTP £
HEEEY, COBE. KR MORZIEBRZENICTIUENBD Y,

VMware Tools - > X b—)L L7RETHEREWK Linux 1—RILERITL TV RIBEIE. ROBEEITVLWET,

1. vSphere Client B %9,

2. LinuxREI> > OREEHRELET,

3. IR > 7ONT«] AA4T7OJRYIRT, [FTF>av] 4T=0VvILES,
4. [VMware Tools] %Z#IRL F£7,

5. [#4] Ry IR T, [RA TR MRZIZEEA] FTv IRy IREFTICLET,

FIE 3: RET> > % Windows R X1 > IZiBf

Linux VDA IZ. Linux ¥ > % Active Directory (AD) RXAVICEBMET 3T £ EFRAEEYR—MLET,

« Samba Winbind

» Quest Authentication Service
« Centrify DirectControl

« SSSD

« PBIS

BIRLIAEOFIREICREWVE T,
E:
LinuxVDAoAO—hAILT7hHo Y b ADDT7 AUV R TRILA—Y—FBEFEATIE. Ty a > oiReick
BB ehHbEd,

Samba Winbind

Windows R XA >ADBM RXAYIAYMO—F—HT7ILIATEET. A2 —F—% RXTVICEMNT S
¥R %D Active Directory 2—H#'—7Hho > FHBETT,

1. YaST #&E& L. [=v bT—oH—EX]. [Windows RX1 XY N—>wvF] OIEISEIRLED,
2. LTFTOZEZITVWET,

o [RXA>[T—25)L—T] IC Active Directory RX > OZRIEIE R Xr>a> tO—-5—0 IP
TRLRERELE T, RXAVBRBTAXFICLET,

o [Linux OR:EICH SMB 0EHR%EFER T3] FvIRvIREFVICLET,

+ [Create Home Directory on Login] F v o Ry I R&EFVICLET,

e [SSHEIFTDI YT FY] FTvIRYIRZFVIILET,

c [(ATSAVREE] FTvIRYIRDATICHR>TWB 2R L £7, Linux VDA IR, Tt 7>
IVICHBLTOEE A
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3.[0K] 200w LET, WKODDNYT—CDA YR b—IILZRIXyvE—IHREINLHZSIF [
Zb=] 2OV I LET,

4. RX4>O>bO-F—DROHDBL. RXAVICBMTBDNESHERRBTEZAvE—IDRRREINF
T [IFWVW] Z2O9UvILES,

5, Xy E—UHPRFEINE. AV —F—Z XA VBT 3HERERD R X1 Y 1—HF—DERIERE
ANHL. [OK] 200w L&ET,

6. HNZETRT XYy E—IHRFEINET,
7. W<2h D Samba BLUVKbS Xy 75— DA YA —ILERTAvE—IDRRRINES, [1VZ b=
W] Z#OUw I LET,

YaSTIC& D, ChoDEEICIE—EOT—EXRFRIBFILVOBEBNMVETHZ CEDNRINBEHBANHBD T,
ROVEBEREHTZICZHEHOLET !

sSu -

reboot
<!--NeedCopy-->

SUSE 12 0% : Kerberos BEigfEH+rvv> 28D /N\yF@EA SUSE 12 &, 577 +JL ~d Kerberos BigiE#k
F vy aREEHLREED FILE:/tmp/krb5cc_%{uid} 75 DIR:/run/user/%{uid}/krb5cc ICEEINF L
7zo LINUXVDAIZZDFH LW DIRICEKZF v v aFEAICHB L TVWEW S, FBITEETIHELHD £9, X
DBELBRVESIE. IL— 21— —2 LT [etc/krb5.conf Z4& L T. [libdefaults] o> 3 >ICiBML F
E

default_ccache_name = FILE:/tmp/krb5cc_%{ uid }

RXA Y XYN=2y TORR  Delivery Controller zER$ 3113, 9TH VDA T > (Windows & Linux
VDA) T Active Directory ICaA>Ea—2—ATJ U FHRETT,

RDESIC. Samba ® netads OV Y RERTLT. IVUARXAVICBMLTVWA e ZMEBLEY:
sudo net ads testjoin
<!--NeedCopy-->
EBMORXAAYHELVAVE2—E—F T2 MERZRIET BICIE. ROIAY Y RZEEITLET:

sudo net ads 1info
<!--NeedCopy-->

Kerberos #R DOfE  Linux VDA TERTZE 3 & 512 Kerberos AEEL K SN TWB Z ¥ 2R T 3113,
RMOAYYRIZED. P RFT LD keytab 7 7 1 ILHMEREHA T keytab 7 7 1 ILICE#MBRF—HDEEFNRTUVSB L
ERERLET:
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sudo klist - ke
<!--NeedCopy-->

COOARVRICED, FUVINIILRBEBERI—rOIEFIEFREAFEDOFICH L TERATESZF—D—EHERR
ThEd, Kerberos Dkinitdv Y RERIFL. ThBDF—%2FEALT. IVVERXI>YOAY FO—-5—IC
LU CEREEL £ 9:

sudo kinit -k MACHINES@REALM
<!--NeedCopy-->

VO VB EHBIIAXFTIEETISELRHD £T, RILEEE §) 3. PTILCEBBEIMIEHSDICNY Y
25wva () TIRT—TTB3RENRHD F9, BBICL>Tik. DNS KX >&h Kerberos $Bi& & E4 b
£9, LIch > T HIEBREFERALET. COATXVRBRINTR . HAOIRRKRRINEE A
ROARY REFALT. IV T7HI D TGCT Fry bbhFxvyyviadnfcl e xBBLET:

sudo klist

<!--NeedCopy-->
ROATY REFEALT. X7 HU Y MOEMAERAEBELE T,

sudo net ads status
<!--NeedCopy-->

A—H—RBAORR KDL SIC. wbinfoV—ILZFERALT. RAXTMYI—H—DBRXA VI L TRAETE S
CrEHBLEY:

wbinfo --krb5auth=domain\username%password
<!--NeedCopy-->

CCTHRETDRXTIVIEFAD KX V& T, Kerberos $BIEZ Tldd b £t A, bash > T ILDBE. NV IRy
axFE () i B3 12N vIRSYy I aXFEIEELTIRT—TT3HERHDET, COOATVRICKD,
BINEFIIERERIT XA v E—UHRINET,

Winbind PAM E2 a2 — LA ELKBRINTVWE I 2B T3, URIICERLEZ ARV R XM >ya—H
—7hYo> rEFERLTLiINnUXVDAICOSA > LET,

ssh localhost -1 domain\username
id -u
<!--NeedCopy-->

ROOATYRT. id-u O > RIcE>TREINT UID I35 9 3 Kerberos BigiEsRF v v a7 7 1 IILAMER S
N xzmwsBLET:

1ls /tmp/krb5cc_uid
<!--NeedCopy-->
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ROAR Y BT, A—H—d Kerberos BEREHRF v v aDF 7y FHAEYT. HRIINTIIBRWI C 2BEEL £
EXS

klist

<!--NeedCopy-->
ROARVRT, Ly a>z&TLET,

exit

<!--NeedCopy-->

Gnome O>YV—JLFIZKDE QY Y —IILICEEOJA >3, AEOTIANERITTEET, RXTUEMD
BB, TFIEG6: LinuxVDADA YR =)L) ICEAET,

Quest Authentication Service

RX>a> bO—5—7T0 Quest D&M KD#EfEIE. Quest Y 7 b = 7% Active Directory K X-r>1a>
PO—5—ICA YR —JLL. BELTWR . BEEREIMTSSN, Active Directoryicdyta
—R—FTT U MEERTIZ e ZARELTVWE T,

Linux VDAY > VICR XA > A—H—hO5 4> TEBL5IC935  Linux VDA > THDX w3 v aRET
TRIBELHBZIERAA 2 A—H—IIH LT ROBEEITVLET,

1. [Active Directory 2 —#%—r a>vEa—%—] EEI>V—I)T. BHROI—-H¥—-F7AHT> +OD Active

Directory 2—#—7ONTr ZHI£J,

2. [Unix 7ho > ] 27%BRLET,

3. [Unixxtis] Fryv IRy IREAVICLET,

4, [7514<VU GIDFES] #. REORXA>A—H—JN—TFDJII—FIDICRELET,

P

COFIEF. RX1>a—H—pa>V—JL. RDP. SSH. &7cldzoftoUE— MUIEBZONILZEAL

TOJFVTEBRLEDICRET D HEDBRAL T,

Linux VDA T® Quest D&k

VAS 7—E> D RO & SIC Kerberos 74y FOBEHEHEBEMICL T, YT ZHBENRH D £9, 5 (A
T7SAVATFY) ISEMICTIHNELNHD X!

sudo /opt/quest/bin/vastool configure vas vasd auto-ticket-renew-
interval 32400

sudo /opt/quest/bin/vastool configure vas vas_auth allow-disconnected-
auth false
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<!--NeedCopy-->

COORYRICK D, EHERD OBRE (32,400 ) ICRETNE Y, I8b5E. F7v hDOT 7 #)L ~OBEMEAM
TH3 10EHMEDD 1 BEECRD EY, F7ry COBMHADTSICEVS ITLTIE. KDNSWVMEZZON
TA—E—IZERELEFT.

PAM & & O NSS O HDX *%. su. ssh. RDP R DZOMOY—ERZN LR XA >Ya1—H—0OJ 4>
ZEMICTBICIE. ROIATY FZRITLTPAM & NSS ZF#THRBLEY:

sudo /opt/quest/bin/vastool configure pam

sudo /opt/quest/bin/vastool configure nss
<!--NeedCopy-->

Windows K X+ >AD&i Quest vastooldvw > REMEAL T, Linux ¥ > % Active Directory kX
VICEMSE£ET:

sudo /opt/quest/bin/vastool -u user join domain-name
<!--NeedCopy-->

user (. I>E a1—4%—% Active Directory R X Y ICIBINT 3 1EREF OABEDORXA M>>I —H—T7,
domain-name (Z. RX-1>® DNS & (example.com %#¥) T,

RXA1 ICiBM#E. Linux v > 2BREsL 7,

RXA Y XN=2y 7ORER  Delivery Controller #R 3 3 IC1E&. §RTH VDA T > (Windows & Linux
VDA) T Active Directory iCa>YEa—42—FT7 2z FHRETT, QuestiZk>TEMI N Linux 7> 2D
RAAICHERET B 2RI BICIF. RO FZRITLET !

sudo /opt/quest/bin/vastool info domain
<!--NeedCopy-->

IOV RAALVIZBMLTWBRIESEEIFR. RXTVBDRINET, IOV R XL VICEBMLTLWAWEE. UTF
DIZ—HRRINET:

ERROR: No domain could be found.

ERROR: VAS_ERR_CONFIG: at ctx.c:414 in _ctx_init_default_realm
default_realm not configured in vas.conf. Computer may not be joined
to domain

I—H—RHE DR PAM ZfER L7 Quest © R X1 > A—H —OREADATREDN E S D2 BRI B3, LAETICE
BLECEHHBVWRAS Y A—HY—FHI Y r2ERLT LinuxVDAICO A > LET,
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ssh localhost -1 domain\username
id -u
<!--NeedCopy-->

ROOATYRT. id-u x> RIcE>TREIN UID I35 9 3 Kerberos BigiEsRF v v a7 71 ILAMER S
N xmwsBLET:

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

ROAT Y RT. Kerberos BRIEHRF v v aDF4yy bHAEMT. HIRYNTIZAWVWS E#BALET:

/opt/quest/bin/vastool klist
<!--NeedCopy-->

ROARVRT, Ly a>zB&TLET,
exit

<!--NeedCopy-->

Gnome O>YV—I)LFHIEKDE OV —IILICEEOJ A>T, AHROTARERITTEET, RXTIVEND
HR%E. TFIE6: LinuxVDADA YA b—JL) IEHET,

Centrify DirectControl

Windows K X >A®&M Centrify DirectControl Agent B'1 > X F—ILTNTWBIHEE. RO LS I
Centrify @ adjoin I< > R%uERL T, Linux ¥ > % Active Directory R X >IZiBMML £9:
su -

adjoin -w -V -u user domain-name
<!--NeedCopy-->

user (&, d>Ea—%—% Active Directory K X1 VIZIBINT 3R % IFOEED Active Directory K X1 >
—#'—T%, domain-name (&, Linux Y>> %BIT3 K X1V DEFTT .

RXA Y XN—=2w TORR  Delivery Controller ZER 3 3 iCid. 9TH VDA > > (Windows & Linux
VDA) T Active Directory IO Ea—4—47 U CHBETT, Centrify IC&k DB N Linux v >
MEXAVICFEET B L ERBIBICIE. ROOAT Y RERTLET:

su -

adinfo
<!--NeedCopy-->

Joined to domain EnE%T#H % Z r £. CentrifyDC mode T connected W5Ech 3 v #MBBLE T,
CentrifyDC mode H' starting @ £ £ L AWEEF. Centrify 547> MY —N—C OEHOMBA. 1
IBEEDBBHIREEL TVET,
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ReFERTRE. LDEENES R T LBRESHBRENETEE T,
adinfo --sysinfo all

adinfo - diag
<!--NeedCopy-->

T T4 Active Directory 5 & U Kerberos f —ER e iE#ix T A L LE T,

adinfo —--test
<!--NeedCopy-->

RXBIMOMER%E. TFIEG6: Linux VDADA YA b—)L) ICEAZF T,

SSSD

SUSE T SSSD #fERAL TW3EEIF. SOOI avDIERICK->TLIEE L, Tt Y 3> TlE. Linux VDA
I > Windows R X1 ADEMFIE. & U Kerberos sBEFD#ERIC DWW TEHEAL £5,

SUSE TSSSD 2ty b7 v 79 3ICId. ROFIEZRITLET:

RXA 228U THR D keytab % Eg
SSSD Ao PAM D188

SSSDoty vy

SSSD oEBE 1k

RXA VA= TORERR

Kerberos #m 0 #E:R

d—H—BEEDORERR

N ok w N

RX1 28l THRR L@ keytab ZEp  SSSD Tidk. RX1UBME S X7 LD keytab 7 7 1 ILOEREIC
B9 % Active Directory @0 51 7> MMEREENREBINTULEEA. KD DICSamba 7 70— FZ2FEHETE X7,
SSSD ##m ¥ BAIIC. UTOFIEZRITL T LT,

1. Name Service Cache Daemon (NSCD) F—E>#EIEL TEMICLET,
sudo systemctl stop nscd

sudo systemctl disable nscd
<!--NeedCopy-->

2. ROESICLT BEBNY T —C%2A VA M—ILEIEERLET:
sudo zypper install krb5-client

sudo zypper install samba-client
<!--NeedCopy-->
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3. Jetc/krb5.conf77qiLE)l—br21—H—2 LTHEL. kinit 2—F s UF s DRE2—47 v F RXAT
VEBETESRLSICLETY, [libdefaults]. [realms]. [domain_realm] o> 3 >vickpT> Y
ZEBMLET:

7
AD A>T 3RSV FvIcBDIWT Kerberos Z1HBmM L £ 9. ROREIF. B—R X1 B—TxL
ZARETILEHRRELTVED,
[libdefaults]
dns_canonicalize_hostname = false
rdns = false
default_realm = REALM

forwardable = true

[realms]
REALM = {
kdc = fgdn-of-domain-controller
default_domain = realm
admin_server = fgdn-of-domain-controller
+

[domain_realm]
.realm = REALM

realm = REALM
<!--NeedCopy-->

realm (%, Kerberos 48i& (example.com % ¥) T¥, REALM i&. EXAMPLE.COM # X OAXFD
Kerberos 4815 Z T¥, fqdn-of-domain-controller (. RX1>3> +tO—5—d FQDN T¥,

4. [etc/samba/smb.conf Z)l—raA—H—2 LTHREL. net I—F 1 VT B E2—45 v F RXT D EBEE
TE3L3ICLET, [globall ko> a>ThoeshicTy bUZBMLET:

[global]
workgroup = domain

realm = REALM
security = ADS

kerberos method = secrets and keytab
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client signing = yes

client use spnego = yes
<!--NeedCopy—-->

domain (&, EXAMPLE 7% @ Active Directory K X1 > dD%@\L NetBIOS £ T¥,

5. /etc/nsswitch.conf 7 7 1)L T passwd 5LV group T> FUETBEL T, A—H—JIL—FORRREF
ICSSSD =8B L £,

passwd: compat sss

group: compat sss
<!--NeedCopy—-->

6. Windows RXAVIZBMLE T, RXAYAY FO—F—ICEETEZ . AVEa—F—%E RXT1Y
IZiBINY % 1EBR% 35D Active Directory A—#'—7HhD > b HHZ e ZHBLE !

« SUSE 153 & U SUSE 15.2 Di5&:

sudo net ads join -U user
<!--NeedCopy-->

« SUSE 12,5 055!

sudo realm join REALM -U user
<!--NeedCopy—-->

user (I, AYE21—F—%F RXAVICEMT 3ERZHFOR A2 I-H—-TT,

SSSD A PAM D#Er  SSSD D PAM Z#8H 9 2R1IC. BEBEBNY T —DFA VA M—ILERBEHRLEY:

sudo zypper install sssd sssd-ad
<!--NeedCopy-->

SSSD D1 —H—BEAIC PAM £V a—LZ#EER L. 21— —0OJF Y AOFR—LTs LI MU ZERLF
ER
sudo pam-config --add --sss

sudo pam-config --add --mkhomedir
<!--NeedCopy-->

SSSD otzy 7w S

1. /etc/sssd/sssd.conf #JL— b a1—H—2 LTHEEL. SSSD F—EVHE =47y FRXA Y EBETES &
SICL T, sssd.conf DREDH (BBICISC TBMDBERTSICMNTEEXT):!
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[sssd]
config_file_version = 2
services = nss,pam
domains = domain-dns-name

[domain/domain-dns—-name]
id_provider = ad
auth_provider = ad
access_provider = ad
ad_domain = domain-dns—-name
ad_server = fqdn-of-domain-controller
ldap_id_mapping = true
ldap_schema = ad

# Kerberos settings
krb5_ccachedir = /tmp
krb5_ccname_template = FILE:%d/krb5cc_%U

# Comment out if the users have the shell and home dir set on the
AD side

fallback_homedir = /home/%d/%u
default_shell = /bin/bash

# Uncomment and adjust if the default principal SHORTNAMES$S@REALM
is not available

# ldap_sasl_authid = host/client.ad.example.com@AD.EXAMPLE.COM
ad_gpo_access_control = permissive

<!--NeedCopy—-->

domain-dns-name (. example.com ¥ ® DNS R X1 Y& T,
pE N
ldap_id_mapping |£ true IC®RE SN 3 7=, SSSD BiEh* Windows SID % Unix UID i< w E
VI LET. TNLUINDIFE. Active Directory I& POSIX ERZIRMETE ZHELH D £9, Linux

Ty aryTOENBOITA>DIS—%M<729IC. ad_gpo_access_control (& permissive
ICRRESNE T, sssd.conf LU sssd-ad DY =2 7IILR—IESBEBLTLLIEI L,

2. 77 1INOFREES LU T Ut RHER% sssd.conf THREL XY,

sudo chmod 0600 /etc/sssd/sssd.conf
<!--NeedCopy-->

SSSD 0B MRDOIAYYEZEERITLT. SSSD F—EVZEBMICL. P RTLOREFRICEEFTIBLSICLE
ERS
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sudo systemctl enable sssd
sudo systemctl start sssd
<!--NeedCopy-->

RXA U XIN—=2y TORER
1. "D & S5I1C. Sambad netads IY Y REERTLT. IV VB RXAVIZBIMLTWR I 2R LET:

sudo net ads testjoin
<!--NeedCopy-->

2. BMORAMYBLIV AV Ea—2—F T2 o MERERIET 5ICIE. ROATY RZERTLET !

sudo net ads info
<!--NeedCopy-->

Kerberos ##m DOfR Linux VDA TERTZ 3 & 512 Kerberos AEEL K TN TWE Z ¥ #HET 3113,
ROAXY RIZE 2T Y RTLOD keytab 7 7 1 ILHMEREH T keytab 7 7 1 ILICERAF—DREEFATVSBC
CHEMERLET:

sudo klist -ke
<!--NeedCopy-->

COOAXVRIZED, TUVINILBEES R — DT EFIEREAEDLEICF L TERTEIS3F—D—E8HERTR
INFET, Kerberos @ kinit Iv > R%ZRTL. ThEDF—%#FALT. YO VERXr>dy bO—-5—Icxt
LCERALET:

sudo kinit - k MACHINES@REALM

<!--NeedCopy-->
VO VRBEEHBIIANFTIEETIHENBD T, RILEE (§) 1d. YTIICEBBIMIEHSLDICNY Y
ZSwia (F\**) TIRT—TFTRIHELNHD FT, BBICK>Tid. DNS KX >&h Kerberos $48i5& ¥ &
BOET, Lich>T. BFEEZZFEALET, COAYVRPHNTR . BAIRRTINEEA.
ROAT Y RZEFERALT. IV T7HIRDOTGT Fory by vl adnicl e zBBLET:

sudo klist
<!--NeedCopy-->

J—H—BAEDME SSSD . T—EVTEHEREIZT AT ZAR Y ESIoY -zt LEEA. PAME
HTOATTTETET,

SSSDPAM EV a2 —ILAELKBRINTWVWE e 2RI 3IC1E. UBNICERLAEZEHABRVWR X a—H—
T7HoY EFEALTLinux VDA ICOd A > LES,
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ssh localhost -1 domain\username
id -u
klist

exit
<!--NeedCopy-->

a—#H—pklistav >y RTIRE NS Kerberos F7 v FHAIELL . BIRYINTIZHRVWI EE#HBLET,

L—ba1—H—r LT, giR0id -ud<> RTRINEUIDICHIETBF 7y bFv v a7 ILHYERTI
fcle=BRBLET:

1s /tmp/krb5cc_uid
<!--NeedCopy-->

Gnome OV —I)LFHIEFKDE OV —ILICEEOI A > T3E. AFOTAMERITTEET,. RXTVEMD
2B, TFIEG6: LinuxVDADAT YR =)L) ICEAET,

PBIS

BELPBIS Ny r—>%40>0-R9%  fl:

wget https://github.com/BeyondTrust/pbis-open/releases/download/9.1.0/
pbis-open-9.1.0.551.linux.x86_64.rpm.sh
<!--NeedCopy-->

PBIS 1 VX b—/LRO U T hZRITHREICT S fl:

chmod +x pbis-open-9.1.0.551.1linux.x86_64.rpm.sh
<!--NeedCopy-->

PBIS 1 X b—ILROUT +=2RITTE  Hl:

sh pbis-open-9.1.0.551.1linux.x86_64.rpm.sh
<!--NeedCopy-->

Windows R X1 ADEIM RXAYAY,O-5—A7IEXTAET. AVE1—F2—% RXAVIEBMT 3
¥R % £ Active Directory A—4'—7hH 0> FHRETT:

/opt/pbis/bin/domainjoin-cli join domain-name user
<!--NeedCopy-->
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user (3. J>¥Ea1—%—% Active Directory K X VIZIBINT 31ER%EF DO R X1 > 21— —TF, domain-
name &, RX->® DNSE& (example.com #¥) TY,

#: Bash#F 74D )L LTERET 3IC1E. [opt/pbis/bin/configLoginShellTemplate/bin/bash
ARV RZEFTFTLET,

RX1 Y XN=2y 7ORER  Delivery Controller #R 3 3 I1C1E&. R TH VDA T > (Windows & Linux
VDA) T Active Directory ica>Ea—4—FTV U bHRBETT, PBISIC& > TEMI N Linux w2 > H
RAAUICFERETZ I ZHRBTBICIF. RO FZRITLET:

/opt/pbis/bin/domainjoin-cli query
<!--NeedCopy-->

RIVHREAXAVIZBMLTWSIZEE. COIRYRFIFREDAD X1 OU offREERLEFT. SMLTLA
WEEIE. RRAMEBRIDPREINET,

I—H DR PAM ZFER L7 PBIS O R X1 > 1—H—OFBEENRIRENE S D2 R T B ICid. LUFNICfE
BLECEHBWRAC Y A—HY—FHI Y rEERLT LinuxVDAICO A > LET,

ssh localhost -1 domain\user

id -u
<!--NeedCopy-->

ROATYRT. id-uIX Y RICE>TRINT UID ICx3i5T 3 Kerberos BigIEHRF v v a7 71 ILBMER S
NfcCexmBLET:

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

ROAYYRT. By araE&TLET,

exit
<!--NeedCopy-->

FXA>BMOMERE. TFIEG6: Linux VDADA > b—)L1 IEHFT,

Flg4: .NET>>Z1L6.0D1T>R =)L

Linux VDA @-r > X b—JLAIIC. https://docs.microsoft.com/en-us/dotnet/core/install/linux-package-
managersOFIBICHE > TNET 5> 21 L6021 X b—ILLET,

NETS>2414L6.0D1>X+—)L#%. whichdotnet OY Y RERITLTSVEZ A LNAEERELET,

ARV REAICESWT. NETSUEZALDONAFIUNIERELE T, Iz 2iE. O< > REAH/aa/bb/dotnet
Diga. /aa/bb Z#.NET NAFUNIELTHEALED,
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FIES: LinuxVDANvr—> o485 >yO0—R

Citrix Virtual Apps and Desktops 4o >O—RR—=JIZF7 I AL £ T, BEHR/N— 3 > Citrix Virtual
Apps and Desktops /&R L. Components #2') v o LT, EHAF® Linux 71 A kU E2—> 3 VxS
¥3 Linux VDA Xy ir—S% A >O—RLET,

FIEg6: LinuxVDAD1 >R k=)L
FlE6a: WA= 3>DT7 V1Y =)L
BHO2N=3 Y ELTLISR U =B EHEWAN—=23 20 LiInux VDA DA VR E—=ILI A TWBBEIE.
TNZT7UA VA= LTHBHLWN=3 A YA M= TEI3RELHD XTI,
1. "I R T, LinuxVDAH—EX%EIELET:
sudo /sbin/service ctxvda stop

sudo /sbin/service ctxhdx stop
<!--NeedCopy—-->

i
ctxvdas &Uctxhdxtr—E 2 %{E1L9 350, service ctxmonitorservice stop
IRVEFZEFTLTERY—EXT—EVZFELELEFT, CNZEETLAVGE. BERYT-—EXT—F
VIdMELELEEY—EXRZzBRE#LEY,

2. ROARV BT Ny 7= 7oA VR M=)LLET:

sudo rpm -e XenDesktopVDA
<!--NeedCopy-->

BE:

BHO2N=230h5DT7 v FIL—RMFR—-bENET,
7

1> R b—JLaYR—%> bi[opt/Citrix/VDA/ICH D £,

ARV RERFTBICIE. TILNAIDBETT, Kb OIS, ¥ X7 L/ Zic/opt/Citrix/VDA/sbin & &
U'/opt/Citrix/VDA/bin #EINT35 b TI £,

FIg 6b: Linux VDA D> X k=)L

Zypper ZERAL T LINUXVDAY I bz 721V M—ILLET:

SUSE 15 0155

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 135



Linux Virtual Delivery Agent 2203 LTSR

sudo zypper install XenDesktopVDA-<version>.slel5_x.x86_64.rpm

<!--NeedCopy-->

SUSE 12 155!

sudo zypper install XenDesktopVDA-<version>.slel2_x.x86_64.rpm

<!--NeedCopy-->

RPM Package Manager R L T. LinuxVDAYV 7+ 7% 4> A —I)LLE T, ZDHIIC. ROKEFEEEFE%:

BERLET,
SUSE 15 0354

sudo rpm -i XenDesktopVDA-<version>.slel5_x.x86_64.rpm
<!--NeedCopy-->

SUSE 12 0155

sudo rpm -i XenDesktopVDA-<version>.slel2_x.x86_64.rpm
<!--NeedCopy-->

FlE6¢c: LinuxVDADT7 vy FHL—R (7> 3Y)

D 2N=3 2V LTISRUU =D 5BREDT VYA =Ty FIL—RTEEY,

P

BEOA VA= ETYyTIL—RTBL. letc/xdlICHZBRT7 71 ILHEESSINET, Ty I L—

RZERTITBHEINC. BT TF7AINZNYI TV TFTLTLREE L,

SUSE 15 055!

sudo rpm -U XenDesktopVDA-<version>.slel5_x.x86_64.rpm
<!--NeedCopy-->

SUSE 12 0355

sudo rpm -U XenDesktopVDA-<version>.slel2_x.x86_64.rpm
<!--NeedCopy-->

RPM %7z —% (SUSE 15 0155):
postgresql >= 13
postgresql-server >= 13
postgresql-jdbc >= 9.4

java-ll-openjdk >= 11
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ImageMagick >= 7.0
dbus-1 >= 1.12.2
dbus-1-x11 >= 1.12.2
xorg-x11 >= 7.6_1
libXpm4 >= 3.5.12
libXrandr2 >= 1.5.1
libXtste >= 1.2.3
motif >= 2.3.4

pam >= 1.3.0

bash >= 4.4

findutils >= 4.6

gawk >= 4.2
sed >= 4.4
cups >= 2.2

cups-filters >= 1.25
libxml2-2 >= 2.9

libmspack0d >= 0.6

ibus >= 1.5

libtcmalloc4 >= 2.5
libcap-progs >= 2.26
mozilla-nss—-tools >= 3.53.1

libpython2_7-1_0 >= 2.7
<!--NeedCopy-->

RPM &7zE81Z—%& (SUSE 12 0i35):
1ibQt5Core5 >= 5.5~
mozilla-nss-tools >= 3.47.1

postgresql-server >= 10.12
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postgresql-jdbc >= 9.2
java-ll-openjdk >= 11

ImageMagick >= 6.8

dbus-1 >= 1.8.8

dbus-1-x11 >= 1.8.8

libXpm4 >= 3.5.11

libXrandr2 >= 1.4.2

libXtste >= 1.2.2

motif >= 2.3

pam >= 1.1.8

bash >= 4.2

findutils >= 4.5

gawk >= 4.1

sed >= 4.2

cups >= 1.6.0
cups-filters-foomatic-rip >= 1.0.0
openldap2 >= 2.4

cyrus-sasl >= 2.1
cyrus-sasl-gssapi >= 2.1

libxml2 >= 2.9

libmspacked >= 0.4

python-requests >= 2.8.1
rpmlib(PayloadFilesHavePrefix) <= 4.0-1
rpmlib(CompressedFileNames) <= 3.0.4-1
rpmlib(PayloadIslLzma) <= 4.4.6-1
libtcmalloc4 >= 2.5

libcap-progs >= 2.22
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xorg-xll-server >= 7.6_1.18.3-76.15
ibus >= 1.5

xorg- xll-server = 7.6_1.19.6
xorg-x11 = 7.6_1
postgresqllO-server >= 10.12
libgtk-2_0-0 >= 2.24
libgthread-2_0-0 >= 2.48
pulseaudio-utils >= 5.0

lsb-release >= 2.0
<!--NeedCopy-->

HE:

Ty T L—RL7#%. LinuxVDAX > >ZBEEL T ZTL,

FIET: NVIDIAGRID RS N—D1> R k=)L

HDX 3D Pro Zz&#IC g3 ICid. NATN—NAHF—2 VDATZ VIZNVIDIAGRID RSAN—%1>ZA+=ILT D
BERBDET,

FEE D\ /X— /N1 #'—IZ NVIDIA GRID Virtual GPU Manager (RX b RS /N=) 24X b—)LLTHERY
BIClE. ROHAA FZBRL T T L

« Citrix Hypervisor
o VMware ESX
« Nutanix AHV

NVIDIAGRID X - VM RSAN—% A YA b—ILLTHERT B3ICIE. RO—EHNABFIEZERITLEY:

L. FAEVM B vy b ENTVWB L ZRBLET,

2. NMN=NAHF—=02> bO—ILNNRILT, GPUZ VM IZEIDHETET,
3. REXI>ZEHLFT,

4. AR VM RSAN—ZVMIZA VXA b—=ILLET,

F|i& 8: Linux VDA DO#ERL
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pE
SV LEREZEY b7y 331, en_USUTF-8 O — LA VX b—J)LENTWB e zRBLE
¥, OSicZoasr—ILht7Wg4ElL. sudo locale-gen en_US.UTF-8 O< > R%RfTL %9, Debian ®

BEIE. #en_US.UTF-8 UTF-8 7 O X > % f#kk L Tletc/locale.gen 7 7 1 L% 4BEL TH 5. sudo
locale-gen IY > RERTLET,

Nyir—o04 > b—JL. ctxsetup.sh X&) 7 +ERFL T, Linux VDA 2RI 2HBELRH D £FT, ZDR
UM BEETSHIICIRIRZHAL. IRTOREIVR—RV ALY I—ILINTWVWE ZCHERIN
g9, BEICBLT. WOTHIDRIV S+ eBETLTREEEETIEHT,

CORIVTF . FHTERICEAZELAD S, LEFFAICHERLICEAEZERBLTABTRITTEE I, KT
BEIC. ROARYREFEALTCORIV T EONILTZ2BRBLET !

sudo /opt/Citrix/VDA/sbin/ctxsetup.sh - help
<!--NeedCopy-->

BRICEEY 518

RDESICLT, BRICEET 32 FIEREZRITLET:

sudo /opt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

BEIfL SN ABR

AYA =L ZBELT B, BRIEEHZFEALT. Ey b7y FRIVT I TREBEERBZ T T a3 VZEET
TET, DEBREBEDNIRTEESINTVBR L, RTUTHIL>TA—H—ICBEROANNERDBZ Xy E—IHK
TENB D BLLAEDES,

HR—-FEINBBRELTHICIIRDELSBHONHBD £
+ CTX_XDL_SUPPORT_DDC_AS_CNAME =Y | N -Linux VDA Ti&. DNS CNAME L J— Rk %&fERBL T,
Delivery Controller 8 %353 e HTEET, T 7L FTIENICRESINTLETD,

« CTX_XDL_DDC_LIST=" list-ddc-fqdns’ - Linux VDA iZi&. Delivery Controller D& &RIZERT 3
Delivery Controller o2& K X1 & (FQDN) OZXR—IARXYID D—BHABETY, 1D FildEk
DB R A1 VB FEIECNAME T4 U 7 RZIBEEIT IHRENHD 7,

« CTX_XDL_VDA_PORT = port-number - Linux VDA i&. TCP/IP R—t (F7 #JL ~kTldR—k 80) %
R L T. Delivery Controller Li@EL 7,

+ CTX_XDL_REGISTER_SERVICE =Y | N - Linux Virtual Desktop #—E X i&. ¥ > DiEs&IcREBL
9o TIAINTIHERY ICRESNTWVED,
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« CTX_XDL_ADD_FIREWALL_RULES =Y | N - Linux Virtual Desktop #—E 2 Tld, *v b T—U%1{F
BEDS AT LD I 7A T+ —ILOBBEHFAINTVWBZHRENRH D £7, Linux Virtual Desktop AIc.
SRATFLDTFAT I+ —ILOBRERKR—F (F7 4L ETIER— bk 80 HKUVAR— K 1494) %= BHENTHK
TEET, T7ANFTRYICREINTVET,

+ CTX_XDL_AD_INTEGRATION=1|2|3|4- Linux VDA iZi%. Delivery Controller iZxf L TER3ET %
f=8IC Kerberos #HBRENNETY, Kerberos #id. > X T LICA VX b=l E L UVHEREHD Active
Directory &Y — LD 5BEL £7. RISKT. HR— I TWLS Active Directory &HZED S5 5.
FRITZDHDZIBELFT:

1- Samba Winbind
2 - Quest Authentication Service

3 - Centrify DirectControl
4 - SSSD

+ CTX_XDL_HDX_3D_PRO=Y | N - Linux VDA Ti&. HDX3D Pro "t R— b h&x 9, hik. s&his
STawoT7FVTr— a3 0RBUERBEICT 2ODO—ED GPU 7/€>5L—>3>70./0YTY,
HDX 3D Pro ##R L 7c35E. VDA VDI FRO by (2 JEySay) E—RFRICEBERINET (D
&b, CTX_XDL_VDI_MODE=Y &% b %7),

« CTX_XDL_VDI_MODE=Y|N-FBFRY by 7BREETIL (VD) £HIFHKIMINBZHETRY by
TREETIDOELS L LTRI VZBRT 2D ERELE T, HDX3D ProRIETId. COXEHZ Y ICRE
LEJT. 774N FTENICRESNTUVED,

o CTX_XDL_SITE_NAME = dns-name - Linux VDA |Z. DNS ##EARA L T LDAP 4 —\N—%#&H L £,
DNS oZFER%*O—HIL Y1 MMIHIPRT BiCIE. DNSH 1 FRBEIEELEF T, COXEHIL. TT7AILELT
¥ <none> [CEHREINTUVET,

« CTX_XDL_LDAP_LIST=" list-ldap-servers’ -LinuxVDA |Z. DNS #8B& L T LDAP +—N\—%#&H
L%xd. DNSHLDAP H—EXL O—RERETITALIEEIE. LDAP ® FQDN 8 &£ U LDAP R— DX
R=ARTD D—EBHEZIBEETETF I, fcr ziE. adl.mycompany.com:389 £ 40D ¥, ZDOEHIF. T
7 4L L TlE <none> [CREINTULET,

« CTX_XDL_SEARCH_BASE = search-base-set - Linux VDA |Z. Active Directory K X1 >dJ)L—
(f5l: DC=mycompany,DC=com) ICHREINIRER—X=EALTLDAP #BaL £9, BRED/INT =+
—YVRAZRETBHIC. REXR—XZIEETITEY (fH: OU=VDI,DC=mycompany,DC=com), Z®
THIE. 77 4L T <none> [CREINTWVE T,

+ CTX_XDL_FAS_LIST=" list-fas-servers’ - 7x7L—> 3 i —E X (FAS) #—/\—i% ADZ
W=TFR)I—IZEDHEEINET, LINuXVDAIZAD JIL—F RS —%HR—FLTWLWEEA, DD
I 20V TRYSNI FASH—N—D—BZEATEX Y, >—7 Y RiF. ADJIIL—TFRUS—TH
ELIEDDLRAILTHBHBEDRHD T, WIThHOHF—N=TF FLIABHIFEINTLWEESIE. €OER%Z
<none> X WS XFFITEH T, T—N—TRFLIADIBFIIEELFEA.

+ CTX_XDL_DOTNET_ RUNTIME_PATH=path-to-install-dotnet-runtime - LW JO—Hh—T—

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 141



Linux Virtual Delivery Agent 2203 LTSR

VYTV hH—ER (ctxvda) 29R—+T3HDNET SV R L6051V RM—ILTB/R, T7 7
JL k@D /SR IF/usr/bin T9,

+ CTX_XDL_DESKTOP _ENVIRONMENT=gnome/mate -t v > 3> TR 9% GNOME 7/ MATE
TRy TREBEZIEELET, THERELBRVEFICTI . HEVDAICAI YR F—ILEINTVLBE TR
I hyTHERINET, 7L BEAVAM=ILThTWVWETRY by 7TH MATE &1, BE%
mate [CRETIHELHD £T,

ROFIEZRTLT 4~y bty a > id—H¥—07RI0 My SRIBEZEFITZCDHTEET !
1. VDA ® SHOME/< 2—#—&%\> T LI hUIC.xsessionT7 71 ILEERL £ T,

2. .xsession77AMIERELT. TARMIEZ—YaVICESVWITFRI My TRIBRIEEL F
ERS
- SUSE15 -0 MATE 7 X7 by 7DiFE
MSESSION="$(type -p mate-session)"
if [ -n "S$SMSESSION" ]; then

exec mate-session
4

- SUSE 15 &K' SUSE 12.5 +® GNOME 7 X7 kv 7DIF4E
GSESSION="$(type -p gnome-session)"
if [ -n "S$GSESSION" ]; then
export GNOME_SHELL_SESSION_MODE=classic

exec gnome-session —--session=gnome-classic
fi

3. 82— vbtEyiara—H4—T700 77MILOT7 I/t XERELBELET,

+ CTX_XDL_START_SERVICE =Y | N - Linux VDA #m D5 TBIC Linux VDA # —EXHBIAI N5 &S
ICTBNESHEIBELET. 774 ETRYICRETNTVET,

« CTX_XDL_TELEMETRY_SOCKET_PORT -CitrixScout 2w X> 943DV 7y bR—k, 77 %
I EDR—=KET7503 T,

« CTX_XDL_TELEMETRY_PORT -Citrix Scout £ BE937cdDR— ko 77 bDR—~F 7502 T
ER

MOESICL T, BIREREREL. BRI T EERTLET!
export CTX_XDL_SUPPORT_DDC_AS_CNAME=Y|N
export CTX_XDL_DDC_LIST='Tlist-ddc-fqdns'
export CTX_XDL_VDA_PORT=port-number

export CTX_XDL_REGISTER_SERVICE=Y|N
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export CTX_XDL_ADD_FIREWALL_RULES=Y|N

export CTX_XDL_AD_INTEGRATION=1|2]|3|4

export CTX_XDL_HDX_3D_PRO=Y|N

export CTX_XDL_VDI_MODE=Y|N

export CTX_XDL_SITE_NAME=dns-site-name | '<none>'

export CTX_XDL_LDAP_LIST='Tlist-ldap-servers' | '<none>'
export CTX_XDL_SEARCH_BASE=search-base-set | '<none>'
export CTX_XDL_FAS_LIST='list-fas-servers' | '<none>'
export CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime
export CTX_XDL_DESKTOP_ENVIRONMENT= gnome | mate | '<none>'
export CTX_XDL_TELEMETRY_SOCKET_PORT=port-number

export CTX_XDL_TELEMETRY_PORT=port-number

export CTX_XDL_START_SERVICE=Y|N

sudo -E /opt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

sudo OX Y RIC-EA T avEIEELTEITL. R TAHLLWY TIILICEEOEBELSHEZELET, BYDOTE
LT #!/bin/bash #ZRL. RO ATV RHSHBBVIINRIUT T 7L ZER TR 2 B8O LET,

Fhldg RDESICLT 1 DDA Y RTIRNRTDNTIA—F—ZIBETIENTI T
sudo CTX_XDL_SUPPORT_DDC_AS_CNAME=Y|N \
CTX_XDL_DDC_LIST="'list-ddc-fgdns' \
CTX_XDL_VDA_PORT=port-number \
CTX_XDL_REGISTER_SERVICE=Y|N \
CTX_XDL_ADD_FIREWALL_RULES=Y|N \
CTX_XDL_AD_INTEGRATION=1|2]|3|4 \

CTX_XDL_HDX_3D_PRO=Y|N \
CTX_XDL_VDI_MODE=Y|N \
CTX_XDL_SITE_NAME=dns-name \

CTX_XDL_LDAP_LIST='Tlist-1ldap-servers' \
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CTX_XDL_SEARCH_BASE=search-base-set \
CTX_XDL_FAS_LIST='"list-fas-servers' \
CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime \
CTX_XDL_DESKTOP_ENVIRONMENT=gnome | mate \
CTX_XDL_TELEMETRY_SOCKET_PORT=port-number \
CTX_XDL_TELEMETRY_PORT=port-number \
CTX_XDL_START_SERVICE=Y|N \

/opt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

WA E DHIFR

SFUFIZL>TIE LINUXVDA Ry =S 724X R—=ILLAWT. ctxsetup.sh XJ U F~C&k>TiTH
NIBREEEHRT 2 AR EBLRZEEDHD £7,

HUTYBHIC. ROOAXY FZFERALTIDRIV T ROANLTZ2RBLET !

sudo /usr/local/sbin/ctxcleanup.sh —--help
<!--NeedCopy-->

BREEZHIFRT 51013

sudo /usr/local/sbin/ctxcleanup.sh
<!--NeedCopy-->

BE.

CODRIVTMZED IRTOBRT — 2D T —2ZR—=ZH 5HBEEI . Linux VDA Z#ETEHR<AD &
3_0

BROos

ctxsetup.sh 5 £ U ctxcleanup.sh X2 ) 7+ Tk, AYY—ILICIS—HRFIN. ROBEOAT 7 71 ILIC
BMERNAEIAEFNET:

/tmp/xdl.configure.log

Linux VDA#—EXzBE#H L. EEZRMIEET,
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FIE 9: XDPing O=1T

sudo /Jopt/Citrix/VDA/bin/xdpingz®=f7LT. Linux VDARETO—RNLEBROMEZREZL

9, L <& TXDPing) #8BLTLLTW,

F|ig 10: Linux VDA ©0=x17

ctxsetup.sh X7 7~z EAL T Linux VDA Z#pL7c 5. ROIY Y FEEAL T Linux VDA =& L

ED

Linux VDA 0i2&h:

Linux VDAH—EZXEZEET 3 ICIE. KOOV RERITLET:
sudo /sbin/service ctxhdx start

sudo /sbin/service ctxvda start
<!--NeedCopy-->

Linux VDA 0 fZLE:
Linux VDA —E X %Z{EIET 3 ICid. ROOAYY RERTLET:
sudo /sbin/service ctxvda stop

sudo /sbin/service ctxhdx stop
<!--NeedCopy-->

P

ctxvdad &tctxhdxtr—EX%EIET ZHiIC. service ctxmonitorservice stopdvy
FEEITLTERY—EXT—EVZELLEFT, ChZEEFTLAVGE. BERY—EITFT—EVIEELLE

H—EXZBEHLET,

Linux VDA O Eit2gh:

Linux VDA H—EXzBEgd 3ICi1d. ROOATYY FZETLET:
sudo /sbin/service ctxvda stop
sudo /sbin/service ctxhdx restart

sudo /sbin/service ctxvda start
<!--NeedCopy-->

Linux VDA OIREEDFEER :

Linux VDA —E X DEITREZHER T BICIE. ROAY YV RERTLET:
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sudo /sbin/service ctxvda status

sudo /sbin/service ctxhdx status
<!--NeedCopy-->

FIEL1Ll: <> >AH20OT DYER

A2 %ML, Linux VDA Y>> %EBMT 3 FIEIL. KD Windows VDA TOAZFCMTWET, &
DRERAV%ERTTBHEDHBICOWVWTELL X, T Y HE2O7DERI &Y X2 >AHEO7DER) #81R
LTS,
RDESIZ. LINuXVDA R > BLIT U AEOT7 DIERICIEW DhDFIH H B 7. Windows VDA <>
VORI VAZOTDIERFIBE BB Z R0 HD £
o ARL—=FTaVIIRTLICIE. REERLET:
- RAMINBZBEETRI MY TREETILOBE. YILFEZvI 3> 0S A7y
- VDIERTRI by TEREETILOHE. 22 F Lty a> 0S4 ay
e ALY >h40a4 T, LinuxVDA T > Windows VDA ¥ Y& BESEAEWVTLIET L,
pE
Citrix Studio o Lgid/N— 3 ik TLInUXOS) tWSBEEHR—FLTWEHATL R 27
L. [Windows t##—/\—0S] # 7> 3> &7l [H—N—0S] 77> a3 E&ERTZ . ASEDHRI LS
NZ3EETFTRI MYy TREETILHIBERNISGERINE T, (Windows X2 kv 7 0S] A7 3> Ffis
[TRObMYT OS] #7203 aEBRTZE, YOV CICE—O1—HY—DEREETIHIFEERNICRIRINE
ER
[

< oht Active Directory R X U SHIBRSINIZRICBEEBMINIGEIE. 20X yEIIYA4207
NOHIBRLTHSBEEMNYT 3HRENHD X7,

FIE12: TUNU—=TIL—TDIER

FUNY =TI —T=fEB L. LinuxVDATY> > 2E&ELI>rAH205%BMNY 3 FIEIF. Windows VDA T >
DHELIREALRLTY . COZRIVETRTTBAEDHPICDVWTHLCIE. TTUNU =TT DRI 25
LTSS L,

Linux VDAY >ha0d =z &8 T UN) —JIIL—TZERT 3158 1F. ROBHHHO £

e BIRTBAD 2—H—BLUTIL—TF%, LiInuxVDA > ICOTd A>3 ESICEBYICEBRLTESTE T,
e BTN TVAWL (BER) A—H—0Od 4 >ZsFa LBRVWTLIET U,
o« Windows Yo > 8T I>yh2O0 %2 T NI =TI —TFTRESEAVWTLLLEI W,
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BE:
T r—2a3a > 0RRIE. LInuxVDAN—2 3> 1A LB THR— RSN TWETS, 2720 A—Y I UA
DTRAYT by THELVOTTUDEEIE. Linux VDA THR— I TULEHE Ao

ROV AEATELCTFINY =TI —FOERFEICOVWTEEL I TCitrix Virtual Apps and Desktops 7
22031 #BRL T T L,

Ubuntu A® Linux VDA OF&r > X —JL

February 9, 2024
BE:

HEAVZAM=ILDBEIE. BEA VAN EFEFRLTEZA VA M—ILE2T5 28O LET, HE
AR M=ILISERBCHENEHNTZEITTHRL, FEBICRHINTVWBFEFHI VA M—IILEDDBIS—%
WS ITENTEET,

FlE1: W7 71 IIBERS LU LiInUX 7> > OEE
FIE 1a: xv b7 — B O

FY T —UHELLERSIUVBRINTVE I ZBRBL T ETV, e ziE DNS #—/{—iF Linux VDA
THEHTZHELHD FT,

Ubuntu 18.04 Live Server #ERA L TW3IHEIE. R ME%ZRET 381IC. [etc/cloud/cloud.cfg #ErK 7 7
TINCRDEEEMRFT !

preserve_hostname: true
FlE 1b: KX FRDERE

ROVDRARBHBERICELSRESNZ LS5ICF 321, [etc/hosthame 7 7 M ILETXELTII VDRI b
ZDHETRLET,

hostname
Flg1c: RRAFREADIL—TINYIT7RLRADEDYHT

IOVDDNS RXA VB ERELEBMHR X128 (FQDN) AELKHRETNZ e ZBEBLET, CDDITIE
|etc/hosts 7 7 1 ILDRDITORMD 2 DDIT> L JICFQDN KR FEHEENDLSICHREL £T:
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127.0.0.1 hostname-fqdn hostname localhost

1

127.0.0.1 vda0l.example.com vda0l localhost

T7AILROMDITY FUHS, hostname-fgdnEfizhostnamellidd 3 ZDtDBBEEBRL £ 9,
P
Linux VDA I$387E. NetBIOS 2DHIDETEHR— L TWVWELE A, LA >T. R MREIK 15 XFURT
HBIVENHD ET,
[ N

a~z. A~Z, 0~9. BLUNATY (1) DXFOHAERALTLLRE W, 7UH =237 (). AR=Z, &L
VZDMDESIIEALBVWTL TV, RAMEZHFTHBLIED. N1 T2 TERTLEDLABWVWTL R
TV, ZDJL—JLid. Delivery Controller o7 R X bZICHBRINE T,

FIE 1d: KX b B OHER

MROARYET, RABHPELKRESNTWS 2B LEY !

hostname
<!--NeedCopy-->

COOATVRICED T, ZDOIYIVDTRLEEHM R X1 >F (FQDN) TidH<. ZDHRIAMZDANRINET,
RDOAYY R T, B2BHR XA VBN ELLRETNTWR e #HBLET:

hostname -f
<!--NeedCopy-->

COAXVRICED, ZOXIVDOTEBHI R X1 VZRINET,

FlE le: WILFFv X~ DNS OEK
T7AIWNEDRETRILFFv X~ DNS (IMDNS) HEMTHE7:0. BRIBROGRICFEEDVRET B5AD
HOET,

mMDNS # &3 3ICi3. [etc/nsswitch.conf ZHFEL T, UT2&8TCIT2EELET:

hosts: files mdns_minimal [NOTFOUND=return] dns

TEE:

hosts: files dns
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FlBg 1f: Baif@Re Y —E XBLERTREM ORER
ROOARY KT, BEBH R XA VERMRRTIZ . BXr> Y kO—5—k Delivery Controller n5
piNg ICISELNH B 2R LE !

nslookup domain-controller-fqdn

ping domain-controller-fqdn

nslookup delivery-controller-fqdn

ping delivery-controller-fqdn
<!--NeedCopy-->

FLBMI R XA VBZRTIAV. FREINSDOIIOVWTIDLD S ping ICISEDRWVSEIF. FlEZ R
LTHSRICEATLIETL,

FlE 1g: BHRIADHERE (chrony)

VDA, Delivery Controller. FX1>a>Y bO—5—DOETERARZIFARAEZHFIICIIEETY, REYY
> (VM) x LTLinuxVDA %2R +$3 2. RAHFERICAZIBMEIRET ZAEELHD T, LEH>T,
VDE—rDEALY—ERZFEAL TRZZEIFT T 2 HEIHLET,

chrony @1 > X k—JL:

apt-get install chrony
<!--NeedCopy-->

JL—hka—%—r LT [etc/chrony/chrony.conf #/{E&EL. XROLSICE) E— 21 LY —N—ICHIET Y
—N—IVhrUZEBMLEY:

server peerl-fqdn-or-ip-address -diburst
server peer2-fqdn-or-ip-address -1iburst

—RARIRIZETIE. BEEO—NIRXr>a> bO0—5—D5/EALET. 2B NTP 7=/l —N—D5EHIZEERE
HLEHA. FX12DF Active Directory RXr >y bO—F =R 3 —N—I> U EBIMLET,

W=7y o IP 7RLZA. localhost. X7 U v oH—nN—0 *.pool.ntp.org T> bUKRY, —BIZH S F D
DY —N—FflFF—ILI> FUEHBRLET,

TEZFRELTHNS. XAV RT Chrony F—EV2BESLF !

sudo systemctl restart chrony
<!--NeedCopy-->

FIg1h: OpenJDK11 1> X k=)L

Linux VDA (2%, OpenJDK 11 i"4ETY,
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Ubuntu 20.04 £ Ubuntu 18.04 Tid. LUTZE1TLTOpenJDK11Zr X b—JLLET:

sudo apt-get install -y openjdk-11-jdk
<!--NeedCopy-->

FIE 1i: PostgreSQL o> k—JL

Linux VDA 6 3 ICi&. Ubuntu Eic PostgreSQL N—2 3> X HRETT:
sudo apt-get install -y postgresql

sudo apt-get install -y libpostgresql-jdbc-java
<!--NeedCopy-->

FIE1j: Motif o> +k—JL

sudo apt-get install -y libxm4
<!--NeedCopy-->

Flg1k: DNy T =D X =)L

sudo apt-get install -y libsasl2-2

sudo apt-get install -y libsasl2-modules-gssapi-mit
sudo apt-get install -y libldap-2.4-2

sudo apt-get install -y krb5-user

sudo apt-get install -y libgtk2.0-0
<!--NeedCopy-->

FIE2: NAN—NAF—DEE

HR—EINBNAN—NAHF—LETVM & LT LinuxVDA 232179385, W DOHDEENKETY, AT
BNAN=NAHF—DTS Y TF—LICEDET. ROEFEZTVWET, RT7AZIIN—RIT7TLnuxv>>
HRTIT 358, TEIIVEHD FH A,

Citrix Hypervisor TORZIEHADIEE

Citrix Hypervisor OB ZIE A EDN B LB E. TN TN OEREK Linux R~ > > T NTP & Citrix
Hypervisor THIEMNEEL £7, Ztid. NTP & Citrix Hypervisor OEAH > A7 LORKEZEELELS T
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B FREATY, YT LORBEMOY —N\—ORBE OEBIERONZDZER<ICIE. & Linux S X DR
TLORBMN NTP E R 2HELHD 9. COHE. TR FOKZIERZENICTZIHENHD T, HUM E
—RTiEd. EEIBEHD FHA

Citrix VM Tools h-f > X b — )L T - ERAEK Linux h—ILERITLTWBHE. Citrix Hypervisor OBEZIE
HABEDTZE T 2D S Hh L. LInuXREY Y YR TEMICA > TLWEHESHERRTIXT!

sSu -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

COARVFIFO0FIF1ZRLET:

o 0- BFZIEHABED B RIC AR > TWB Tcsh, EIMICTBIHEDHD FT,
o 1-BZIEHEEDEMICHE o TVERT, CNULEDREIIBEDD THA,

/proc/sys/xen/independent_wallclock 7 7 1 LA EHE L BVWEE. UTOFIBIZSHESHD £H A
B RHIEEN B MIC R > TWBIFEIE. 771LIC Tl CEFIAATEMICLET:

sudo echo 1 > /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

COEEEXEHNL. BEBEBDLRIZETZICIE. [etc/sysctl.conf 77 1 ILEREL T, KROTZEMLET:
xen.independent_wallclock = 1
NSDEEEHRT D7D, ROELSICLTORATLEBEESLET:

su -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

COOARVERIFLIZERLFT,

Microsoft Hyper-V TOEZIEEADIEE

Hyper-V Linux i % —E X1 > X =L 3 niz Linux RE< > > TlE. Hyper-V OB ZIEHAEE = ERA L TR
AEFRL=TA VI RTLOEHEZNBATEE T, Y RATLOFHEZ ERGKRETHERTBICIE. NTPH—EX
CEBHICTDHEEZBMICLE Y,
BEARL—T o VIO ATLT, ROBEZITVWET,

1. HyperVxx—Yv—%=zRHEE9,

2. Linux REBTS YORET. [MEY—ER] Z#ERLET,
3. [BAoRHE] MBIRThTWB ezl E Y,
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!
CD7EE VMware & & U Citrix Hypervisor 08 327%0 £9, VMware & & U Citrix Hypervisor

Tt NTP L OBAZ®T B8 ICH X ORI EEMICLE 9, HyperV 0B ZIERIE. NTP £ #7F
L. NTP ORZIREHRT 5 LA TE £,

ESX & £ U ESXi TORZIFIDEE

VMware ORZIFMREEEDS BT ARIEE. TNENOEREWX Linux (R8> > T NTP e N N—NAH—THEE
WPRELEFT, Chid. NTPENAN—NAHF—DEAD L AT LOREZABLESETEZEHERTY, X
TLORBEMOY —N—DREE ORI EODNZDZHE<ICIE. & LINUXZF X O X7 LOREHA NTP & FE
HYZ2MEHHD£T. COHBE. R FORZIEHEEMNICTIHNELHD £9,

VMware Tools #- > X b—JL Lo RBEETHERAEM Linux A—ILERITLTVWBIEEIE. ROBIEEITVWET,

1. vSphere Client 2B %9,

2. Linux RIS > OREERELET,

3. RN >oTONT 1] AATF7ATRYIRT, [FT>av] 27200y I LES,
4. [VMware Tools] Z#IRL 7,

5. [(¥#] Ry IR T, [RAMTF AL ZR] Fzv IRy IREFTICLET,

FiE 3: Linux VM %= Windows R X-1 >iZB0

Linux VDA (Z. Linux ¥ > % Active Directory (AD) RXAVIZBMET 2T £ EHAEEYR—MLET,

« Samba Winbind

» Quest Authentication Service
« Centrify DirectControl

« SSSD

« PBIS

BIRLICAEDOFIEICREVE T,
F:
LinuxVDAoO—hIL7Ho Y e ADDT7HO Y A TRLA—Y—BEFEATI . Ty a>voiRgick
MIBehHDET,

Samba Winbind

MEBRNYT—2DA VR ~—)L & foldE

sudo apt-get install winbind samba libnss-winbind libpam-winbind krb5-
config krb5-locales krb5-user

<!--NeedCopy-->
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T OREEIC Winbind T—E %A TE 3 L5193 ROAY Y RT. I VEsEIC Winbind ¥—%

HRIAT B LS ICHEBR T BUEN DD T

sudo systemctl enable winbind
<!--NeedCopy-->

pa o

winbindxo U7 ks /etc/init.dichz e w#HRELET,

Kerberos o JL—ka21—H—r LTletc/krb5.conf 2=, UTEHRELET,

E:

AD1>Y TSRS IFvICETWT Kerberos #1EM L Ed, KDOBEIF. B—RX1>V B—T 4L X +E

TILERRELTWVWET,

[Tibdefaults]

default_realm =REALM

dns_lookup_kdc = false

[realms]

REALM= {

admin_server =domain-controller-fqdn
kdc =domain-controller-fqdn

}

[domain_realm]
domain-dns—-name = REALM

.domain-dns-name = REALM

Z 2T domain-dns-name /Y5 X—#—(&. DNS R X% (example.com 4 ¥) T9, REALM {3, AX

F 0 Kerberos %815% (EXAMPLE.COM %::¥) T9Y,

Winbind :2:E0#r RHEL @authconfig¥®. SUSE @ yast2 o & 5% —JLh Ubuntu ichWizo. F8

< Winbind ##m L %7,
|etc/samba/smb.conf ZBi=. KEREL XTI,
[global]

workgroup =WORKGROUP

security = ADS
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realm =REALM

encrypt passwords = yes

idmap config *:range = 16777216-33554431
winbind trusted domains only = no
kerberos method = secrets and keytab
winbind refresh tickets = yes

template shell = /bin/bash

WORKGROUP (3. REALM ORHID 7« —JL RT3, REALM I3AXF D Kerberos EiH& T9,

nsswitch o [etc/nsswitch.conf ZFE. winbindzxko{FICEBMLET:

passwd: compat winbind
group: compat winbind

Windows R X1 YADEIM RXA>YAYbO-5—A7IEXTAET, AVE1—2—% RXAVIZEBMT 3
¥R % #D Active Directory A—4'—7hH 0> FHRETT:

sudo net ads join REALM -U user
<!--NeedCopy-->

C ZT. REALM I3AXFE®D Kerberos $BiHE T. user iz P a—4—% RXA VICEBIMT3HEREZZT DR XA
\/J—ﬁ——c“jo

winbind 0F#E
sudo systemctl restart winbind
<!--NeedCopy-->

Winbind Ao PAM i85 XD <> R%ER{TL T. [Winbind NT/Active Directory authentication] +
7> a>r [Create home directoryonlogin] + 7> 3 ABIRINTWR e 2HRBLET:

sudo pam-auth-update
<!--NeedCopy-->

B b

IOV RXAVICBIEADESICOHA. winbindT—EVIEEITZ2E4ITE T,

RXA YA N=>y TOFESR  Delivery Controller #EA ¥ 3 iCid. Windows #7-iZ Linux ICBE#HR <. &
RTHOVDAY>>TActive Directoryicd>yEa—42—#72 0 CHYBETT,

RoLS5IC. Samba D netads OV REERITLT. YOV RXAVICBMLTWR I e =R LET:
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sudo net ads testjoin
<!--NeedCopy-->

BMORXA>ELIVAVEa—2—FTV I MERERIET BICIF. ROIY Y FZRITLET:

sudo net ads 1info
<!--NeedCopy-->

Kerberos 108  Linux VDA TEATZE 3 & 512 Kerberos AIELK R INTWS Z e 2R T B ITIE.
ROAIY RIZE 2T Y ZXTLOD keytab 7 7 1 LHMEREH T keytab 7 7 1 LICEHBRF—HEFNATVSEC
CERRLETY:

sudo klist -ke
<!--NeedCopy-->

COOARXRICED, TUVINILBEBERM— DT EFIEFHREAEHOEICTH L TERTESXF—D—EIERR
ThEd, Kerberos Dkinitdv Y REERIFL, ThBDF—%2FEALT. IVVERXI>YOAY FO—-5—IC
L TCRALET:

sudo kinit -k MACHINES@REALM

<!--NeedCopy-->
RO VRBEEHBIIANFTTIEET ZHENHBD T, RILES §) & YIIICLZBI BRI EHSLDIINY Y
Z25wa () TIXT—TFTB3RENRHDFT, BEICK > Tid. DNS KX >&H Kerberos 4Bl ¥ E4: b
F9, LIcHoT. HIFEEZEFEALET, COOYYRPRINT R . HARKKRTIThEFE A
KOO REZFEBRALT. I 7A9 D TCT Frvy bbb vwiadhi-CexHERBLET:

sudo klist

<!--NeedCopy-->
ROOATY REFERALT. IV THO Y Ol RABTLE T

sudo net ads status
<!--NeedCopy-->

2A—H—RAORRE RDOEL SIS, wbinfo V—ILEFERALT. RXAYA—H—DRXAUICH L TRETESC
CEBERLET:

wbinfo --krb5auth=domain\username%password
<!--NeedCopy-->

CCTHEETERXATMVIZFAD RX V& T, Kerberos BIBZ TldH D £ A, bash T ILDBE. Nv IS5y
>aXE (V) iE 312NV IRy aXFRIEELTCIRT—TI3BERHDFd, COOATVRICED.
BN EIIERETRTXA v E—UDRINE T,
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Winbind PAM 22— LAELKBRINTWVWR 2B T 3ICIE. URIICERLEZ ARV RXr>ya—H
—7ho> rEFERLTLiINUXVDAICOSA > LET,

ssh localhost -1 domain\username

id -u
<!--NeedCopy-->

E:

SSH OY Y REELLCEFTTBICIE. SSH BN TEYICHEL TVWB I #BRBLET,
ROOARYRT, id-u a9y RiICk>TREI N UID ICxisd % Kerberos Big1EHRF v v a7 71 ILHERL S
NicCr=®BLET:

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

ROAR Y BT, 2A—H—d Kerberos BRRBERF v v aDF7y bHAEWT. HRIINTIIBRWVWI C Z2REL F
ER

klist
<!--NeedCopy-->

ROOARVRT, By a>zB&TLETD,
exit
<!--NeedCopy-->
Gnome OV —JLFIFKDE QY YV —IILIZEEOT A>T, AFEOTRAMZRTTEET, RXTUSMND
B, TFIE6: Linux VDAD1 > A =)Ly ICEHE T,
[ S
A—H—=3BFICHILTH. RXAYTHIY R TAT AV LI SIICTRI MY THRRTIRVEE. 7
SrEBEHLTEATLED,

Quest Authentication Service

RX>3> bO—5—7T0 Quest D@ ROEIEIF. Quest V7 kT 7% Active Directory RX-r>J>
FO—Z—ICAYZXb=JLL. BRLTWR . BEBERENMISI N, Active Directorylcd>Ea
—H—FTIT U rEERTIB L EZRIIBELTVET,

LInuXVDAY > VICR XA > aA—H—HOJF>TEBL51295  Linux VDA > THDX v 3 > &L
TRIBEDBHBIERXA2A—F—ICHL T, ROBEZITVED,

1. [Active Directory A —#—r J>YEa—%—] B>V —JLT. BHNOI—H—F7hHT > b Active
Directory a—#—7ONTs 2RI £9,
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2. [Unix 7Ho k] 27%&RLET,
3. [Unixxtis] FT v IRy IREFVICLET,
4, [FZ514<VGIDES] #. EBEORXA>A——JIL—TDFIL—FIDICEKELE T,

i

COFIEF. FXr>a—H#—hA0a>Y—)L. RDP. SSH. Fridzofto!) E— MUBETO NI ZERL
TAOJFYTEBLIICRET 2HEBEALTT,

Linux VDA T® Quest D&k

SELinux ;KUY —ERADOEBE FT74/LbD RHELEETIX. SELinux A=2ICERINTUWES, COER
IC&D. Quest MERT S Unix RXA>VYT Y RDIPCOXAZILICTFH L. RXAryaA—H—0Os+ > %Hh
F£J,

COMBEREET 3 - DEMN LA EIG. SELinux OEMHK T, JL—hka2—4%—2 LT, [etc/selinux/config
#iREL. SELINUX REZ XD EDICEELET:

SELINUX=disabled
COEBICRID VOBESHIUETT:

reboot
<!--NeedCopy-->

HE:

COREIFEELTHERALTLLEI W, SELinuX RU > —0@EAZEMICLIRICBEEMICT . IL—k
A-HF—zoMOO—-NINI—F—-TH->TH. BRICOVITIINTLESHEMENDBD T,

VAS 7 —E> DM RD&S5IC Kerberos 74 v FOBSHEHEBMICL T, IS Z2HENRH D £9, B (A
T7S5AVA9FY) $ENCTIHELHDFT:

sudo /opt/quest/bin/vastool configure vas vasd auto-ticket-renew-
interval 32400

sudo /opt/quest/bin/vastool configure vas vas_auth allow-disconnected-
auth false
<!--NeedCopy-->

COIXYRICED., BRSO KA (32,400 7)) ICRESNE T, AL, F7v bOT 7 1)L bOBEEARE
TH3 1I0EEEDD 1R AEDET, Fry FOBMBABEDN T SICEVWS X TLTIE. LD/NEWMEZZON
3X—§—LC?&EL§3—O
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PAM & & NSS ik  HDX %, su. ssh. RDP R DZDMOY —EXEN LI R XA YaA—H—DOdF+ >
ZEMICTBICIE. ROIATY FZRITLTPAM & NSS ZFHTHRELEY:

sudo /opt/quest/bin/vastool configure pam

sudo /opt/quest/bin/vastool configure nss
<!--NeedCopy-->

Windows K X1 >A®D&1 Questvastoolavw >y R%EMEAL T, Linux ¥ > % Active Directory K X
VICBMSEET:

sudo /opt/quest/bin/vastool -u user join domain-name
<!--NeedCopy-->

user (. d>Ea—%—% Active Directory R X1 VICEBINT 3 1EREF OERDOR AL I - =TT,
domain-name (Z. KX >® DNS% (example.com %#¥) T,

R XA ICiBINE. Linux v >2BiEgsL £,

RXA YA N=2y TOFR  Delivery Controller #ER Y 3 iC1d. Windows #7ziZ Linux (CBE#HR <. &
NTDVDAT> > TActive DirectorylicAyBa—4—47J 0 CHRETT, Questick>TEBME
NIZLINUX IO U R XA VICEET R e ERRB T 3ICiE. ROOAIT Y RERITLET:

sudo /opt/quest/bin/vastool info domain
<!--NeedCopy-->

IOVUDBRXAVIZBIMLTWAEBEIE. RXAMVEDIRINET, IOV RXAVIZEMLTLWAEWES. UT
DIZ—HRRINEFT:

ERROR: No domain could be found.

ERROR: VAS _ERR_CONFIG: at ctx.c:414 in _ctx_init_default_realm

default_realm not configured in vas.conf. Computer may not be joined
to domain

I—H R0 PAM ZERA L7 Quest D B X+ > 1—H—DFRANBIRENE S D Z R T B ICIE. LIETICHE
ALECEHBVWRXA Y I—HF—THU Y bFEALTLInuX VDA IO F > L& T,

ssh localhost -1 domain\username

id -u
<!--NeedCopy-->

ROOATYRT. id-u <> RICE>TRIN UID ICx5T 3 Kerberos BigiEsRF v v a7 71 ILAMER S
Nl zmBLET:
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1s /tmp/krb5cc_uid
<!--NeedCopy-->

RDOAT Y KT, Kerberos BIERF v v aDF 4y bHAEMT. RN TIZAVWC EZBALET:

/opt/quest/bin/vastool klist
<!--NeedCopy-->

MOARYV KT, Lyarye®TLEY,

exit
<!--NeedCopy-->

RXA >BMOER%E. TFIE6: Linux VDADT Y2 ~—JL1 ICEAHFT,

Centrify DirectControl

Windows K X1 >~A®&i0 Centrify DirectControl Agent A*1 > X b —ILETNTWBFEE. RDELSIC
Centrify ®adjoindv > R%EERAL T, Linux Y>> % Active Directory K X1 VIZBIML F7:
Su =

adjoin -w -V -u user domain-name
<!--NeedCopy-->

user /X5 X—&—|&, d>Ea1—4%—% Active Directory K X1 VIZEBINY 31ERZHDEED Active Directory
RX1>1—H—TF, domain-name /{5 X—&—{. Linux Y>> %BINT S R X1 VDBHITT,

RXA YA N=>y TOFER  Delivery Controller #EA ¥ 3 C1d. Windows #7-iZ Linux (CBE#HR <. &
RTHVDAT>>TActive DirectorylildyEa—42—7*72 0 hHRETY, Centrify ickhiBIIS
N LINUX YO UB R XA VICEETZ 2B T 3ICIE. ROOT Y RERITLET:

su -

adinfo
<!--NeedCopy-->

Joined to domain En'E%1TH % Z r . CentrifyDC mode T connected #Rch 3 v #RBIBLET,
CentrifyDC mode #¥ starting ® £ £ L A WE&EZ. Centrify 517> MIH—N—C OEGORE. 1
SR DOBENFEEL TVET,

ReFERTRE. LODEENEY R T LBREZHBREZNETIE T,
adinfo --sysinfo all

adinfo --diag
<!--NeedCopy-->
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T F X F4 Active Directory 5K U Kerberos f—ER e &= T A L LE T,

adinfo —--test
<!--NeedCopy-->

RXA >BMORER%E. TFIE6: Linux VDADT Y2 ~—JL1 ICEAHFT,

SSSD

Kerberos OtEr Kerberos #4 > h—JLF3ICId. KOOIV RERTLET:

sudo apt-get install krb5-user
<!--NeedCopy-->

Kerberos #4889 3 ClE. [etc/krb5.conf #)L— L THIE. NSA—F—%2BELFET,
A
AD1>T73 X5 FvICEDWT Kerberos ML £9, RDREIF. B—RF X1V, B—T L X+E
FILE[RE LTWETD,

[lTibdefaults]

default_realm =REALM
dns_Tlookup_kdc = false
[realms]

REALM= {

admin_server =domain-controller-fqdn
kdc =domain-controller-fqdn
}

[domain_realm]
domain-dns—-name = REALM
.domain-dns—-name = REALM

ZZTcdomain-dns—-name/t3 X—4—lt. DNS KX >%& (example.com %#¥) TY. REALM I3, AXF
® Kerberos $8i%% (EXAMPLE.COM % Y) T,

RX1>ic8imd3 SSSD %##m L T. Active Directory % ID 7ON1 4 —& K URHED Kerberos & L THE
BALET, fc72L. SSSD Tid. RXA>BIME S AT LD keytab 771 ILOBEICETZ AD DU S17 > Mg
BEMREMINTULEEA. K 0IC adcli. realmd. %7:/d Samba #FHTI £ 7,
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PN

DU a>rTid. adcli E& 0 Samba ICET 3 EHROAERELET,
o adcli ZFEAL TR XA VICBMT 2B81E. ROFIBERTLET:

1. adclizr>X+—=ILLET,

sudo apt-get install adcli
<!--NeedCopy-->

2. adcli TRXAVICBMEEET,
REFALTHEVWS T L keytab 77 1 ILZHIBRL. KX VICBMIE X,
su -
rm -rf /etc/krb5.keytab

adcli join domain-dns—-name -U user -H hostname-fqdn
<!--NeedCopy-->

user (. RXA VIR U EBINT 31EENH 2 R X1 21— —T7F, hostname-fqdn (&, T£EH K
XA VEBRRDIS Y DRANZTY,

-H 47> 3 >ig. adcli A, Linux VDA TH#E#A host/hostname-fqdn@REALM ¥ W5 FR T SPN %
T BDICHETT,

3. RXAUXIN—2w T BB LETD,
Ubuntu 20.04 v~ >®B&lE. adcli testjoinav >y RERITLET,

Ubuntu 18.04 ¥ > > g4I, sudo klist -ketadvr RERITLET, adcliv—I/LDigseiiR
SNTHED, IPUDRRXAVIZBMLTVWEIDNESHZETINTRFERIREINTVE A, ZORER
REAZEIZ. PXTLD keytab 77 1 IULRMERTNTVWBR I ERBRIZ L TTo EF—DEATLRAZY
TH. IVUMNRXA VBN L IBRE —RIT 3N ERIELET,

« Samba ZEAL TRXAVICBMT 31583, ROFIEZETLET:

1. Ryr—% 12X =JLLET,

sudo apt-get install samba krb5-user
<!--NeedCopy-->

2. Samba Zi##p L £7,
|etc/samba/smb.conf =&, KERELF T,
[global]
workgroup =WORKGROUP

security = ADS
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realm =REALM

client signing = yes

client use spnego = yes

kerberos method = secrets and keytab

WORKGROUP (3. REALM ORZ#HID 7 + —JL KT, REALM I3AXF D Kerberos $BIH&Z T,
3. Samba TRX1I VIZBMIEET,

RXA>YOAY bO—F—HT7IERAEET, AV Ea—42—% R X1 VIZBINY 31#ER%EFD Windows 75
DY DB ETY,

sudo net ads join REALM -U user
<!--NeedCopy-->

Z ZT. REALM IZAXFE®D Kerberos $BiHZ T, user i3> a—4—% KX VBT 31ER=ZEFD
KXo >a—4-TT,

SSSD Dty b7y S WMEBEHENYT—IDA VA M—ILFITER:
WMER SSSD B LUBREN YT =AUV A M=ILTNTVWARWESE, 1> XM—=ILLET,

sudo apt-get install sssd
<!--NeedCopy-->

NYT—=HBEICA VA =T TWVWBIHA. BT czb8OLFET,

sudo apt-get install --only-upgrade sssd
<!--NeedCopy-->

pE

Ubuntu @ > X b=l 7Ot XE. T 7 4JL T nsswitch.conf 5V PAM O 1> ES a—I)LE=BF
BICHERL £9,

SSSD D##Er SSSD T —E V% RRET BHiIC. SSSD BROLTENMKRETY, SSSD O—EBD/N— 3 > Tl
Jetc[sssd/sssd.conf BT 71 ILIET T #IL LTI VA =LV, FEITERTIHENHD £,
root £ LT [etc/sssd/sssd.conf #{E g 2h VT, RERELET:

[sssd]

services = nss, pam
config_file_version = 2
domains =domain-dns-name

[domain/domain-dns-name]
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id_provider = ad
access_provider = ad
auth_provider = krb5
krb5_realm =REALM

# Set krb5_renewable_lifetime higher if TGT renew lifetime is longer
than 14 days

krb5_renewable_lifetime = 14d

# Set krb5_renew_interval to lower value if TGT ticket lifetime -s
shorter than 2 hours

krb5_renew_interval = 1h
krb5_ccachedir = /tmp
krb5_ccname_template = FILE:%d/krb5cc_%U
# This ldap_id_mapping setting is also the default value
ldap_id_mapping = true
override_homedir = /home/%d/%u
default_shell = /bin/bash
ad_gpo_map_remote_interactive = +ctxhdx
i

dap_id_mapping i% true IZRE TN 3 7=, SSSD BEH Windows SID % Unix UID IcxwE>Y I L&
¥o mELAWEE,. Active Directory 1' POSIXERZIRIETI 2L SICTIMNELNHD F9, PAM -
2 (ctxhdx) (&, ad_gpo_map_remote_interactive ICBMINE T,

Z 2T domain-dns-name /¥5 X —4% —(&. DNS R X >%& (example.com % ¥) T9, REALM IZ.
AXFD Kerberos 48i5& (EXAMPLE.COM % ¥) T9, NetBIOS KX+ > B%EHEBRT 2D DEHRIEH D
Ft Ao

BHBEICDOWVWTEEL I, sssd.conf B&U'sssd-adicBAT 3 man R—S#BBLTLLREIL,

SSSD F—E>X T BT 7 M ILICFREEGIGNDERDAHNRESN TV ILENHD T,

sudo chmod 0600 /etc/sssd/sssd.conf
<!--NeedCopy-->

SSSD F—E>DiLE ROIATY REER{TLT. SSSD F—EVZEH L. IV ORERFICHLT—EVEEEHT
EBL5ICLET,
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sudo systemctl start sssd

sudo systemctl enable sssd
<!--NeedCopy-->

PAM 5 X< > R%ERTLT. [SSS authentication] + 7> 3> [Create home directory on
login] # 7> a3 ABIRTNTWB e 2 BBLE !

sudo pam-auth-update
<!--NeedCopy-->

RXA Y XYN=2y TORER  Delivery Controller 2R3 31213, 9TH VDA T > (Windows & Linux
VDA) TActive DirectoryildyEa—4—F7J o bHARETY,

cadcli ZERAL TR U XAYN—2y THEHERT 3184813, sudo adcli info domain-dns-
namedv Y RERFTL TR XA UEHRERTLET,

« Samba ZEAL TRXA U AYN—2y =R T BHE1E. sudo net ads testjoindawyk
ERTLTIIDIUNRXIVIZBMLTVWS e 2B L. sudo net ads infoavx>R%EERFLT
BMORXA>ELVPAVE1—E—F TV MEBRERRLE T,

Kerberos #/ 02 Linux VDA TERATE 3 & 5IC Kerberos AIEELK R INTWB Z L 2R T BICI3.
ROAYY RIZE 2T Y RXT LD keytab 7 7 1 ILHMEREH T keytab 7 7 1 ILICERARF—DEFEFATWVSC
CEHERLET:

sudo klist -ke
<!--NeedCopy-->

COOAXYRIZED, TUVINILBEBERAM— DT EIEFREASHEICTH L TERTESF—D—E8IERR
ThEd, Kerberos Dkinitdv Y RERITFL. ThBDF—%2FEALT. IVVERXIYAY FO—5—IC
LU CERAEL £ 9:

sudo kinit -k MACHINES@REALM

<!--NeedCopy-->
ROVEBLERBIIANFETIEETZHELNHD ET, RIS () IF. PTIICLBBSHMIZH < OICNYY
Z25wa () TIRT—TTR3HENRHD 7, BBEICL > T, DNS KX >&h Kerberos $BiZ & £4 b
£9, Leho T, H9EEREFERLET, COOAXYRDRINTR . BAOERTRINEEA.
ROOATY REFEALT. IOV T7HOY D TGCT ¥ vy oadni-l e eMBLET:

sudo klist
<!--NeedCopy-->
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I—H - SSSD . T—EVTHEERAZT AT ZAT VRS IV Y—IILzZRRHLEEA. PAME
HTOHTT TETET,

SSSDPAM £V a2 —LHELSKBREINTWVWS e zBRB T 3ICIE. UAIICERALAZEABWVR XM -4 —
TAYY bEFERALTLINUXVDAIZOIF Y L&Y,

ssh localhost -1 domain\username
id -u
klist

exit
<!--NeedCopy-->

a—#—o klist v R TEINS Kerberos 77w FAEL L. HARTINTIEBWI C 2RRBL £ 7,

JI—br21—H—r LT, #R0Id-u v RTREINZUID ICHSTE3FT Y vy aTd 7 IILBMER S i
CrEHRBLET:

1s /tmp/krb5cc_uid
<!--NeedCopy-->

KDE #7:1& Gnome Display Manager ICEEOJ A >33 L. ABOTRA M ERITTEET. KX VEMORE
Bk, TFIE6: Linux VDA D1 > Z b—)L) IZEHF T,

PBIS

BELPBIS Ny r—>%40>0-R9%  fl:

sudo wget https://github.com/BeyondTrust/pbis-open/releases/download
/8.8.0/pbis-open-8.8.0.506.1l1inux.x86_64.deb.sh
<!--NeedCopy-->

PBIS 1 >R b—/LRO U T hZRITHREICTS  fl:

sudo chmod +x pbis-open-8.8.0.506.1l1inux.x86_64.deb.sh
<!--NeedCopy-->

PBIS 1 X b—ILROUT +=2RITTE  fl:

sudo sh pbis-open-8.8.0.506.1linux.x86_64.deb.sh
<!--NeedCopy-->

Windows R X1 >ADBIM RXA>IYbA-S5S—HAT7IERAEET. Va1 —42—% BEX1 VIBMTS
¥R %D Active Directory 21— —7ho > FHRETY !
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sudo /opt/pbis/bin/domainjoin-cli join domain-name user
<!--NeedCopy-->

user (. O Ea1—%—% Active Directory R X >V IZIBINT 3#EREIFOR X >I1—H—T7, domain-
name &, KX-r>®DNSHZ (example.com %Y) T,

F: Bash#F 74 bz )L LTHRET 3 ICIE sudo [opt/pbis/bin/config LoginShellTem-
plate/bin/bash O< > RERIFLE T,

RXA Y XYN=2y TORER  Delivery Controller z M3 31213, 9TH VDA T > (Windows & Linux
VDA) T Active Directory icO>Ea2—2—FT2 10 CHBETY, PBISIC& > TEBMSI N Linux v oH
RXAVICERETZCCzBERTBICIE. ROOAY Y RZERTLET:

/opt/pbis/bin/domainjoin-cli query
<!--NeedCopy-->

ROVHRAXAVIZBIMLTWAEE. COIXYYRIFREDAD RX1>r OU iEHRzIRLE T, SMLTULA
WEEIF. R RBREITHAREINE T,

I—H—REEDFEE PAM Z@ER L7 PBIS O R XA > 1—H—OFBEENETRENE S HZFER T B ICId. LUFICHE
BLECEABWRAL I —FTHU Y ~EERALT LiInuxXVDAICOI A Y LET,

sudo ssh localhost -1 domain\user

id -u
<!--NeedCopy-->

ROOATYRT. id-u x> RICE>TREINT UID I35 9 3 Kerberos BigiEsRF v v a7 71 ILAMER S
N xzmwsBLET:

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

RDOARXVRT, By a>xz8&TLET,

exit
<!--NeedCopy-->

RX>BMOMERE. TFIEG6: Linux VDADA VA b—)L1 IEAZF T,

FlE4: .NETS5> 21 L 6.0 D1 =)L

Linux VDA @1 > X k—JLEfIC. https://docs.microsoft.com/en-us/dotnet/core/install/linux-package-
managersOFIEICH > TNET S>421 L6021V —ILLET,
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NET 5>%14L6.001>2R+—)L#%. whichdotnet OY>Y RERTLTS VA LNRERHELET,

IRV REAHICESVWT NET SUZALDNAFUNRRERELE T, e 2iE. aAv > REHH/aa/bb/dotnet
DA, /aa/bb #.NET N1 FUNR LTHERALET,

FIES: LinuxVDA Nvr—> o485 >O—R

Citrix Virtual Apps and Desktops 4o > O—RKR—=JIZ7 IR L 9, #@tI%/N— 3 >0 Citrix Virtual
Apps and Desktops &R L. Components =% 1) v LT, AT Linux 7« X b Ea—> 3 VIicxHis
95 LiInuXVDANy =S4 7>O0—-RFLET,

FE6: LinuxVDAD-1> 2 +—)L
Flg6a: LinuxVDAD1>X =)L

RD& 3512, Debian Package Manager B L T LinuxVDAY 7 bz 7524V XA b—JLLET:
Ubuntu 20.04 055

sudo dpkg -i xendesktopvda_<version>.ubuntu20.04_amd64.deb
<!--NeedCopy-->

Ubuntu 18.04 0354

sudo dpkg -i xendesktopvda_<version>.ubuntul8.04_amd64.deb
<!--NeedCopy-->

Ubuntu 20.04 ® Debian #&#zE7—&:
libgt5widgets5 >= 5.7~
ibus >= 1.5
libsasl2-modules-gssapi-mit >= 2.1.~
postgresql >= 12
libpostgresql-jdbc-java >= 42.2
openjdk-11-jdk >= 11
imagemagick >= 8:6.9.10
ufw >= 0.36
ubuntu-desktop >= 1.450

libxrandr2 >= 2:1.5.2
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libxtst6 >= 2:1.2.3

libxm4 >= 2.3.8

util-Tinux >= 2.34
gtk3-nocsd >= 3

bash >= 5.0

findutils >= 4.7.0

sed >= 4.7

cups >= 2.3

libmspacke >= 0.10
libgoogle-perftools4 >= 2.7~

libpython2.7 >= 2.7~
<!--NeedCopy-->

Ubuntu 18.04 o Debian #&7zRE#—%:
libgt5widgets5 >= 5.7~
libmspack0d >= 0.6
ibus >= 1.5
libnss3-tools >= 2:3.35
postgresql >= 9.5
libpostgresql-jdbc-java >= 9.2
openjdk-11-jdk >= 11
gtk3-nocsd >=3
imagemagick >= 8:6.8.9.9
ufw >= 0.35
ubuntu-desktop >= 1.361
libxrandr2 >= 2:1.5.0
libxtste >= 2:1.2.2

libxm4 >= 2.3.4
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util-Tinux >= 2.27.1

bash >= 4.3

findutils >= 4.6.0

sed >= 4.2.2

cups >= 2.1

libldap-2.4-2 >= 2.4.42
libsasl2-modules-gssapi-mit >= 2.1.~
python-requests >= 2.9.1
libgoogle-perftools4 >= 2.4~
Xserver—-xorg-core >= 2:1.18
xserver-xorg-core << 2:1.19
x1lvnc>=0.9.13

python-websockify >= 0.6.1
<!--NeedCopy-->

i

CON—=23>® Linux VDA THR—FZATWVS Linux 71 ZbUEa—>3> & Xorg DN—=2 3 Vil
DWTIE TP XTLEH) 28RLTIETL,

FJg6b: LiInuxXVDA D7y FFL—R (X7 3Y)

BHD2N=U3 2 LTISRUVU—XD5BEDAI YR M—ILET v FIL—RTEEY,

sudo dpkg -i <PATH>/<Linux VDA deb>
<!--NeedCopy-->

E:
BEOAVAM—ILETYTIL—RTBL., letc/xdlOTFICHZBH T 7LD LEESINET, Vv T

L—RERTTBEIC. BT T7MINENY I Ty FLTLLIET W,

FIET: NVIDIAGRID RS/ N—D1> X =)L

HDX 3D Pro #&#ic g 3iCid. NAN—NAHF—2 VDA VICNVIDIAGRID RSAN—Z1>ZX+—ILT B
BELRBD EY,
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FFED /N /X— /N %' —IZ NVIDIA GRID Virtual GPU Manager ((RX b RSA4/N=) Z1 VA —ILLTHERT
BICIE. ROHA RZERLTETL:

« Citrix Hypervisor
« VMware ESX
+ Nutanix AHV

NVIDIAGRID X VM RSAN—% A YA b—=ILLTHERT BICI1E. RO—EHNAEFIEZRITLEY:

1. AEVM B vy b EIENTVWB L ZRBLE T,

2. NMN=NAHF—=—02> bO—ILNRILT, GPUZ VMIZEIDHETET,
3. REATIUEEBLET,

4. 7ZAEVM RSAN—ZVMIZA YR b—=ILLET,

FIE 8: Linux VDA DO#&5K
pE
SyUAALEBEEEY 7y 7T 3E0C. en_USWUTF-8 07 — LAY VA R—ILENTVWB 2R L &
T 0SIcC Oy —ILaiWiEElL. sudo locale-gen en_US.UTF-8 v > R%ERITL £9, Debian ®

BEI%. #en_US.UTF-8 UTF-8 170 O X > h%f#BR L Tletc/locale.gen 7 7 1 /L& 4EL TH 5. sudo
locale-gen IY > RERTLET,

NyT—oD1 YR k=)L, ctxsetup.sh X2 U7+ %#RITL T, LinuX VDA BRI 3B EBEHRHD ET, DR
YT hE TEETSHICEBEEREREL. SRTOREIVR—X VAP VR F=ILTNTVWE Z A BRI N
F9, BEIIDHLT. WOTHIDRI) S =BERITLTREZEETIET,

CDRZVTHE. FHTEMICEZLAD S, FRIEETICERLIEEZEZERL CEHBTRITTIEd, 4179
BHEIIC. ROOAIYY REFERALTIDRIVTrDOANIILTE=HERLE T

sudo /opt/Citrix/VDA/sbin/ctxsetup.sh --help
<!--NeedCopy-->

HEICEEY 518K

RDESICLT, BRICEET 32 FIBERZRITLET:

sudo /Jopt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

BEIfE S NIABR

AVAL=)IZBIMUTZDIC. RETHEFEBLT. v 7Y TFRIV T NTREYRZF TS aV%EBET
FET, BEATHAIARATEESINTVRE, XTUTMMIE>TA—HF—ITBROANNERDZ A vt —OHREK
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TENBIEDBLBD AV A= ILBZR IV T MMETEE Y,
HR—FIMBBRIRERUCIIRD LS BHOLHD £7:

+ CTX_XDL_SUPPORT_DDC_AS_CNAME =Y | N -Linux VDA Ti&. DNS CNAME L J— Rk %&fERL T,
Delivery Controller 8%#35E 3 e HTEET, T7AILETIENICRESINTLETD,

« CTX_XDL_DDC_LIST=" list-ddc-fqdns’ - Linux VDA iZiZ. Delivery Controller DE&RIZERT 3
Delivery Controller o2&k X >%& (FQDN) OZXR—IXYID O—BHNURETY, 1 DFIFEHK
DM R A1 VB FEIECNAME T4 U 7 RXZIBEEIT IHNELNHD £,

« CTX_XDL_VDA_PORT = port-number - Linux VDA i&. TCP/IP R—t (F7 #JL ~kTidR— K 80) %
fE L T. Delivery Controller Li@EL £7,

+ CTX_XDL_REGISTER_SERVICE =Y | N - Linux Virtual Desktop #—E X%, ¥ > DiEs&IcREBL
F9. 774N FTRYICRESNTWVET,

« CTX_XDL_ADD_FIREWALL_RULES =Y | N - Linux Virtual Desktop #—E X Tld. v k7 —0%1&
BENSATLDI 7177 4—)LOBBEHFTINTVWEIHRENRH D £, Linux Virtual Desktop AI.
SRTFLDIT7AT I+ —ILORBEBERKR— b (F7 4L bTIEAR— b+ 80 ELUR— b 1494) % BB THRK
TEET, T7ANFTRYICREINTVET,

+ CTX_XDL_AD_INTEGRATION=1|2]|3|4]|5-Linux VDA (Zi%. Delivery Controller iZxt L TER:E
33791 Kerberos BRBEHNBETT, Kerberos M. AT LICA YA F—ILBELUBREHD
Active Directory &Y — LD SIBEL £9, RICTKY. HR— TN TL3B Active Directory #i& 755D
S5t FRTZIHOZIBELET:

1 - Samba Winbind
2 - Quest Authentication Service

3 - Centrify DirectControl
4 -SSSD
5-PBIS

+ CTX_XDL_HDX_3D_PRO=Y | N - Linux VDA Ti&. HDX3D Pro B4 R— I hE ¥, Thid. 8H%RY
STawoT7FVT— a3 0RBUEREICTBOD—ED GPU 7/ 5L—>3>70./0YTY,
HDX 3D Pro ##R L7355, VDA VDI FRO by T (2 JIEyvsay) E—FRICEBEREINET (D
&b, CTX_XDL_VDI_MODE=Y &% b x7),

« CTX_XDL_VDI_MODE =Y| N-EBTX7 by TEREETIL (VD) £HEEIAINBZ3EETXI by
TREETILODEESE LTIV VEEBHT 2D EZRELET, HDX3D ProIRIBETIZ. COZTH%E Y ICHRE
LEdo T7AILEPTIENICEREINTVET,

o« CTX_XDL_SITE_NAME = dns-name - Linux VDA (3. DNS #EARA L T LDAP r—\N—%&H L £ 7,
DNS o#%Z=&ERZ=O—HILY 1 MCHIBRT 51Cld. DNSH1 FREHEELEF T, COTEIZ. TT7AIL LT
¥ <none> [CHREINTUVET,
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o CTX_XDL_LDAP_LIST=" list-ldap-servers’ -LinuxVDA |Z. DNS #BB& L T LDAP #—/N\—%#&H
L£xd, DNSHALDAP H—EXL O—RERETITALIEEIE. LDAP ® FQDN 8 &£ U LDAP R— DX
R=ARXTO D—EBHZIBETEF I, fcr ziE. adl.mycompany.com:389 £ 40D £, ZDEHKIZ. T
7+ )L F Tl <none> [ZREINTWVET,

+ CTX_XDL_SEARCH_BASE = search-base-set - Linux VDA I&. Active Directory K X1 >®JL— b+
(f5]: DC=mycompany,DC=com) IZFREINTERER—XEFERALTLDAP 2B L £9, 1z L. RED
NT =R VRAZRETBHIC. RER—XZIBETITEY (fI: OU=VDI,DC=mycompany,DC=com),
COLHIE. T T A bTIE <none> ICREINTVET,

o CTX_XDL_FAS_LIST=" list-fas-servers’ - 7x5FL—> 3 B —E X (FAS) —/N—i3. AD
Group PolicylckD#EREINFET, LinuxVDAIZAD JIL—FR)>—%HR—LTLEEA. KD
DIz, £I IOV TRYISN FASH—N—D—BEFATIFT, >—~ >Rk AD Group Policy
TRELEHDERALTHIBELHBDE T, WTNHDH—N—F FLZADHIBRINTUVBRIFEIE. 20T
H% <none> X WS XFHTED T, H—N—F7 RLADIEBIZEEL £ A,

« CTX_XDL_DOTNET_ RUNTIME_PATH=path-to-install-dotnet-runtime - LV JO—-h—1T—
Sy bhH—EX (ctxvda) #HR—+rT37HDNET SUEZ1L60%FA VR N—ILTBINR, TT#
JLk®D/XRIF/usr/bin TS,

+ CTX_XDL_DESKTOP _ENVIRONMENT=gnome/mate -t v 3> CERT 3 GNOME £7:i1Z MATE
TRy TRIBZEEELEF T, EREEELLBEVERICTBZ . REVDAICAI YA —ILTATWVBETX
by TIHRMERINE Y, L. BEM YA F—IIETNTWVWETRY by 7H MATE D553, EHEZ
mate ICRETIHEDHD £J,

ROFIEEZRTLT =y bty a > id—H—07RI My RIEZEFITZCDHTEET !
1. VDA ® SHOME/< 2—#—R\> Fos LI bUIC.xsessionT7 71 ILEERL £ T,

2. .XsessionZ7MIEHRELT. T4 RAMJE2—YaVICETVWTTRI by JIBERIEEL F
ERS

- MATE X7 by 7Di5E

MSESSION="$(type -p mate-session)"
if [ -n "$MSESSION" ]; then

exec mate-session
fi

- GNOME 727 kv 7 Digé&

GSESSION="$(type -p gnome-session)"
if [ -n "SGSESSION" ]; then

exec gnome-session

fi

3. 2=y bty a—H4—-T700 77 MILOT7 I/ XEREXBLET,
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o CTX_XDL_START_SERVICE=Y | N - Linux VDA #B O TEIC Linux VDA H—E XD RT3 LS
ICTBDESIHEIRELET. TIANLTIFYICERETNTVLWE T,

« CTX_XDL_TELEMETRY_SOCKET_PORT -Citrix Scout 2w X> 437DV 7y bR—ko 774
IWEDR—KIET503 T,

« CTX_XDL_TELEMETRY_PORT -Citrix Scout £ &E9 37 DR—bo 77 A bDR—KF 7502 T
ERS

MOESICL T BIREREREL. BRIV T EERTLET:
export CTX_XDL_SUPPORT_DDC_AS_CNAME=Y|N
export CTX_XDL_DDC_LIST='Tlist-ddc-fqdns'
export CTX_XDL_VDA_PORT=port-number
export CTX_XDL_REGISTER_SERVICE=Y|N
export CTX_XDL_ADD_FIREWALL_RULES=Y|N
export CTX_XDL_AD_INTEGRATION=1|2|3|4|5
export CTX_XDL_HDX_3D_PRO=Y|N
export CTX_XDL_VDI_MODE=Y|N
export CTX_XDL_SITE_NAME=dns-site-name | '<none>'
export CTX_XDL_LDAP_LIST='Tlist-ldap-servers' | '<none>'
export CTX_XDL_SEARCH_BASE=search-base-set | '<none>'
export CTX_XDL_FAS_LIST='list-fas-servers' | '<none>'
export CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime
export CTX_XDL_DESKTOP_ENVIRONMENT= gnome | mate | '<none>'
export CTX_XDL_TELEMETRY_SOCKET_PORT=port-number
export CTX_XDL_TELEMETRY_PORT=port-number
export CTX_XDL_START_SERVICE=Y|N

sudo -E /opt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

sudo AV Y RIC-EA T 3 Y ZEBELTEITL. ERTZMLVY TLICRFORBEEHZEL T, RUDITE
LT #!/bin/bash 2R L. FRDIAR Y RHSHRZZTIZAIV TR T 7V EERT R EHEHLET,

FoE. ROESICLT. 1 DOOAT Y R TIRTDONTA—F—%IBET DD TEXT:

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 173



Linux Virtual Delivery Agent 2203 LTSR

sudo CTX_XDL_SUPPORT_DDC_AS_CNAME=Y |N \
CTX_XDL_DDC_LIST='l1ist-ddc-fqdns' \
CTX_XDL_VDA_PORT=port-number \
CTX_XDL_REGISTER_SERVICE=Y|N \
CTX_XDL_ADD_FIREWALL_RULES=Y|N \
CTX_XDL_AD_INTEGRATION=1|2|3]|4|5 \
CTX_XDL_HDX_3D_PRO=Y|N \
CTX_XDL_VDI_MODE=Y|N \
CTX_XDL_SITE_NAME=dns-name \
CTX_XDL_LDAP_LIST='list-ldap-servers' \
CTX_XDL_SEARCH_BASE=search-base-set \
CTX_XDL_FAS_LIST='l1ist-fas-servers' \
CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime \
CTX_XDL_DESKTOP_ENVIRONMENT=gnome | mate \
CTX_XDL_TELEMETRY_SOCKET_PORT=port-number \
CTX_XDL_TELEMETRY_PORT=port-number \
CTX_XDL_START_SERVICE=Y|N \

/opt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

B E DHRR

SFVAICE>TE. LINUXVDA Xy —2% 704 Y2 h—ILL7%BRWVWT, ctxsetup.sh X2 ) 7 ~C&k > THTH
NIBREEZHIRT B ENBBEEARBZBENHD F I,

BATIBEIC. ROARY FZFALTIDRIV T RDOANILT2HBBLET:

sudo /opt/Citrix/VDA/sbin/ctxcleanup.sh —--help
<!--NeedCopy-->

BREEZHIFRT 501!

sudo /opt/Citrix/VDA/sbin/ctxcleanup.sh
<!--NeedCopy-->
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BE.

CDRIVTMZED, IRTOEBRT — 2D T—2ZR—=ZXHh 5HBEREI . Linux VDA Z#ETEH<AD &
3_0

- 1oqmbs)
ctxsetup.sh 5 &£ U ctxcleanup.sh X 7 U 7+ Tid. AV Y —J)LICIS—HRRIN. RO 771
[tmp/xdl.configure.log ICBMEHRNZ T AENE T,

Linux VDA#—EXzBE#HL. EEEZRMIELET,

LINuXVDAY 7 h Iz 7DF7 V1Y R =)L
LINUXVDARA VX F=ILINTWBHESHERBBLIED. 1Y XAF—ILTNTVBRNYT—SDON—avER
RT3 ROOT Y RERITLET,

dpkg -1 xendesktopvda
<!--NeedCopy-->

HMERTTBICIE. ROOAR VY RERITLET,

apt-cache show xendesktopvda
<!--NeedCopy-->

LINUXVDAY 7 bz 7 T7YA YA M—=LICIE. ROOAIY VY RZEEITLET:

dpkg -r xendesktopvda
<!--NeedCopy-->

A

LInuxVDAY 7 bD 727> VX M=ILT . BE[IF SN PostgreSQL & & U2 DD T —
AHHBREINET, 7L, LinuXVDA D1 > X h—IL&DHEIICEY 7w FE . PostgreSQL /N /ir—
THELVTOMDEKET BN T —JIFHIBRINEE Ao

b

DU a> Tl PostgreSQL Y, KkFET 2 /Ny 7 —JDHIBRAEICDOWTIFFBEL TULWEE A,

FIE 9: XDPing Mx=1T

sudo /opt/Citrix/VDA/bin/xdping%®EfTLT. Linux VDAIRIE TO—RAILEMOMEEERL
9, #FL<IE ™DPings #28BLTLETL,
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FE 10: Linux VDA 017
ctxsetup.sh X7 ) 7+ ERAL T LiInuX VDA Z R L5, RO R%EMEAL T Linux VDA ZHIffIL %
ED
Linux VDA 0iE#):
Linux VDAH—EZXEEE T3 ICIE. ROV RERITLET:
sudo systemctl start ctxhdx

sudo systemctl start ctxvda
<!--NeedCopy-->

Linux VDA 0 {=1k:
Linux VDAH#—EZXEELLTBICIE. ROV RERITLET:
sudo systemctl stop ctxvda

sudo systemctl stop ctxhdx
<!--NeedCopy-->

7
ctxvdads &tctxhdxty—EX%EIET ZHiIC. service ctxmonitorservice stopdvy
FEETLTERY—EXT—EVZELLEFT, ChZzEFTLAVGE. BERY—EIT—EVIELLE
H—EXzEEHLET,
Linux VDA 0 FiE#):
Linux VDA H—EXzBE#d 3ICId. ROOATYY FZETLET:
sudo systemctl stop ctxvda
sudo systemctl restart ctxhdx

sudo systemctl restart ctxvda
<!--NeedCopy-->

Linux VDA DIREEDHRERR
Linux VDA 4 —E ZORITREZ R T BICIF. KOOIV RERITLET:
sudo systemctl status ctxvda

sudo systemctl status ctxhdx
<!--NeedCopy-->
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FIEL1Ll: > >AHE2OTDYER

I ha2O47 %R L. Linux VDA Y2 > %EBMT 3 FIEIE. KD Windows VDA TOAZCMTWET, &
DERAVERTTBHEDHBICOWVWTELL X, T AHEZO07 DRI &Y TR rAEO07DERE) #881R
LTLETL,
RDESIZ. LINuXVDA R = BEII A2 O DIERMICIEW Db DFIKH H 5 7. Windows VDA v
VORI VAZOTDERFIBE BRZ A HD £ !
o ARL—=FTaVIIRTLICIE. REFERLET:
- RAFINBZIHBETRI MY TEREETILOBE. WILFEYI 3> 0SA T3>
- VDIERTRI by TEREETILOHE. 220ty a> 0S4 ay
e ALV YAHHZOY T, LinuxVDA Y>> Windows VDA TS U EBEIEHRWVWTLET WL,
A
Citrix Studio @ UFI /N =2 3 ViE. TLINnUXOS) t WSEREHR—FLTWERBATL R 27
L. [Windows #+—/\— OS] # 7> 3> Ffld [H—N—0S] 77> 3 EBIRT3E. AFEDRI LS

NEZHFTRI by TREETIVHBENISGERINE T, [Windows 72X v 7 0S] #7>a>Ekid
[TROLwTOS] #7232 %EIRTBL. YOV ICICE—1—H—DREETILABEMNISERINE

< >ht Active Directory R X U SHIBRSNIZRICBEEBMINLIBEIZ. TOYI>E2IIVAZOT
NSHIBRLTHSBEEMTZ2HBELDHD F7,

FIE12: FUNU—=TIL—TDIER

FUNY—=FIL—T=fEB L. LinuxVDAX > >2&ELI>rAH20J%BMY 3 FIEIF. Windows VDA 7>
DIHELIREALRLTY . COZRIVETRTTBAEDHBPICDOVWTHLIE TTUNU =TI —-T DRI 25
LTSSV,

Linux VDAY >hand =z &8 T UNI —JIL—TZERT 3581F. ROBHAHHD £

e BIRTBAD 2—H—B LU T IL—T%, LiInuxVDA > ICOTd A>3 LSICEBYINCEBRLTETE T,
o BTN TLAWL (BER) 2—H—0OJF > EHFALEVWTLIET L,
e Windows Yo > 8T >hEO0%2 T UNI—FIL—TFTREESERVWTLLLEI L,

ROoAZOTELCTINI =TI —TFOERFZEICOWVWTE L <&, TCitrix Virtual Apps and Desktops 7
2203) #2BRLTLLETE L,
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Debian A® Linux VDA 0F&jr > X k=)L

February 9, 2024
BE:

A N—ILDBEIE. BEA VM-I EFRLTEZA VA= Z2T5cx2EE8HLET, BE
AV R=ILIZBREFNERGNT I THRLS, BREBICEHTINTVWEIFEAI VA LN=—ILEDBIS—%
BWET e TEET,

FIg1: BR7 71 ILEHRS LU Linux I > D%
Flgla: =y bT—UEBEORER
FYRT—IHELLEGELIUBRINTVLWR I EBRBL TSIV, ze xiE. Linux VDA T DNS #—/\—
BT 3548, KOOIV RERTTIET!:
echo "nameserver <dns ip address>" > "/etc/resolv.conf.custom"
echo "#!/bin/bash
#
# Description: script to override default resolv.conf file
# with customized file.

cp -f /etc/resolv.conf.custom /etc/resolv.conf">"/etc/
NetworkManager/dispatcher.d/15-resolv"

chmod +x /etc/NetworkManager/dispatcher.d/15-resolv
<!--NeedCopy-->

FlE 1b: KX FBDHRE
ROVDRRARBHERICELSRESNZ LS5ICF3ICI1E. [etc/hosthame 7 7 M ILETXELTII VDRI b
BDHETARLET,

hostname

FlElc: RRFEADIL—TNYITRLIDEDLHT

IO DNS RXAYBETLBHI R X1 >E (FQDN) NELKEETNEZ L ZBABLET. COLHICTIE.
|etc/hosts 7 7 1 ILDRDITORID 2 2DITY I FQDN & RX CBHEFNBLSICHRELET:
127.0.0.1 hostname-fgdn hostname localhost

f:
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127.0.0.1 vdaO@l.example.com vda®l localhost

T7AILROMDOITY LU S, hostname-fgdnFfizhostnamellid 3 ZDtDBBEEIRL £ 7,
p= N
Linux VDA I$3R7E. NetBIOS BDIDETEHR— ML TVWEF A, RAMRIF IS XFURTHIHBEHL D
D&Ed,
E>bk:

a~z. A~Z, 0~9. BLUNTTY () ODXFOAMEALTL LTV, 7oHE =07 (). A= &
VDML IFFERALABVTLIETV. RAMEZHFTHRLED. N1 TV TRTLEDLABWVWTL
TV, ZdJL—)Lik. Delivery Controller 7R ZX b BICHBRAINET,

FIE 1d: KRR b BORER

JovzBEEFHLT. RAMERPELCRESNTWVWA e 2R LET:

hostname
<!--NeedCopy-->

COAXVRIZELDT. EDOIYTVDRLEH R X128 (FQDN) Tid%H<. ZDHRAMEDHANERINET,
RDOATV R T, BBk X1 VBDELLERESTNTVWBR e 2B LET:

hostname -f
<!--NeedCopy-->

COATVRIZED, TV VDTLEBH R XA VEAIRINET,

FlE le: YILFFv X~ DNS Ok
T7AIWNEDRETYILFFv X+ DNS (IMDNS) HEMTH 270, BRIBROGRICFEADVRET B55D
HHET,

mDNS Z&E#IC T 3iCid. [etc/nsswitch.conf Z4REEL T, UTOIT#EELET:

hosts: files mdns_minimal [NOTFOUND=return] dns

TEE:

hosts: files dns

FIE 1f: ZRIRL Y —E XEEAREM ORER

ROOARY R T, TRBH XA VERMERTEIZ . RXr> Y O—5—k Delivery Controller n5
ping ICIEENH D e 2B LET !
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nslookup domain-controller-fqgdn
ping domain-controller-fqdn
nslookup delivery-controller-fqdn

ping delivery-controller-fqdn
<!--NeedCopy-->

TEBMMR XA VEZFRTIHRV, FRIFINS50IIYOVWTILDS ping ICRELNBRVIEEIE. FIBEZFHER
LTHERICEATLIETL,

FlE 1g: RRIAADHERL (chrony)

VDA. Delivery Controller. FX->O> bO—5—OETERARZIFAHEZEIFISICIIEETY, RETY
> (VM) £ LTLINnUuxVDAZRI bF2 . BEDHRERICHZBMENEET ML HDET, LA >T,
VDE—FDEALT—ERZFEAL THZIZHEIF I 2HE8OLET,

chrony #1712 b—JLLET:

apt-get install chrony
<!--NeedCopy-->

JL—hka—%—r LT [etc/chrony/chrony.conf #/{E&EL. XRDLSICR) E— 21 LY —N—ICHIET Y
—N—IVhrUEBMLZT:

server peerl-fqdn-or-ip-address -iburst
server peer2-fqdn-or-ip-address -iburst

—MRMNARIRIBETIE, BEIZO—AIRXr>a> bO—-5—D5EELEFT. 2B NTP 7—IILb—N—D5EHZIZE
HLEEA. RXA>DE Active Directory KX >a> bO—-F— X d 2 —N—I> hUEEBMLET,

IW—=FNw o IP 7RLZA. localhost, XT U v oH—nN—o *.pool.ntp.org T> bUKRY, —BIZH S F D
DY —N—FRFFT—ILIT> ) ZHBRLET,

TEZFEFELTHSE. KOOV RT Chrony ¥ —E>%BiegI L £7:

sudo systemctl restart chrony
<!--NeedCopy-->

FIE1h: Xvr—S01rVR =)L

sudo apt-get 1install -y libsasl2-2

sudo apt-get install -y libgtk2.0-0
<!--NeedCopy-->
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FI|iE 1i: oldstable VR 1 DiEM

Debian ¥4 AU Ea2—> a VICHBERKEBRGRECI VX —ILT3ICIE. /etc/apt/sources. list7
71 licdeb http://deb.debian.org/debian/ oldstable mainfTzi&iL %7,

FIE 1j: PostgreSQL 1> k—JL

Linux VDA #ffR 9 3121%. Debian £iZ PostgreSQL N—2 3> 11 AARETY:

sudo apt-get update
sudo apt-get install -y postgresql

sudo apt-get install -y libpostgresql-jdbc-java
<!--NeedCopy-->

FIE2: NAIN—NTHF—DEH

YR— b INBINAN—NAHF—LETVM & LT LinuxVDA #1179 3HE. W< OHDEEHNNETT, AT
BNAN=NAHF—=DT Sy rTF+—LICEDET. ROEEETVWET, RTXZILN—RITF7TLinux<>>
ERITTIHE. TEIIBREHD FEA.

Citrix Hypervisor TORZIREDIEE

Citrix Hypervisor OB ZIE A ENBEH AB S, TN 2N OE/REK Linux R~ > > T NTP & Citrix
Hypervisor TRIENEEL £9, k. NTP & Citrix Hypervisor OmAH S A 7 LORKEZEELELS T
B3CeHBERTY . PRTLORBEMOY —N—DRE L ORI EDNZDZEH<ICIE. & LinuX X DR
TLORBMNNTP E R 2 HELHD 9, COHE. TR COKZIARZENICTZIHENHD T, HUM E
—RTR. EERBHBEDHD FE A

Citrix VM Tools h-f > X b — )L T - RAEK Linux h—ILERITLTWBHBE. Citrix Hypervisor OB§ZIE
HABEDTZE T 3D 5 H L. LINnuXREY Y YR TEMICA > TLWEHESHERRTIXT!
Su -

cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

COARVFIF0OFIF1ZERLET:

o 0- FFZIEHAMRED B RIC AR > TWB Tcsh. EIICTBIHEDDHD £,
o 1-BZIFHEEDEMICHE > TVET, CNULEDREIIBREDD THA,

/proc/sys/xen/independent_wallclock 7 7 1 LA EE L BWEE. UTOFIBIZHEHD £H A

RZIEHISEENBIC AR > TV BHBEIF. T7ILIC Tl EEIAATEMICLET:
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sudo echo 1 > /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

COEEEXEGHL. BEBEBOHRIETZICIE. [etc/sysctl.conf 771 ILEREL T, XOTZEMLET:
xen.independent_wallclock = 1
NODEEZERTZID. ROLSICLTURATLZHEEHLET:

su -
cat /proc/sys/xen/independent_wallclock
<!--NeedCopy-->

COOIXRVRIF1ZERLET,

Microsoft Hyper-V TOEZIFEEHDIEE

Hyper-V Linux #i8H% —E X1 > X k=L 3 iz Linux RE< S > TiE. Hyper-V OBZIER#EEZFER L TR
ARARL =T VI RTLOEEEFATEE T, YXTLOKMZ ERGIRETHRIT 3ICIZ. NTPH—EX
CEDBICDEEZBMCLET,
BEFIRL—TA VI ZATLT. ROBEEITVET,

1. HyperVY¥x—2v—ZHETF7,

2. Linux RIS VORET. [HEY—ER] ZERLFT,

3. [FZIOREHA] MERETNTVWB e ZRRBLET,

PN

Z D 7% VMware & & U Citrix Hypervisor OB& R4 D &9, VMware & L U Citrix Hypervisor

Tld. NTP t OBREZ# T 57 DICHRR S DRZIFREZ EMICL £9. Hyper-V oKZIEHIZ. NTP & #7F
L. NTP ORZIERZ#TI B D TEEX T,

ESX & £ U ESXi TORZIRIIDEE

VMware OB ZIEREEED B HIEE. TNENOEREWL Linux (R > T NTP /N1 /NX—/N+H—THE
PEELET, ChE NTP ENAN—NAHF—DEFI AT LOREZEABLESI L TEEHERTT, X
TLOBE DY —N— DB ORENEONZDOERE<ICIE. & Linux 7SI~ X7 LORED NTP L E
HI2RELBHDET, COFE. R MORZIEREZEMNCTIHELNHD £7,

VMware Tools %+ > X b —JL L 7o RBEETEARAEW Linux B—RILERITL TV BIESIZ. ROBEEITVET,
1. vSphere Client #Bi= %9,

2. Linux RS VOREERELE T,
3. RS>0 7ONT«]1 A4 T7O0RKyIRT, [F#TF>av] 27%0)voLET,
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4. [VMware Tools] Z#iRL £,
5. [F¥Ml] Ry I RT. [(RA LT A MRKRAZRM] FTv IRy I RZFTICLET,

FIE 3: RET>>% Windows R X1 > IZiBf0

Linux VDA IZ. Linux ¥ > % Active Directory (AD) RXAVICBMIT I £ LA EETR—FLET,

Samba Winbind
Quest Authentication Service

Centrify DirectControl
« SSSD
« PBIS
BIRLIHEOFIBICRWVE T,
pE
LinuxVDA@O—AIWTHTY b ADOT7AHTY FTRLA—HY—BZFEATI . Ty avosick
MIBdehdbxd,

Samba Winbind
BERNY T =IO VX ~—)LE 3B
sudo apt-get install winbind samba libnss-winbind libpam-winbind krb5-

config krb5-locales krb5-user
<!--NeedCopy-->

v Y OEESHEICWinbind F—EVZBATESZL5IC9E  ROIYY KT, Y VESHKIC Winbind 77—
HRIAT B LS ICHEBNT BREBENHD £T o

sudo systemctl enable winbind
<!--NeedCopy-->

F:

winbindxo U7 ks /etc/init.dichz &R LET,

Kerberos o#%r JL—ka21—%—r L Tletc/krb5.conf 2=, UTERELET,
F:
AD 1> 75 ZMSUFvICEDWT Kerberos 1L £T, RDRBEIF. B—RXA > B—T 5L XA NE
FILENRELTWETD,
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[lTibdefaults]

default_realm =REALM

dns_Tlookup_kdc = false

[realms]

REALM = {

admin_server =domain-controller-fqgdn
kdc =domain-controller-fqdn

}

[domain_realm]

domain-dns—-name = REALM

.domain-dns—-name = REALM

Z 2T domain-dns-name /{5 X—4—{&. DNS R X% (example.com & ¥) T%, REALM &, AX

F o Kerberos %8i5% (EXAMPLE.COM %::¥) T9,

Winbind ZiF0#m  vim [etc/samba/smb.conf J<v > k%3217 L T/etc/[samba/smb.conf ZEHL\ TH

5. UTFTzRELET:

[global]

workgroup =WORKGROUP

security = ADS

realm =REALM

encrypt passwords = yes

idmap config *:range = 16777216-33554431
winbind trusted domains only = no
kerberos method = secrets and keytab
winbind refresh tickets = yes
template shell = /bin/bash

WORKGROUP |&. REALM ODRHID 7« —ILRTY o REALM I3 AXF D Kerberos EiH#& T9 o

nsswitch o [etc/nsswitch.conf ZFEE. winbindzXko{FICEBMLET:

passwd: systemd winbind
group: systemd winbind

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

184



Linux Virtual Delivery Agent 2203 LTSR

Windows K XA >ADBI KXYV MO—F—HT7IERTHET, AVE1—F2—% KX VIZEBMTS
¥R % #D Active Directory A—4'—7h o> FHRETT:
sudo net ads join <Kerberos realm name in uppercase> -U <domain user

with permission to add computers to the domain>
<!--NeedCopy-->

Winbind oFt5h
sudo systemctl restart winbind

<!--NeedCopy-->

Winbind o PAM i o< > K%ZXfTL T. [Winbind NT/Active Directory authentication] =+
7> a>r [Create homedirectoryonlogin] # 7> 3 hERINTVWRLSICLET:

sudo pam-auth-update
<!--NeedCopy-->

B b

IOV RXAVIZBIMEADESICOHAH. winbindT—EVIEEITZEITE T,

RXA YA N=2y TORR  Delivery Controller #ER Y 3iCid. Windows F7ziZ Linux (BEHR <. ¢
RTHOVDAT>>TActive DirectoryilavEa—42—%47J U CHBRETT,
RDELSIC. Samba d netads OV RERITLT. IV VDR RXAIVICBMLTVWS L 2RRBL 7!

sudo net ads testjoin

<!--NeedCopy-->
BMORXAELVAVE2a—F—FTI 0 MERERET ZICIF. ROOAY VY R ZETLET:

sudo net ads 1info
<!--NeedCopy-->

Kerberos #/ 02 Linux VDA TERATE 3 & 512 Kerberos AIEELK R INTWB Z 2R T BICI3.
MOAIY RICE T Y AT LD keytab 7 7 1 ILHYERE AT keytab 7 7 1 LICEH B F—HEFNhTVSBC
CEHERBLET:

sudo klist -ke
<!--NeedCopy-->

COOARVRICED, FUVINIILBEBER1M—rDOIEFIEFREAFEDOFICH L TEATESF—D—EHERR
INET, Kerberos Dkinitdv Yy EZ2ETL. ChBDF—%2FEALT. IO YZRX>dY FO—5—IC
STLUCERAEL £9:
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sudo kinit -k MACHINES@REALM
<!--NeedCopy-->

TOVEBEEHBIIANFTIEETIHELRBHD £9, RILES ) 3. P oILICLB3BIRIEBSTHICNYY
25wia (\) TIRT—TTR3HELRHDET, BIBICE>TIE. DNS R X >&h Kerberos $EiHEZ B4 D
9, LA > T, A9 EEREFALEFT, COOATYRDPEITI . HAORRRINEFE A,

MROARY REFEALT. XY T7ATIY RO TCT F7y b F vy adhicJ e 2B LET:

sudo klist
<!--NeedCopy-->

KOOV REFEALT. IV T7AT Y NOFRERELET !

sudo net ads status
<!--NeedCopy-->

A—H IR KDL S, whbinfo V—LE@ERALT. RXAYI—HF—DRAAVICHLTRETEF BT
rERRBLET:

wbinfo --krb5auth=domain\username%password
<!--NeedCopy-->

CCTHRETDIRXTIVIEFAD KX V& T, Kerberos $EIEZ TlddH D £t A, bash > TILDBE. NV IRy
axFE () i B3 12NV IRSYy I aXFEIBELTIRT—TT3HERHDFT, COOATVRICKD,
BINEIIERERITXAVvE—UHRINET,

Winbind PAM 22— LAELKBRINTVWR I 2B T3, URIICERLEZ ARV RXr>ya—H
—7ho> rEFERLTLiInUXVDAICOSA > LET,

ssh localhost -1 domain\username

id -u
<!--NeedCopy-->

E:

SSH O Y FZIELLKETTBICIEF. SSH BB TEDICHEL TVWE e ZHEBLET,

ROATYRT. id-u I RICE>TRI N UID I T 3 Kerberos BigIEHRF v v a7 71 ILAMER S
Nl xmBLET:

1s /tmp/krb5cc_uid
<!--NeedCopy-->

ROAR Y BT, A—H—d Kerberos BRBERF v v aDF 7y FHAEYT. HRINTIIBRWI C 2BEEL £
KR
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klist
<!--NeedCopy-->

ROARYVRT, vy a>a&TLED,
exit

<!--NeedCopy-->

Gnome JYV—JLELIEKDE OV YV —ILICEEOVA > T3 L. AKROTRXMERITTEET. FXIMVEMD
H#R%E. TFIE6: Linux VDADA YR k=)Ll ICEHET,

b
I—H—8EEICHIIL TH. FXAYTATY FTATF Y LIELSIZTRI by TERRTERWVIEE. T
DreBREHLTEATLET,

Quest Authentication Service

FXa>a> bO—5—7T0 Quest DR KDIE(EIZ. Quest V7 bz 7% Active Directory KXr>1a>
FO—Z—ICAYZX =)Ll BRLTWBR . BEEBERHENMISI N, Active Directorylld>Ea
—B—F TV M EERTEZCEFHRELTVWETD,

LInuXVDA Y VICR XA > A—H—HOJF>TEBL 512935 Linux VDA > THDX v 3 >z
TRIBEBEDBHBIERXRAAA—F—ICHL T, ROBEZITVET,

1. [Active Directory 2 —#'—¥r a>vEa—%—] BEO>VY—)LT. BHNOI—H¥—7HT> boD Active
Directory a—#—0ONT1 ZHAIT£7,

2. [Unix7hHo> k] 475 8RLET,

3. [Unixxtis] Fzv IRy IREAVICLET,

4, [77514<) GIDHFES] Z. KEORXA>A—H—TI—TDII—TIDIZRELF T,

E:
COFIEIF. FXq1>a——p2a>yY—)L. RDP. SSH. F/klEZzoftto) E—MLEZONILEFERAL
TOJ AV TEBRLSICKRETSHEHRALTT,

Linux VDA T Quest Di&x§

SELinux KU > —BAOEER 772/l ko RHELERTIE. SELinux iZELICERIATVEYT. COBEA
IC& D, Quest BMERAT 2 UniX RXA>VYTy bDIPCOXAZILIZFH L. RXA>aA—H—0OdF > %
IFEY,
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COM@EREE T 3 - DEM RS EIE. SELinux DESHK T, JL— k21— —2 LT, [etc/selinux/config
iREL. SELINUXBEEZ XD EDICEBLET:

SELINUX=d1isabled
COETEICIITY VOBEHNHNVETT:

reboot
<!--NeedCopy-->

BE:

COREIFEELTHERALTLLIEIW, SELinuX R > —0#EAZEMICLIRICBERMICTS . IL—k
A-—HF—PZOMOO—-AILI—F—TH>TH. BRICOVITIINTLESEREMEAHD 7,

VAS F—E>DH#ER RDLSIC Kerberos 77 v COBEEHEBEMICL T, JIMTI3HENH D 9, B (o
TSAA5FY) I$EMICTIHENHD X!

sudo /opt/quest/bin/vastool configure vas vasd auto-ticket-renew-
interval 32400

sudo /opt/quest/bin/vastool configure vas vas_auth allow-disconnected-
auth false
<!--NeedCopy-->

COORYRICK D, EHERD O B/E (32,400 ) ICRETIEY, I8b5E. F7v hDOT 7 #)L OB MEAM
TH3 10EHMEDD 1BEECRDEY, F7ry COBMHRADTSICEVS ITLTIEE. KDNTVMEZZON
TA—E—IZERELF T,

PAM & & O NSS 1  HDX *%. su. ssh. RDP R DZ0MOY —ERZN LR XA >Ya1—H—0OJ 4>
ZEMICTBICIE. ROITY FZRITLTPAM & NSS ZF#THRBLEY:

sudo /opt/quest/bin/vastool configure pam
sudo /opt/quest/bin/vastool configure nss
<!--NeedCopy-->

Windows Kk X >A®&1 Questvastoolavw >y R%EMEAL T, Linux ¥ > % Active Directory k X
VICBMSEET:

sudo /opt/quest/bin/vastool -u user join domain-name
<!--NeedCopy-->

user i&. d>E a1—%—% Active Directory R X VICEBIMT 3 EREF OEBRDOR X121 —H =TT,
domain-name i&. KX >® DNS & (example.com %¥) T,

R X 2ICiBINE. Linux v 2Bl £,
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RXA Y AYN=2y TOFR  Delivery Controller R Y 3 Cid. Windows #7ziZ Linux (CB&EHR <. &
RTHOVDAT>>TActive DirectoryildvEa—2—7*T7J 0 FHABRETY, Questick->TEMST
NIZLINUX IO U R XA VICEET R e ERRB I 3ICiE. ROOAYY RERITLET:

sudo /opt/quest/bin/vastool info domain
<!--NeedCopy-->

IOV RAAVICBIMLTWVWBRBEIE. RXAVEDRINET, YOV RXM VIZEBIILTLWAWSE, UTF
DIS—HERRINET:

ERROR: No domain could be found.

ERROR: VAS_ERR_CONFIG: at ctx.c:414 1in _ctx_init_default_realm
default_realm not configured in vas.conf. Computer may not be joined
to domain

I—H R0 PAM ZERA L7 Quest O B X+ > 1 —H—DOFBEAENAIRENE S D Z R T B ICIE. IETICHE
ALECEHBVWRXA Y I—HF—TAHU Y b=FEALTLiInuX VDA IO F > L& T,

ssh localhost -1 domain\username

id -u
<!--NeedCopy-->

ROOATYRT. id-u x> RICE>TRINT UID I35 T 3 Kerberos BigiEsHRF v v a7 71 ILAMER S
N xzmsBLET:

1ls /tmp/krb5cc_uid
<!--NeedCopy-->

RDAT Y KT, Kerberos EIEHRF* v v adF 7y FHEYT. HRIINTIIHRWS L 2#BRBLET:

/opt/quest/bin/vastool klist
<!--NeedCopy-->

MOARV KT, Eyarve®TLEY,

exit
<!--NeedCopy-->

RXA >BMORER%E. TFIE6: Linux VDADT > ~—JL1 ICEAHFT,

Centrify DirectControl

Windows R X1 >A®#&f] Centrify DirectControl Agent h'-1 > X b — LT TWVBIFAE. RDLSIC
Centrify @ adjoin O~ > R%EFERAL T, Linux ¥ > % Active Directory kX >IZiBIL £7:

su -
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adjoin -w -V -u user domain-name
<!--NeedCopy-->

user /NS X—4Z—|&, I>Ea—%2—% Active Directory K X1 VIZBINY 21ERZHFDOEERED Active Directory
KX >1—4—TF, domain-name /X5 X—&—{d. Linux Y>> %ZBINT 3 R X1V OEHITT,

RXAYAYN—=>y FTOFESR  Delivery Controller #ER ¥ 3 iCid. Windows #7-iZ Linux (CBE#HR <. &
~RTH VDA ¥ > T Active Directory ICI>Ea—2—#4T2 0 FHBETT, Centrify ik DEBMINT
LInux YYD R XA VICHEET D EERRBTBICIF. ROOAI Y RERTLET:

su -

adinfo
<!--NeedCopy-->

Joined to domain E»E3%1TH % Z r . CentrifyDC mode T connected #5Rch 3 v #HBLET,

CentrifyDC mode #* starting @ £ £k LA WEEIG. Centrify 751 7> MY —N—r OEHFOME. F1:
SR OBEDNEEL TVET,

REFERATIE. FOEENLGS AT LBRCZHBRZBETI £,
adinfo --sysinfo all

adinfo --diag

<!--NeedCopy-->

T X F4 Active Directory 5K U Kerberos 4 —ER e D#E#ixs T A M LE T,
adinfo --test
<!--NeedCopy-->

RXA >BMORER%E. TFIE6: Linux VDADT Y2 ~—JL1 ICEAHFT,

SSSD

Kerberos Ot Kerberos #41 > b—JLT3ICIF. AOIIY VY RERTLET:

sudo apt-get install krb5-user
<!--NeedCopy-->

Kerberos #4189 3 1ClZ. [etc/krb5.conf #)L— LTS, NSAXA—F—%RBELET,
pE

AD1 YT SRS UFvwICETWT Kerberos #18M L £ T, XDREIF. B—RX1>V B—TxLX+E
FILEFRRE LTWVWET,

[lTibdefaults]
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default_realm =REALM
dns_Tlookup_kdc = false

rdns = false

[realms]

REALM = {

admin_server =domain-controller-fqgdn
kdc =domain-controller-fqdn
}

[domain_realm]
domain-dns—-name = REALM
.domain-dns-name = REALM

ZZTcdomain-dns—name/VS X—2—{&. DNS R X >& (example.com %) TY. REALM I&. AXF
@ Kerberos 481#% (EXAMPLE.COM #¥) T,

RX>ic8mmd3 SSSD %##m L T. Active Directory % ID 7ON1 4 —H K U'RHED Kerberos & L TE
BLEY, fc72L. SSSD Tid. RXA>BME S AT LD keytab 7 71 ILOBERICEETZ AD DU S 7> M
BENREINTULERA. K0 DIC adcli. realmd. %7:/3 Samba #FHTI £7,

A
Dt a>TiE adcli 8L Samba ICET3IEHROATIRMELFT,

o adcli ZEAL TR XA VICBMT 3B81E. ROFIEEZRTLET:

1. adclizZr>X+—JLLET,

sudo apt-get install adcli
<!--NeedCopy-->

2. adcLiTRXTVICBMIEET,
REFERALTHEWS ZXT L keytab 7 7 A ILZHBRL. RXAVICBMEIE £,
su -
rm -rf /etc/krb5.keytab

adcli join domain-dns-name -U user -H hostname-fqdn
<!--NeedCopy-->

user id. RXAVIIYI U#BIMT 3#ERNH S R X1 >I1—%—T9, hosthame-fqdn (3. T2EF R
XA VBRERADIS VDRI SETY,
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-H 47> a>id. adcliss Linux VDA T#%E% host/hostname-fqdn@REALM ¥ L5z T SPN %
T BDICHETT,

3. Y RF LD keytab #FERL £,

sudo klist -ketavx>rERTLT. PRTLOD keytab 771 ILHBMERINTVWE Z  ERERLF
ED

EF—DEALRZYTH. IR RXAVICBMLULIERZE—RT 2D Z2REL £,
« Samba ZEAL TRXAVICBMT 358, ROFIEZETLET:

1. Ry7r—2% 142X —=ILLET,

sudo apt-get 1install samba krb5-user
<!--NeedCopy-->

2. Samba Z#RL X7,
|etc/samba/smb.conf #RE. KERELZF T,
[global]
workgroup =WORKGROUP
security = ADS
realm =REALM
client signing = yes
client use spnego = yes
kerberos method = secrets and keytab
WORKGROUP (3. REALM ORHID 7 1 —JL K TF. REALM I3AXF D Kerberos BIHZ T,
3. Samba TRXAVIZBMIEL T,

RXA>aybO—5—HA7IEXAEET. A2 —4—% KX VBT 3#ER%Z1E> Windows 774
Ty RHRBRETY,

sudo net ads join REALM -U user
<!--NeedCopy-->

Z ZT. REALM I3AXFE®D Kerberos $BiHZ T, user i3> Fa—4—% KX VBT 31ER=ZEFD

K XA >21—%—TF,

SSSD oty 7w MEBNYT—TDA VR M—ILETIFEH:

B2 SSSD BL VBN T —IDNA YA b—ILTATVWRWEE, 1Y XA M—LLES,
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sudo apt-get install sssd
<!--NeedCopy-->

NYT—hBRICA YA —ILENTVRIEE. ENT3 e zb8oLET,

sudo apt-get install --only-upgrade sssd
<!--NeedCopy-->

SSSD m#ErK SSSD F—E V% RE T BH1IC. SSSD BROEENMKRETY, SSSD O—ED/N— 3 > Tld.
|etc/sssd/sssd.conf B 7 7 T ILIET 7 AL ETIEA VA R=ILENBEWVED., FETHERTIBELRHD T,
root £ LT [etc/sssd/sssd.conf = {ER T2 Hh BT, RERELXT:

[sssd]

services = nss, pam
config_file_version = 2
domains =domain-dns-name
[domain/domain-dns—-name]
id_provider = ad
access_provider = ad
auth_provider = krb5
krb5_realm =REALM

# Set krb5_renewable_lifetime higher if TGT renew lifetime is longer
than 14 days

krb5_renewable_lifetime = 14d

# Set krb5_renew_interval to lower value if TGT ticket lifetime -s
shorter than 2 hours

krb5_renew_interval = 1h

krb5_ccachedir = /tmp

krb5_ccname_template = FILE:%d/krb5cc_%U

# This ldap_id_mapping setting is also the default value
ldap_id_mapping = true

override_homedir = /home/%d/%u

default_shell = /bin/bash

ad_gpo_map_remote_interactive = +ctxhdx
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pE
dap_id_mapping i& true IZ:8E T 3 7. SSSD BiEH Windows SID % UnixUID IcxwE>Y I L&

T RELBWHBA. Active Directoryh POSIX#iRZIRETET 5L 3ICTRHRENDH D £3, PAM
H—EX (ctxhdx) (. ad_gpo_map_remote_interactive iZiBIIT £ 9,

Z < domain-dns-name /X5 X—%—|&. DNS R X1 >% (example.com 7 ¥) T9, REALM i
AXFOD Kerberos 48i#%& (EXAMPLE.COM 7% ¥) TY, NetBIOS KX AV EZBMT Z7HDEHIEHD
Ft Ao

BREBREICDOVWTEHLLIE sssd.conf 8L Usssd-adicfis 3 man R—JZEBL T T,

SSSD F—E> Tl BT 7 T ILICFIBERARDIEROADNRESNTVIHREDLHD £T,

sudo chmod 0600 /etc/sssd/sssd.conf
<!--NeedCopy-->

SSSD F—E>DReE KOOIV RER{TLT. SSSDF—E>%#REIL. YO VORBEICHT—EVEREHT
FBLSICLET,

sudo systemctl start sssd

sudo systemctl enable sssd
<!--NeedCopy-->

PAM #r X< > R%ERTLT. [SSS authentication] + 7> 3> ¢ [Create home directory on
login] # 7> a3 hBEIRENTVWRESICLET:

sudo pam-auth-update
<!--NeedCopy-->

RXA Y X N—=2w FORER  Delivery Controller 2R3 3 1CId. $RTD VDA Y>> (Windows & Linux
VDA) TActive Directorylicd>Ea—4—472 0 bHRETT,

o adcliZEALTRXTI U XYN—y TEERT Z5451E. sudo adcli info domain-dns-
Namedv Y RERITLTR XTI VIERERRTLET,

s SambaZ AL TRXA Y XYN=—2y T2BRT 3B E1E. sudo net ads testjoindwyrk
ERITLTIDUDRXIVICBMLTVWS e zMB L. sudo net ads infoavYRZERTLT
EMORAA>HLUPAYE2a—2—FTO I MERERIEL £,

Kerberos #R DOfE  Linux VDA TERTZE 3 & 512 Kerberos AEEL K SN TWB Z ¥ 2R T 3113,
RMOAYY RIZE 2T Y RXT LD keytab 7 7 1 ILHMEREH T keytab 7 7 1 ILICERAF—DEEFATVSBC
CEERLET:

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 194



Linux Virtual Delivery Agent 2203 LTSR

sudo klist -ke
<!--NeedCopy-->

COOARVRICED, FUVINIILRBEBERI—rOIEFIEFREAFEDOFICH L TERATESZF—D—EHERR
ThEd, Kerberos Dkinitdv Y RERIFL. ThBDF—%2FEALT. IVVERXI>YOAY FO—-5—IC
LU CEREEL £ 9:

sudo kinit -k MACHINES@REALM
<!--NeedCopy-->

VO VB EHBIIAXFTIEETISELRHD £T, RILEEE §) 3. PTILCEBBEIMIEHSDICNY Y
25wva () TIRT—TTB3RENRHD F9, BBICL>Tik. DNS KX >&h Kerberos $Bi& & E4 b
9, LchoT. #dEEREFERALET, COOAYYRDEINTI . BAOERTRINEzEA.

MROARY REFEALT. XY T7ATV RO TCT AF vy ad Nl e z@RLET:

sudo klist
<!--NeedCopy-->

A—H—BEDfER SSSD k. T—EVTEERIZT A MR AV RSV —ILzRH#ELEEHA, PAME
HTDARETTEEFT,

SSSD PAM E2 a—LHELKBHEINTVWB L ZRBY BICiE. URNICERALIEI ARV XA > a—H—
THhoYrEEELTLiInUXVDAICOIA Y LET,

ssh localhost -1 domain\username
id -u
klist

exit
<!--NeedCopy-->

a—#4—o klist 7> RTRENS Kerberos 74 v FHAELL . BRYNTIEAWVWI EEREBLET,

IL—r2—4—r LT, RO id-u v RTRINZUID ICHRTE3FTy hxvviad7TILBMER SN
CCEHEBLETY:

1ls /tmp/krb5cc_uid

<!--NeedCopy-->

KDE #7zi1% Gnome Display Manager ICEEOJA> T2, ABEOTIA M ERITTIET, RX1VBMORE
Ri&. TFIE6: Linux VDA DA >R b—)L) ICEHE T,
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PBIS

BB PBIS Sy r—U% 40— REE  fi:

sudo wget https://github.com/BeyondTrust/pbis-open/releases/download
/8.8.0/pbis-open-8.8.0.506.linux.x86_64.deb.sh
<!--NeedCopy-->

PBIS 1 VX b—=ILR ) T +%2RITHREICT D ffl:

sudo chmod +x pbis-open-8.8.0.506.1l1inux.x86_64.deb.sh
<!--NeedCopy-->

PBIS 1 > X b—ILROUT +=2RITTE  Hl:

sudo sh pbis-open-8.8.0.506.1linux.x86_64.deb.sh
<!--NeedCopy-->

Windows K X1 >ADEBM RKXA>OAY+bO-F—H7IEITAET, IVE1—F—% RXTVIZEBNT 3
¥R %D Active Directory 2—#'—7HY Y b HRETT !

sudo /opt/pbis/bin/domainjoin-cli join domain-name user
<!--NeedCopy-->

user (3. J>Ea1—%—% Active Directory K X VIZIBINT 31ER%EF DO R X1 > 21— —TF, domain-
name (&, RX-1>® DNS#& (example.com %¥) T,

#: Bash#F7x)LbD> )l LTRET 3ICIE. sudo [opt/pbis/bin/config LoginShellTem-
plate/bin/bash O<v > REZRITLE T,

RXA Y XN—=2y TORR  Delivery Controller ZER 3 3 iCid. $TH VDA Y>> (Windows & Linux
VDA) TActive Directoryliid>Ea—42—37J ¥ FHBETT, PBISIC& > TEMINT Linux <
DUBRAAVICHFERET B ZHR I BICIE. ROIVYFZRITLET:

/opt/pbis/bin/domainjoin-cli query
<!--NeedCopy-->

RIVHREAXAVICBMLTWSIZEE. COIRXYRFIRFREDAD X1 OU offREERLEFT. BMLTLA
WiEEIE. R MERIDPREENET,

I—H R0 PAM ZFER L7 PBIS O R X1 > 1—H —OFBEENRIRENE S D2 R T B ICid. LUFICfE
BLECEHHBVWRAC Y A—HY—FHI Y rEERLT LinuxVDAICOJ A > LET,
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sudo ssh localhost -1 domain\user

id -u
<!--NeedCopy-->

ROATYRT. id-u <Y RICE>TRINT UID ICx35T 3 Kerberos BigiEsRF v v a7 71 ILAMER S
NECezwRBLET:

1s /tmp/krb5cc_uid
<!--NeedCopy-->

ROATYRT. By araE&TLED,

exit
<!--NeedCopy-->

RXA>BMOMER%Z. TFIEG6: Linux VDADA > =)L) ICEHET,

FlE4: .NETS5>21L6.0 D1 =)L

Linux VDA @1 > X k—)LaiIC. https://docs.microsoft.com/en-us/dotnet/core/install/linux-package-
managersOFIBICHE > TNET 5S> 21 L6021 VX —ILLET,
NET S>8214L6.0D1>X+—J)L#%. whichdotnet <Y RZRIFLTSVEALNIERELET,

IRV REAICESVWT NET S ZALDNAFUNRRERELE T, L 2iE. aAv > REHH/aa/bb/dotnet
DiFE. /aa/bb #.NET N1 FUNRE LTHEALE T,
FIES5: Linux VDA /)Xy —SpAo>vO0—R

Citrix Virtual Apps and Desktops D4 o >O—RR—=JIZ7 I AL £ T, BEH/N— 3 > Citrix Virtual
Apps and Desktops @B L. Components =21 wv o LT, EAHROD Linux 74 A U E 21— 3 VICHE
93 Linux VDA Xwir—% A >O0—RLET,

FE6: LinuxVDAD-1> 2 ~—)L
FIg6a: LinuxVDAD1> X =)L

KD & S1. Debian Package Manager ZEB L T LINUXVDAY 7 bz 721 YA R—ILLET:

sudo dpkg -i xendesktopvda_<version>.debianl0_amd64.deb
<!--NeedCopy-->

Debian 10.9 & Debian #&7zE%—&:
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libgt5widgets5 >= 5.5~
ibus >= 1.5
postgresql >= 11
libpostgresql-jdbc-java >= 42.2
openjdk-11-jdk >= 11
imagemagick >= 8:6.9.10
ufw >= 0.36
desktop-base >= 10.0.2
libxrandr2 >= 2:1.5.1
libxtst6 >= 2:1.2.3
libxm4 >= 2.3.8
util-Tinux >= 2.33
gtk3-nocsd >= 3

bash >= 5.0
findutils >= 4.6.0
sed >= 4.7
cups >= 2.2
ghostscript >= 9.27~
libmspack0 >= 0.10
libgoogle-perftools4 >= 2.7~
libpython2.7 >= 2.7~

libsasl2-modules-gssapi-mit >= 2.1.~
<!--NeedCopy-->

F:

ZON—=3>® LINUXVDA THR—KINTWVWB LINuUX T4 AU E2a—>3 > Xorg D/N—2 3 VI
DUVWT T RTLEH] 28BLTIET L,

FIE 6b: LinuxVDAD 7y 75 L—kK (7> 3y)

EHO2N=3 e LTISRUY—IH5BFDAI YA =L T v TIL—RTEET,

sudo dpkg -i <PATH>/<Linux VDA deb>
<!--NeedCopy-->

i

BEOA VA= ETYyTIL—RTBL. [etc/xdl OTFICHZER T 7 AIILHEESTNET, 7vTT
L—RERTIBEIC. BT T71INENY I Ty TLTLIET W,

FIET: NVIDIAGRID RS N—D1> R =)L

HDX 3D Pro ZB#MIC T B ICiE. NAN=NAHF— VDAL VIZNVIDIAGRID RSAN—Z1> X +=ILT B
BELRBHD EY,

BEE D /N /8= /N B —IiZ NVIDIA GRID Virtual GPU Manager (RX RS A/N—) AV b—JLLTHERT
BICIE. ROAA FZBRL T ZT L
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« Citrix Hypervisor
« VMware ESX
« Nutanix AHV

NVIDIAGRID #Z - VM RSAN—% A YA b—ILLTHERT B3ICI13. RO—EHNEFIEZRITLEY:

1. #FZARVM B vy AT YINhTWRZEEZRRBLED,

2. NANRX=NAHF—Da> bA—=)LIXRILT. GPUZ VM IZEDYETET,
3. REvS U ERBLET,

4, FRAEVM RSAN—2ZVMIZCA VA +—=ILLET,

F)IE 8: Linux VDA DO#&5K
pa o
SyUAALEBEEEY 7y 7T 3E1C. en_USWUTF-8 O/ — LAY VA R—ILENTWB L 2B L &
T, 0SIcC o7 —ILhiiWwisEiL. sudo locale-gen en_US.UTF-8 v > R%&ERITL £9, Debian ®

BEIE. #en_US.UTF-8 UTF-8 7 O X > % f#kk L Tletc/locale.gen 7 7 1 L% 4REL TH 5. sudo
locale-gen IY > RERTLET,

Nwir—J040 > ~—)L#%. ctxsetup.sh X7 1) 7 +%2£47L T, Linux VDA ##8H 3 2B LRHD £3. D
Z71) Tk BEEETSHICREZERL. IRTOREIVR—RV DRI VI =T TWVWSE I EHERE
NEd, BEICHLT, WOTHZIDRIZ U T EBEITLTHREEZELZETEXT,

CORIV T FHTERICEAZELAL S, FLEFFERICHRLICEAEZEBLTABTRITTEEI. M7
BENC. ROARYREFEALTCCORIV T EOANILTZ2BBLET !

sudo /opt/Citrix/VDA/sbin/ctxsetup.sh —--help
<!--NeedCopy-->

BRICEEY 518

RDESICLT, BRICEET 5 FIEREZRITLET:

sudo /opt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

BEE S NTAER

AVAM=IEBEMLTZE0IC. BETHEFERALT. EY TPy TRIVT I TREBERBZ AT T3V EIBET
TET, BEATHDRIANTEEINTVWRE, RTUTMIEL>TA—HF—IBBRONIZRDBZ X vE—IHK
FREINBIEHBLLED, AV M—JLNIBEII) TRETEET,

HR—FIMBBRIREHICIIRD LS BHOLHD 7!
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« CTX_XDL_SUPPORT_DDC_AS_CNAME =Y | N -Linux VDA Ti&. DNS CNAME L O—R%EfERL T,
Delivery Controller 238925 eHTEET, T I MTIENICREINTUVE T,

+ CTX_XDL_DDC_LIST=" list-ddc-fqdns’ - Linux VDA iZi&. Delivery Controller D& RIZERT 3
Delivery Controller 528 K X >%& (FQDN) OXR—IRXND D—EBHURETT, 1 DEIFEHK
DREBHIR X1 VEZFIFCNAME I ) 7R ZBETIHELHD £7,

« CTX_XDL_VDA_PORT = port-number - Linux VDA i&. TCP/IP R—t (F7 #JL ~TldR— K 80) %
R L T. Delivery Controller Li@EL 7,

+ CTX_XDL_REGISTER_SERVICE =Y | N - Linux Virtual Desktop #—E X%, <> > DiEs&IcREAL
F9, 774N ETRYICRESNTWVET,

« CTX_XDL_ADD_FIREWALL_RULES =Y | N - Linux Virtual Desktop #+—E 2 Tld. v bT—U %1
BENSATLD I 747 74— ILOBREHFTINTVWEIHBENRD D £9, Linux Virtual Desktop AIZ.
SRATFLDT AT I+ —ILOBERR— b (F7 4L FTIER— b+ 80 HLUVR— k 1494) = BHENTHK
TEET, T TIRYICBESINTLETD,

« CTX_XDL_AD_INTEGRATION=1|2|3 |45 - Linux VDA icid. Delivery Controller (st L T3R:F
T 37HIC Kerberos #MBRENNBETY, Kerberos #mild. S XFLICA YR F—ILELTEBRFAHD
Active Directory &Y — LD SIBEL £ 9, RISKT. HR— kTN TLS Active Directory #i8 7550
S5t FRTZIHOZIBELET:

1 -Samba Winbind

2 -Quest Authentication Service
3 -Centrify DirectControl

4 -SSSD

5-PBIS

+ CTX_XDL_HDX_3D_PRO=Y | N - Linux VDA Ti&. HDX3D Pro A"t R— b h&x 9, Thik. s&Hhis
STawoT7FVTr—a3 0RBUERBEICT 2OD—ED GPU 775 —>3>70./0YTY,
HDX 3D Pro =#R L 7c3BE. VDA VDI FRO by (2 JIEySay) E—RFRICEBEEINET (D
&b, CTX_XDL_VDI_MODE=Y &% b %7),

« CTX_XDL_VDI_MODE=Y|N-EB72Y by 7EREETI (VD) £HEFKRAMINBZIHEBETRI by
TREETIDOEES5 L LTRI VEBHT 3D ERELET, HDX3D ProIRIETId. COXEHZ Y ICRE
LET. 774 ETENICRESNTWVET,

o CTX_XDL_SITE_NAME =dns-name - Linux VDA (Z. DNS #EAR L T LDAP t—N—%&HE L £ 7,
DNS oZ=&R = O—HILY A MCEIBRT 3ICIE. DNSH 1 FEEIEELE T, COTHIF. TTIAILET
¥ <none> [CREINTVET,

« CTX_XDL_LDAP_LIST=" list-ldap-servers’ -Linux VDA |Z. DNS #B& L T LDAP +—N\—%#&H
L%*xd. DNSHLDAP H—EXL O—RERFETITAVLIEEIE. LDAP ® FQDN 8 £ U LDAP R— DX
R=ARTO O—EBEZIEETETF I, fcr ziE. adl.mycompany.com:389 £ 40 ¥, ZDOEHIZ. T
7 4L Tld <none> [CREINTULET,
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+ CTX_XDL_SEARCH_BASE = search-base-set - Linux VDA |&. Active Directory K X1 >®JL— bk
(f5]: DC=mycompany,DC=com) ICHREIN/BRERN—XZEALTLDAP ZBEL %7, /=X L. BERD
NT =R VRAZRETBHIC. RERX—XZIBETITEY (fI: OU=VDI,DC=mycompany,DC=com),
COEHIF. 774 ETIE<none> ICREINTUVET,

o CTX_XDL_FAS_LIST=" list-fas-servers’ - 7x5L—> a3 RBiy—E X (FAS) H—/N\—i3. AD &
=R —ICEDERINE T, LINnuXVDAIZAD FIL—FRI)S—%HR—rLTLEEA, KD
IS EZ a0 TSN FASH—N—D—8B%ZERATE Y, >—T7 > RE AD JIL—TFRUS—T&
ELIEBHBDELEILTHZBENHD £FT, WINHLDH—N—T RLIADHEFEINTWEESIE. €0THA%
<none> X LS XFFTEHT. Y —N—TRLADIBBIILTEL FE A,

« CTX_XDL_DOTNET_ RUNTIME_PATH=path-to-install-dotnet-runtime - LV JO—-Hh—T—
Iy hH—ER (ctxvda) #2HR—+rFTB3HDNETS>VEZA1L6.0%FA VA M=ILTB/INR, TT+
JLk®DJ/XRIF/usr/bin T3,

o CTX_XDL_DESKTOP _ENVIRONMENT=gnome/mate -t v 3> C#B 9% GNOME 7/ MATE
FROMY TREBRZIEELET, THERELBRVEFICTI L. HEVDAICT YA M—ILETNTLBE TR
by TIHERINET, L. BEAVAM—ILTNTVWE TR by TH MATE DIFEIE. BHEZ
mate ICRETIHELHD X7,

ROFIEZERTLT, 4=y bty ayid—H—0O7RI by RIEEEETZCHTEET:
1. VDA ® SHOME/< 2—#—&\> Fv LI bUIC.xsessionT7 71 ILEER LT,

2. .XsessionZ77MIEHRELT. T4 RAMJE2—YaVICETVWTTRI by TIBERIEEL F
ERS

- MATE 7 X7 ~ v 7 Di56E

MSESSION="$(type -p mate-session)"
if [ -n "$MSESSION" ]; then

exec mate-session
fi

- GNOME 7X7 kv 7 Di5&

GSESSION="S$(type -p gnome-session)"
if [ -n "SGSESSION" ]; then

exec gnome-session

fi

3. 2=y bty ara—H#—T700 7717/ AERERBLET,

+ CTX_XDL_START_SERVICE =Y | N - Linux VDA #m D5 TEHC Linux VDA —E W' BRI I N B & 5
ICTBHESHEIBELEFE T, TIFIIFTRYICRETATVEY,

« CTX_XDL_TELEMETRY_SOCKET_PORT -Citrix Scout 2w 2> 937DV 7y bR—bo 77+
L EDOR—-KIE 7503 TY,
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« CTX_XDL_TELEMETRY_PORT -Citrix Scout £ BET 37 DR— ko 77 )L bDKR—FIZ 7502 T
ER

MODESICL T, BIREHEREL. BRIV T eERTLET!
export CTX_XDL_SUPPORT_DDC_AS_CNAME=Y|N
export CTX_XDL_DDC_LIST='Tlist-ddc-fqdns'
export CTX_XDL_VDA_PORT=port-number
export CTX_XDL_REGISTER_SERVICE=Y|N
export CTX_XDL_ADD_FIREWALL_RULES=Y|N
export CTX_XDL_AD_INTEGRATION=1|2|3|4|5
export CTX_XDL_HDX_3D_PRO=Y|N
export CTX_XDL_VDI_MODE=Y|N
export CTX_XDL_SITE_NAME=dns-site-name | '<none>'
export CTX_XDL_LDAP_LIST='Tlist-ldap-servers' | '<none>'
export CTX_XDL_SEARCH_BASE=search-base-set | '<none>'
export CTX_XDL_FAS_LIST='list-fas-servers' | '<none>'
export CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime
export CTX_XDL_DESKTOP_ENVIRONMENT= gnome | mate | '<none>'
export CTX_XDL_TELEMETRY_SOCKET_PORT=port-number
export CTX_XDL_TELEMETRY_PORT=port-number
export CTX_XDL_START_SERVICE=Y|N

sudo -E /opt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

sudo AV Y RIC-EA 7o a>aEIEELTEITL. ERITAHLVLS TILICEEOBELTHEZEL LT, BYDITE
LT #!/bin/bash 3 2RL. BIRD AT RASEBZSIINRIV T T 712 ER TR 28O L ET,

Feld ROESIELT 1 DOARY R TIRTDNIA—F—%ZBET DI ENTITFT:
sudo CTX_XDL_SUPPORT_DDC_AS_CNAME=Y|N \
CTX_XDL_DDC_LIST='l1ist-ddc-fqdns' \

CTX_XDL_VDA_PORT=port-number \
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CTX_XDL_REGISTER_SERVICE=Y|N \
CTX_XDL_ADD_FIREWALL_RULES=Y|N \
CTX_XDL_AD_INTEGRATION=1|2|3]|4|5 \
CTX_XDL_HDX_3D_PRO=Y|N \
CTX_XDL_VDI_MODE=Y|N \
CTX_XDL_SITE_NAME=dns-name \
CTX_XDL_LDAP_LIST="'Tlist-1ldap-servers' \
CTX_XDL_SEARCH_BASE=search-base-set \
CTX_XDL_FAS_LIST='l1ist-fas-servers' \
CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime \
CTX_XDL_DESKTOP_ENVIRONMENT=gnome | mate \
CTX_XDL_TELEMETRY_SOCKET_PORT=port-number \
CTX_XDL_TELEMETRY_PORT=port-number \
CTX_XDL_START_SERVICE=Y|N \

Jopt/Citrix/VDA/sbin/ctxsetup.sh
<!--NeedCopy-->

WA E DHIFR

SFVAICE>TdE LINuXVDA Ry —S% 7014 VR h—=ILL7%BRWVWT, ctxsetup.sh X&) 7~ iC& > TiTH
NEEEEELHIGRT 2 CHBBERZIBEDDHD £,

FHTTBHIC. ROOATY VR ZFERELTIDRIV T FOANILTZRRBLET:

sudo /opt/Citrix/VDA/sbin/ctxcleanup.sh —--help
<!--NeedCopy-->

BREEZHIFRY BICIE:

sudo /opt/Citrix/VDA/sbin/ctxcleanup.sh
<!--NeedCopy-->

BE:

CODRIVTMZED, IRTOBRT — 2D T —2ZRX—ZXH 5HBREI N, Linux VDA Z#RETEH<AD X
ED
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WOy
ctxsetup.sh & & Uf ctxcleanup.sh X 7 U 7+ Tldk, OV —ILICIS—HMHRFIN. BROT 771
[tmp/xdl.configure.log ICEMBHNEZIAENE T,

Linux VDA —EXZBEFH L. EEZRMIEET,

LinuxVDAY 7 bz 7071V ~=)L
LINuxVDADA VX h—ILETNTWVWBIDNESHZHERELIED, 1V A F—ILTNTVENYT—JDON—J 3>k
TYBICIE ROOAT Y RZERTLET,

dpkg -1 xendesktopvda
<!--NeedCopy-->

FHERTTBICIE. ROOAR VP ZERITLET,

apt-cache show xendesktopvda
<!--NeedCopy-->

LInuxVDAY 7 kD7 T YA YA M=)LIZIE. ROOARY RERITLET:

dpkg -r xendesktopvda
<!--NeedCopy-->

P
LInuxVDAY 7 bz 7% 71V RM—ILT 2 . BEMIFT S5SNI PostgreSQL 8 & U Z DD T —

AHHBRINET, 772l LiInuXVDA D1 > X h—IL&DHEIICEY 7w FE N, PostgreSQL /N /ir—
CHELVEFOMDKET BD/IN VT —JIFHIBRINEE A

B> b

DT> a>Tld. PostgreSQL Y. &ET 2 /Ny 7 —C OHIBRAEICDOWVWTIZEBAL TULEE A,

FIE 9: XDPing O=1T

sudo /opt/Citrix/VDA/bin/xdping%=fTL T. Linux VDARETO—MRMAEROMEE L
9, L& TXDPing) #8BLTLEIWL,

F|ig 10: Linux VDA ©0=x17

ctxsetup.sh 22 ) 7~z AL T Linux VDA Z#p L7 5. RO > RZEAL T Linux VDA Z#If L &
ERS

Linux VDA 0ic&h:
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Linux VDAH—EZXZEET 2 ICId. ROOATY RERTLET:
sudo systemctl start ctxhdx

sudo systemctl start ctxvda
<!--NeedCopy-->

Linux VDA &Lk :
Linux VDA H#—EX%ZEIET3ICIE. KOOIV RERITLET:
sudo systemctl stop ctxvda

sudo systemctl stop ctxhdx
<!--NeedCopy-->

7
ctxvdas & Uctxhdxtf—E 2% EILF351IC. service ctxmonitorservice stopadvwy
FEETLTERY—EXT—EVZELLEFT, ChZEEFTLAVGE. BERY—EITFT—EVIEELLE
H—EXzEEHLFT,
Linux VDA o Ei2g):
Linux VDA 4 —EXzBE# T 3ICId. ROOTYY RZRTLET:
sudo systemctl stop ctxvda
sudo systemctl restart ctxhdx

sudo systemctl restart ctxvda
<!--NeedCopy-->

Linux VDA OREEDFERR
Linux VDA 4 —E ZORITREZ R T BICIE. ROIATV RERITLES:
sudo systemctl status ctxvda

sudo systemctl status ctxhdx
<!--NeedCopy-->

FIE11l: <> >hHEOT DIER

Y >ha0J%ER L. Linux VDA > > %ZBINY 3 FIEIE. 1RO Windows VDA TOFHELMTVETS, C
DERVZFRTITBFEDHRAICOWTHLLIE, TRV HEOJDERI LU TR 2h2O0JDEE] 288
LTLIEES L,

RDESIC Linux VDA XL > 2B Y AZOT DIERICIEV L DD 0#l4Ih % 5 7. Windows VDA <2
YOI AZOATDERFIEE BB 2520 HD £
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o« ARL—=F A VI RATFLICIE. REERLET:
- RARINZIHBETRI MY TEREETILOBE. WILFEYvI 3> 0S8 AT 3>
- WDIERTRI by TBREETILDOSGE. Ity a> 0SS+ 7oy
e ALY >H420O4 T, LinuxVDA T > Windows VDA R Y& BESEHEWVTLRET L,
E:
Citrix Studio o BT /N— 3 k. TLInUXOS) tWSBEEHR—FLTWVWEEHFATL R 27
L. [Windows #—/N\— OS] # 7> 3> Ffld [H—N—0S] # 7> 3 % BRT3E. AFEDRI LS
NZEETXI by TREETILHDEBERNIGERINE T, (Windows X7 by 7 0S] A7 3> Ffid
[TRIbYTOS] A7 a3 BRI, IOV CICB—O—Y—0DEEETILHOEBERMNIEIRINE
ERS

E>b:

< vht Active Directory R X U SHIBRSIMIRICBEEBMINIZSEEIE. 20X yEII Y A207
NOHIBRLTHSBEEMNYT 3HRENHD X7,

FIE12: TIUNU—=TIL—TDIER

FUNY—=FIL—TF=ER L. LinuxVDATY>2EEIIrAE0J %8N 3 FIEIE. Windows VDA <> >
DHZEBLIFLALRILTY . CORRVERT T BAEDHBICOVWTHLLCIR TFUNU—=FIL—TDIERI &5
LTSV,

Linux VDAY >A207 28T TINY—JI—TZ2ER T 25EE. ROFAHLHD £7:

« EINTBZAD A—H—B KUY IL—F%. LINUXVDAT VIO A>T 35 ICBYICHERE LTSI £,
e BTN TUVAWL (BER) A—H—0OJd 4 >ZsFa LBEVWTL T,
o« Windows Yo >8I oyhe00 2T NI =TI —FTRESEAVWTLLLEI L,

ROoAZO7ELVCTINI =TI —TFOERFZEICOWVWTEEL <& TCitrix Virtual Apps and Desktops 7
22031 ZBBLTLIET W,

Linux VDA D&

July 8,2022

COEUa>rTIE. WEEDHA. B, b a—Ta IR Y. Linux VDA OMEEICDWTEL CEHAL &
ED
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B

January 12,2024
COEIa>TIR UMTOMEYZICDOWTHEAL XS :
« CEIP
« HDX Insight
« Citrix Telemetry Service £ O#&
+ Linux VDA 0 BE1E#H
e LinuxVM & U LinuxtEy>a>oX Uy y
o OJUNE
s Lyl 3 OIYEY
e MY —EXT—FEY

o NITNYa—FTa2Y

Citrix h x4v—To2ARYT>2RALEFOY 5L (CEIP) O

July 8,2022

CEIPIBmMT 3. ERDOGHH LOFERRRBHRD. Citrix ERORESLUNT+—<I X Z2zALIEZEH
TREEINEFT, COBRBT—2DIE—IE. &DREHLIDHMENICHHT B0 Google Analytics (GA) £
EEINET,

T4 ETiE. 2—H—IF Linux VDA @1 > X b—JLEHC CEIP ICBEITEML &, LinuxVDAD1> X b—
I oBLETHERIC. FIRT—27y 70— RAMMTONET, COTITAIMRERFLIRAMNITEETETEY,

« CEIPSwitch
CEIP 2 E3h £ /- IZEBMICTBL IR MIRERE (F74ILMEO0):
1BFf: HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\CEIP
Zui: CEIPSwitch

BOTF—%: 1=, 0=F%
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KiEEDHZE. CEIP 3B TTY,
947 ETROOAYVEZEITLTCEIP Z&MICTI £
Jopt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\SOFTWARE\

Citrix\CEIP" -v "CEIPSwitch" -d "1"
<!--NeedCopy-->

« GASwitch

GAZBEMELIFEMCTEILSAMIRE (F74IL0FD):
12Ff: HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\CEIP
Z#7: GASwitch
BOT—4: 1=, 0=8%
FEEDHZS. GAIFEMTT,
ISATURETRDIAR Y RERITLTCAZEMICTE £
/opt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\SOFTWARE\

Citrix\CEIP" -v "GASwitch" -d "o"
<!--NeedCopy-->

+ DataPersistPath
F—RKEINZ (T7 #IL ~iE/var/xdl/ceip) EHIETIL IR bURE:
1£BFr: HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\CEIP
Z#i: DataPersistPath
EDT—%: XF5
MROAXY RERTFLTIONRERETETEY,

Jopt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\SOFTWARE\
Citrix\CEIP" -v "DataPersistPath" -d "your_path"
<!--NeedCopy-->

BRELIENADEELAEVWHTIEITERWMES. T—RIET 74 NN RIZRERESNE T,

Linux VDA h 5 RS 7z CEIP 7 —%

ROKRTIE. NESTNZERDOBFROBEDOHZENLET. T—FTE. BERZRET S IRTOFAIEEN
EFtA.
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F—gRA b

I O-NIL—E#F

ADYVVa—->3>

Linux A—=xILON— 3>

LVDAN—=2 3>

LVDA OE#F E/oidFRD1r > X b
=

LVDA @1 >R b —ILAE

HDX 3D Pro B’ &zH &5 H

VDI £— RO EHUDESH

PRTLOOT—I

LVDA F—# —E XD HiEIF RSk

H

GPU #Esa
CPU O7
CPU K%K

MEXEVTAX

Esmcnfictyia#

Linux OS o&Zais LUN—2 3y

*—%

machine_guid

ad_solution

kernel_version

vda_version

update_or_fresh_install

install_method

hdx_3d_pro

vdi_mode

system_locale

ctxhdx ctxvda

gpu_type
cpu_cores

cpu_frequency

memory_size

session_launch

os_name_version

Bt

T—RORETDOI D > ZHA

IOVDRAAVBMARERYS T
F R bXFF
ROVDA—RIWN—=3>zRT
TF* R XFT

1Y ~=JLENTW3 Linux VDA
DN—=2a»=RITHFRSXFF,
RED Linux VDA /Xy r— D hih
HAVAM=ILTHZIZODEFHTH
300 %RT TFRMXFF

WED Linux VDA Xy ir—oH
MCS. PVS. 81> b—)L. &
TEFE#HA X =ILOVWTRHT
ATYRAM=LEINEDZERTTER
kXX F5

<> > T HDX3D Pro B"&h e S5
hERTTFRXMXFY

VDI E— RO BEWHE S D ZERT T
F R XFF
coXR>>oOT—IZRITFR
kXXF51

dd-hh:mm:ss fz=% (f:
10-17:22:19) Ic&Bctxhdxs &
Uctxvdat—E 2 nHicEEEhEs
A

<> D GPU ofEsE

Y2 >D CPU 78R EBE

CPU o @E#EE (MHz) %#R¥ =8N
Sk

YMEXEYDH X (KB) ZRdE
w

ZDTF—HRA Y S RIE L FBR

TIY v EicHho g T nz (O

THFEHEIIERES) Ty

=0 G R 55

<> >® Linux OS ogaie /N—2

IVERTTERIXFY
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F—gRA b

ttyarx—

)Y —XDOEHE

TOT4 Ty 3 U

Ty a VARG

Receiver 7 517> hDiESE
Receiver 517> hDN—= 5
>

ENfIEEK

USB U4& L& ~[E%k

Gfx 7ON1 4 —DEE
2y RO DEEK
I—H—HBRLICEE

AX—bA—RUEAL I NADY
~

HDX Insight

July 8,2022

*—%

session_key

resource_type

active_session_time

session_duration_time

receiver_type

receiver_version

printing_count

usb_redirecting_count

gfx_provider_type

shadow_count

ctxism_select

scard_redirecting_count

Bt

THOEETOL YT a3 zE#k

EFEsnictyarol)V—20
BEERITERA TS TRV
kv FEzlF<appname>

vy avoF7oT« TREORE
IZER. v 3 v IidIiT - BiEst
NHOz27H. B—DEvI 3>
D7V T4 TRENERICEZ
NHOET
aJ#>hondA7EToty>
3 VDGR D RTFICER

Ty aroiERgicERTINE
Citrix Workspace 7 7\ of&E%
Y B

Tyl arvoEBERINTK
Citrix Workspace 7 7 o /N—
IVZRTTFRAXFY

vl a THRIEEEZER LR
Wz nd B

v a>TUSB 71 RE[FEH
L 7cEhz 9 2B

Tty a>nsI 7y o7ONA
A—OEEETRTTF I MXFF
Ty arhs vy RUEThiE#%E
YR
IA—H—HBERLEIRTOSHE
BT, EHINIRVFS
AR—rA—RUEALL Y b EY
avadFrsLvteyarmh
TV OIA-H—REECERATINDS
[El¥% 3 B
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e

Linux VDA Ti&. HDX Insightt#gen—&Z K-~ LTLET,

1T2VRL=)

AYA =T BRBEDHBEKEBRENY T—2RBHD A

ERIRR

HDX Insight i&. Citrix Workspace 7771 & Linux VDA @R T Citrix ADC =/ L TEI N3 ICA X v —S%
S LET, TRTO HDX Insight 7—%&. NSAP (REF v RILHSERBINTICEEINET, NSAP REF
Y RILET 7 I R TREICHE>TUVWET,
UTFDIY>Y RFT. ENENNSAP (REF v RILZE. F3EMICLEFT:
sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\
VirtualDesktopAgent" -t "REG_DWORD" -v "EnableNSAP" -d "Ox00000000"

--force
<!--NeedCopy-->

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\
VirtualDesktopAgent" -t "REG_DWORD" -v "EnableNSAP" -d "Ox00000001"
-—force

<!--NeedCopy-->

hSTNSa—F Y
F—SRA Y ME S CRRIABL

2BODORENEZSNE T,

+ HDXInsight MIEEL <#BRIhTLEE A,

fer 2. Citrix ADC T AppFlow #*E#IC A& > TWARWA, Citrix ADM TARIEZA Citrix ADC 1 > X &2 >
ZPBHINTUVWET,

¢ Linux VDA TICA J> bO—LREF v RILHB BRI TV EE A,
ps aux | grep -i ctxctl

ctxctlpRfITInTLRWVEEIE. Citrix IENTZLR—FT2LSBEEREICELLETD,
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TV =23 T—2RAY b E T KRRETNAL
S=LLZEBF v RILDBHCBE > TVWBCES LUV —LLAT U= 3 VHRITENTVWS e 2HERL

£,

Citrix Telemetry Service ¥ 0%&

July 8,2022

LinuzVDA vV 7 b z 7Il#& S hie Citrix Telemetry Service (ctxtelemetry) T Citrix Scout =17
L. /opt/Citrix/VDA/bin/xdlcollect.sh 7)) 7 % ERAL T Linux VDA 0O/ = IETET £9,

8 Citrix Scout — *
Collect o
Select or add machines to collect data from:
+ Add machine Filter by machine name Q ‘
Mames Type Status
[0 rggbe-lvda-1.bvilocal Linux VDA
[J  rggbe-lvda-2.bvi.local Linux VDA
[ rggbe-lvda-3.bvt.local Linux VDA
[ rggbe-lvda-31.bvt.local Linux VDA
[J  rggbe-lvda-5.bvt.local Linux VDA
[0 rggbe-lvda-6.bvi.local Linux VDA
rggbe-lvda-8.bvt.local Linux VDA Verified
[0 rggbe-tsvda-1.bvt.local Windows Multi-session VDA
[ rggbe-vda-1.bvtlocal Windows Single-session VDA
R - m
i

Linux VDA 1912 LgidN—2 3 > h 67 v 79 L— R, Jopt/Citrix/VDA/sbin/ctxsetup.sh = BER1T
L T Citrix Telemetry Service (ctxtelemetry) OT#HZ#EHEL £9. THICDOWTHL L, MEHE
AV R=)bl ZBRLTLIZTL,
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Citrix Telemetry Service D&M E L CEML

o COY—EREBMICTBICIE. sudo systemctl enable ctxtelemetry.socket <> RERITL X T,
o ZOY—EREEMICTSICIE. sudo systemctl disable ctxtelemetry.socket #=1TL £,

R—+b

Citrix Telemetry Service (ctxtelemetry) & F7=#JL b Tid TCP/IP R— k 7503 T Citrix Scout =1
w2A> L %9, Delivery Controller © TCP/IP R— k 7502 % fER L T. Citrix Scout £BEL 7,

LinuxVDAZA > Z h—ILTB LTI UTOERTT I+ bDOR—+2ERATEIHNR—EEETEEY,

« CTX_XDL_TELEMETRY_SOCKET_PORT -Citrix Scout Z)w 2> 937DV 47y bR—b, T7+
IWEDR—KIET503 T,

+ CTX_XDL_TELEMETRY_PORT -Citrix Scout £ BE937dDR— ko TT7#)L bDR—~F 7502 T
ER

VDADA YR b—ILBICR— b Z2EETZICIF. UTZRITLET:

1. Scout L BIET 37cHDR—FEEEITBICIE. UTFTOII Y RFERTLED,

/opt/Citrix/VDA/bin/ctxreg update -k "HKLM\Software\Citrix\
VirtualDesktopAgent" -v "TelemetryServicePort" -d <port number>
-t REG_DWORD
<!--NeedCopy—-->

2. ScoutZV YRV FBHDY Ty bAR— b 2EETBICIE. MTOITYY ReRTL Tctxtelemetry
.socket7rr L 2B, BELEI,

sudo vi /etc/systemd/system/ctxtelemetry.socket
<!--NeedCopy-->

3. VI y b R—b2BEEFHTBICIE. ROOATVFEETLET,

sudo systemctl daemon-reload

sudo systemctl stop ctxtelemetry.socket
sudo systemctl start ctxtelemetry.socket
<!--NeedCopy-->
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4, 7747 74— ILOBETHLWR—FZEMICLEFT,

7z zI1E. Ubuntu ZERALTW3E4S. sudo ufw allow 7503 <> REE{TLTR— K 7503 ZH%)
IcLE9,
TNYTE—F

Citrix Telemetry Service AIEEEICHEEL TOWAWEE. TNV I E—RTREZHEETEEY,

L TNV T E—RZEMICTRICNE. MTFOIYY RERTL TctxtelemetryZ 7 1L E RS,
DebugMode nfE% 1 ICEEL £,

sudo vi /opt/Citrix/VDA/sbin/ctxtelemetry
<!--NeedCopy-->

ZofITIE. MToav > R%ERTLT Citrix Telemetry Service ZF1ETE £ 7,

sudo netstat -ntlp
Kill -9 1958
<!--NeedCopy-->

3. Citrix Telemetry Service #B#2#¢ % ICId. Scout T Linux VDA %2R L. /var/log/xdl/T telemetry-
debug.log #R2i7 %7,
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B —E X DR

Viw bR—bhEBsystemdT—EViE. T4 ETREEL. IZLAZUY—X%EFERBL EFHA. Citrix
Telemetry Service I&5 7 #JL b TfELlE L. Delivery Controller 5O IREBERLH > - HBEDAHHEB L £,
OJIREDTTHE. Y—EXIF L5 FEAFMLVNEERZRFS. ERDNBZVBERBERLEL Y, CORHEERIZ
UTFOIRYRTHEETIET, MBEIF 109 TY, 10 3&D LA VMEZRET D L. =/IMED 10 HHERESH
F9, FFEEEORER. T—EXZELLBESHLFT,
Jopt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\
VirtualDesktopAgent" -v "TelemetryServiceIdleTimeoutInMinutes" -d <

number> -t REG_DWORD
<!--NeedCopy-->

BT b
INEDREIRRTIC. BELILEI I VICDWTEHBTRABT A MIRTINET. CNH5DTI T, EREMNELEIN

TWLWABHERINET, HEITVTVTT AR LEIBE. SCOUt ICIXMBET V> arREEZST X vE—IURERR
INET, BRTAMIDOWVWTEELL K CitrixScout RFaxX> b MEZRTI M) #8BLTLETL,

Linux VDA 0 BEE#

November 27, 2023

COWEEICK > T Linux VDAY 7 Dz 7RBIEEIC. £HIERT Y a— LN BRBICBBNICER TSN T
F %9, "nud. Citrix DaaS Standard for Azure (Citrix Virtual Apps and Desktops Standard for Azure @
#&M) TLinux VDA Z1ER T 2 BBICHFICRILBE £9, Azure DRIEET S VOEEBERHEIIH D £ A, 5L <
i&. TCitrix DaaS Standard for Azure T Linux VDA % {Ef) Z#BBL T I L,

101

COWEEZFERTZICI. ROFIEZEITLET:

FIEL: EFAREHRCHFLVWVYDA Ny —2% Azure AV FHIC7 v 7O—RT3

FlE la: Azure RbL—T7 Aoy hTcaAYTFHEERL. AT FT702ZXLARIL%E [BLOB (BLOBERHDE
BmAHMO 7ot R)] ICRELET,
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=
Azure J> 57+ BLOB 3. BEHEIIMENICEES LUBEETZIHDTY, Citrixid. £xa2UF+ LD

BICODVWTEHEZEVERA, T—2DEF 2T X DX MIRERZE T BICIE. BEEHIRHZLVIC
AVTFDTIEALRILE [FT54R—F~ (BRT7I7VREHDEEA)] ICERELET,

FIE 1b: VDA E#E#% Updatelnfo.json £ W5 ZEID JSON 7 7 A JLICHAAHRAHE T, 7 71 ILERDHICD
WTld. ROTOvIEZBRBL T30
{

"Version": "21.04.200.4",
"Distributions": [

{
"TargetOS": "RHEL7_9",
"PackageName": "",
"PackageHash": ""

}

)
{

"TargetOS": "RHEL8_3",

"PackageName'": "XenDesktopVDA-21.04.200.4-1.el8_x.x86_64.rpm",

"PackageHash": "
a6f2aba23b84bbc3a4640294a8bb92474e0cacbable5ae33416c0a4473a28d73"

}

)

{

"TargetO0S": "UBUNTU18_04",

"PackageName": '"xendesktopvda_21.04.200.4-1.ubuntul8.04_amd64.deb",

"PackageHash'": 4148
cc3f25d3717e3cbc19bd953b42c72bd38ee3fcd7f7034c2cd6f2b15b3c5a"

}

)

{
"TargetO0S": "UBUNTU20_04",

"PackageName": "",
"PackageHash'": ""

}

]
}

<!--NeedCopy-->

CCT. “Version” [ZFHLWVDAN— 3> %R L. “Distributions” 3EHA TS0 FOBRIITY, 84T
ST RIIE KD 3 DDTATLBREEFNTVWET:

+ “Target0S” :” RHEL7_9” (RHEL 7. CentOS 7. & & Uf Amazon Linux 2 ®3&) .” RHEL8_3”.”
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UBUNTU18_04", #7:13” UBUNTU20_04" o W\WFhh THIHEHLH D F£9,ctxmonitorservice
DT AU E2—2a3>Z2RBLEEA

« “PackageName”: {8EININ—3> DO VDANRY T —2J DT I FR— Lo

« “PackageHash”: shasum -a 256 <pkgname>I<> R%FERL TEHET S SHA-256 &,

FIE 1c: JSON 77 ILeH LWA—2 3> Linux VDA Ny —S% Azure OV FFHIC7 vy FO—RLE T,

FIE2: YRZ—1AX—2F1l3& VDA TEBEMEEZEMICT S

FI7AILETIE. BBEHITEMICE>TWET, Citrix DaaS Standard for Azure T Linux VDA Z el ¥ %35
G, COBEDEMELIITAZ—A A= TRITIZIHNELRHD £9, TNLINOBEIF. EF2—4 v N VDATZOD
Waex HiEEMICLET,

BEHEFHEEMNICTRICIERD LSBTy RERITL T.HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\
TLYZRM)F—=HEELET,

/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\CurrentControlSet\
Control\Citrix\SelfUpdate" -t "REG_DWORD" -v '"fEnabled" -d "©
x00000001" --force

Jopt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\CurrentControlSet\
Control\Citrix\SelfUpdate" -t "REG_SZ" -v "ScheduledTime" -d "
Immediately" --force

Jopt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\CurrentControlSet\
Control\Citrix\SelfUpdate" -t "REG_SZ" -v "Url" -d "<Your-Azure-
Container-Url>" --force

/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\CurrentControlSet\
Control\Citrix\SelfUpdate" -t "REG_SZ" -v "CaCertificate" -d "<Local
-Certificate-Path-of-PortalAzureCom>" --force

<!--NeedCopy-->

RORIC, LR MUREETRLET,

LY X MURE B

fEnabled CORTEIIMEATT, 774 MEKO TY, Zhid.
HEIEHRONENICE > TVWR 2 BHRLET, 1ICR
ET3L. BEIEFMHAEMICAEDFT,

Url CDREIIMBEAETT, Azure A>T+ D URLZREL
T, EFMBEHREFLVWVDANY T —CHBEL £
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]

LR MURE

ScheduledTime

CaCertificate

A

CDREIIHBEATT, [Immediately] x7:ix
[NextStart] (C®RETE %9, [Immediately] (%,
VDANRyr—SH AT O0— R LIEBERICEMZRTYT
BLrERBKLET., COERKIZ. 40— FERE
PR EMHPBZROBEICELTVET, efZL. N
=AYV O—RTZIESIICTA Ty arh
HBL. A—HP—ITIIRVIVIHEREDNZETEEN
MHpO %7, [NextStart] (3.
ctxmonitorserviceDRORIBEFICEH%RT
TRCZEKRLEY, COBERBIZ. 47>0O0— &
EMERC %< BEMPBETHRVESICELTWVWETD,
COREWRAF TS 3>TT, Azure A>T+ D URL &
B9 5 PEMSEFAZD 7L R %2 REL £9. Azure
BLOB @54, Web 75— 5EEINTPEMIC
Tixn3 portal.azure.com OEBREICTZ AT
TFEd, ExalTo LOEALS. TOLTRNUE
EXBMTEczs8HdLETH. Ubuntu ToHY
R—bThTWVWEYT, RHEL TIZ. curla<w >y RAIC
—EDNSS 1TV %z) VU TEEEA, FEEAED
RIFEDNRE SN TUVEIHNERBL TSI,

ctxmonitorservicerBiEg 5. &#MIC Urlicos T %2%47L T Updatelnfo.json 7 7 1 L ZEXE
L. JSON 771 LD SEBHFN—S 3 vEBRBLET, KIS ctxmonitorserviceldEHN—Ta Y L RE
DON—=J 3> aEEBELET, REON—Ja > HUEoN—2a3>0BEa. ot —EXICK>TAzure B 5#
LWUWN=2a >y VDA Xy —I R4 yO—REN, O—HILICRESIIhET, T0%. [ScheduledTime]
DREICH > TEMNMNRITINES, 7> TL I RBEDHE. ctxmonitorservicezHEZEBEFHLTE
BERIJA-—TETET, 1AL, REITY VIS T 3EEEEEHL A W Citrix DaaS Standard for Azure Tid.
ctxmonitorserviceld VDAY Yz BES LB TOABEBH TSI 9, EMHERMLIZE. VDA ISEE

FEON—3avicO—ILNyIENET,

pE o

NAZ—AR=JTHEELIELY XM

IFEETETEEA.

RIBAD IR TOREY L VHRERKICNY T =224 00— 38, O—AlLxRy bT—IhNRMT

ZoJaeh'H D £,

EfeO— NNy IOEAIEKT 2. A—H—FT—FFEhHNET,
BB LTHO-IUNYILRELESE. ARy =7 021 —H—ICH1F73 Linux VDA @
N=Ua VW BRZEREEIHDEFT, COT—XIRBELHDTIEHD £H A
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o BE. BFIFTT I3 ETICHSDDD £9, Citrix Studio ICIFREA 27— —13HD FH A,

LinuxVM &0 LinuxtEwysa>oX vy

December 13,2022
RORIC, LInuxVM LU Linux £y a > TEATEIZVOMDX M) womERLET,

N ERVDAN—-T 3

XbtUwy > A AR
m B 1 2109 a—+—H Citrix B538 | TOAMEATIE

Workspace 7 7Uh5#E 7,
mLTH Sy a>ER
BATE3&LDICRB3FETOD
OJ# > 70+ XOFRER
T3, Eya>oXhk
w I =RRT BICIE
Citrix DaaS (IB#r Citrix
Virtual Apps and
Desktops —EX) @
B8] 27ICBEL£Y,

E5#R] 1Z. Director O
VY=L LTERATE,
Citrix Virtual Apps and
Desktops o&#1J) 1) —
2B LULTSRIRIET. &
\WELV ST a—TF
1 VUM REBLE T,
Rl 470 [FHOoo
FUHE] £o>3a>T
[BEERORT] 20U
v LFET, [ATFUN
T+—IXVR] R—=T T,
TN —EHERE
L. B&R] #2oUvoL
TARUYIZRENLE
ED
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XUy

v aroBEBEEsE
5

7 RILEFR

Linux R8> > D X ~
wy

M ERVDAN—-T 3

\/

2109

2103

2103

08

v avilbiI3B8EE
BEOHERTIBIC
. MEE] Ea—ic7 o
EIALET, £HZRE
L. &R] #2oUvoL
TREEREZRDAHAF
¥, [EyrarvoaHE
EEE] sty ay
ATBEENICEEGZITS
EfHzERLEY. BBHEE
#F. [EvParvEmED
REF] RUD—F7kiF [0
17> hOBEBEA]
RIS —HENRIFEICE
FEh&Ed, Lyra>o
BEGICOVLWTELL

i Teyrayv) #88L
TLEET W, RUP—IZD
WTELLIE To507
Y hOBEBBESRORY >
—REI BLUP vz
YEROERFOR) S —F
El ZBRLTLES L,
COXBMYYOIZTIOER
T3ICE [TrLz—] >
[Eyviar] > [§RTO
tyviar] #FRLT
[IRTOEY>aY] R
—CEHRTEY.
Linux VM @R X~
o h'FIFARIEET . CPU
A7 0. XAEUHT X,
N=RTF1RIVBE. B&
VRES LvBEED CPU
AT DERE

AR

Citrix Director & TES#8)
DEATHERATETET,

Citrix Director & TE$#8)
DEATHERATIET,

Citrix Director & TE51R]
DEHFTHERTIET,
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M ERVDAN—-T 3

XbUwD % e AR
Zak3l 1909 Linuxtwv>a>o k> Citrix Director & &8,
Y2A—kT7ORaL DEETHEATEET,

& [Zv> 3 s N
FJLIZ UDP £7:1& TCP
CLTRRENET,

ICA 18R 1903 ICA &R (RTT) k. Citrix Director & TES$R)
F—ZELTHBLIVRER OEATHERATEETD,
1Y MCIREDRREIND
EFTORBEETY, ICA
RTTOX MU w2 ZEE
¥ Izl Citrix Studio
T [ICAEFEAE] &
¢ [ICA E1ERIEMPRE]

RUS—2ERLET,

Citrix Director 8L M| TIEIFHRAMNIYIICTIERTBHEDH

s OJ %4 VHAM

1. CitrixDaaS o [E#] 270 [FYOI/FVHE] €02 3>T [BEERORT] 27Uy I LE

= C \ h'l > Virtual Apps

Totsl Falled Multi-session 05 Machines

2. [OFFYNRNT4—<IVR] R=IT, T4INE2—LHEEZELET,
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= | Cilrx virtual Apps and Desktops Service

Overview  Manage ~ Monitor  Downloads @ m. o B @ Q
Dashbo Filters hlerts Applicatons = tion Search

Logen Performance

Logon Performance

Number of Logons

verage Logon Duration

3. (ER] 27Vv oL T QA VEHBOA M) v I ZRBEHRLET,

=  CilmX  Virtual Appsand

]
y I'| K | |'I'
E 2 ‘|| || II'\ Il [ ||‘ ‘|| ||‘ II| ‘z
QA L1V B ]| - | \ |

o LinuxfR#E<> >0 CPU I7D#. XEUHAX N—FF1XRUVB&E. RESLUVBED CPU & XEY
DfERE

Linux R8> >0 INsDX U woICT7 ot X$ 3IC1d. Citrix Director ofrf@< > b [B11R] T.[<
VD] NXRILEERBLET, 7l
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Director

Machine Details

Machine name
Display name
Delivery Group
Machine Catalog
Remote PC access
Site name
Windows
Connection Setting
Registration state
0S5 type

Allocation type
Machine IP
Organizational unit
VDA version

Hosting Connection
Name
Host Name

VM name

vCPU
Memory
Hard disk

Avg. disk
secftransfer
Current disk queue
length

osoft RDS
License
Load evaluator
index

Maintenance mode

wserver
wserver
wserver

No

Logoen Enabled

Registered
Windows 2016
Random

2103.0.06178

4083 MB
200 GB

0.002

Director

B

< Back to Machine Details

Historical Machine Utilization

Dashboard

@)

~
il

Trends Filters

@ a o

Dashboard Trends Filters

Machine Utilization

View Historical Utilization Average IOPS -

100%

Time (last min

Sessions

No of sessions
Connected
Disconnected

o]

Applications Configuration  Analytics

Applications

o] i

Configuration  Analyt

|Average I0PS]

Administrator v Cf]

4

Export

Time period: | Last 2 hours v | Ending now =
\ieehy Selected Previous 2 Hours [Last Applied: 03/02/2021 19:06]
&NE DA &0 DAA ANC DAA A1 DAA
Select Chart: Memory
CPU

M Average CPU M Previous 2 Hours

505PM 510PM 515PM 520PM 525PM 530PM 535PM 540PM 545PM 550PM 555PM GO00PM GOSPM 610PM G15PM 620PM 625PM 6G30PM 635PM G40PM 645PM G50PM 655PM

Zoom is not available for the selected time range.
Memory

M Average Memory M Previous 2 Hours

505PM 510PM 515PM 520PM 525PM 530PM 535PM 540PM 545PM 550PM 555PM GO00PM GO5PM 610PM G15PM 620PM 625PM 6G30PM 635PM G40PM 645PM G50PM 655PM

Zoom is not available for the selected time range.

Peak Concurrent Sessions

« ICARTT. 7ok
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Linux £2y>a>OX by IaRRRTBICE. [TrLa=]> [y ar] > [IRTOEy>aV] 28
RLT [TRTOEY>aY] R=IU%EFHCH [Ty>aveEl] XRLCTI7EALET, [Ty ay
Hl] NRIICTIERTBICE. [TRTOEY S 3V] R—=VEBESZ—Ty bty avasUvoL
T [PIOTFAETaRF—Pv—] Ea—IC7oERLEY, i

Activity Manager

Activity Manager Machine Details Session Details

Machine D 3

name Session State Active

Dy sin-ubt18 Application State Desktop
Application Name o Status ::’I‘i‘:ery . Anon‘ymous No )
Group sin-ubt18 Time in state 56 minutes
Machine
Catalog
Remote PC
access

[] userl@ubti8-sin: ~ Running
sin-ubt18 Endpoint name

Endpoint IP

No Connection type HDX
Protocol UDP
Citrix Workspace App Version 20.12.1.42

Site name
Windows

Connection Logon Enabled
Setting ICARTT nia

Registration Registered ICA Latency na
state COSiere Launched via 80::...
0s type Ubuntu 18.04.2 LTS Connected via - net...

Allocati
lyp?a on Random Policies Hosted Applications SmartAccess Filters

Machine IP Cannot refrieve the data.

Organization U _ ~
G CN=UIN'18-SIN,...C=xd,DC=local

VDA version 9999.9999.9999.9999

o Ty aroBaEBBIEGEE

Tty arilBI3EFBEGOMERTISICIE. HBA] Ea—IC7 €A LEY, FHEZREL. [EH]
2Oy LTRERBREZRDAHE T,

[ty aroa#BEGRE ity aYATEINICBEGZTSEHERLE T, F:

Dslivery Geongy

o 7 RILESRE

5l
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e apaane e
:
\ s

aaaaa

a7 UNgE

January 12,2024

wE

OJONES FUHEOBRICE > T, BMEEPI—HF—ITIIRVIVIMEFLET, L —XF UH#EEIE.
COLEERBIIMRLET, FL—Xid LinuxVDA TT 7 #4J)L b TEMICHE>TVET,

=129

Linux VDA /Xw =iz, ctxlogdy—EvH&Usetloga—FrUFspBMINE LT ctxlogdT—
EIE. LinuxVDAZA X b—I)LL TR T DL, 774 ETREBIhET,

ctxlogd ¥ —€ >

FL—ZXTNIOH—ERIEIRTctx logdF—EVICKIFELTWE T, Linux VDA % kL —X LAEWEEIF.
ctxlogdF—EV%EFIETEET,

setlog 21—5+1 U5+«

ML —XA ViEEIZ. setloga—F 1 UF+s (/XX: [opt/Citrix/VDA/bin/) THERINh*xd, CO1—F~ 1)
TAZRITTIERIPHZDIE. IL—rDI—H—DAHTT, GUI ZFERTIHNITVRERTLT. BlERRLE
DEFELEDTEEY, setlogd—TFT1sUTADAILTEZRTTRICIK. ROII Y RERITLET:

setlog help
<!--NeedCopy-->
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8 F7=x)bTIE [OFHF7/8R] i [var/log/xdl/hdx.log. [ExO0J %1 X] & 200MB IC8RE S

T, [ATHANZ] IZIE. BR2 20FVWOF T 7ML ERETEET,
RiEDsetloglEzsRRLET:

setlog values

log_path (Log Output Path) = /var/log/xdl/hdx.log

log_size (Max Log Size (MiB)) 200

log_count (Max Old Log Files) 2

<!--NeedCopy-->

B—psetloglEzRRnFIFRELFT:

setlog value <name> [<value>]
<!--NeedCopy-->

5

setlog value log_size 100
<!--NeedCopy-->

LRI F7AILETIE OFJLAJLIG warning (AXFENXFERBI LAV ICRESNTUVETD,
TEIFRAVA—XVMIBREINOT LRI EZRRTZICIE. ZROOAX VR ERTLET:

setlog levels
<!--NeedCopy-->

nTunx

B4 L~JL (Disabled. Inherited. Verbose. Information. Warnings. Errors, Fatal Errors) #:&E¥ 3IC

& ROAR YV RERITLET:

setlog level <class> [<level>]
<!--NeedCopy-->

aJLAIL ARV RNFA—E— (AXFLNIXFZXR LAV
E:3)] none

L inherit

it verbose

&R info

e warning

I>— error
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O4g L)L ARV RNTAX—F— (KXF/NMIXFEXRLAEL)
BN EIS— fatal

<class>ZT#E. LInuxVDAD 1 20OV R—RY R EIEELEF T, IRTOIAVR—Y b EAN—FTBICIE
allicsgge L x9, fl:

setlog level all error
<!--NeedCopy-->

739 FTIAILETIE T7I3TRROELSICHRESNTVET:

setlog flags

DATE = true
TIME = true
NAME = true
PID = true

TID = false

SID = true
UID = false
GID = false
CLASS = false

LEVEL = false
FUNC = true

FILE = false
<!--NeedCopy-->

REDI ST ZRTLET:

setlog flags
<!--NeedCopy-->

125000750 2RRERLIIRELET:

setlog flag <flag> [<state>]
<!--NeedCopy-->
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TIHILMIRT FRTOLARI, 753, BT I+ EREICRLET:

setlog default
<!--NeedCopy-->

BE:

ctxlogd®—E xigfvar/xdl/.ctxlog 7 7 T L2 R L TEREINET, COT7rILiE. JL— 21—
—DHDMERTEET, OI—H—IF. CDTF7MTIANDEZAAMERIHD £FH A, JL—hI—H—L B
DIA—HF—ICETAAEREHFAT LAV L2 EBOLFT, FATIL. ctxlogdhBEMIC. £IFE
BZOH > THEBHINZBEENADDET, CNICI>TH—N—DNT+—I VXD EEZZRIF. 21— —T
PARVIVRICHDEEZS X B08EENHD £7,

o7&

bash /Jopt/Citrix/VDA/bin/xdlcollect.shav Y RE#EFTLTASZNETEET, DD
giIcEAINSBxdlcollect Bash X2 F riZ Linux VDAY 7 ko 7IC&& . Jopt/Citrix/VDA/bin
ICEEINE T,

OJINENRTTIE. BEBINTOT T 7D RIV TR ERLE T #IINE—ICERINE T, ERBINO0 7T
7 JL% Citrix Insight Services (CIS) ic7v 70— k9230 5h%. xdlcollect Bash 2o U7 +HERM
LTLBIehdHBhEd, AMELKES. xdlcollectidx7y7O—RH5%ET L7#%IC upload_ID #R L £
Ty Z7O—RLTH, BEBEINLOT 7 70LIEO—AILI S U SHIBRINEFEA. thd2——I%. upload_ID
ZERLTCISIZHZOT0 T 71T IERTEET,

cSTNWNSa—Fa>d

[var/xdl/.ctxlog 7 7 1 LR WIS (BRICLZHIBEARY). ctxlogdF—EVH%.ML. ctxlogdt—E
A =BEHTTEFE A

/var/log/messages:

Apr 1 02:28:21 RH72 citrix-ctxlogd[17881]: Failed to open logging
configuration file.

Apr 1 02:28:21 RH72 systemd: ctxlogd.service: main process exited, code
=exited, status=1/FAILURE

Apr 1 02:28:21 RH72 systemd: Unit ctxlogd.service entered failed state.

Apr 1 02:28:21 RH72 systemd: ctxlogd.service failed.
<!--NeedCopy-->

COMBEEMRRTZICIE. L—ba—H—r L TsetlogaxR{TL T, [var/xdl/.ctxlog 7 7 1 L EBEMERKL
T RIS OB —EZXDMRET Sctxlogd—EXEBESL £,
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tyiaroiv ko

November 27, 2023

Tyl ar O vRIICED, RXAVEBEIZTIV SRy RO —DICAE Yy a VBB TEIET, O
DEETIE. NOVNC ZFERLTICA Yy a VICEGLET,

pE

COMREEFAT3ICIE. Citrix Director 7.16 LUIEZERB L TSI LY,

1V RM—ILEHERL

KREFER

Ly arory RUicid. python-websockifyzxllvncz W3, 2 20#H L WKEBEHENABETT,
Linux VDA =« > X b—JLL#%. python-websockifyexllvnczF#HTr YA —ILLET,

RHEL 7.x & 0 Amazon Linux2 0ig4:

python-websockifyrxllvnc (x11lvncA—23> 0.9.13 L) 21X =T 3ICIE ROOAT Y
FEeEITLET:

sudo pip3 install websockify
sudo yum 1install xllvnc
<!--NeedCopy-->

python-websockifyrxllvnck &R ¢ 5 Zid. RHEL 7.x T Extra Packages for Enterprise Linux
(EPEL) A4 7>a>@® RPMURS U EBMICLET:

« EPEL
x11vnciZiF EPEL URZ FUDMETT, ROITY RZERITLT. EPELURIS MU ZBRICLEF T

yum install https://dl.fedoraproject.org/pub/epel/epel-release-
latest-7.noarch.rpm
<!--NeedCopy-->

s #7>3>®RPM
XLIVNCORBENY T =D %A VA —ILTBDIC. T2 3 YORPMSURS MU ZBIICT BICIE
ROAR Y FZERITLET:

subscription-manager repos —--enable rhel-7-server-optional-rpms
-—-enable rhel-7-server-extras-rpms
<!--NeedCopy-->
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RHEL 8.x & & U Rocky Linux 8 ®i84:

python-websockifyrxllvnc (x11vncA—23> 0.9.13 L) 21X =T 3ICIE ROOaAT Y
FEEITLETD,

sudo pip3 install websockify
sudo yum 1install xllvnc
<!--NeedCopy-->

x1lvnc%f#Rd 3IClE. EPEL & U CodeReady Linux Builder VRS rUEBMICLET !

dnf dinstall -y --nogpgcheck https://dl.fedoraproject.org/pub/epel/epel-
release-latest-8.noarch.rpm

subscription-manager repos —-enable '"codeready-builder -for-rhel-8-
x86_64-rpms"
<!--NeedCopy-->

Ubuntu 054
python-websockifyxllvnc (x11vncA—=23> 0.9.13 L) 21X =T 3ICIE Roav >
RERITLET:

sudo pip3 1install websockify
sudo apt-get install xllvnc
<!--NeedCopy-->

SUSE D155

python-websockifyrxllvnc (x11lvnc/N—23> 0.9.13 LK) £1 Y X =T 3ICIE RoaT >
FeRITLET:

sudo pip3 1install websockify
sudo zipper install xllvnc
<!--NeedCopy-->

Debian 0iE4:

python-websockifyrxllvnc (x11lvnc/A—2 3> 0.9.13 LK) 21X =T 3ICIE. RO
FEeRITLET:

sudo pip3 install websockify
sudo apt-get 1install x1llvnc
<!--NeedCopy-->

R—b

tysa>rnd v RoteEld. Linux VDA A S5Citrix DirectorAdiZEsiz=iEEgd 37-0I1c. 6001~6099
DEFRN THERAAERR— FEEEBNIOBRIRLET, LD >T. AFICO Y ROUTEZICAE Y 3 >3 99
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CHRINTUET, BEEHBLTRDIC. BICILFEYS 200 v RYBIHABR— M h5 5 C L 2REL
TS,

LR R

MRORIF. FEFTBZLZIMID—ETY:

LU kY BE T7 I ME

EnableSessionShadowing tyiaroivrogeEME 1 (B
TEIEHMICLFT,

ShadowingUseSSL Linux VDA k Citrix Director B 0 (#E3h)
BOZESKIZIHNESHEREL
9,

Linux VDA TctxregdY Y REEITLT. LR MUBEZEBELEY, e zid. By aryd v FUZEMIC
TBICIE ROOAR VP ERITLET:

/opt/Citrix/VDA/bin/ctxreg update -k "HKLM\Software\Citrix\
VirtualDesktopAgent" -v "EnableSessionShadowing" -d 0x00000000

SSL

Linux VDA & Citrix Director f® noVNC 4 Tl&. WebSocket 7O~ JLHMERINET, Ty 3>+
RYDHBE. ws://cwss://DEESHERINZMME. #IRD TShadowingUseSSLy LY R FUICE ST
REDET, TI7AIETIE ws://DBIRINTVET, L. EFa VT LOBHELS. wss://&2ER
L T. & Citrix Director 7514 7> ;& & Linux VDA —N\N—ICFIBBZEZ A VX =T B 58O L £,
ws://%ZERLELinuxVDAtEy> 3> v RIICDOVWTIE. CitrixldEFa )T EOWHRBZEEHEVE
Ao

H—N—iEBAZ C/L— b SSLEIFAEZEIS T2 GEBAZICIE. EEI NGRS (CA) ICLBEZHUETT,
Linux VDA #—N\—T SSL ZRE T 3B &1 H—N—CI@ERIOY —N—3AE (¥F—%28L) PMUETY,. F
foo Y—N—GEAZICE > TEIVEa -2 - HAIThB D, EY—N—DOT2EH N X1 & (FQDN) =z
NBBEDBDET. RDODICRXAV2FICTAILFA—FEEAZEZHEATE £, COHFE. DHESEDHFAA
VEEHS>THEHBENHDEY,

Linux VDA ti&fg9 % Citrix Director 7 51 7> b CIZIL— MERBEHMETY, JL— MEAZEIF. Y —/N\—3E
BAE LR CAEFAED S ANFTE XY,

RO CADSH—N—(EREL VSTV MEAZEZ A VA =L TEFT:
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s ARL=T A YIS RTLICNYRLENTVS CA
¢« IVE=T7514XCA (ML 7 I XAREICT S CA)
s ARL—=TFT a4 I RTLICNY RLEATLEL CA

SERREF IS I 3 T-DICEDFEEFRBZREINMIDOVWTIE HtAROEF 2 ) T BYIAIICHVEHLE T I L,
BE:

o H—/N\N—iEBAZEDFHER(Z. Linux VDA OIEFEZR FQDN. £ BR<KEDHTAILRA—RE R XTI UXFEE
ELLHEAEDERHDTHINENRDHD £F,.7-& ZiE.vdal.basedomain.com % *.basedomain.com
RETY,

e SHAL® MD5 BEDNYy 2 a7ILTdV I LIEF —BOT ST —THR—FETNBZ T HIARAEDERIC
13559 FF£9, L7z >T. SHA- 256 BRIEEE L LTIEEINTULET,

& Citrix Director /51 7> MZIL— FEFAEZ A VR b—ILTE £y a>Odv RO ST  ALLYX
FUR—ZDIEBAEX b7 EERT 5720, IS £7-1F Microsoft B>V —JL (MMC) QREAEZER ;v F1 >
ZEALTIL— MEAEZ A VA M—ILTEET, AL SHEFAZEZEE L5, IS O —/N—ZEBRE Y «
—REBUEBLET, COREICED. BEIRICHEBEEN T Y R— b3, £k, Microsoft B>y —
JLODFEBREZE R v o Y TCHIAZE R T L T Y= N—ICA YA =L TBHTEZXT, Internet Explorer &
Google Chrome id. F7#I b T ARL—F A VIS RTFLICA VR —ILENTVWBEREZ MV R— ML &
¥, Mozilla Firefox ®B&. sIAEYX—Cv—0 [RIAFAE] 27 TIL— b SSLEBAZE R 1 > R— b T30
ELHDET,

Z LINUXVDA H —N—ICH —N—GEFAZE L Z0F—%E 1> X =)L F 3 H—/N—:EBAEI(C Tshadowingcert .
F—7 71)LiC Tshadowingkey.* ) ¥ Bai%zi8EL £9 (*IZ. shadowingcert.pem % shadowingkey.key ®
EOBWREBRBI L ETT). Y—N—HBAZr -7 71 )L%. /XX [etc/xdl/shadowingssl DTFICE=. #|
PRAT S DIER TENCREL F o BESTBFIP/NIZMEAT S L. Linux VDA BIEFEDIEAZERF—T 7 1)L %
Bor3ZehTcEa<ab, Citrix Director@ELICKKTZCHHD XT,

fERRNR

Citrix Directorps4—4vhrDtEysarveERDF. [ty aviEll] £a—T [y RY] 20Uy
LT, Py RUDER%Z Linux VDA ICEEL X9,

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 232



Linux Virtual Delivery Agent 2203 LTSR

Session Details

Session Control Send Message

ID

Session State
Application 5tate
Anonymous

Time in state 22 hours 24 minutes

Endpoint name MNEGLYUANZ04
Endpoint IP 10.157.12.55
Connection type HDX

Receiver version 14.7.013011

ICA RTT nfa

Latency n/a
Launched via YZHIH-DDC.xd.local (10.150.153.4)
Connected via 127.00.1

Policies Hosted Applications SmartAccess Filters

EGHAIBk N3 e, ICAEYy>a>yoS147> bk (Citrix DirectoroSa 7Y hTIdHRW) ICHEZEX Y
T—UHRRIN, By avES Y RIUTRIHFANRI—H—IIROSNET,

/\\ Allow an administrator to shadow this session?

@

aA—H—H UFW] 290w o33 ICAEy>arvhovy RSN TVWRZEERT Vs ROUNRCitrix
DirectorflICRIZ %9,

ERAAEICDOWVWTELIE, Citrix Director O R a2 X > FEBBLTLLIET L,

HIPREIR

e Ly arvOI v RIIR AVESRY FTOAMEAT B LS ICESFTNTLET, Citrix Gateway 7L
THEFITDIHETH, IRy bT—U TIIMEEL EH Ao MRy FD—2TO Linux VDALY >3 >0
v ROIZ2WTE. Citrix iBLWHBRZEEDEVEE A,

s Ly IvOYYRIUEFHICTRIE. RAAVERBEFICALYY 3 >YDAZRRTIETH. EIAHD
HERPHIE Y HERISHD T A
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« BEEBENCitrix Director®s [YvRI] 20Uv 093, Ey>arvasvy RUT3Ha20
—H—IIRDIERA Y E—IHRERINET, Ty ara1—H—HPHFAE5ILBEICOH. Zyviay
ZEOVYRIUTEIET,

o FIRDOHEEAvE—TICIF. 200DEZA LTV MEIBRAHD ET, FALTIMIBBZ L. v RUDERIT
KBLFT,

e 1oty avid. 1 A\OBBELIIDN Y RITEIET, Iexid, Evda EBBEANS Y RIULT
WBIBEIC. BEEBMN Y RUEBREZERETZI . A—F— DA ZIET 3O OERNI—F—F /N
ACBERTINET, I—H—DPEETR . EEEADOD v RUEGRIXELEN, BIEBEEBICWHLTHL
WO v RUEGHBRINE T, HI3BEEIRALELY S avVIcHLTRHOY vy RUBRZXETDI . £
LW v RUEBGRIZBETEIEY,

o Lyl vV RUEMFEATBICIE. Citrix Director 7.16 LIEZ A VA R—ILLTLESI L,

o« Citrix Directoro34 7> hid IP7RLXTIZ%< FQDN =B L T, #—4"w k® Linux VDA
Y—N—IEHELET, LIeA>T. . Citrix Directors 547> ki, Linux VDA % —/N—d FQDN
ZRRTIBRENHD X7,

cZINWNa—FTa>T

Ty arOsv RIOUBKKRLEESIE. Citrix DirectorS+4 7> k& Linux VDA OEATT/NY I %
ETLET,

Citrix Director 751 7> ~DiEE

Web 750H#—0BEY—IEZFEALT. [OAYV—I] 2T70ENOJ#RELET, 3. [Ry ~kD—0] 42
7 ShadowLinuxSession APl Q5Z%# BB L £, I—H—1EREZNE T 3 HOBBHARRIINTHELGH
i IhisWEEIE. VDA @ FQDN 2F& T ping LT, Citrix Directors FQDN #fRTI 3 L &k
RBLET, Wss://EHGTHELNRELILBEIE. MAZERBLTLLEIL,

Linux VDA 054

Sy RUERICIBELT. A—H—DHAZRETIT-ODOEBIRRINZI L ZBRBLET, XRRINBVES
i&. vda.log 7 7r)L¥ hdx.log 7 7 1 ILEBRTLL I W, vda.log 7 7 1 ILEEET 3 ICIE. ROBRIEERITL
x9:

1. /etc/xdl/ctx-vda.conf 7 71 ILERDIF £ 9, vda.log DEREEMICT BICIE. RDITOIX > RESNL
£9:

Log4jConfig=" /etc/xdl/log4j.xml”

2. Jetc/xdl/logdj.xml %R E. com.citrix.dmc DEBD % BDIF. KD & 31 Tinfos % Mracel ICEEL 7!
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<!-- Broker Agent Plugin - Director VDA plugin Logger -->
<logger name="com.citrix.dmc">
<level value="trace"/>

</logger>
<!--NeedCopy-->

3. service ctxvda restartav>YR%#®R{IFLT. ctxvdatt—EX=ZBEHLFT,
EHREIPICTS—DRELEBEIE. ROBEERITLTLLIEIV:

1. v a>nov RUDNR— b Z2HEDZIEDZ T 7177+ —ILHEIRDHEVWHERL T,

2. SSL2FVFDFE. HAZBLF— T 77ILOBFEAELKIEBEIN. ELLWARICENMMNMTVS L 2R
L&Y,

3. iILLWo v RUBRTHEAT Z1HD+HHR— DL 6001~6099 ODRICFE>TWVWB e xR LE T,

BERRY—EXT—FEY

July 8,2022

BIRT—EXT—EVIE. EENICAF vy ERTLTCEEAY—EXZERLET, fisdestdsde. 7—E>
EH—EX 7O zBEFHFLIFELEL. VY —XZBRTIEHDICTOLIDEDZIV—-2TF Y TLET, 1%
Hanrflshs/var/log/xdl/ms.log 7 7 1 LICEEEBINE T,

1B

VDA ZEEET L. BERY—EXT—EVHEFNICERL FT,

CDikEEld. EEEEMRZFERL T, Jopt/Citrix/VDA/sbin (- #% % scanningpolicy.conf. rulesets.conf.
whitelist.conf 7 7 1 LA FERAL THERTEZLHTEFET,

scanningpolicy.conf. rulesets.conf. whitelist.conf 7 7 1 LADEE%BEHTZICIF. ROAT Y RER
TLTERY—EXT—E>zBEHLET.

service ctxmonitorservice restart
<!--NeedCopy-->

« scanningpolicy.conf

COBHET 71T BRY—EXT—EVZEMILEEMCLEY, Y—EXARBHARZREL. KR
TN eBET I N ShZIRELE T,
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MonitorEnable: true/false (7 #JL MMEl& true)

DetectTime: 20 (¥fu: #. F7 /)L ME: 20. H/IME: 5)

AutoRepair: true/false (57 =)L &l true)

MultBalance: false

ReportAlarm: false

« rulesets.conf

COBH7 71T BERNROT—ERZEBELET, ROXIU—22 3y bHTRTESIE. 774
FTIZ4 DOERWEY—EXDHD XY,

ERY—EXZEETBICIF. UTOT7r—IILEZEELE T,

MonitorUser: all

- MonitorType: 3

- ProcessName: <> (O XBIXTAHICTRIEIETET A, . REIC—HBITIHBELRHD &
ERY)

- Operation: 1/2/4/8 (1=fIsM'RHTNB Y —EXEFLELET, 2=l EEIN D 8 —
EXZRFETLET, 4= —EXZBEFHLEI, 8=Xorg 7O XDEDZHEHEL ET,)

- DBRecord: false

« whitelist.conf
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rulesets.conf 7 7 7 JL THEE L BB R Y —E . whitelist.conf 7 7 1L THERTIHEND
DExd, K714 )X MMEHIZ. EXa2) T QA AV TaIILEZ—2BDET,

RTA4 FUXEEBRT 3IC1E. whitelist.conf 771 LIC7OEXRBOHEEDHET (RRI—HIT 34
BAHDET), fle LT UTFDRIU—2 3y bEBBLTLIEIL,

ctxvda.ctxhdx&s Ltv'ctxpolicydtr—ERX%{EILT 5HilC.service ctxmonitorservice
Stopav Y RERTLTERY —EXF—EVEEIELET. ChERTLAVES. BRY—ERF—F
ViEEIELis—E X EBiieg L £7,

January 12,2024

CDEETIE. XDPINg ZFEAL TSI a—T1 >0 %175A% L. ctxsdeutil 2—F 1+ UFr 2FERALT
tyearvTF—2ERARTBZIFECODVTHELET,
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XDPing

Linux XDPing vV —)LIZaAX Y RS> T7FUr—> 3> T, Linux VDAIREBE TO—RABEBROMEEF T v
73370t Z8HMULFT,

Linux XDPing v —JLid. ¥ X7 LET 150 2B 3ERNDT A ERITLET, CNS5DTRMI AFRD
LOICHEINET:

o LinuxVDA O X7 LAEHHFEINTVWEIHESHZHBRLET,

e LiInuXT4RMUE2—>3 28T VEREZHANLTRRLED,

o Linux i—ILOEMMZEREL£7,

o Linux VDA OBIMEICKEBZ5X 20O HZBEMD Linux T+ AU Ea—> 3V OMEERIELE T,
+ Security-Enhanced Linux (SELinux) OE— R ERMEERERL£7,

s FYRT=IAVE—T A REHHIL. XY FT—UREERBLET,

¢ ARL=UON—T o2 avniERARAET RVBETHIALET,

s YVVDRRAMERXA VEDEBHZEAELES,

+ DNS#pizmR L. BBTIMERITLET,

s HBUBBINAN-NAHF—ZHEL. RETSVOBHZEBLEY . TR— bR

- Citrix Hypervisor
- Microsoft HyperV
- VMware vSphere

s BZAREZHEAEL. XY b T—IORZIELIEEL TVWSH 2R L 9,

+ PostgreSQL 4 —E XD @B ENBIEL TV AN ZEHELE T,

s TF7ATIA—IBEMIE>TVWT, BELR— FHEVTWS I ZHIEBLET,

+ Kerberos #m =R L. BT R M ERITLET,

e JI—TRUD—H—ERIT>T 2D LDAP REREZHIAL F£7.

+ Active Directory REHDELLKEY 7y TIN, BEDOII VAR XA VIZBML TWVWEHE S HhERER
LEY, HR— KR

Samba Winbind
Dell Quest Authentication Services

Centrify DirectControl
- SSSD

+ Active Directory B Linux I Ea2—42—AT U FOBEUZREREL X T,
+ Pluggable Authentication Module (PAM) #m%=m2RL £,

s ATAYTONEZ—V =R LET,

o LINuXVDA IZRBHANY T —IHA YR b—ILENTWBHERRLET,

o LINuXVDANRY 7 —SZHEL. 1 YA —IILOBEEUERRBLET,

» PostgreSQL LY R MU TF—2RN—XDEEMZHABLEY,

o Linux VDA H —E XD ETICHERSNEEL TV I ERRL £,
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s VDAB LU HDX BRI OEESHZHEB L F7,

+ BREHDE Delivery Controller # 70— LT, JO—h—H%—EXDELERRE. RIEATEET. ISEMED
HBZTAMLFT,

« > vh Delivery Controller 7 7 —LICBRINTLWSHZRRBL £ 9,

o PUTATERLIETBINAZHDX Yy a > DREZHEIELET,

o LinuxVDABIED TS - BHICOoWTAT 7 7ML EZRF vV LET,

« Xorg ON—2 3 HNETIDEHER L £ 9

Linux XDPing v — )LD fEF
pE

ctxsetup.sh #%&17LTH. XDPing |1 > X k—/LENEFHA. sudo Jfopt/Citrix/VDA/bin/
xdpingz=®{7LTXDPing 21 > X =)L TE £,

DX KTk XDPing IZ%E7% Python3 (REIRIEHERINE T, DT> KT Python 3 {R18i%
BOERICKRE L 7235&1d. TPython 3 RIBIRIBEDER] OFIEICH > TFETER L T2 LY,

PipY—ILDERRBICEETZ2AEEDH S SSLEFITS—ICHLTRICIE. ROEBEEFEHHRI b
% [etc/pip.conf 7 71 ILIZIBINY 3 & &#st LTS L

[global]

trusted-host =

pypi.org

files.pythonhosted.org
XDPing (CiF. IXY R TIANSRITINZXdping WS RMDE—DRITARET 71 ILHGELTVET,
ARV RSAVF T avERRTBICE. ~hATF>a>zERALET:

sudo /opt/Citrix/VDA/bin/xdping -h
<!--NeedCopy-->

TARDRERRAM—MERITTBICIE. IV RSV F T a>oBRLTXApingZRITLET:

sudo /opt/Citrix/VDA/bin/xdping
<!--NeedCopy-->

Linux VDA NNy s —2% A VX b—IL 9 ZRIICIRIEZ#R T 51C1E. pre-flight7X bzXRTLET:

sudo /opt/Citrix/VDA/bin/xdping --preflight
<!--NeedCopy-->

BZlT X k% Kerberos 7 X bR Y. BEDTAMAFTFIVDHERITIBICIE. ~TH T avEFERLET:

sudo /opt/Citrix/VDA/bin/xdping -T time,kerberos
<!--NeedCopy-->

HED XenDesktop aA> rO—5—%2FO—-T7§ 3ICld:
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sudo /opt/Citrix/VDA/bin/xdping -d myddc.domain.net
<!--NeedCopy-->

A% UTIE. Kerberos 7 X b RTLIBEOHAFITY:
sudo xdping -T kerberos

ROOL USEP ==r=-ermccccccccsmsccsscsscasessssarressessessssseemssenscaamaman .
User: root
EUID: a
Verify user is root [Pass]

Kerberos --------ccmm s metmmmmmmmmmmmmmmmomssoooes
Kerberos version: 5
Verify Kerberos available [Pass]
Verify Kerberos version 5 [Pass]
KRBSCCNAME : [Not set]
Distro default FILE:/tmp/krbScc_%{uid}
KRBSCCMNAME type: [Supported]
KRBSCCMAME format: [Default]
Verify KRBSCCNAME cache type [Pass]
Verify KRBSCCNAME format [Pass]
Configuration file: /etc/krb5.conf [Exists]
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Verify Kerberos configuration file found [Pass]
Keytab file: /Jetc/krb5.keytab [Exists]
Default realm: XD2.LOCAL
Default realm KDCs: [NONE SPECIFIED]
Default realm domains: [NOME SPECIFIED]
DNS lookup realm: [Enabled]
DNS lookup KDC: [Enabled]
Weak crypto: [Disabled]
Clock skew limit: 388 s

Verify system keytab file exists [Pass]
Verify default realm set [Pass]
Verify default realm in upper-case [Pass]
Verify default realm not EXAMPLE.COM [Pass]
Verify default realm domain mappings [Pass]
Verify default realm master KDC configured [Pass]
Verify Kerberos weak crypto disabled [Pass]
Verify Kerberos clock skew setting [Pass]

Default ccache: [Not set]

Distro default FILE:/tmp/krb5cc_%{uid}
Default ccache type: [Supported]
Default ccache format: [Default]

Verify default credential cache cache type [Pass]
Verify default credential cache format [Pass]
UPN system key [MYVDA1%@: ]: [MISSING]
SPN system key [host/r 1]: [Exists]
Verify Kerberos system keys for UPN exist [ERROR]

No system keys were found for the user principal name (UPN) of
the machine account. For the Linux VDA to mutually authenticate
with the Delivery Contreoller, the system keytab file must
contain keys for both the UPN and host-based SPN of the machine
account.

Verify Kerberos system keys for 5PN exist [Pass]
Kerberos login: [FAILED AUTHENTICATION]
Keytab contains no suitable keys for MYVDAL$@E)
while getting initial credentials
Verify KDC authentication [ERROR]
Failed to authenticate and obtain a Ticket Granting Ticket (TGT)
from the KDC authentication service for the machine account UPN
MYVDALSE . Check that the Kerberos configuration is
valid and the keys in the system keytab are current.

SUMNAry -----===========-=---s=--s-s==m====-====-==-s=m========s====s=ss===s=s====
The following tests did not pass:

Verify Kerberos system keys for UPN exist [ERROR]

Verify KDC authentication [ERROR]
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Ty arvr—2oBs1—5T14UT«

L LinuxVDAD v 3>V TFT—20OBEICERATE31—FT0 U5« (ctxsdecutil) pEMINET, VDA T
RARTNTVBRTARTOEY I VPR EDEY S IVIIDVWTARDT—2%2 BT 3ICiE. Jopt/Citrix
/VDA/bin/ctxsdcutil -q <all | SessionID> [-c]avYRERITLET, sl#k[-cliE 1
WEEICT—9Z2RRTECzRKLET,

o Ty a Y NNEEE
o Ty avHAHFEE
s Ly avHhEE
o BT - SRR

o E1RESRE

+ ThinWire H /175118
o =T FHOFEE
o TV rE—HAEEE
o RS ITNDHEEIRE

o RS THAHEIR

Z D

July 8,2022

COtr2arTR MTOREYZICDOWTEHBALET:

HTML5 @7 Citrix Workspace 7 71) @R — b
+ Python 3 RABERIE D ER

+ NIS @ Active Directory £ o#i&

« IPv6

« LDAPS

Xauthority
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HTML5 @7 Citrix Workspace 7 7 o4 R—

July 8,2022

HTMLS5 i Citrix Workspace 77U 2D U — L. 540 7> b % Citrix Gateway IZ#4t9 5 C e %<
Linux RE7 7UBLUVTRI by FICEEEGE TS £9, HTMLS [T Citrix Workspace 77U I22WTa#L <
l&. Citrix RFa XY FEBRBLTIEIL,

COEEZBMICT S
COWEEIET 7 4L b TIFEMICHE>TWVWET, BMICTBICIE. ROFIEZETLET:
1. Citrix StoreFront © HTML5 @i+ Citrix Workspace 7 71U &% L £ 7
FHMEAFIEIC DL TIE. Knowledge Center 525 CTX208163DFIE 1 #8B L T ET L,
2. WebSocket ##izBMICL &9,
a) Citrix Studio ©. WebSockets iz45iK) > —% [#FA] ICRELE T,

> WebSocket RS —%#8BETZ b TIFE T, WebSocket Ry —pREAE—BICDWT
&, TWebSocket U > —FEl #BBLTLIEIL,

b) VDA Tctxvdatr—E X, ctxhdxt#—EXDIEICBRZ#L TREZEMICLET,

c) VDA TRDOAT Y R%ERITLT. WebSocket URF+—HEEL TLWBHESHhEHRBLE T,
netstat -an | grep 8008
WebSocket U X+ —H'8EL TVW31FE. VY FHARRRDOELSICADET:

tcp © @ :::8008 :::%x LISTEN

E: EF27% WebSocket #4550 7-0IC TLSBESKEBMICT I HTI XY, TLSESKEEWICT
BHREICOVWTIE, MMTLSIC&3 21— —tv g nRE] 28BLTLIETL,

Python 3 RIEIRIEDIER

November 27, 2023

Y bT—=JICEGELTVWBRHBEIE sudo Jopt/Citrix/VDA/bin/xdping#fid/opt/Citrix/
VDA/sbin/enable_ldaps.shav> r#R{TL T Python 3 REIRELZERCTET 9, L. ITYUR
T Python 3 (REEREBEZERTIHWVWESIF. XY FT—JICEHFLTVAS THFHTERTEI £, CORTET
i Ry U= 9IC Python 3 (RABIRIEZERR T 2 e D DRMHRRHE FIBICDOWTH L KHHBAL £ T,
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=t

o Jopt/Citrix/VDA/sbin/ctxpython3F« Lo VT oERTZICIE. EEEERNBET
RS

o« Python3nNysr—20RA—ILT 71 ILBRETY, K1 —IL7 7 I)Lidhttps://pypi.org/h54o >0
- F‘Cgi?o

Python 3 {RABIRIE D ERL

ROFIEERITL T, Python 3 {RBIBIEXEHR L £ 7!
1. Python 3 ofk%EBEHEEI VA —ILLE T,
Amazon Linux 2 054

yum -y install python3 python3-devel krb5-devel gcc
<!--NeedCopy-->

RHEL & & U Rocky Linux 055

yum -y install python36-devel krb5-devel gcc
<!--NeedCopy-->

p= N
—BOKEFEEFRZA VA= TIEDICIE. BEDURI NI OEMUNURERIZENH D X
¥, RHEL7 @354, subscription-manager repos --enable rhel-7-server
-optional-rpmsIv > R%#x24TL 7, RHEL8 054, subscription-manager
repos —-enable=rhel-8-for-x86_64-appstream-rpmsI<v> REXRTLET,
Ubuntu. Debian 055
apt-get -y install python3-dev python3-pip python3-venv libkrb5-

dev
<!--NeedCopy-->

SUSE 0iF5&:

zypper —-n install lsb-release python3-devel python3-setuptools
krb5-devel gcc libffi-devel libopenssl-devel
<!--NeedCopy-->

pE

—HBOKREEFRZA VA L—ILTELHICE. URSNJDBEMNUDNKBERBENRH D £9,
SUSE_Linux_Enterprise_Software_Development_Kit_12_SP5_x86_64

2. Python 3 RABIRIBZIERRL £,
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b=

Pip Y —ILOFERBFICKET DAREMDH S SSLIBEHRT S — ST 3 ICId. ROBEEEHRR b
% [etc/pip.conf 7 71 JLICIBINT 3 e &2t L TL 2T L

[global]

trusted-host =

pypi.org
files.pythonhosted.org

RHEL. Rocky Linux. Ubuntu. Debian 0ig4:

sudo python3 -m venv /Jopt/Citrix/VDA/sbin/ctxpython3
<!--NeedCopy—-->

SUSE i34
sudo python3 -m venv /fopt/Citrix/VDA/sbin/ctxpython3

sudo /opt/Citrix/VDA/sbin/ctxpython3/bin/python3 -m pip install
setuptools==40.6.2
<!--NeedCopy—-->

3. LDAPS ofk#ZzREFEEI VX F—ILLE T,
RHEL. Rocky Linux. Ubuntu. Debian 0i5&:

sudo /opt/Citrix/VDA/sbin/ctxpython3/bin/python3 -m pip install
cffi==1.14.2 cryptography==3.1 decorator==4.4.2 gssapi==1.6.2
ldap3==2.8.1 netifaces==0.10.9 pg8000==1.17.0 psutil==5.8.0
pyasnl==0.4.8 pycparser==2,20 scramp==1.2.0 six==1.15.0
termcolor==1.1.0

<!--NeedCopy-->

SUSE 084

sudo /opt/Citrix/VDA/sbin/ctxpython3/bin/python3 -m easy_install
cffi==1.14.2 cryptography==3.1 decorator==4.4.2 gssapi==1.6.2
1ldap3==2.8.1 netifaces==0.10.9 pg800O==1.17.0 psutil==5.8.0
pyasnl==0.4.8 pycparser==2.20 scramp==1.2.0 six==1.15.0
termcolor==1.1.0

<!--NeedCopy-->

4. XDPingo&EFMEHEE 1Y F—ILLET,
RHEL. Rocky Linux. Ubuntu. Debian 0i54&:

sudo /opt/Citrix/VDA/sbin/ctxpython3/bin/python3 -m pip install
cffi==1.14.2 cryptography==3.1 decorator==4.4.2 gssapi==1.6.2
1ldap3==2.8.1 netifaces==0.10.9 pg8000==1.17.0 psutil==5.8.0
pyasnl==0.4.8 pycparser==2.,20 scramp==1.2.0 six==1.15.0
termcolor==1.1.0
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sudo /opt/Citrix/VDA/sbin/ctxpython3/bin/python3 -m pip install /
opt/Citrix/VDA/sbin/ctxpython3/packages/xdping—*.whl
<!--NeedCopy-->

SUSE Dig45:

sudo /opt/Citrix/VDA/sbin/ctxpython3/bin/python3 -m easy_install
cffi==1.14.2 cryptography==3.1 decorator==4.4.2 gssapi==1.6.2
1ldap3==2.8.1 netifaces==0.10.9 pg8000==1.17.0 psutil==5.8.0
pyasnl==0.4.8 pycparser==2.20 scramp==1.2.0 six==1.15.0
termcolor==1.1.0

sudo /opt/Citrix/VDA/sbin/ctxpython3/bin/python3 -m easy_install /
opt/Citrix/VDA/sbin/ctxpython3/packages/xdping—*.whl
<!--NeedCopy-->

NIS o Active Directory ¥ o#i4

July 8,2022
ZDREYITIE SSSD #ERL T, NIS % Linux VDA @ Windows Active Directory (AD) L#&9 37534IC
DWTHBAL £9. Linux VDA I&. Citrix Virtual Apps and Desktops @3> R—%> hE RBRINE T, DI
& Linux VDA (&, Windows AD IRIBICEZICE T DLW TWVET,
AD ORHDIZNISZ UID BLUGID 7ONAA— LTEATBICIE. AD E NISTA—H#—BE/NXT—RD
HAEDODEDTHY Y MERER—ICTIHEDNHD £,

=

NIS ZERB L7HED. BEEIE AD T —N—Ic&DiThnE T, NISHIEFHR—rIhFEFEA. NISZUID &

LU GID 7ON1 42— LTEAT 3EE. Windows #—/N\—n50D POSIX BIEIXERINEE Ao

N N

. Linux VDA =BT 252 LTHEIEEATH DO HEDI—XT—ATOHAMEA LTIV,
RHEL/CentOS ¥« X bUE 2—> 3 >DiFAEE. TLinux Virtual Delivery Agent for RHEL/CentOS o
YA =)L) OETICE>TLETW, Ubuntu 7+ R U E2—> 3 >0HEIF. TLinux Virtual Delivery
Agent for Ubuntu o1 > X b—JL) DIERICHE ST I L,

SSSD & ?

SSSD R AT LT—EVTYo SSSD DELMEEIF. P RTLICF vy a2 A TS VFR—r2RETIHE
TL—LT7—0%ZBLT. UE—FIYV—XOHANESLUVRAD T /R ZRMITB LTI, PAMP NSS £
—IZERELTED. BERNICIFD-BUSR—RDA>E—T A AHHFR—F LT IERI—F—BERICHTT S
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FETT, Ffee O—ANI—H—FTAHIY FEHRI-—F—BREFREFTIDOBNIT—IN—IZRMHLE
ER

NIS £ AD 05 &

NIS & AD Z#& 9 3 ICId. ROFIEZZETLET:

FIE1: Linux VDA% NIS 517> kX LTEM

NISOSA7Y bZEBERLET,

yum -y install ypbind rpcbind oddjob-mkhomedir
<!--NeedCopy-->

NIS RXA>ZRELFT,
ypdomainname nis.domain

echo "NISDOMAIN=nis.domain" >> /etc/sysconfig/network
<!--NeedCopy-->

NISH—N—=r o517 tDIP 7RL X% [etc/hosts ICiBIML £7:
{ NIS server IP address } server.nis.domain nis.domain
authconfigTNIS ##8E L £7:

sudo authconfig —--enablenis --nisdomain=nis.domain --nisserver=server.
nis.domain —--enablemkhomedir --update
<!--NeedCopy-->

nis.domain (3. NISH—/\—0D R X1 >& T, server.nis.domain (. NISHH—N—DHRIXcETHO. NIS
H—N—DIP7RLRICHTETET,

NISOH—ERXRZRELE T,
sudo systemctl start rpcbind ypbind

sudo systemctl enable rpcbind ypbind
<!--NeedCopy-->

NIS DA ELWC & ZHBL E£Y,

ypwh-ich
<!--NeedCopy-->

NISH=—NR=D5T7HhT Y FERIMEATEI B ZRABLET,

getent passwd nisaccount
<!--NeedCopy-->
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Ee
nisaccount (. NISH—N—DEEDO NIS 7Ho> T3, UID. GID. r—LFTa LI U, BLUO4
AV TIHDELLERETNTVWS 2R LET,

FlIE2: RX1>ic8ML. Samba =/ L THX b keytab % /R
SSSD TlE. RX1UBMe Y RTLD keytab 7 7 1 ILOEIRICEET S AD DU 517> MMEgEMREINATULE
Tho COBEEZEETBICIFRDESBRFENHD £7:

« adcli

« realmd
e Winbind
« Samba

COtoTa>TlE. Samba it &3 7 7O—FICDWTOAHAL £J, realmdicoWVWTid. RHEL 7%
CentOS DRV A —DRFa XV b EBBLTLLIEIW, SSSD ##H 7 251lc. UTOFIBICRSHRELRHD £
ER

FX1>icsml. Samba ZHAL TR @ keytab ZEmR 9 3:

Linux 231472 h T BUICEBRSN T 71ILEERBLET,

« Jetc/krb5.conf
« /etc/samba/smb.conf:

Samba & U Kerberos SBiERICY Y % BH L £¢:

sudo authconfig --smbsecurity=ads --smbworkgroup=domain --smbrealm=
REALM --krb5realm=REALM --krb5kdc=fqdn-of-domain-controller --update
<!--NeedCopy-->

C CT. REALM i3AX=FD Kerberos $8i5& <. domain (3 K X1 >® NetBIOS & T9,

KDC H—N—&04EIHEZ%Z DNSR—XTERBIIMRELH3H51E. RD 2 D2OF T a>EagiRo <Y RIC
BMLET:

-—enablekrb5kdcdns --enablekrb5realmdns

|etc/samba/smb.conf ZIWL T, [Global]l o> 3 koI U EBMLES, =720 BMT 3D
authconfig vV —LiIc&>TEREI NI a3 >DETT:

kerberos method = secrets and keytab

winbind offline logon = no

Windows R XA VIZBMYBICIE. RXAY Y FO—F—ICEETIZ L. AVEa—42—%Z XTI VIZE
MY BEREZFOAD I—H—T7HDU Y bHBRETY,
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sudo net ads join REALM -U user
<!--NeedCopy-->

REALM (3 AXF®D Kerberos $BIZ T. user i3> a—4—% RXAVICEBMT31ERZHORXr>1—H
—_C\j-o

FIg3: SSSD oty r7v S

SSSD oty b7y Fid. UTFOFIETHERINTWET:

o Linux o301 7> oIz sssd-ad Ny ir—I B KU sssd-proxy Nwir—S%2 4V —=I)LLET,
s FETERT7ANICREDEEZTVEY (sssd.conf X)),
o sssd f—EX%EBBLET,

[etc/sssd/sssd.conf sssd.conf DFREDH (MREICISELC TEBMOREETSCENTETET):!

[sssd]
config_file_version = 2
domains = EXAMPLE
services = nss, pam

[domain/EXAMPLE]

# Uncomment if you need offline logins

# cache_credentials = true

re_expression = (((?P<domain>[A\\]+)\\(?P<name>.+$)) | ((?P<name>[*@]+)@
(?P<domain>.+$)) | (A (?P<name>[*@\\]+)$))

id_provider = proxy

proxy_Llib_name = nis

auth_provider = ad

access_provider = ad

# Should be specified as the long version of the Active Directory
domain.
ad_domain = EXAMPLE.COM

# Kerberos settings
krb5_ccachedir = /tmp
krb5_ccname_template = FILE:%d/krb5cc_%U

# Uncomment 1if service discovery 1is not working
# ad_server = server.ad.example.com

# Comment out if the users have the shell and home dir set on the AD
side

default_shell = /bin/bash

fallback_homedir = /home/%d/%u

# Uncomment and adjust if the default principal SHORTNAMES@REALM 1is not
available
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# ldap_sasl_authid = host/client.ad.example.com@AD.EXAMPLE.COM
<!--NeedCopy-->

ad.domain.com r server.ad.example.com 359 2 ETEIRI £, FL <I&. sssd-ad(5) - Linux
man pagel] ZBRLTZT L,

T71IVDFREES KU T7 Ut X1ER % sssd.conf TREL X7 :

chown root:root /etc/sssd/sssd.conf
chmod 0600 /etc/sssd/sssd.conf
restorecon /etc/sssd/sssd.conf

FIE 4: NSS/PAM DR

RHEL/CentOS:

authconfig %= /B L T SSSD #E#iC L £9. oddjob-mkhomedir # 1> X b—JLLT. TOHR—LFsL
7 b OFEREEN SELINUX ISR L TVWA e #MRBLET:

authconfig --enablesssd --enablesssdauth --enablemkhomedir --update
sudo systemctl start sssd

sudo systemctl enable sssd
<!--NeedCopy-->

B>k

Linux VDA @s&E#1TS & Tk, SSSD Tl Linux VDA 7 5+ 7> hDRIBIBRREN RV L ZEEL £,
ctxsetup.sh 27U 7 TOZDMOERAEL LTIE. T4 MEEFERLET,

FIES5: Kerberos &m0z

Linux VDA TERTE 5L 512 Kerberos AIELK BRIN TWA e 2RI 3ICIE. ROOATVRICED, ¥
27 L0 keytab 7 7 1 LHMEREH T keytab 7 7 1 LICERF —HEENTVI L EHRLET:

sudo klist -ke
<!--NeedCopy-->

COOAXVRIZED, TUVINILBEBEERM— DT EFIEREAEDLEICF L TERTES3F—D—E8HERTR
TNZ 9, Kerberos @ kinit v REETL. ChS5DOF—%FEALT. IO VERXr>yaybO—5—ICx¢
LCEREL £ 9:

sudo kinit - k MACHINES@REALM
<!--NeedCopy-->

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 250


http://linux.die.net/man/5/sssd-ad
http://linux.die.net/man/5/sssd-ad

Linux Virtual Delivery Agent 2203 LTSR

RUVBUERBIIANFETIEETZIHELNHD ET, RILEE () F. PTIICKBBESHMIZH<LHICNY Y
Z25vva (\) TIRT—TI3HERHD 9, BEICK>TIE. DNS RX1r >&H Kerberos Bl - B4R D
£9, LI oT. HPEIEBEFEALET, COOATYRBEINT R . HAOWRRRINEE A,

ROARYRZFERALT IV YTFADY MO TCT FUy b F vy atnNc e ZHMABLET:

sudo klist -ke
<!--NeedCopy-->

FIE 6: 21—t —BEDHER
getent Y > RZFALT. OV A VEAMYR—EINTVE L. BLUNSS HHEEET 3N SHZBL £
K

sudo getent passwd DOMAIN\username
<!--NeedCopy-->

DOMAIN NS X—2—3BBWEXD R X1 >R TT, floOs4 D EXAHNKREBELRIBEIE. £9 getent OT > %
FRLTHEBELED,
HYR—bIhTVWBRO7F ERISRDED T

« Aoyl ARjOg7*>F: DOMAIN\username
« UPN: username@domain.com
* NetBIOSH# 7« w o XK username@DOMAIN

SSSD PAM EZa—ILAELK BRI TWVWE e 2R T 3ICIE. KX >YaA—H—T7HT > b=FEAL T Linux
VDAICOG AV LET, UEIHFR A A—HY—TAT Y MIFERAINTLEEATL,

sudo ssh localhost - 1 DOMAIN\username

id -u
<!--NeedCopy-->

ROOARY RICE > TRE N UID ICxTST 3 Kerberos BRRIERF v v a7 7MILAMER SN e #REEL
F9:

1s /tmp/krb5cc_{
uid }

<!--NeedCopy-->

ROAR Y BT, 2A—5—d Kerberos BRRBERF v v aDF7y FHAEWT. HRIINTIIBRVWI t 2L F
£

klist
<!--NeedCopy-->
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IPV6 Di&RK

July 8,2022

Linux VDA TlZ. Citrix Virtual Apps and Desktops |2 IPv6 ZFRHTI £9, COMEEZFERATIEZE. KD
RISEBLTLETL,

¢ TaTILRZYUERIET, IPVv6 BEATHICEMICR > TLWARWES. IPVARMERINET,
o IPVAERIZETIPV6 ZBMICT 5. Linux VDA I3teEL £ A,

BE:

o Linux VDA 7213 TldHa <. Ry b7 —IRIBE2ED IPV6 THEIHNELHD £,
« Centrify TIEE27 IPV6 ZHR— LTV E Ao

Linux VDA Z- > Z k—=JLLTWBHBE. IPV6 OFRIGEY b Ty T2 XIRBBESHD £ A

Linux VDA T IPv6 =7 %

Linux VDA M= ZE 9 3HiIC. WUET IPV6 %y b7 —2 T LiInuX REY S VA MEEL TV 2R 24 E
DBHDET, IPv6 DEEICBIET S 2 DDLU F—HBHDFT,

“HKLM\Software\Policies\Citrix\VirtualDesktopAgent” -t “REG_DWORD”
-v  “OnlyUseIPv6ControllerRegistration”

“HKLM\Software\Policies\Citrix\VirtualDesktopAgent” -t “REG_DWORD”
-v  “ControllerRegistrationIPv6Netmask”

<!--NeedCopy-->

OnlyUselPv6ControllerRegistration %= 1 (C:2E L T. Linux VDA TIPv6 #EMICL £ :

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Policies)\
Citrix\VirtualDesktopAgent" -t "REG_DWORD" -v "
OnlyUseIPv6ControllerRegistration" -d "Ox00000001" --force
<!--NeedCopy-->

Linux VDA IZEB# Dy b D —o 41> 2—T 241 AN H 3154, ControllerRegistrationlPv6Netmask ©
Linux VDA OBBRICER T 2Ry b — 01 VA —T 1 A%ZIBETIET !

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Policies)\
Citrix\VirtualDesktopAgent" -t "REG_SZ" -v "
ControllerRegistrationIPveNetmask " -d "{
IPv6 netmask }
" ——force
<!--NeedCopy-->

{IPv6 netmask} zEED >y f<Y X2 (2000::/64 %) ICBESWZFT,
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Citrix Virtual Apps and Desktops T® IPv6 EBRIICDWTEEL < &, TIPv4/IPv6 supporty #8RBLTLES
Lo

A e Rl 274

BARD IPV6 % b —VBIEZF v LTH S, pingb =EA L TAD &0 Delivery Controller iciEiTE
OB LET,

LDAPS DiERk

July 8, 2022

LDAPS i%. LDAP&{EH' TLS/SSL Z AL TBESH®KINE S rY A bTo LI MU TR 7OMIL
(LDAP) 0&R&HN—23 2T,

TIAIWRT 947 beF—N=F7FV75r—>3 VB0 LDAP EEFIZESHKINTWLWEEA. LDAPS T,
Linux VDA & U LDAP #—N—MB® LDAP 2TV Y 7YY ERETE £ J,

RO Linux VDA QY R—x> biE. LDAPS £ OkFBELH D £7,

« JO—A—I— x>k Delivery Controller iZ Linux VDA % &%
e RUD—H—ER: RS —FHH

LATFIZ. LDAPS O#BRICHET Y,

« Active Directory (AD) /LDAP #—/N\—T LDAPS #HE &t
e USAT7VMTHERYTBRIL-CAZIIRKR—F

o Linux VDA ¥ > T LDAPS &%k £ I3 &ML

o H—RN=F1DT5v kT +—LTLDAPS O

o SSSD D&

« Winbind o

« Centrify ot/

o Quest D&KL

pE
RDAYY R%ERTLT. LDAP H—N—DEBRY A1 VI ERETIE I, T 7AW MEK 1595 TT, bAa<
EHI0RDICHRETBDLSICLTLETL,

/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\
VirtualDesktopAgent" -v "ListOfLDAPServersMonitorPeroid" -t "
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REG_DWORD" -d "0Ox0000000f" --force
<!--NeedCopy-->

AD/LDAP #—/X\—T LDAPS O&#1t

Microsoft sEFRH#R8 (CA) Z7:133E Microsoft CA @ ¥'5 5hh SEYILRFERDIEAEZ 1> X —JLL T, SSL&
AR LDAP (LDAPS) #HB#icTE %9,

B>k

LDAPS (3. FXr>a>bO—5—T2HDIL—FCAZA YR +—ILT DL, BENICEMIAD T,

SEBAEZ 1 > X b—JL L T. LDAPS ##4i 2 BB 9 3 AEICDWTH L <& THow to enable LDAP over SSL
with a third-party certification authorityy; #8RBL T T W,

SERRBI DB ICRBMDEL HBHE. R XY ~O—5—T LDAPS SREED@EY) R :EFRE = BEMICEIE TS
EFtAo

BHOMAKEOREEZFERAL TR Xr>O> bO—5—TLDAPS ZBMICT 3 AEICDVWTELCIE. TLDAP
over SSL (LDAPS) Certificate; Z#8BL T LT,

U547 bTEBY %I/L— hEEEAE (CA) OB
73472 b3 LDAP #—N—-p539 5 CADIEFREZ RT3 HENHD T, 7517 > b D LDAPS 553
ZEMICTBICIE. IL— b CARERREZEREADF—X L TICAVR—bLET,

L=k CAZIVRR— T BHEICDOVTEL <L Microsoft Support Web #-r kT T'How to export Root
Certification Authority Certificate; #8RBL T TV,

Linux VDA ¥ > T LDAPS % &5k & fo i3k

Linux VDA T LDAPS # &% £ 7 I3EMICT B ICIE. (BEExrLTOJ AL T) XADRIU T+ ERITLET:
COORY ROBXITIIRDEENE T,
o EETNTIL— b CAEEFAZET SSL/TLS 2T LDAP #8&%ic L £ 9,

/opt/Citrix/VDA/sbin/enable_ldaps.sh -Enable pathToRootCA
<!--NeedCopy-->

o SSL/TLS BB TLDAP Fv RINA>T 1> J%2BMLET,

Jopt/Citrix/VDA/sbin/enable_ldaps.sh -Enablecb pathToRootCA
<!--NeedCopy-->
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b=

FrRINATa>IDIL— b~ CAGERAEIE. PEMERTH2BENH D £9, LDAPS #zH/ICL
TH Python 3 RBEBIRAEREICIER I N WEEIF. TPython 3 RIBIRIRDIERI OFIBICHE > TF
BITERR L T 7280,

pip Y —ILOFERARICKEET ZAEMDOH S SSLEFHT S — I 0T B ICid. ROEBEEEHRI
% [etc/pip.conf 7 7 1 JLICIEBINT 2 C e Z2fed L TSI

[global]

trusted-host =

pypi.org
files.pythonhosted.org

o SSL/TLS #ERETICLDAPICT7 +#—ILINw I LE T,

Jopt/Citrix/VDA/sbin/enable_ldaps.sh -Disable
<!--NeedCopy-->

LDAPS A Java ¥ — X k 7i. [etc/xdl/.keystore i(C&H D £, HEEZITZL A M) F—(2id. AHE
ENET,
HKLM\Software\Citrix\VirtualDesktopAgent\ListOfLDAPServers
HKLM\Software\Citrix\VirtualDesktopAgent\ListOfLDAPServersForPolicy
HKLM\Software\Citrix\VirtualDesktopAgent\UselLDAPS
HKLM\Software\Policies\Citrix\VirtualDesktopAgent\Keystore

HKLM\Software\Citrix\VirtualDesktopAgent\EnableChannelBinding
<!--NeedCopy-->

HF—RN=FT1 DT 5w b7 +—LTLDAPS D&

LinuxVDA 3> R —% > MIMZ T VDAD I EI £ A Y —RN—FT1 DY 7 U 7AVER—2> ~TlE SSSD.
Winbind. Centrify. Quest X @t F 27 TREIN/ LDAP B’BERIBEDLHD EJ. UTOEI> 3>
Tl&. LDAPS. STARTTLS &7=i1d SASL (BRI —I) I2&BtFa )T+ THRESN T LDAP 2B T 2 5%
ICDWTERBAL £,

B>k
INEIRTOY I bTzT7AVR—22Y T, SSLR—F636 2FAL. E¥a') 7+ THRESNT LDAP

ICTBTENEELUVDITTREBHD FHA, el IFLALDHE. LDAPS (R— 1 636 TD SSL ZH0D
LDAP) (&7R— b 389 @ STARTTLS ¢ #HFTE £t Ao
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SSSD

723>, R—b+636 £73R—+389 DtFa2UT+ THREIN/SSSDLDAP 571 v U =ML
F9, L <& SSSD LDAP Linux ® man R—=J#BBLTLEIL,

Winbind

Winbind LDAP 2T, ADS XV vw REHERL £9, Winbind (. 78—k 389 T StartTLS XV v R & %EH R
—hLTVWET, EEZITZEM T 77)LIL. [etc/[samba/smb.conf ¢ [etc/openldap/ldap.conf (RHEL
DiEE) F7:ik [etc/ldap/ldap.conf (Ubuntu Dig8) TF. 77 1ILERDEIICEEL XY,

« smb.conf

ldap ssl = start tls
ldap ssl ads = yes
client ldap sasl wrapping = plain

« ldap.conf

TLS_REQCERT never

Ffe. X274 TIRESI N/ LDAP (3. SASL GSSAPI (B &LUY—IL) THERTIFIH. TLS/SSL v+
BFIBICIETEEFA. SASLEESEFERT 3ICIE. smb.conf ElETEL XY,

ldap ssl = off
ldap ssl ads = no
client ldap sasl wrapping = seal

Centrify

Centrify TIZAR— bt 636 @ LDAPS #HR—rLTUWERA. —FH. R—F 389 LotFa )7+ TRESNIBS
SHIFRBLTVET, #LIE Centrify 47 FE2BRBL TSI L,

Quest

Quest FBEET —E X IFR— bk 636 @ LDAPS # 7 R— b LEHAD. BIDAETHR— 389 DtEFal) 7+ THRE
SNIBESKZERMHLET,

A e Rl 274

COWEEZEERT R L. UTORENKRETZLHHDET,
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* LDAPS 4 —EXDETAM

AD/LDAP # —/X—T LDAPS #GHMERTIRETH DI L 2B L E T, T 74 M TIE. TOR—FE 636
T,

+ LDAPS 2 HE%#IC9 % £ Linux VDA OEBFEHEKT S

LDAP —N—UtR—bHELKEBRINTVBE e zBALEI, &AMICIL— L CAEEAZEZF v I LT,
AD/LDAP #—N—t—HI 3 zHRLF 7,

e ROTLPRMNUEE

LDAPS BED+ —h':2 > T enable_ldaps.sh z R §ICEH I3 . LDAPS IV K-> b OfkiE
BEFRzEASHURELIDD 9,

« LDAP +357 1 v 7id. Wireshark > Zofioxy b7 —2838Y —)LH 5 SSLITLS THESAKIhIEHA

T 74 bTI& LDAPS IEFEMICAR > TWE T, TNEMH T 321k Jopt/Citrix/VDA/sbin/en-
able_ldaps.sh #=17L £ 9,

+ Wireshark »Zofth =y b 7—V &R Y —)LH 5D LDAPS +5 7 1 w OB EELAEW
LDAP/LDAPS 57« wZid. Linux VDA OEERP T IL—TR) > —DHEETSBICEEL X T,
o AD y—/\—T LDP #4t%= 3217 L C LDAPS ORI AMZHETET 4L
IP7RLZODKHDIC. AD FQDN #HEL 9,
+ [opt/Citrix/VDA/sbin/enable_ldaps.sh X 7) 7+ %#R{TLTIL—  CAIRAEZ% 1 > /R— FTEARL

CAGERRZED 7 NRZBEL T, JIL—~ CAFERHEOBENELVW I EZRBRALEF T, Y R—FThTW3
Java Keytool ORBEOAETHIEL TWET, T R— F—BICAWESIE. RIICEEETBELTILEIW,
AEAE O N OBENRE LB EIE. Basebd THSKIN/ PEMERXOFERZHE8HLFT,

+ JL— b CA:EEAE % Keytool —E(CRTRTEAL

Jopt/Citrix/VDA/sbin/enable_ldaps.sh# %47 L TLDAPS #&#iCd % . :LHZE
hi/etc/xdl/ keystore 21 >V R— TN, F—XLT7EFRETEINIT—RIERETNET, NAT—R%
SNEBEIE. RV EBERITLTHLVWE—INTEERLE T,

Xauthority

July 8,2022

Linux VDA (. x#:E28D ) E— MHIEIT X1l 7« X 7L 18 (xtermgvimz&y) 2 FEAY3BEE Y R—
FLTWET, COaEId. XClient & XServer BotF2) 71 TRESNICBEEEZHRT I -HICBEREF 2
UF4 AN X LERELET,

COtEFa) T TRETNICBEOERZRETSICIZ. UTD2 DDFELHD 9,
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« Xhost, 77 #JL b Tld. Xhost v > RiZO—AJLRR k XClient & XServer Q@EDHZHFAI L £,
IJE— b XClient ® XServer A\ 7ot 2%#A T3, HEDTS Y TERZMHS5T 571 Xhost <
Y RARITINZBELHD £7., H3Wd. xhost+ % ERH L T XClient iZ XServer NDEHZHFA T3
CEHTETFY,

« Xauthority, .XauthorityZ 70 )lid. E1—H—DKR—LTFsLIMIICHBDET, COT 7L
I&. XServer OBEEDFEIC xauth M ERA Y % Cookie ICERIBHMREREFET Z-HOICERINET, XServer
1Y RBV R (Xorg) MEBITNBEFIC. HEDT + A TL A ADEGHZERIT 57012 D Cookie H¥E
ATh&Ed,

1AE

Xorg hiEgahad . .XauthorityZ7zIiLidXorgiZESh&Ed, o . XauthorityZ 7ILICIdRD
EFRNEFEFNET:

o XTES
« UE—FEXRZOMINL
« Cookie &5

Xauthdx Y REFERALT. COT7MILEZ8RBTIHT, F:
# xauth -f ~/.Xauthority
# > list
# > usOlmsip06:107 MIT-MAGIC-COOKIE-1

fb228d1b695729242616c5908f11624b
<!--NeedCopy-->

XClient /') €— T Xorg ICHE# 3 3388, 2 DORIREHZ B IBENHD £

» DISPLAY IEZ# %= ) E— b XServer ICRELF7,
+ Xorg T Cookie #S D 1 2%Z&T . XauthorityZEELE Y,

Xauthority 0#Em

JE— bt X11 ¥+ X 7L AIZ Linux VDA £ T Xauthority #5%IC3 31213, RO 2EDOL PR M) F—%1E
Y 3HBEHBDET:

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System)\
CurrentControlSet\Control\Citrix\Xorg" -t "REG_DWORD" -v "
XauthEnabled" -d "Ox00000001" --force

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System)\
CurrentControlSet\Control\Citrix\Xorg" -t "REG_DWORD" -v "ListenTCP"
-d "Ox00000001" --force
<!--NeedCopy-->
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Xauthority iIcE#ICLTHh 5. FRCL B HER—LT ALY MU EIYY T3 T, Xauthority 7
71 I)L% XClient [ZEL £7:

« .XauthorityZ 7 JL% XClient ICFETEY

ICAtv>a>vraiEd L. Linux VDA X XClient @ . Xauthority 7 7rIL2%Em L. A4 > a1—H
—DR—LFTA LI MIICT 7ML ERELET, CD.XauthorityZ 1)Lz 1) E—+ XClient v> >
ICJE—L. DISPLAY & & U XAUTHORITY IRIEZEHEZRETET £9, DISPLAYIZ. XauthorityZ
FALILICREFELIERFZEZESTHO. XAUTHORITY L Xauthority 07 71 JLINXTY, 7z zIE. XD
IYRERRLET:

export DISPLAY={
Display number stored in the Xauthority file }

export XAUTHORITY={
the file path of .Xauthority }

<!--NeedCopy—-->
=

XAUTHORITY IREBEEHARE SN TULWAWEE, ~/ . Xauthority 7 71 ILHF 7 %)L b TEA
INFET,

« EER—LTFALIMIERIVRTE LD . XauthorityZ 7 J)L% XClient IZJEd

BEARXE. OJA A —DHREFR—LTLIMIEIIVNTEZILTY, Linux VDA A ICA &
wiarvERE TR, A4 a1——Dr—LTFs Ly ) T. XauthorityZ 71 LHMER I F
T COFR—LTs LI IR XClient eHEINBZHEE. 12— —HZ0D.Xauthority771ILEF
&T XClient IC8ri% T 30 EZH D £ Ao DISPLAY L0 XAUTHORITY IBET % EL < RE L%,
XServer T GUI M BEIMICRRINE T,

A | = Rl ol G20
Xauthority »#aE L 2 VEEIE. RO ST a—F 1 VI FIBICR > T TV

1. root FHEZIFOBEEE L LT. IRTD Xorg Cookie #EMEL £7:

ps aux | grep -i xorg
<!--NeedCopy-->

COOT Y RIF. BB Xorg IEINS Xorg 7O R ENFA—F—%EZRTLET, H5 1 D2D/NFKX—
Z—lg. 0. XauthorityZ 7 hERINEZ D ERRLET, Fi:

/var/xdl/xauth/.Xauthorityl10
<!--NeedCopy-->

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 259



Linux Virtual Delivery Agent 2203 LTSR

Xauth v > k%##EAL T, CookiezRRLFT:

Xauth -f /var/xdl/xauth/.Xauthorityl10
<!--NeedCopy-->

2. Xauthaw > REFEHALT. ~/.Xauthoritylii&%h3 Cookie #RRL £, RLRTESDBE.
Frand Cookie & Xorg & U XClient . Xauthority 7 71 ILTEIL THIBELNHD 7,

3. Cookie *EILBNUL. VE—FTA XTLAR—rHLINUXVDAD IP 7 RLZERBETRY by TORR
ESEEALTTYI/EATES D zBEBLES,

fz ziE. XClient v> > TROATY REZETLET:

telnet 10.158.11.11 6160
<!--NeedCopy-->

B— FESIE. 6000+ XTREEDAHTT,
telnet DIRTEDKRET R L. F77 A7 A—IHEBERETOVITEEHHD £T,

July 19, 2023
SOt arTRH MTOREYZICDOWTEHBALET:
o ZTIRY T I INYA 2 F VeBsE
e JITL—> 3 ViR —ER
¢« AX—hAH—F
s Lyl arEHDERBR
o BANFREREYI 3V

o BEANFELI—Y— (ER1I—HY—) OF7IEX

ATINRY T TG A 27 VEREE

July 8,2022

StoreFront 2 b 7ICT VX9 B D1 —H—&EigIE®RZ. Linux M+ Citrix Workspace 7 71 & & U Citrix
Receiver for Linux 13.10 @ AuthManager €22 —JLICAATE X9, \NA%k. 1—H—EBREREBEANAT
32%<. LInuX BT by Ty a v oREBTRI MY TELV T IV r—2avil 95470 b=
FHALT7I7ERATEFY,
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A
Z OHselF Linux @iy Citrix Workspace 7 71) & & U Citrix Receiver for Linux 13.10 THR— I NT
WEd,

COWBEZBMICT BICIE:
1. Linux VDA iZ. Linux @is Citrix Workspace 7 71J £ 71 Citrix Receiver for Linux 13.10 21 >~ X +
—JLLET,

Citrix Workspace 7 7 #7z1& Citrix Receiver @Citrix 4 7 > O—RR—=IU 57 FU%RL7>O—-RL
7,

FIAIL DAY X =)L/ RIE, Jopt/Citrix/ICAClient/ TF. BHRBNRICTTIEA VA =T 315
&. ICAROOT IRIBELEH ZREDA VA F—INRAEBRTELS5RELET,

2. Citrix StoreFront 81 23>V —ILT. WROX +7IC HTTP EXRBIAEARZEEML £,

FManage Authentication kethods - two

Select the methods which users will use to authenticate and access rescurces, 0
Method | Settings
#!|  User name and password )
[ ] SAML Authentication -

| | Domain pass-through
Can be enabled / disabled separately on Receiver for Web sites

[ | Srart card

Can be enabled / disabled separately on Receiver for Web sites
HTTP Basic
| | Pass-through from MetScaler Gateway -
Installlng ar_u:l unlns_talllng Fhe auth !antlcatlcur? methods and the _
authentication service settings are included in the advanced options.

o |REEm

3. HTTP B4R % #9312 1E. RO F—% AuthManager #mM 7 7 1)L (SICAROOT/config/AuthMan-
Config.xml) (ZiBIL £9:

<Protocols>
<HTTPBasic>
<Enabled>True</Enabled>
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</HTTPBasic>
</Protocols>
<!--NeedCopy-->

4. ROOAIYRERFTLT BESNLT A LI FUICIL— FEEAZEZ A VX M—ILLE T,

cp rootcert.pem $ICAROOT/keystore/cacerts/
$ICAROOT/util/ctx_rehash $ICAROOT/keystore/cacerts/
<!--NeedCopy-->

5. ROATY RERITLT. COMEZEMICILET:
/opt/Citrix/VDA/bin/ctxreg update -k "HKLM\System\
CurrentControlSet\Control\Citrix" -v "LurSsonEnabled" -d "@

X00000001"
<!--NeedCopy-->

6. LinuxRETFXZ by TPy a>ERALT. 2Oty 3> T Linux @t Citrix Workspace 7 71 &
=12 Citrix Receiver for Linux 13.10 ##&&1L £ 3,

Citrix Workspace 77U ¥ TRBIL 2L FIZ. AT T7ATY COANNEROSNET, LKL IBE
L7 RT7IcBEMICcO 3> LET,

A

AbT7T7HI O HTTPSURL ZAHNLE T,

Citrix Receiver - »

Add Account

Enter yvour work email or server address provided by
wour [T departrment.

https://

Cancel Add
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JIxT7L—> 3 R —E XDER

November 27, 2023

TJIFL—>a VB —E X (FAS) R LT, LInuXVDAICAS A>3 32— -5 I3 N TEET,
Linux VDA (&, FAS O % >i#Elc Windows VDA £ [E L Windows EBiE%ER L £ 9, FAS A® Windows &
BOBRICOWTIE, Tz 7L —> 3 Vi —E R 28RBLTLIETV, COLETIK. Linux VDA ICEE®
EmMERERHELET,

i
Linux VDA iZ. In-session Behavior ;R > —ZHR—rLTULEEA.
Linux VDA IZ. BEVWEGEZFERLTFAS Y —N—F—4%XEL £,

Linux VDA I&. R—k 80 w& M5 FASH—N—r@BELF T,

Linux VDA To FAS D&
RHEL 8 & &£ Tf Rocky Linux 8 To FAS #R— k

FAS 2. RHEL 8 & & U Rocky Linux 8 TBEIE S fifz pam_krb5 €2 a2 —JLICkEL £ 9, RHEL 8 £& U Rocky
Linux 8 TFAS A7 3ICid. LUTOFIET pam_krb5 EX 2 —ILEBRELFT:

1. ko Web #r bH5 pam_krb5-2.4.8-6 V—2Xd— k=4 o>vO—-RKLET:
https://centos.pkgs.org/7/centos-x86_64/pam_krb5-2.4.8-6.el7.x86_64.rpm.html,
2. RHEL 8 &1 Rocky Linux 8 © pam_krb5 E2a— L ZBE LTI VX —ILLET,

yum install make gcc krb5-devel pam-devel autoconf libtool
rpm2cpio pam_krb5-2.4.8-6.el7.src.rpm | cpio -div

tar xvzf pam_krb5-2.4.8.tar.gz

cd pam_krb5-2.4.8

./configure --prefix=/usr

make

make install

<!--NeedCopy—-->

3. /usr/lib64/security/ic pam_krb5.so BMEB SN e #BRBLE T,

1s -1 /usr/lib64/security | grep pam_krb5
<!--NeedCopy-->
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FAS 4 —N\—DHRE

Linux VDA O3 > X b —)L T FAS 2R T 3 ICI&. ctxinstall.sh F7z1% ctxsetup.sh RT3 FICE
FAS —/N\—® FQDN # AL £9, LinuxVDAIZAD JIL—FR) S —%HR—tLTWAW:=H, Kbt
TOOYTRYSNE FASH—N—D—EBZFERATETET, WTNHLDOT—N—F7 RFLIBEBRINTULIHESIE.
ZDEH% <none> L WS XFHTESH T, H—N—TRLXDIEFFEEL FH A

1Y b=LEHD LinuxVDA 27y 7 L—RT35E1F. ctxsetup.shzBXETI3 I TFAS H—/\—
ERETEET, 3. ROOATY Y RERITLTFASHY—N—%REL. ctxvdatr—EX2BEHL THREZ
BT BZEHTEFET,

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\

VirtualDesktopAgent\Authentication\UserCredentialService" -t "REG_SZ
" -v "Addresses" -d "<Your-FAS-Server-List>" --force

service ctxjproxy restart

service ctxvda restart
<!--NeedCopy-->

ctxregZ@ERALTFAS H—N—%2EHI3ICIE. ROOATV FERTLET:
sudo /opt/Citrix/VDA/bin/ctxreg update -k "HKLM\Software\Citrix\

VirtualDesktopAgent\Authentication\UserCredentialService" -v "
Addresses" -d "<Your-FAS-Server-List>"

service ctxjproxy restart

service ctxvda restart
<!--NeedCopy-->

HAERREDT VR =L

dA—HY—OiEEFRIET BICIE. JL— b CASEBREZ2r IR TOHBEEE%® VDAICA Y X b—JILLET, 7= X
¥, JL— bk CAREEARZZ 1 > X F—IL T BICid. #IiRD TMicrosoft CA » 5D CAEFAZDEE (AD T)) OFIE
TAD JL— MERRZEZEET 5h. Fld)— bk CAY—n— (http://CA-SERVER/certsrv) h53EER
EZDDEREREAY>O—RLET,

A

ROOAR Y RiE. PREEEAEOEHICHERINE T,

RDES5HATREERITLT. DER771JL (crt. .cer. .der) # PEMICEHLZE T,

sudo openssl x509 -inform der -in root.cer -out root.pem
<!--NeedCopy-->

VT, ROKS5HIAYY RERITLT, JL— bk CAfEBAEZE2openss lTa LI bUICA YR b—ILLET:
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sudo cp root.pem /etc/pki/CA/certs/
<!--NeedCopy-->

pE o

JL— b CAEREZ % [root XX TICENAVTLETWV. BWTLES 2. FAS IZ)L— ~ CAEREZ DAY
DIERZHFL T A

ctxfascfg.sh =17

ctxfascfg.sh o U 7 b RITLTFAS 28R L £7:

sudo /opt/Citrix/VDA/sbin/ctxfascfg.sh
<!--NeedCopy-->

ctxfascfg.shzd ALY FE—RTEITTIZ LS50, BEREEHIEBMINET:

+ CTX_FAS_ADINTEGRATIONWAY=winbind | sssd | centrify | pbis: Active Directory o
“aBs T B E CTX_EASYINSTALL_ADINTEGRATIONWAYA FE & T T W 3 F A,
CTX_EASYINSTALL_ADINTEGRATIONWAY X EUETY.CTX_EASYINSTALL_ADINTEGRATIONWAY
MEEThTLWARWES. CTX_FAS_ADINTEGRATIONWAYIZMEOEZFRL X7,

+ CTX_FAS_CERT_PATH =<certificate path>: )L — FIBAZE X TR TOTRIIAZZEMT 5 7 IL/XR
EIEELEY, T, lcertificate pathy ISHEAED /XX TT,

« CTX_FAS_KDC_HOSTNAME: PBIS Z3#iR3 3 £ Fic. ¥—HEHt>4— (KDC) ORI +BEIBEL &
¥o

+ CTX_FAS_PKINIT_KDC_HOSTNAME: PKINIT KDC R X FEZEBEL £, KICIEELHWVWRED
CTX_FAS_KDC_HOSTNAME ¢ EIL T,

IEL L Active Directory #i& 755 %8R L. SAZEOELWIZREZANALEYT (Bl /etc/pki/CA/certs/
)o

KIS TORY) T EIE krb5-pkinit /Ny —2 ¢ pam_krb5 Xw s —2% A VA —)LL. BEETZERT 7T
LZRELET,

HIFREIE

e FASTHR—FINTWE TSy b7 x—LE AD DFEEAZEIIESNTUVET, RO L) v IRESEL
TLIEEL:
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Winbind SSSD Centrify PBIS
Amazon Linux 2 =4 =48 =48 [=qA
RHEL 8.8 =4 [=qW [=qw =W
RHEL 8.6 =40 =40 =40 =940
RHEL 8.4 =40 =40 =40 =40
RHEL 8.3 =40 =40 =40 =40
RHEL 8.2 =40 =40 =40 =40
RHEL 8.1 =40 =40 =40 =40
RHEL 7.9/Cent0S &L =40 =40 =40
7.9
RHEL 7.8/Cent0S  iFW L Fun E{
7.8
Rocky Linux (=40 E0 BS &S
8.8/8.6
SLES 15.3 [=qa xS =40 =S
SLES 15.2 =40 = =40 =
SLES 12.5 =4 = =40 =
Ubuntu 20.04 =48 %S [=qA =
Ubuntu 18.04 =4 %S =40 %S

o« HE. FASIEOv/EEEYR—FLTVWERA, Ly a>TOvIREZVED ) vITBE. FAS %2EH
LTty avicBEOQSA VT3 i3TEEEA

¢« TOVY—=RTIF. T xFL—2 a3 i —ERDT7—F T F v DIE] OxEETHBEAL TV —REHN
7 FASBEBOAHYR—rIhTHED. Windows 10 Azure AD Join 38 Eh FtH A,

A e Rl el 274

FASO RS TINSa—F4>0%F5801C. LINUXVDARELLK IV =L h BTN TVWBZ 2. BLUN
27— RBEZFERLTFAS LMDy a2 HBX NP CTEEICEEITEZ 2B L TLLIETL,
FAS LSt v > a3 A ELICHEEEL TV 3B4E 1k, Login 5 Xd HDX O4 L ~JL% VERBOSE (23%E L. VDA

O LAJL%Z TRACE ICREL £9, Linux VDA D kL —0OJ 2 E#ICT 3 AEICDVLTIE Knowledge Center
DCTX220130D5EFZBRL T ZS L,
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FAS f —N\—1#BHIT 5 —

FAS R +7Hh 6ty araR#TaeRBRLETD,
[var/log/xdl/hdx.log ##B L. KDL SBRIS—OJ%FLET:

2021-01-28 01:42:16.164 <P26422:S4> citrix-ctxlogin: validate_user: [
Logon Type] Federated Authentication Logon.

2021-01-28 01:42:16.164 <P26422:S4> citrix-ctxlogin: validate_fas:
entry

2021-01-28 01:42:16.164 <P26422:S4> citrix-ctxlogin: connect_fas: start
connect to server 0

2021-01-28 01:42:16.164 <P26422:S4> citrix-ctxlogin: connect_fasO:
failed to connect: Connection refused.

2021-01-28 01:42:16.164 <P26422:S4> citrix-ctxlogin: validate_fas:
failed to connect to server [0], please confirm if fas service list

is well configurated in condb

2021-01-28 01:42:16.164 <P26422:S4> citrix-ctxlogin: validate_fas: exit
43
b

2021-01-28 01:42:16.164 <P26422:S4> citrix-ctxlogin: validate_user:
failed to validate fas credential

2021-01-28 01:42:16.164 <P26422:S4> citrix—-ctxlogin: LoginBoxValidate:
failed validation of user 'userl@CTXDEV.LOCAL', INVALID_PARAMETER

<!--NeedCopy-->

fERE RO Y RERFLT.Citrix LY X +UETHKEY_LOCAL_MACHINE\SOFTWARE\Citrix\VirtualDesktopAgent\/
H¥ <Your-FAS-Server-List> ICRRETNTWB e 2 HBLET,

sudo /opt/Citrix/VDA/bin/ctxreg dump | grep "UserCredentialService"
<!--NeedCopy-->

BEFEOREHNEE> TWBIFEIF. FiRD TFAS H—N—0DFE) OFIRICK->TERELFT,

& > 7c CA SEEAE DB

FASZXET7h oty azEBTHERMLET, REDV« Y FUNKRTEN, BURIOCEZXE T,
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Invalid Login

ﬂl(l

2021-01-28 01:47:46.210 <P30656:S5>
get_logon_certificate: entry

2021-01-28 01:47:46.210 <P30656:S5>

[var/log/xdl/hdx.log ##B L. KDL SBRIS—OJ%FLET:

citrix-ctxlogin:

citrix-ctxlogin: check_caller:

current process: pid [30656], name [/opt/Citrix/VDA/bin/ctxlogin]

2021-01-28 01:47:46.210 <P30656:S5>
get_public_certificate: entry

2021-01-28 01:47:46.211 <P30656:S5>
for response...

2021-01-28 01:47:46.270 <P30656:S5>
to server success

2021-01-28 01:47:46.270 <P30656:S5>
get_public_certificate: exit

2021-01-28 01:47:46.270 <P30656:S5>
input size 1888

2021-01-28 01:47:46.271 <P30656:S5>
output size 1415

2021-01-28 01:47:46.271 <P30656:S5>
get_logon_certificate: get logon

2021-01-28 01:47:46.271 <P30656:S5>
cache certificate success

2021-01-28 01:47:46.271 <P30656:S5>
get_logon_certificate: exit, 0

2021-01-28 01:47:48.060 <P30656:S5>

citrix-ctxlogin:
citrix-ctxlogin: query_fas: waiting
citrix-ctxlogin: query_fas: query
citrix-ctxlogin:
citrix-ctxlogin: fas_base64_decode:
citrix-ctxlogin: fas_base64_decode:
citrix-ctxlogin:

certificate success
citrix-ctxlogin: cache_certificate:

citrix-ctxlogin:

citrix-ctxlogin: validate_user:

pam_authenticate err,can retry for user userl@CTXDEV.LOCAL

<!--NeedCopy-->
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RE Jetc/krb5.confic/l— bk CASFRAEZ Y AR TOHRIIEAZEZBRMT I TILNIADELLRBESNT
WBRZCZRBBLET, ZILNRIFRODLSICED T

[realms]

EXAMPLE.COM = {

pkinit_anchors = DIR:/etc/pki/CA/certs/

<!--NeedCopy-->

BREOREHNEE > TVBIHHIF. BiRD MFEAZDO 2 b—)L) OFIEICK > TBRELE T,

g IL— b CAGERREN BN SO EREBLE T,

SYROTAODYRRVEYTIS—

FAS |& SAML B:EiIc & DTN E T, ADFS2—H—HAHADFS O # o R=ISTA—H—RBENIXT—REZAN
T3, RDIZ—HREETZEHHBDET,

There was a failure with the mapped account.

CDOIZ—IE ADFS A—H—HEBICHERBINLD. ADICP v RYyI—HF—DPEHRINATLWAVIEZRLTWY
£,

FERE ADICY Vv ROUTAIV P ZRELEFY,
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ADFS A I nTuizn

FAS Z h7ADOTA VHRICRDIS—HDERELXT:

The Identity Provider has not been configured by the
StoreFront Administrator.

COfEIE. ADFS B BTN TVAWKRET. FAS X b 7H SAMLSBEEZ AT 5 L SICIBR TN TWVWRIEEICHE
ELEY

fRRE J7xT7L—>aviBHY—EXADADFSIdP oRMFELIE 77— 3 Vi —E 2d ADFS
DERMI ZBRLTIRTEL,

ESPENE

o —MRAYA FASIRIBICDOWTIE, 1727 L—2aVilfiy —EXDT7—F 77 F v DOME] 28BL TS
L
e JITL—2a Vil —EXRD TEHMABERL TIE TH#El ORBZEBNLTULET,

BER] D FEIRE

FAS MER TN TWVWBIHE. REBUIOXFEZFERALTART R by TEEB 7Ty a v eRALESET
8. KBIBIeHhHBOES,

&« C | A Mot secure | hitps://ddcyw.local/Citri/FASWab/ g

Cannot start desktop |EiHécesBathveTET

testwHRHELT4"
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[a]gE 75 7%

CAY—Lo [F>7L—t0EE] #H2) v L. [Citrix_SmartcardLogon] 7> 7L — LT [Active
Directory 0iEHRN 51#EBFET 3] & [ERICEENZ] ICEBLET:

Superseded Templates | Extensions | Securty | Server
General Iﬂompatibil'rly I Reguest Handling | Cryptography | Key Attestation
Subject Name | lssuance Requirements

(®) Supply in the request

ij existing certificates for autoennoliment

renewal requests ()

() Build from this Active Directory information

names and to

simplify ceificate administration.

Subject name format;

| Mone

[] Include e-mail name in subject name

Include this information in atemate subject name:
[ ] E-mail name

[ ] DNS name

[ ] User principal name (LP M)

[ ] Service principal name (SPN)

* Contral is disabled due to compatibility settings.

| | Cancdl |

SSO LAShDERAE

November 27,2023

Citrix Workspace 7 7V icOd # > Lk, ST FHERBER=ZMEA L T Citrix Virtual Apps and Desktops
Lyl avzRHMTEIET, COMWEZEMICTSICIE. Linux VDA TROOR Y RZRTLET:
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/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\CurrentControlSet\
Control\Citrix\WinStations\tcp" -t "REG_DWORD" -v "
fPromptForDifferentUser" -d "Ox00000001" --force

<!--NeedCopy-->

COMBEZEMICTR L. Lyl a oRBRICERBRONNZRDOSNET, COREIR. ROTrXMJEa
=23y THR—FINTULET:

« RHEL 8.8

« RHEL 8.6

+ RHEL 8.4

« RHEL 7.9/Cent0S 7.9
+ Rocky Linux 8.6

» Rocky Linux 8.8

+ Debian 10.9

« SUSE 15.3

+ SUSE 15.2

AN—hrAO—F

November 27, 2023

Linux REBF RO by Ty avIicQI A>T 3L ST V54T Y MTFNA RCEHREINICAY— M H—R%ER
HEICES CeNTEERT, COBWEEIE. ICARY— M I—FREFyRILLETORY—FA—ROUAAL D MIE
STEEINET, Ly aYATAY— M AI—FEFERTICHTEET, FAFCLTIE. FFaxX>MIT
TANEREBINT . BFA—INEZBESUELIIBSUERTS. Web 1 b EREETEIREDRHD £7,

Linux VDA (. Cdiseic Windows VDA Y RILEmMZEBL £ 9, 2L <Id. CDERED I1Av—+H—RIEHE
ZEHT 21 £ a EBBRLTIETL,

p
LinuxVDAEv > a YATY Yy 7aINcAY— b A—RZERL T Citrix Gateway iICH 1 >#A >93¢
IF. Y R—FINTOLEEA,

B
AX— b A—RIZKBNARIIN—REEEFERATIZMNMNE. ROEZHICEDEARD X7
o LinuxVDA D, ROVWTNHDT s ARIE2—3a VA YA =L TWS:

- RHELS8
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Rocky Linux 8
RHEL 7/CentOS 7
Ubuntu 20.04
Ubuntu 18.04
Debian 10.9

VDA @1 >R b—)LH5ET L7=5. VDA At Delivery Controller ICERTE, RBINiz Linux TR kv
Tt v a>% Windows EREREFEAL TEHITI S zBRL X7,

* OpenSCHYR— b IB3AT— b A—FHFERATNTVD, FL I TOpenSCHRY—FA—KRZzHR—
FLTWVWB DR ZBRLTITL,

« Windows [+ Citrix Workspace 7 7UhMER I N T W 35,

OpenSC AT —rH—RZEHR—FLTWVWSEZ & DR

OpenSC id. RHEL 7.4 LIBETAKERINTWE R —FH—R RS 1N—TF, OpenSC ix CoolKey £ 52&
ICEMMNH BT, TEIFLBEOAY—MH—FEYR—tLET (FSmart Card Support in Red Hat
Enterprise Linuxy 2&8),

CDRETIF. BREHBPTE71-00fH LT, YubiKey4 Z¥— b h—REFEBL X7, YubiKey 4 id. Amazon
PHONTEENSEHHEICEBANTI Z—&E0 USB CCID PIVF /N1 XTY, OpenSC RS /V—I. YubiKey 4
ZHR—FLTVET,

HOUBERAI— M A—RHBBEIZHESIBEIF. Y R—FHRO Linux 74 X UE2—>3>% OpenSC /N
YT =IO A VR M= EINTEBEIS VZEFHLEF T, OpenSC D1 > X b= JLIZDOWVWTIE, TAY—FAH—RF
FAN—ZA VA=)V 3] Z2BBLTKEIV, AV—hA—REFBEAL. ROIY>Y FZETLT. OpenSC
PRAIY—bA—REHR—FLTVWE e ZHRBLET:

pkcsll-tool --module opensc-pkcsll.so --list-slots
<!--NeedCopy-->
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101
IL— NEAEZEET S

JL— bEERRE IR, AR — b A— RAOHAEZRIET 2 -OHICFERINE T, IL— MEAZEZAY>O—-RFLTT Y
Ab—=ILFBICIF. ROFIEZFZETLET,

1. BEE CAT—N—D5. JL—+EBAE%Z PEM R TEIEL £ T,

RDES5HIATY R%ERITLT. DER 771l (*.crt. *.cer. *.der) # PEMICEHTEFE T, ROITY
REITix. certnew.cer iz DER 7 71JLTY,

openssl x509 -inform der -in certnew.cer -out certnew.pem
<!--NeedCopy—-->

2. JL—biEBEEZOpenssSFa LY R UICA YA —=ILLETF, fle LT certnew.pem 7 71 JLZERAL
TWEY,

cp certnew.pem <path where you install the root certificate>
<!--NeedCopy—-->

IL—bFEREE A YA M= T B37HDNREERT 3ICIE. sudo mdkir -p <path where
you install the root certificate>%=xTLET,

RHEL 8 5 & ¥ Rocky Linux 8 T pam_krb5 €21 — /L% #%ET 3

AX— hA—RBiEE. RHEL 8 THRRIEE N7z pam_krb5 EX a2 —LICKEL £, RHEL 8 &0 Rocky Linux
8 TRY— b H—RBHEEFERATBICIE. UTOFIET pam_krb5 EPa— L2 HBELET:

1. https://centos.pkgs.org/7/centos-x86_64/pam_krb5-2.4.8-6.el7.x86_64.rpm.htmlm 5
pam_krb5-2.4.8-6 V—2Xd—rk%z4U>O—-RLET,

2. RHEL 8 & U Rocky Linux 8 © pam_krb5 E2a— L2 BE LTI VX —ILLET,

yum install -y opensc pcsc-lite pcsc-lite-libs pcsc-lite-ccid nss-—
tools

yum install gcc krb5-devel pam-devel autoconf libtool

rpm2cpio pam_krb5-2.4.8-6.el7.src.rpm | cpio - div

tar xvzf pam_krb5-2.4.8.tar.gz

cd pam_krb5-2.4.8

./configure --prefix=/usr

make

make install

<!--NeedCopy-->

3. /usr/lib64/security/ic pam_krb5.so BMER I NicC e R L £ 9,

1s -1 /usr/lib64/security | grep pam_krb5
<!--NeedCopy-->
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AR — b A—FIRIEZIBHT

ctxsmartlogon.sh 27U 7+ &AL TAY— FH—RIEEEZEBM T FETERERT IS LN TEE
ER

(7> 3> 1) ctxsmartlogon.sh XU 7 bEFERLTAY— M H— RREBEZERT S
7
ctxsmartlogon.sh 2 7 U 7 ~id. PKINIT E%®Z 7 7 )L b OEFHICEML 3, CDRTE I3
[etc/krb5.conf 7 7 1 L ZFER L TEETEI £,

AX— b H—REPOHTERT BH1IC. ctxsmartlogon.sh X)) 7 ERTLTRAY— M H—FIRIEEBHRL £
ED

7 N
R X1 >AD&0IC SSSD #FEA L TW 355t ctxsmartlogon.sh 321712 SSSD —E X = Biegh L
TLRET L,

sudo /opt/Citrix/VDA/sbin/ctxsmartlogon.sh
<!--NeedCopy-->

HBRIIRDELSICHEDFT:

1 logon for the Linux VDA, which
nstallation of the necessary packages and changes to
nfiguration files.

adds pkinit informa ef: re . You can

logon? (y/n)lyl y
e ctory in ration method.
ctive Directory integration method to use:

Centrify
t one of the above options (1-3)[1] 1
nstall depe packages .
wait
already installed.
[pcsc-lite-1libs][coolkey] already installed.

he root CA (e.g., /fetc/pki/CA/certs/root.pem):/etc/pki/CA/certs/root.pem
T configure successfully.

e path to the smart card PKCS11 driver (e.g., fusr/lib64/pkcsll/libcoolkeypkll.so):/usr/1ib64/pkecsll/1ibcoolkeypkll.so
ssfully.
re successfully.
ed successfully. SmartCard is ready.

ctxsmartlogon.sh 27 U7+ Z2RTLT. AR— M A—RZEMICTEIELDHTIET:

sudo /opt/Citrix/VDA/sbin/ctxsmartlogon.sh
<!--NeedCopy-->

HBRIIRDELSICHEDFET:
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#:#-_' T e 0 0 0 S 3 0 0 D e 0 0 e e e 0 0 0 b e 0 0 R0 e e 0 40 2 3 0 40 2B D e 0 40 D e 0 0 e e e i e T e 0 0 R0 e 3 0 0 e e e 0 B0 D e e 0 e e e

t ctxsmartlogon.sh sets up smart card logon for the Linux VDA, which
f includes automatic installation of the necessary packages and changes to
# the configuration files.

f Note:
# The ctxsmartlogon.sh adds pkinit information to the default realm. You can
th i tion file.
¥ 3 C 3 > WHC T T IHC D B0 IR M HC R0 MR HC B0 OB N MO M MC
Step 1:En smart card logon.
Do you want enable smart card logon? (y/n)[y]l n
ctxsmartlogon.sh exit.

(F7>3>2) AR—+H—FEBEZFHTHER TS Linux VDA I, Windows VDA £t ELRAY—+tH—RE
BERERALET, COBETIE. RXr>aY bO—5—. Microsoft sEPA#RES (CA). 1> &2 —Xw b1 T+ X
—> 3> —E X, Citrix StoreFront. Citrix Workspace 7 7U# Y| O I>HR—%> b EEBRT Z2HEHLH
D %7, YubiKey4 27—~ A— RICEDHERICDOWTEL <Id. Knowledge Center ®CTX206156M:EE%
SRLTIZEW,

ROFIBICETHNIC, IRTOAVRE—RY FHAELKBRINTWE ., BBF—1—H—fREN T
A—RICAIYO-RFThTVWEIE. AX—bA—RZEALTWindows VDA ICEERICOS AV TE3 L%
BLTLEE L,

PC/SCLite /X\v s —o% 1> X +—J)LF 3 PCSCLite ix. Linux TON—VYFILOYEa—4—/AX—FH—
Rk (PC/SC) I DRETT, AN—rH—RPU—4—ViBET 6D Windows I¥—hH—R1>F—Tx
1AM LET, LINUXVDATORIY—FA—RUACL Y biE. PC/SCLARILTREINTULET,

RDAYY RERITLT. PC/SCLite Xy r—S% 1V X —ILLET:
RHEL 7/CentOS 7. RHEL 8. # & U Rocky Linux 8:

yum install pcsc-lite pcsc-lite-ccid pcsc-lite-libs
<!--NeedCopy-->

Ubuntu 20.04. Ubuntu 18.04. Debian 10.9:

apt-get install -y libpcsclitel libccid
<!--NeedCopy-->

AX—bA—RRZAN—%21>VR+=ILF3 OpenSCid. BKERAITNTVWERY—FA—FRSAN—TY,
OpenSC A1 Y X F—ILETNTVAWMESIF. ROATY Y RERTLTIVAM—ILLET:

RHEL 8. Rocky Linux 8. RHEL 7/CentOS 7:

yum install opensc
<!--NeedCopy-->
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Ubuntu 20.04. Ubuntu 18.04. Debian 10.9:

apt-get install -y opensc
<!--NeedCopy-->

AX—bA—RRBHAEADOPAM EZa—I)LEA VX +—ILTE ROIATYY RERERTLT. pam_krb5 84U
krb5-pkinit E2a—JLEA > b—ILLE T,

RHEL 7/CentOS 7:

yum install pam_krb5 krb5-pkinit
<!--NeedCopy-->

RHEL 8 5 & ¥ Rocky Linux 8:

yum install krb5-pkinit
<!--NeedCopy-->

Ubuntu 20.04. Ubuntu 18.04:

apt-get install libpam-krb5 krb5-pkinit
<!--NeedCopy-->

Debian 10.9:

apt-get install -y libpam-krb5 krb5-pkinit
<!--NeedCopy-->

pam_krb5 EXa—/Lb TS5 1 VABEARRHEES 2 —ILTHOD. PAMIST FU T —2 3 Y HINZAT — R =R
Lib, ¥—Emt>%2— (KDC) OoF 7y rREF7TY FZERBLED TR, COEIa—ILzFRATEE
¥, krb5-pkinit €22 —JLICIZ PKINIT 7551 VHEENTVT, 517> MO EF—CAASEZFEAL T
KDC D SHIHAERIEIRERIE TI 3L 5ICLFT,

pam_krb5 €21 —)L%#mM9% pam_krb5 €21 —)Lid KDC &3$5E L T. AY¥— b H— RRADEERE = FEH
LT Kerberos 77 v b #BE L £9, PAM T pam_krb5 sBiE#BMICT BICIE. RDIX Y RERITLET:

authconfig --enablekrb5 --update
<!--NeedCopy-->

[etc/krb5.conf 7 71 JLIC. EREOERICKLC 7 PKINIT BR=ZEML £7,
pE
pkinit_cert_match # 7> 3> k. 507> MEBEEND PKINIT REDHITICHERAINZEIC—HT 344
ENH5—BHRAZRELF Y. —BRAOEBXXIIRDEHEDTT:

[relation-operator] component-rule ---
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. relation-operatorif&& (FNTOIAVR—2Y MRAID—HT ZHENH ) FiE|| (1203
VIR—2Y MRAIOHD—HT BHBELH D) OVWITNHZEATIET,
A krb5.conf 7 7 1 Lol RICRLET:

EXAMPLE.COM = {

kdc = KDC.EXAMPLE.COM
auth_to_local = RULE:[1:$1@$0]

pkinit_anchors = FILE:<path where you 1install the root certificate
>/certnew.pem

pkinit_kdc_hostname = KDC.EXAMPLE.COM
pkinit_cert_match = ||<EKU>msScLogin,<KU>digitalSignature
pkinit_eku_checking = kpServerAuth

}

<!--NeedCopy-->

a7 71 )Lid. PKINIT \B3RZEBML B, ROKSICHED T,

CTXDEV.LOCAL = {
kdc = ctx-ad.ctxdev.local
auth_to local = RULE:[1:$1@%0]
pkinit_kdc_hostname = ctx-ad.ctxdev.local

pkinit_anchors = FILE:/etc/pki/CA/certs/certnew.pem
pkinit eku checking = kpServerfAuth
pkinit_cert_match = ||<EKU>msSclLogin,<KU>digitalSignature

PAM I =M e 2 PAMBBR 7 71 ILIZ. CDEY 2—)L% PAMZBEEICERA L TWAHh %R L £9.pam_krb5
ERFEES a—)Le LTEMT 3ICiE. [etc/pam.d/smartcard-auth 7 7 1 JLICRDITEEIML £ :

auth [success=done ignore=ignore default=die] pam_krb5.so preauth_options
=X509_user_identity=PKCS1l:<path to the pkcsll driver>/opensc-pkcsll.
so

SSSD ZfERA L1356, RERODEH T 7 T ILIFRDELSICRDET,
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#%PAM-1.0
# This file is auto-generated.
# User changes wi be destroyed the next time authconfig is run.
pam_env.so
[succe! d ignore ore default=die] pam_krb5.so preauth_opt=X509_user_identity=P :/usr/1ib/x86_64-1inux-gnu/pkcsll/opensc-pkecsll.so
sufficient pam_permit.so
d pam_deny.so

account r d pam_unix.so

account pam_localuser

account pam_succeed_if.so uid < 1000 quiet
account [default=bad succe K user_unkn ore] pam_s 50

account [defau succe: k auth_er nore user_unknown=ignore ignore=ignore] pam_krb5.so
account r pam_permit.so

optional pam_keyinit.so revoke
requ d pam_limits
optional
optional
optional
1 default=ig
session required ELIH]
session optional pam_
session optional pam_krb5.so

(AF>ay) AR—bh—REFERLE> VTG>T

SN FY (SSO) LiF. RETRI My TIRTFUTr—2a Y ORBRKFICNIRIN—RAZEET S
Citrix DigeEIEL £ 9. COWERICEID. I—H—DPINZANTIEEHED £9, Linux VDA T SSO =M
¥ 3ICiE. Citrix Workspace 77U % #mM L £9., Windows VDA LR L#EBEAEATY. #L <id. Knowledge
Center a2 ECTX133982%7 8B L T LI,

Citrix Workspace 7 7U TYIL—TR) > —%BRTHL Fd ROLSICATY— b H— RBAEEBMCLF T,

| Local Group Policy Edf
File Action View Help

@9

Local Computer Policy - | Setting State Comment

i Computer Configuration
> || Software Settings
| Windows Settings

iz| Kerberos authentication Mot configured Mo
\i=| Local user name and password Enabled Mo

= SEd i i-| Smart card authentication Enabled No
4 || Administrative Templates P
4 || Citrix Components A Smart card authentication m‘
a || Citrix Receiver
L
| AutoUpdate E: Smart card authentication T | I Next Setting |
| CEIP
Client Engine X
. - ") Not Configured Comment: -

| Diagnostics

| Fast Connect API Supg

| HDX MediaStream Flas

| Multi-StreamIca | ||| © Disabled
| Metwork routing 3 Supported on:  aj| Citrix Receiver supported platforms e
| Remoting client device =
| SelfService
| StoreFront Options: Help:
| User authentication
| User experience 7| Allow smart card authentication Use this policy to control how the client uses smart cards =
| Control Panel attached to the client device.
| Metwork [V] Use pass-through authentication for PIN
Pantiis When enabled, this policy allows the remote server to access
" smart cards attached to the client device for authentication and
| System

other purposes,
| Windows Components

2 Al Settings When disabled, the server cannot access smart cards attached to
4% User Configuration the client device.
| Software Settings
| Windows Settings -

Troubleshooting:

SN du 1] a1 When using smart cards in a Citrix environment, the smart card
& setting(s) dg\rice driver must be installed on th_e SEIVER ‘_Nhe_n using a
different operating system on the client machine, it may be

[ 3

[
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BEREAVY—tA—ROTF>

BERIAY—rAH—RIE. BEEFED HDXPC/SCR—ZADRAIY—FH—RUAAL Y FORBRTY, BEAKIL
WAN BIE TAVY— b H—REFEATIHBEDNT A=V ADAELELTVWET, FLCIE TRY—FOH—F] &8
LTSV,

Linux VDA Iz, LUFD/NN— 3 >0 Citrix Workspace 7 71U TEERAY— b H—REHR—FLTVET:

« Citrix Receiver for Windows 4.12
+ Windows @i+ Citrix Workspace 7 1) 1808 LB

DA77V M TEBRAN—MA—ROTAZBMICTS BRANV—bA—FROTF2IE VDATIET 7L

TEMIBE>TED, ISAT7YRTIETI7AINNTENICAE>TWVWET, 7717V FTEERAY—FA—ROY

T EBMITBICIE. BEET B StoreFront ¥ bd defaultiica 7 71 JILICRDINS X —LZ—FEBMLET:
[WFClient]

SmartCardCryptographicRedirection=0n
<!--NeedCopy-->

VATV R TEBRERAN—MA—ROTAVZEMCTE I T7Y M TERAN—MA—ROTF > EZEHICT
3ICi%. BEE$ 3 StoreFront # - ko default.ica 7 77 /L5 SmartCardCryptographicRedirection /¥
FA—2—%HIBFRLF T,

fERRNR
ZA¥—bA—REFEALTLINUXVDA ICOJF> T3

SSO >+ UFEIESSO o FVADE AT, AX—rA—REFHALTLInuXxVDAIZOJA>TEE Y,

e SSOF VAT FrvwiadhicATY—MA—RiBAZ L PIN A L T, StoreFront ICBEMICO
JAVEINET, StoreFront TLiNnUXRETFTRI by Ty a>EBBTRE. AN—bH—RBIAD
HIZ PIN A Linux VDA ICBES N E T,

o ESSO >+ AT, StoreFront ICOJ A > 937-DICGEAZEZEIRLTPINZANNT B LSKROENFE
ER
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Windows Security [
Select a Certificate
Windows Security g
(=g userl
Issuer: zhusl-DC-CA . .
|[ Valid From: 11/15/2017 to 11/15/2018 rf'cms:f: ST;: ol Prisindes
\ ) ick b E 5 ease enter your PIN,
== ddc —
= PIN
| Issuer: zhusl-DC-CA ~a ™ )
\ Valid From: 9/19/2017 to 9/19/2018 | [eenand] |
G |

StoreFront T Linux R8T XU kv Ty a v EEIRT 3. LINUXVDAADOTA > DA T7OT Ry IR
PROLSICRRINFET, A—HF—RIEAT—FH—ROFAEHSHEIN. O A VRIEDT=HICPINZDH S
—BANNT23HERHBD XY,

C DENEIZ Windows VDA L EIL T,
" ctx-dde.ctxdevlocal x 4 — O x

Q — X | ctx-ddc.ctxdev.local /Citrix/SmartManualWeb T& ‘ == :/.

Windows Security X

| Smart Card

Please enter your PIN.

PIN

M:w

Click here for more information

OK Cancel

AY—bH—REFALTEY >3 VICBESTD

Ty a ICBESRTRICIE. AN— A=K IS TV MTNARICEGIN TV I 2BRLET, AV —
FA—RAEGINTUVWAEVWE BREEFRKT 370, LINuXVDABICI L —DFvviads Y RUBRRTIINT
FTCICRTLES, CODBAE. AN— M HI—RDEFERIXAVvE—JIIRAINET A

7=72 L. StoreFront fITiE. v a VIlBEGLEISELEETIICAIYI—FA—RDPESZIATLEREVE,
StoreFront Web ic& D RO &S BBRINRRINZ e HD FT,
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Insert Smart Card @

@ Please insert a smart card.

| Cancel | Details ==

HIPREIR
A —bA—REDHLEOBER S —

IBE. LINuX VDA IERY— R A—RDHEIRRICT 7 4L b OEBITEDAZEFER L TWET, Linux VDA ICIEEEICOJ #
VLB TRAY—MA—RZEDINLTH, EydavidEGINEXICAD, Ty arvEEIKOVYIINEE
Ao

ORI — b HA—RFE LT PKCSH#LL 51 TS UDHR—-

HHR— h—EIZ OpenSC AY¥— b A—RDHAMRRTINFTH. Citrix TIHRABERAY—FA—RUAT LI MC&
BHEEDNREINTWVS O, HOXAI— b A—RFELUV PKCSHIL S TSUDERAEHTCEHTETET. FE
DAI— b H—FFIF PKCS#1L S TS VICHID B R B ICIE:

1. PKCS#11 5175 UDFTRTDopensc-pkcsll.sor Y REVAEBEEMR £7,
2. PKCS#H1I1 SATSUDNBLIRARMNIADNREZRET BICIE. ROOAY Y R ERTLET:
/opt/Citrix/VDA/bin/ctxreg update -k "HKLM\System\
CurrentControlSet\Control\Citrix\VirtualChannels\Scard" -v "

PKCS11LibPath" -d "PATH"
<!--NeedCopy-->

PATH (% PKCS#11 5175 (J/usr/lib64/pkcsll/opensc-pkcsll.so #Y) #BHBL %Y,

3. USAT7 VRN TERANY—bA—ROTA U H=EMIILET,

B A BRI —H— (BRI—Y—) OT7I7€X

September 25,2023

StoreFront #7zi& Citrix Workspace 7 7 U ICEEERZIRTETIC. I—HF—HT7 TV r—>3 %70 by
FICTVERATEDLSICTBCENTEE T, BAESNTVWAVWI—H—|ICT7 IR EZFHFTTBICIE. BEEINT
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Wi Ww StoreFront Rk 7H&H D, FUNU =TI —TAHORBESTN TVWEWVWI—F—DT7 IR =BHICTIHE
BHD £,

A

D ARBRI—HY—ICLBET77ERIE. RXAVEMEH VDA TOATR—FINET,

Ty a oEFESE. BASTNTVWAVWI—F—IIXLTREYR— TN TVEEA, v a > DEF
&, Android @mir Citrix Workspace 7 7 THHHR— IR TV EH Ao

REHENTE L StoreFront X < 7 DERL

1. Citrix StoreFront B>V —ILOERAI VT [R+T7] /—FREBIRL T BRE] R120D [R T OE
Bl zoVvyoLET,

2. [RETE] R=T T ANTORFEEEL T [CORNTADOT I ZIERH (BER) I—H—ICDOHF
Ag3] ZEFEIRL. AAN] 200y o L%,

FL I TRRENFERZ FT7OER) ZBRBL TS

U/\U I — 70—CDIL,\DE7§{TE7Q~-1 -7 7":’2%%)&]"—3—6

TUNI=TNL=TE. WD2DDIIUAZOATDSERLIERS V2T IL—TRLIEDBDTS, TUNU=TI
—THOT IV =3 TR by TEERTEZ - —%2BET L. RiEcnTwWanW1I—H%—ic7ot
AZHATEET, #LIF

FTUNI) =TI —TDIER) #BRL TRV

RADRELRI—HY -ty a3 DTA RILEZALT I N ERET S

FEEDARBR A -ty g iciET 74N ETI0 D7 A RILEZA LTI RHRESNH. £y a vzl
Z2rEFMICOSAT73NET, LY X LURE AnonymousUserldleTime THXZLDT A RILZA LTI+
EBHRTIET, L XE ARZLDTARINEALT I ES5FIZHRETDICIE. ROAT Y RZRITLET:
sudo /opt/Citrix/VDA/bin/ctxreg update -k "HKLM\System\
CurrentControlSet\Control\Citrix" -v AnonymousUserIdleTime -d 0

x00000005
<!--NeedCopy-->

*quh‘Tgﬁl .U' @H_jtgk% ET%

RHAINTVWARVWI—F—DRAAFZRET 3IC1F. LI X ~UF— MaxAnonymousUserNumber =R L
£F9, COREICLD. BE—0 Linux VDA TRRHIETINZBANFREARI—HF—t v a VEHHIRINE T,
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COLPZAMIREZBRY BICIE. ctxreg Y —ILzERLET, X EZ 32 ICRETBICITROOATUF
ZRITLET:
sudo /opt/Citrix/VDA/bin/ctxreg update -k "HKLM\System\
CurrentControlSet\Control\Citrix" -v MaxAnonymousUserNumber -d @

X00000020
<!--NeedCopy-->

BE.

BANABER - -ty aVHZEFIRLET, ARICEB NSty a VBB EREICZVWESE. VDA T
FRATEZAEDARRREDEEZSITEIIEDHDET,

SN 2T
RAHDRERIA—F—t v a z@BlT2EIIE. ROREEELTIETL:
o BN ARBAREY I IVICAJ AV TEEFHATLT
LR MUDNREEOLSICEHSNICcZBRBLET (0IZRE),
sudo /opt/Citrix/VDA/bin/ctxreg read - k "HKLM\System\CurrentControlSet

\Control\Citrix" - v MaxAnonymousUserNumber
<!--NeedCopy-->

nesd H—EZHQRITHT, passwd £ v v a2 BMICTILSICREINTVZEERBLET:

ps uax | grep nscd
cat /etc/nscd.conf | grep 'passwd' | grep 'enable-cache'
<!--NeedCopy-->

passwd ¥ v v > aBHAEMIAR>TUVWBHEIE. NOIZKRELTHS. nesd F—EXEBESHL £9. RED
LE%ZIC. LInuxVDA DB VX F=ILHRBEHRZBELHD £9,

« KDE TOv/7EEORE VHBHABEDI—H—t vy a VRICRTENE Y,

TI7FIWETIR. OvIEERORF VX Za—E B FRELRI—HY -ty a Y TIREMIHE->TUVWET, -
72L. KDE THBERTINBZICeHHD T, KDETOVIEBEDREVEXZa—Z2R/HEOI—HF— I L TE
MICT BICiE. T 7 1)L $SHome/.kde/share/config/kdeglobals |-k DiTEMZ £, fi:

[KDE Action Restrictions]

action/lock_screen=false
<!--NeedCopy-->

7=f2L.KDE Action Restrictions/NSxX—a—msO—-NIL7+ RikdeglobalsZ 7 IL(/usr
/share/kde-settings/kde-profile/default/share/config/kdeglobalsk¥) TF
TICREINTVBRIHEE., COI—F—REIITMRLH D £H A
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CORBEMRTZICIE. AT LT A R hkdeglobals7 » 1)L %2 ZE L T[KDE Action
Restrictions]tooa>n[$1]427 %8BT3, YRTLTA RAEBRZEEEALT. Ov7EED
REVEAZ2—#EHICLFT, KDEEREICDOWTEEL < IE. TKDE System Administration/Kiosk/Keysy @
R=IUZBRBRLTIIETL,

771

July 8, 2022
CDtEUTa>TIEE LTFOREYIICDWTEHEBLE T
e J7AILOIE—BED FIF

o 77 AILERX

T77AIDOIE—BED T

March 11,2024

aA—H—. AV Y IXZa—FBF—R—-—Frka—thay bzEBLT. Eyia>eO—hllo>0147>k
MTT770L20E—LTHD[IZIeNTETET, CDEEICIE. Citrix Virtual Apps and Desktops 2006 14
¥ & U Windows @i+ Citrix Workspace 7771 1903 LD HUETT,

T7AINEERBICOAE—LTHMOMIFBICIE. ROZEZRBL TV

o T7MIDRKED 20 ZBZ TULAERL,
e RRIT7AILTAXH 200MB ZBX TULA L,
o 771NLAICIEASCH XFOANEEN. BAXFIFEENTULEL,

YR—bINBTSv T r—L

77N OIAE— LMD HIFIF. ROFEICHERATIFT:

« RHEL7.9

« RHEL7.8

« SLES12.5

« Ubuntu 18.04
» Debian 10

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 285
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B > —
BT, COWBEOBRICBELI Uy TR—RRUS—TY, Uy TR—RRUS—IZDVWTHEHLLIE TR
U—TR-b—H] ZBRLTETL,

¢« USATU NIV TIR—RULALLT b
s JUYyTIR—ROBIREHE—R
o TSATUBEREMRE—F

E:
T7AILOAE— L BED FiFtpez E|aic 3 3121k, Citrix Studio T [54 7Y o Uy FR—RUAAL
K] RUS—% [ZIE] ICRELET,

HIFREIE

TOEDIEHR—FEINTUVWELRA. 77 7ILOYIDEDERIEIOIE—REL LTHRONE T,

s RSy IT7YRROYTIIYR—FEINTULEEA,

e TALOMIOOAE—REBHYR—FIhTULEEA

s J7MILNDOIE— D IFIE. IBBICEITITBHENHDET, RIOT 7 MIIAERBICIE—SNTHON
IToNBTOH ROT 72 IE—TEEY,

7 71 IVERiE

July 8,2022

LINUXVDA L 95147V b TNAABO T 71 VEEDHHR— I TVWET, CO#EEIE. 75172 FTNA
2D HTMLS @ sandbox B%ZHR— 923 Web 7S50 —%2R{TLTWVWBRBEICFERATEE T, HTMLS @
sandbox Bl&. 21—+ —»" HTML5 @i¥ % 7zi& Chrome @i Citrix Workspace 7 7)) #{ERA L TRET X &
by IRFTFIICTIERATESRLSICLET,

7

7 71 )VERIE#AE (X HTMLS |l & & T Chrome @iF Citrix Workspace 7 71 TERTE £9,

AT FVELUVTRI by Ty aYRAT, 771 IEEEEEICE > TLINUXVDA B LKV I S1 7> b FNA
ZBOT77AINOTy PO—RELVE T YO-RBEEEICEDET, 771N ET ST TN XD 5 Linux
VDA 27w 70— kg 3Icid. Citrix Workspace 77UV —IN—0 [y FO—KR] 7a4a>% Uy L
T 77ANEAT7OTHSBNOT 7ML ZERLET, 777)L% LINUXVDALS I ST FTNA RICH
TrO—-R¥BICE (Fo>O—R] 74>y o LET, Py 7O—RERBAYYO-RPICT71IL%
BIMTEEYT, —EICRKI0BED 7 7ML EZEXTEET,
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i

LInuxVDA 0S4 7Y T NAZABTI 7LD T7 Yy TO— RELUVA T > O— RZ2ET9 3I21F. Citrix
Workspace 77U DYV —ILN—=%BII LTI W,
77N ERSYyITURROY FTEZ/N—2 3 >0 Citrix Workspace 77U 2R TE £ 9,

BEA U O—RIZ7 71 ILEEOIGREEET T, VDADBRDTNT RICRETA LI IICT 70l eSO
—RFEEEBHTZE. 95172 FTFNA RICEBENICEREINET,

e
BEAT>O—RTlE [TRIMYTEISATYNEDT7 7 A IINEREZHRI T3] &V [T MY TH
577100 2Ao>yO0—R] RUS—% [FHA] ICRETIHBELNHD £T,

UTFixBEs4a Y >O0— RoFERGITY:

o J7AIIEBRDTNA RREFICHAIO—-RTBIES

NETFRI My TeWeb 7508 -7 Uty 3> TWeb 1 bh5ETYO-R LT 71 )LId
VDADBRDTNA RRET A LY FUICHREFELT. 3147V T NAA RICEBMNICERETZ N TE
£9. BBAUVO—REMESEBICIE. Web 759 —DTF 74Dty 3 YRETYO—RT
Lo bU%E BROTNA RITREICHRE L. HTMLS @i #7:1& Chrome @7 Citrix Workspace 77U %
RT3 Web 750 —TcO—HILOFAIYO—RFTo LI MU ERELET,

o J7MINEBHDDTNA RICREFEICEEFEIFOAE—T 255

PNERTRIMY T2y > TEHHNO 7 7MILERIRL. 9547 T NAATERTZEHICEZDOTN
1TRRETA LI FUICBHEZOE—-LE T,

77 IVEREDR) 2 —

Citrix Studio ZFEAL T7 7 M VEERV S —EZRETEIE I, T 74 MTIE 77 7IILEEIFBEMICHZ>TUL
£,
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] Console Root
~ B Citrix Studie (site)

O Search

Machine Catalogs

8 Delivery Groups

E Applications Policies
[= Policies
i# Logging Policies Policy0
~ [F+ Configuration
£ Controllers - | » Allow file transfer between desktop and client

Hosting 2 Unfiltered User setting - ICA\File Redirection

Prohibited (Default: Allowed)
3 storeFront } Download file from desktop

e Licensing

User setting - ICA\File Redirection

[ App-V Publishi
Allowed {Default: Allowed)

0 Zones
~ E Citrix StoreFront } Upload file to desktop
B stores User setting - ICA\File Redirection
Server Group Allowed (Default: Allowed)
= P WebSockets connections

Computer setting - ICA\WebSockets
Allowed (Default: Prohibited)

R — DA

s TRUMYTEOSATY NEDT 71 LEix %A %, Citrix Virtual Apps and Desktops v > 3>
CA—H—FNARBETOI—H—IZLB T 71 IILEEZ I E/IFETL £,

« FRUMYTIHEDT 71 ILDE Y >O— R, Citrix Virtual Apps and Desktops v avhs5a1—4—
TNRAZRADA—H—IZLBZT7AINDOET > O— RZHFA £ IFERFLX T,

¢ FRUMYIADT7AILOTy TO—K, 2—H%—F /N1 XHh 5 Citrix Virtual Apps and Desktops &z
2AVADI—H—IZLB T 7AIINOT Yy TO— RZFal £ IFETL T,

F:

TRV IO T 7 2d 0 O—RELUVTRI MY FICT 7L ET7 Yy TO—RFRUS —=2B/MICY
BICIF. TRV YT SAT Y MEADT 7 ErixZz Rl § B3RV —% [FFA]] ICREL T,

AR
HTML5 @17 Citrix Workspace 7 71J T7 7 1 JLERiXHRER AT B ICid:

1. Citrix Studio T. WebSockets #45iR1) > —% [FFa]] ICRELE T,
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7] Console Root
~ % Citrix Studio (site)

D Search

Machine Catalogs

£ Delivery Groups

i Applications Policies
[= Policies
Logging Policies Poliey0

v [ Configuration
£ Administrators 1 Policyd

2] Controllers

Hosting ?  Unfiltered User setting - ICA\File Redirection
&% Licensing Prohibited (Default: Allowed)

I StoreFront } Download file from desktop
@ App-V Publishi User setting - ICA\File Redirection
0 Tones Allowed (Default: Allowed)

v §3 Citrix StoreFront ¥ Upload file to desktop
m Stores User setting - ICA\File Redirection

Server Group Allowed (Default: Allowed)

= » WebSockets connections

Computer setting - ICA\WebSockets

» Allow file transfer between desktop and client

Allowed (Default: Prohibited)

2. Citrix Studio THIRD 7 7 1 LEER D =057 7 A LEEEBMICL T

3. Citrix StoreFront 831>V —ILT [X+7] #21) w2 L. [Receiver for Web 1 FDE®E] /—
k. [®iZ Receiver for HTMLS %Al # 7> 3> ##&RL T, Citrix Receiver for HTML5 #&#ic L

*£9,

Manage Receiver for Web Sites - Store Service

pn Enabled

These sites allow users to access the store 'Store Service' through a webpage.

Web sites:

Web site URL Classic Experience Store Authenticated
hitp://qzw53-ddecxd.local/Citrix/Stor  Disabled

Internal network only

StoreFront Deploy Citrix Receiver
Add... ] [ Configure... ] [ Remove ]
For the best user experience, Receiver for Web sites detect Windows and Mac OS X devices
and offer users the opportunity to download and install Citrix Receiver. If users cannot install
Receiver Experience Citrix Receiver, enable Receiver for HTMLS.
Customize Appearance _
Deployment option: vays us ceiver fo -]
Unified Experience: Disabled Featured App Groups Always use Receiver for HTMLS
Authentication Service: Used by this store Authentication Methods Use Receiver for HTMLS if local Receiver is unavailable
Authentication Methods:  User name and pa Install locally
Token validation service: http://qzw53-ddc. Website Shortcuts
Deploy Citrix Receiver
Session Settings
Weorkspace Control
Client Interface Settings
Advanced Settings

4, RETRI by TERIEWeb 759 —TFUDEy > a>ERIBLES, LINUXKVDAL IS4 7Y bFN

ARABT L OFERIFERO 7 7 IVEEXERTLE T,
Chrome @7 Citrix Workspace 7 7) T7 7 1 JLEriXiae 2 R T 3 101!
1. fiRO 7 7AIERER) O —h o T 7 A IINEEZEMICLET,

2. Chrome 77X k7H'5 Citrix Workspace 77U ANFLF Y,
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Chrome 771 R—Ih 5 Chrome @Al Citrix Workspace 7 77U ZBIIEA DB EIF. COFIEEEIEL
9,

a) Google Chrome &R v & Rz TCitrix Workspace for Chrome; N\ L ¥, %&KX7-r1
Uy ILET,

b) BELERT Chrome Yz 7R+ 7AD URL%E S ) wo§ 3. Citrix Workspace 7 7 #ANFTE
x9,

£~ chromeweb store o

@ Citrix Workspace

Cffered by Citrix

*hx 2,056 | Extensions

Querview Reviews Support Related

®O0CO0

c) [Chrome (Zi&f0] %3%IRL T, Citrix Workspace 7 71) % Google Chrome (ZiBiIL 7

3. Chrome 771 R—<T Chrome [@\t7 Citrix Workspace 7 U %) w o LT,
4. StoreFront A 7D URLZANBNL TESLEF T,
BEICANBADBEIGCOFIEZEIEL £,

5. RIEBFRY by TELETTUOE YL 3 VEBIBLET, LINuXVDA L2517 FFACRBMTL D%
ISR T 7 1 VR ERITLE T,

9274w

July 8,2022
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CDtEUTa>TIE LTFOREYIICDWTEHEBLE T

T37 1y R AR

HDX mE#HE

GRID M 3D 571w
FERIR—ZOEYSaVIFr—2—T—7

Thinwire o707 L v 7&RR

T34y DIEREIHTAE

November 27, 2023

C Tl LinUXVDA DY'57 1 v & DR MEBEICO LW THIBL £ 7,

FLLIR TOZATLER) LU TV —IILOBME] 28RLTET W,

1R

Thinwire &, Linux VDA TERINTWE3 T X LIV E— T/ OPTY, COTI/OP%ZFEHTZ L.
HBEIVTERSNIT ST v Ih BEERY FT—028BL T, OIS VICEEIh, RRINET,

[EBICETAI—T v I =ERT2] 53714y IRUS—TR T72ILbDIZTavIE—REREL. &
FIERI-RT—RIWLTROA T a v ERBLET:

[(FAIgETHNIEFER]. COREDNT I AL ETT, BMOBRIIBEDHD FHA. CHUIELD. TRTO Citrix
4T Thinwire B8RS, TR by 7O—BHNBRT—IO—RT, XA7—EU T, TiEE. 54U
BN-EBEEDORT. BRICREKINET,

([EEmeEIcER]. HIC3D 570 voxZHT5EHT. Thinwire #2E®E H.264 713 H.265 % fF
BALTEELT, I—Y—ITIARVIVACHEEOREZZBELLET,

[$BiE% 70T« FICEE], Thinwire D74 757« 7RRT /2%, 8@ (EF4. 3D1>E—>3Y)
ZHALE T, BRI EBKEEOBLTOA H264 ZEFRBLET, /570 vIDEMH264 ETAO—
T o RBERMICERT S Zic& b, HDXThinwire i3 H.264 €54 1—F v o #ERAL T, BEICEHR
TNZ2BEOPLZHRELTIVI—RITZCHNTIET, #EEES (JPEG. RLE) ¥ Ev by 7+
Yy JiE. TEIANPEEERA L ZACEAEDKED DA T SHIFERAINE T, I—HF—Id. FiF
BOHEEMNMEVIRET, BEBATF I NPEREESRZEAASOELREOEVETA IV T Y YERETSE
F9. COBWBEERMCTRICIE. RUL—RED [EBICETAI—TvI%=ERAT 3] £, [AIEETHNIL
FHE] (T7AILE) FE [TOT7TICENT2EF] ISRELEF T, L 9570 v o0RU>
—®E] ZBRLTIZIWL,
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Use video codec for compression

Do not use video codec
Use when preferred
FDr al::tiﬂ.relj,lr changing regions

7.6 Desktop 05, 7.7 Server 05, 7.7 Desktop OS5, 7.8 Server
.9 Desktop 05, 711 Server 05, 7.11 Desktop 05, 7.12 Server
0§, 7. 'IE Desktop 'DS 7.13 Server 05, 7.13 Desktop O, 7.14 Server 05, 7.14 Desktop OF, 7.15
Server 05, 7.15 Desktop 05

Description
This setting is available only on VDA versions ¥XenApp and XenDesktop 7.6 Feature Pack 2 and
later.

Allows use of a video codec to compress graphics when video decoding is available on the
endpoint. When “For the entire screen” is chosen the video codec will be applied as the default
codec for all content (some small images and text will be optimized and sent losslessly). When
“For actively changing regions” is selected the video codec will be used for areas where there is
constant change on the screen, other data will use still image compression and bitmap caching.
When video decoding is not available on the endpoint, or when you specify "Do not use” a
combination of still image compression and bitmap caching is used. When “Use when preferred”
is selected, the system chooses, based on various factors. The results may vary between versions
as the selection method is enhanced.

Select “Do not use” to optimize for server CPU load and for cases that do not have a lot of server-
rendered video or other graphically intense applications.

Select “For the entire screen” to optimize for cases with heavy use of server-rendered video and
3D graphics, especially in low bandwidth.

Select “For actively changing regions” to optimize for improved video performance, especially in
low bandwidth, while maintaining scalability for static and slowly changing content.

ROB[ERTRI S —RERE. WODDOMDER) S —REIF. T RATLAVE—FDNT =T XZHBE
TRLDICERTEEXT,

o« BRI ST 4w ADBLEBRE
o A= v kT L—LE

o RrmE
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A FIA0LIE

Thinwire i3, BEDEZX V%2 AT ZETIHHODT L —LE (FPS) #ALETEEZZeMNATEET, &
&% CPU HEBEEDEATIEHITMIARICAD EFT, COBEIXT 7L FTIFEMICE>TWVWET, ZDi%aE
BRICTBICIE. VDATROOAT YV RERITLET:
sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System)\
CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "

ParallelProcessing" -d "0Ox00000001" --force
<!--NeedCopy-->

Thinwire T [2/FEHIERE] IC H.264 ZER
T74ILETIE [RERE] RUS—REDO [RBERKIXMERE] REHD. BEICH L TIZ JPEG TIE%< H.264 (2
BHFERLI

H264 T> -7« VU TlRENEEMERINE T, [ERICETAI—TyvoZ2ERTE] RUS—IC&D. &
FRE (F7A MG [AgETHNEER]) MHEEINET, IRERIERE] T IPEGHERINS & S#HIT
3iICiE. [EBICETADI—TFTvoRERT3] RUS—% [ET40—FTv o FERALABWV] ICRELET. 751
7> kT Selective H.264 B4 R— FTh TLRWES, IRERIIESRE] 3R> —REICBFRAR< JPEG IR
bhFd,

KDY ZAT 2 MEERNG H264 ZHR— L TWVWET:

« Citrix Receiver for Windows 4.9~4.12

« Citrix Receiver for Linux 13.5~13.10

+ Windows @i+ Citrix Workspace 7 71J 1808 LB
+ Linux @i+ Citrix Workspace 7 71J 1808 LB

[RTEmE] &0 [EBICETAO—FT v I%FEHRATE] ORVD—FREICDOVWTEELLIE. THRERTODKRY > —
BELE 70y IDR)Y—%El 2BBLTLLEIL,

H.265 74 1—7v 7 0OHR— K
7.18 D=5, LinuxVDAIF. UE—FI S 714 v IR ETADN—RI 77125 L—>3>TH265E
TAA-TyvIEYR—ELTVET,
COMREIIUTTERATE 7!
« Citrix Receiver for Windows 4.10~4.12
+ Windows @i+ Citrix Workspace 7 71J 1808 L{B&

o COHEEEFIATBICIE. LINUXVDA L ISA 7Y FOBmATEMICLET. 7517 > D GPU A DXVA
AVEA—T A R%FEBITSH265 71— REHR—FLTUVWRWES, 9571 vIRUS—RED
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H.265 F O—RIZEHRIN, v avIidH264 ETAI—F v I DFERICRD £§, s¥L<IE. TH.265E
TATYVOA—-Ta 71 ZBRLTIEIL,

VDATH.265 \— Rz F7I>O— REBMICTBICIE:

LIEFA2—FTYIIEN—RIT7IVOA—T1 V0 %=FERALET] RUS—ZBMILET,

2. 3D @7 —oO0— ROF#EN] RUS—ZBMLFT,

3. [BBIcETAOA—FT v oRERTE] RUD—HBTIFIIETHZ L. £id [EERSEICER] ICRES
NTWBZezHRBLET,

4. [RTRE] RUS—1 [BRERIERE] Fd [BICEEKR] CREShTLWAVLWI L ZBELET,

VAT YR TH25 N—RI 7T —FTo I ZEBMCTBICE. TH265 EF AT O—F 171 #81R
LTLRE L,

YUV444 Y J bz 7T A—FT 4 DY R—+

Linux VDA IZYUV444 Y 7 v oz 7T A—Ta > J Y R—rLET, YUV IV O—FTr VI XF—LIF. BB
SBOHADEEZEEILILICEIDHETES, YUV TIE. TY) IZBBZ S F7E Tlumal & TUV) 3B FE
TEE EzrLEY,

COWBRIZUT TERTE XY !

« Citrix Receiver for Windows 4.10~4.12
« Windows @7 Citrix Workspace 7 71) 1808 Lip&

ZEBEDY. U, VIEIZSEY FEEIF LI N FDOT—FTHEEEINTULEY, YUVA44 T—2ERIZ L EIEILH
D24y bEERELET, YUVA22 T—42ERIB 2 EIEIETU B VEZHE L., FIEREXEREIZ 16 By
METEILIZED F9. UTOXRIE. YUV444 £ YUVA20 DEBRBIAEEERTY,

Yuv4a44 YUV420

Ch (L[ (| P | =

VDATYUV444 Y J bz 7T A—T 1 7% BMICT BICIF:

L [ERICETAI—Tvo%=fERT3] RU—H [BELEKICER] IKREThTWVWS I z#BLEY,
2. [RrmE] RUP—H [BICEBEKR] 703 BRAERIMERE] CRESNTVEVWIEZERLET,
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FIEHEEEICE OV TEYE Y FL— M 2RAETS

HDX3D Pro N— Rz 7IT>aA—F« > Citrix THRRI . BEBHEEICESVWTEYE Y FL— L EFRT
R

HDX3DPro N— ROz 7I>aA—FT 1 V% ERBDFE. VDAL R Y T — 0 FHEX BGNICHE TS, i
BOHEBICEOWTIVI—RINAETL—LDOEY ML —FERAETETE T, COFLVWEETIZ. HEIEE
SHNTDONSVRHFABRITIZIANZILEZRBLED,

COEEEIFT 7 AL E TEMICE > TWET, EMICTBICIE. ROOYV RERTLET:

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\SYSTEM\
CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "
DisableReconfigureEncoder" -d "0Ox00000001" --force
<!--NeedCopy-->

COWBERITTELL, MTOOAY Y RERTIBZLTHHPBAILESHIDODNST VY REZRABTETE Y,
AverageBitRatePercent & & U MaxBitRatePercent /X5 X —4—(3. HHBFERADEEEREL £T. RE
LIcERRZIWEE, 7570 v I DOEBATHELLESHEIMETLET, HEREHEREIF 50~100 TY,

sudo /Jopt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\SYSTEM\
CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "
AverageBitRatePercent" -d "90" --force

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\SYSTEM\
CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "
MaxBitRatePercent" -d "100" --force

<!--NeedCopy-->

THEY L — AT, BELIRIEREDZS. LW I L—LDRETNZ ARV RFOT L — LI
EREREOEETY, HASTOTR-— TR BHOT7L—LzeamE THEEBRL. ICICEEIBZILTIO
RIREICHIG L £ 96

Linux VDA Thinwire THR— TN TWBRY S —E IR TRI—BEICOVWTIE. THRUY—HR—+—&] 8
BLTLETL,

Linux VDA TORILFEZHZ—HR— FOBRIC DOV TE L < Id. CTX220128%Z8B L T2,

I5T 4y URHARTA S~

RELINUX Y23 Y TRITENB T ST v IREBA U OTr—2—Y =i, 5371 v IREXTAHZ—%ZEM
LELTe 2514 —13 BHEAVE597 1 THDNT Y AEBNIHET 30IRIS £ T,
R51H—=EAT Bl ROFIBERTLET:

1. Citrix Studio T [F5 7«4 vIREA >V ISTr—42—] RUS—ZEBMICLET,
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Edit Setting

Graphic status indicator

@ Enabled
This setting will be enabled.

") Disabled
This setting will be disabled.

Applies to the following VDA versions

Server 0S:7.16, 717, 7.18, 1808, 1811, 1903, 1906, 1909, 1912, 2003, 2006, 2009, 2012, 2103, 2106
Desktop 0S:7.16, 7.17, 718, 1808, 1811, 1903, 1906, 1908, 1912, 2003, 2006, 2009, 2012, 2103, 2106

Description

This setting configures the graphics status indicator to run in the user session. This tool lets the
user see information about the active graphics mode, including details about video codec, hardware
encoding, image quality, and fonitors in use for the session. With the graphics status indicator, the
user can also turn pixel perfect mode on and off.

Releases of CVAD 2101 and later include an image quality slider to help the user find the right

«

2. WFEME, ctxslideravy FERITLET, 2514 —0 Ul BERINET,

A
[RrmE] RUS—% [BICEEXL] IIRELLEES. £ BRERIERE] IRELEES. R
SAE—D Ul IEFRTINEEA.

Image Quality - =
Let the system decide Pixel perfect (lossless)
4
Bektter Better
Interactivity Image Quality

ROFRBAHFIBAIREICRD F LT
s BEZEETBICIF. AFAA—ZFHHLET, XFAFZ—E0HL5 9 XTHHIENTEET,
¢« DRTLEEDREEZFEATBICIE. [PATLIRETS] ZFIRLET,
o EIBKRE—RICTIDEZBICIE. [E2ICEEK] 2BIRLET,
cSIdWNoa—Fa>T
ERRDT ST v I E— RO

ROARY REERFTLT. FRETNTWVWEI ST v IE—FZRABLEYT 0ETW+ %z, 1 32EBEETAI—T
vOIEBKRLEY):
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sudo /opt/Citrix/VDA/bin/ctxreg dump | grep GraphicsMode
<!--NeedCopy-->

RORBICEMLIBERDPEATNET:

create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"
-v "GraphicsMode"-d "0Ox00000000"--force

fEFAH D H.264 O
H.264 BMERPTH B ZHRBI B DI, ROIAY Y FZRITLET (0 REAINTVWAVIEZ. 113EA
RTHBZCZzBHLET):

sudo /opt/Citrix/VDA/bin/ctxreg dump | grep H264
<!--NeedCopy-->

RORBICEMLIBERDPEATNET:

create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"
-v "H264"-d "Ox00000000"--force

EAFD H.265 OfE:R
2EE H.265 MERPTHBIZ e Z#HBIBHIC. ROOAIYVRERGFTLET O RXEAThTLWALWIEZ, 1
IIERRTHBZ I EEKRLED):

sudo /opt/Citrix/VDA/bin/ctxreg dump | grep H265
<!--NeedCopy-->

RORBICEMLIERDPEATNET:

create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"
-v "H265"-d "Ox00000000"--force

YUV I O—F 7 Y I RF—LIMERFRTHEHE S H DORER

YWIYO—F4 VI REx—LHERRTHZ e EBRTRHIC. ROATY RERITLET (0% YUV420,
113YUV422, 213YUV444 #8BkL £9):

D ETAD-T v INMERFDBEDH. YUVFormat fEIcERL B D £

sudo /opt/Citrix/VDA/bin/ctxreg dump | grep YUVFormat
<!--NeedCopy-->
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ROABICEMLIERDPENINET:

create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"
-v "YUVFormat"-d "Ox00000000"--force

FERAFPOYUV444 Y J Oz 7T O—FT 4 VT DRER

YUV444 Y T bz 7 IV A—Ta VIO DMERRTH B L 2RI B7HIC. ROIIYY REETLET!
sudo /fopt/Citrix/VDA/bin/ctxreg dump | grep Graphics
<!--NeedCopy-->

YUV444 MERFDIZE. RORBICEMLICERNENINE T !

create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"
-v "GraphicsMode"-d "0Ox00000001"--force

create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"
-v "H264"-d "Ox00000001"--force

create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"
-v "HardwareEncoding'"-d "0x00000000"--force

create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"
-v "YUVFormat"-d "0Ox00000002"--force

3DProm/\— ROz 7T >aA—T 1 VIDERPTHZIHE S HDORER

MROARY RERFTFTLET (0RFRAIATVAVIEEZ. 1 3FERAPTHE I ZBHEKLET):

sudo /opt/Citrix/VDA/bin/ctxreg dump | grep HardwareEncoding
<!--NeedCopy-->

ROABICEMLIERDPHEATINET,

create -k "HKLM\Software\Citrix\Ica\Session\1\Graphics"-t "REG_DWORD"
-v "HardwareEncoding'"-d "0x00000001"--force

CNLSMCD nvidia-smi ATV REERTZAEDHDEF T, N—RITT7IVIA—T« VI HERBRDOIESIE.
RORBICEMLEERPENINET:

Tue Apr 12 10:42:03 2016

Tt +
| NVIDIA-SMI 361.28 Driver Version: 361.28
[ o o +
| GPU Name Persistence-M| Bus-Id Disp.A | Volatile

Uncorr. ECC |
| Fan Temp Perf Pwr:Usage/Cap| Memory-Usage | GPU-Util

Compute M. |
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| © GRID K1 off | 0000:00:05.0 off |
N/A |
| N/A 42C PO 14w / 31w | 207MiB / 4095MiB | 8%
Default |
o e Fom +
o +
| Processes: GPU
Memory |
| GPU PID Type Process name
Usage |
I:::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::
[ 0 2164 C+G Jusr/local/bin/ctxgfx
106MiB |
[ 0 2187 G Xorg
85MiB |
o +
<!--NeedCopy-->
NVIDIAGRID /574w I RSAN—DELLA YR F—ILTNTWVS C & DFER
NVIDIAGRID 574w RRSAN—DELLA YR F=)LTNTWE Z L 2R T 3ICIE. nvidia-smi =
TLEY. RORBICEMLIBERDPENENE T,
B e i +
| NVIDIA-SMI 352.70 Driver Version: 352.70
[ o o +
| GPU Name Persistence-M| Bus-Id Disp.A | Volatile
Uncorr. ECC |
| Fan Temp Perf Pwr:Usage/Cap]| Memory-Usage | GPU-Util
Compute M. |
| © Tesla M60 Off | 0000:00:05.0 Off |
off |
| N/A 20C PO 37W / 1560W | 19MiB / 8191MiB | 0%
Default |
o o o +
o +
| Processes: GPU
Memory |
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| GPU PID Type Process name

<!--NeedCopy-->

ROIARYRT, h—RICEYIRERERLRELET:

etc/X11l/ctx-nvidia.sh

HDX 3D Pro Y/l FEZ4—CTOBBEODHE

T3ARVEZE-RSboEE TEREOMENREL TVW3I5SEIE. NVIDIAGRID St > XA FHERIETH S
CrEBEBLTIREL,

Xorg 0T >—OJ MRS

Xorg @047 7 JLiZ. Xorg.{DISPLAY}.log IZ#E{A L =& T [varflog] 7 + L4 —RICHD £,

BEFNDfERE & HIREIE
VGPU T. Citrix Hypervisor DO0—A)LO>Y—LIZICAT R by 7Dt vy 3 vEEHNRRINS

EhEEER: RO RERTLT, RET>>OO—AILVGA VY —ILEZEMICLET:
Citrix Hypervisor 8.1 LIBEDIFE:
[root@xenserver ~]# xe vgpu-param-set uuid=vgpu-uuid extra_args=

disable_vnc=1
<!--NeedCopy-->

8.1 K b#i® Citrix Hypervisor iz4&:

xe vm-param-set uuid=<vm-uuid> platform:vgpu_extra_args="disable_vnc=1"
<!--NeedCopy-->

NVIDIAK2 /271 vohA—Rid. NRRI—FE—RFTYUVA44 \— ROz 7TV A—FT1 T =HR—rLAEWL

RUD—FET REFIIRRE] 2BMCTIe. - - NVIDIAK2 5> T7 v o h—R2FRALT7Z SV
ES

T=2arvERRTRI by Tty avERBRLIEEEIL. BEERIEIRBOEANRTINET . COMER.
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NVIDIAK2 9574w hH—RBNRRZAIL—FE—RTYUVE444 N— ROz 7T A—Fo >0 %PR—rLAEWVT
EHBRRETRELEFT, ¥ TETATYO—-FRELUVTI—FDO GPUHR—FrT U wo Ry #BBLTL
72EL,

Gnome3 T RXI by TORYyT7y ITHOTA UEICEL BB

Uz Gnome3 FRU by DTy g VEIREFOIEEENFIE TS,

—Z50 OpenGL 5 &£ U WebGL 7 7) 57— 3 >h. Citrix Workspace 77U« > RODH 1 XEERICE
PICRRI NG

Citrix Workspace 77U DU« Y RUH A X%#EET L. BEDEGEELEEINET, NVIDIADHBE RS
N—=IZEDABREN—BEEIND =D, TNICRLELFIGDAT TV IT—>a VIROSNBZFBEDHD 7,
e z1E. WebGL 5175 UEZO lightgl.js & > T TRendering to this texture 1is not
supported (incomplete frame buffer)) YtWSIF—XyvE—INERINZ B F
ED

HDX E&

ot

November 7, 2022

e

Linux VDA Tid. (RE7RV by 70BEZIEFHIDORET XV by Oty 31— — e HEITBZ LA TEF
¥o

ROBITIE. BEZHBELTEIMOADERZRT I SFIRICOVTHEALEI,

EEz{E YT 5FIE:

1. RETRI by 7OBMERT. BEREYrI2Z00 vy oL, [(BROEEZHE] ZERLEY,
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i - Desktop Viewer - [m] x

Activities

Share my screen

View someone else's screen

2. [OE—-LTEL3] 20Uy ILET,

BEHOHEZEFLLTERTSET. REOEEAHEI-FIIREINET,

[ F Desktop Viewer - o X

Activities gfxindicator ~ 20 g 2T 22:39

Citrix screen sharing

|| ©cClose

10.158.160.5:2152:3af1 .
g Copy

Ctri+A

7 N

EEZHBEL TVSEIE. BEOABRICKVMERENRTIN T, HEPETHRTHZ LRI E
ERS

3. JE—L#&O—F%, BEZHETZEHLORET XV by LDty a>ya1—HF—tHELET,
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4. BEENEEZHETESLSICTHICIE. HiHZEYT] 2R RLTHSREEDORIMZERL 7. Fliflz
FLET3ICIE. HEEORFZIUTLET,

Activities

Stop sharing my screen

Give control

/ viewer-user3

5 BHOHBEZFLT3ICIE. [BEOHEZEL] ZERLEI,

[ | Desktop Viewer - o X

Stop sharing my screen

Give control

ELr01-—Y-DEEZERTY 5FIE:

1. REBFTRY by FOBMEET. BEEETrAVZ Vv I L. (tO1—F—DEEZRT] 2ERLET,
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.- Desktop Viewer - o X

& Applications  Places T @ © zh Tuels:07 & W) O

Share my screen

Stop sharing my screen

{ View su,_une else's screen

2. RNTHEBEOEFSI—REANAL. EH] 20Uy oL FET,
.-r-;-..v,- Viewer - o %

Activities [& Unknown ~ Fri 73:00 2 vl 2. ) O -

Citrix Screen Sharing Viewer X

Enter the connection code of the screen you wish to view:

l

@ Cancel

3. BEHREEN VI IR M 2RIFANZDZEREET, fi:
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i L Desktop Viewer - o x

Activities gfxindicator ~ Aug 2T 2308

Citrix screen sharing

viewer-user3 wants to view your screen. Accept? | @ Cancel | OQK

o HEEAITIE. LINUX X FTLICE>TU VIR COBMARITINE T,
s HEENIOMLURICUI IR FERIFANGWVGEE. U I X MIEARTINICAD, 7OV T+
NRRINET,

4. mEEEEN [OK] 27Uy LTUI IR MEZIFANS L. £EEEHD Desktop Viewer ICRRIN &
T, BRI, BEMICRID Y THN - —RBTRABE LTERSINE T,

[} Desktop Viewer - o *

Activities  [®] Unknown ~ = vae e 204 O~

HDX Screen Sharing Viewer

0 "

4 Activities
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HEEEOHHZ ) VTR NTRICIE. ELEBICHZTTIRTAV=2 I )y I LET,
Bk

o HEENOMLURICUIIX b Z2RIFANBWVEE. VI TX MNIHRTINICAD £7,
¢« —EIL1 AOHEBEOAHDHEEERZHIHTET X,

HEEEOHIHZBIFT ZICIE. YVRTFAI22H5—EIVyILET,

d Desktop Viewer

- o X
& Applications  Places  HDX Screen Sharing Viewer T

© ©® ® zh Tuel?27 &L W O

HDX Screen Sharing Viewer

- & X

o e HDX Screen Sharing Viewer

L]

6. T4 AT LA DILKRGENEEMICLID,

T RIBA XA LD TBICIE YTRTA IV DEICH
B37AA%EV)vILET,
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101

d L Desitop Viewer - a x

Activities S Unknown ~

HDX Screen Sharing Viewer x

Disable scaling Aug 27 23:23 B8 zh - o

T4 ETIE. BEHEHERENICE>TVET, BMICT BRI, ROREZRTLET !

1.

2.

Citrix Studio T [ 571 wIREA O Dr—4—] RUI—=BMILET,

Citrix Virtual Apps and Desktops 2112 LigE®B&E. Citrix Studio T [E@EHEHE] KU —2BMIC
LEY,

(7> a>) Citrix Virtual Apps and Desktops 2109 LFIDF&EIE. RDOAY > RERFTL T Linux VDA
TEAHXEZEMCLET:

sudo /opt/Citrix/VDA/bin/ctxreg update -k "HKLM\System\
CurrentControlSet\Control\Citrix\Thinwire" -v "
EnableScreenSharing" -d "Ox00000001"

<!--NeedCopy-->

T7AT I +—)LTR— b 52525~52625 Z5Fr L £

(AF>3>) GNOME e HIC1 VX b—)L3 7= RHEL8.x £7:13 SUSE 15.x #fFBH L TWLW 3B &I,
GNOME > L0 E#M D & 3 ihiRigRE® 1 > X k—JLL T, Applndicator #7R— b EBMICL £ :

a) gnome-shell --versiondv¥>YrERITLT. GNOME > z)LON—J 3> EBRBLET,

b) https://extensions.gnome.org/extension/615/appindicator-supports*5 GNOME > L&
EMMEOHIIRBEEZL TV O—RLET, R XE P TILON—I3>h 3.28 DIFE. IERIERE
DN—=23a>eLT24 £/13 26 ZBIRTET X7,
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e
.'c GNOME  Extensions Add yours Installed extensions: About
ETER SOt

application.

Click here to install browser extension. See wiki page for native host connector installation instructions.

& Applndicator and KStatusMotifieritem Support by 2v1n0

Adds Applndicator, KStatusMotifierltem and legacy Tray icons support to the Shell

Extension Homepage  htt ithub. comfubuntulgnome -shell-extension- appindicator

) AuovO—RLENYT—C2RBEALEY. Ny —2RO metadata.json 7 77/l Tuuid) fE
' appindicatorsupport@rgcjonas.gmail.com IZRBESNTWVWE e #RRBL £ T,

d) mva< > R%ER{TLT. appindicatorsupport@rgcjonas.gmail.com o>« Lo kU % /usr
/share/gnome-shell/extensions/BTOBRICHEEL£T,

e) chmod a+r metadata.jsondv> KR%ER{TLT. metadata.json 7 7 1 L& (FHDI1—
H—DHmAND L SICLET,
B> b

77 #JL k Ti&. appindicatorsupport@rgcjonas.gmail.com ¥ L & + 'J ® meta-
data.json 7 7 1 JLIFI— b DA—HF—DHNFAHNZ N TITFET, EEEEEYR—+T3
ICiZ. metadata.json 7 7 1Lz IFHh DI —bHAHANZI LSICLET,

f) GNOME Tweaks #1 > X b—JLL 9%

g) TAU Ly TEIETIE. ALt+F2. ri Enter®—%IBE I 9 H. killall -SIGQUIT
gnome-shelladv > r%EEITLT. GNOME > /L ZBHHRAH L FT.

h) 22 kv 71815 T. GNOME Tweaks # 21T L TH 5. Tweaks v —JL T [KStatusNoti-
fierltem/Applindicator Support] ZE#ICL £7,

6. (#7>3>) GNOME 2 HiZ1 X b—JLEnf Debian 10 AL TV 3EEIFE. ROFIEERITLT
GNOME > ZFLMLATAAVEA YR M—ILLTEMICLET:

a) sudo apt install gnome-shell-extension-appindicatorav> k% E4T
L% 9. GNOME THR#AEZRRT 3ICIE. OJT7I L THSBEOIAVIB3HENDH D
BAanHO FT,

b) [Activities] EET Tweaks ZHRZEL £7,
c) Tweaks v —JL T [Extensions] %ERL £,

d) [Kstatusnotifieritem/appindicator support] =&%ICL £,
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Q, Tweaks Extensions () x

General

Alternatetab
Appearance Substitute alt-tab with a window based switcher that does not group by application. Eed

Applications menu
Fonts Add a category-based menu for applications.

Keyboard & Mouse

Auto move windows
Startup Applications Maove applications to specific workspaces when they create windows fed
Top Bar

Citrixinput source mangager
This is extension from citrix

A

Window Titlebars

Windows Kstatusnotifieritem/appindicator support

Adds kstatusnotifieritern support to the shell

A

Workspaces

Launch new instance
Always launch a new instance when clicking in the dash or the application view.

Native window placement

Arrange windows in overview in a more compact way.

Places status indicator
Add a menu for quickly navigating places in the system

s BEREAWETIE. H265 ETFI—-FT v 7R P R—FIhTULEEA,
- BEXEHER. Ty a3 TIIERTEEEA,

e TRy Iy av0aA—H—d TIAI P TRAI0OAOHEE Lty a>EEmERETEET. B
BEDODRAHIIctxreg update -k "HKLM\System\CurrentControlSet\Control
\Citrix\Thinwire"-v "ScreenSharingViewerMaxNum'"-d <hex_value>T®HE
TETET, RABUSELLBE. - —DEMOEGERZZITANLS T2/ OV T AHRRINE
ED

VGPU I 5701 v I h—F

March 11,2024

VGPU BT 5 7 1 v o H— R &id. NVIDIARE GPU (VGPU) Y Ua—>a>zHR—bLBEWVWIZTrvs
A—RZELET, COELETIE. VGPUIREI Z 71 v I H— FOFERICET 3 ERERHLET,
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ElEats

VGPU 3T T 71 v I H— RZERTBICIE. RO ZT5HELHD X!

» AiREM LT XDamage #1 >R b—JLL E 7, #@BHE. XDamage i3 XServer OiisRMAEL L TEFEL T
WEY,

o LinuxVDA%Z 1 > X b=l g 3HEId. CTX_XDL_HDX_3D_PROZVYICEREL ¥, RELHICOVWT
& TFIE7: Runtime Environment Ztw b7y FLTA YR M—ILZ2RT 9§51 ZBRLTIETW,

19
Xorg i8p 7 7 1 LD EE

NVIDIAJS7«voh—RDi5E NVIDIA FSAN—ZFERLTVWRIBE. BT 7LIZEBNICA VR h—
ILELIURESNET,

ZOMDI ST v I A—ROFE [etc/X1IL/ICTA YR b—ILTNTWVWBIRDADDT>TL— BRI 71
WEeEETEIHENHDET:

« ctx-driver_name-1.conf
« ctx-driver_name-2.conf
« ctx-driver_name-3.conf
o ctx-driver_name-4.conf

ctx-driver_name-l.conf #flx LCTHERALAENS. UTOFIBICR>TTF YL —bERT7 7 IILEZTELE
ER
1. driver_name (. REORSAN—FTEIHRITIIEI W,
freziE. RIanN—attinteloBEd. BT 7rILE8%Zctx-intel-1.confICEETEF £,
2. ETARZAN-BRZEMLFT,

EFTL—MERT 71ILICIE. TDevicel WS ERIDEIavyhHD, OXY KT RINTVETS,
ZDtEITarTik. ETFARSAN—BHRERZRLET, ETFRSAN—BHREEMTHIC. COEY
OavEAMICLEYT, OIS a>ERMICTBICIK:

a) A—FORETHSREINTVEZHA RSB L TBRBREWIELE T, 21T+ TBET 7L
ZHEBTEEY, LINuXVDAL > 3 Y EETLTVWARVWESIC. X170 TBR 7 7 1ILZERAL
T, O—ALRIRTH— RDIFRIRETH B e =B L £ 9o

b) 157« TH#p 7 71/LD [Devicel] > 3% ctx-driver_name-l.conf icJF—L 7,

3. ROOX Y REFEITLT. FIEL THRELERT 71 )LE%Z LINUXVDADRBRHETET 5L SICLIRMUF
_%?&Ebijo
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Jopt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\System\
CurrentControlSet\Control\Citrix\XDamage" -t "REG_SZ" -v "
DriverName" -d "intel" --force

<!--NeedCopy—-->

VGPU ST 57 1 v I DEMKE
VGPU 3BT 57« w U EEIE. T 7 4L FTEMICH>TVET, ROOT > F%ERTTL T XDamageEnabled
DEZ LICKRETD L TEMITEEXT,
Jopt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\System)\
CurrentControlSet\Control\Citrix\XDamage" -t "REG_DWORD" -v "

XDamageEnabled" -d "0x00000001" --force
<!--NeedCopy-->

AN | = Rl ol G274
I37 4w I HANBVWHXFLITT S

O—ALT3ID 75— ERTTE IRTZEYICHEELTWVWRDICT T 71 v IHADEBWEFIZREA
BThHhdrddc. REIFNITY, /opt/Citrix/VDA/bin/setlog %M L T GFX_X11 % verbose IC:&E 7 %
CETTFNYFRICAL—RIERZINELE T,

N—=ROTT7I>aA—T1 I DHEELAL

COWEETIRY 7Y T7IV -T2 DHEFR—FLTVET,

THEAMR=-DEYS3>I4A—2—I—7

July 8,2022

FERRR—RDEYS VI +—F—T =0k F—ZBBEHLEL. BRI TIZL5ICTHLDICRIEET.
COBREIEFTETHD. LyLavFRI by FICRRINBIE T, F—2ERCEHICEEPRI -V F
v IF v EERTAEAOMLENICRDET, TEXRDLAVY—THE I+ —2—T— 2V EESTHEETT £ T,
COFFRALDLAY—Id. TORF2AXY FOAVFIVETBET A<, Ly a VEELBICRRINE
Fo

BE.

TEIAMR=ZDEYS3VI+—F—X—F2TF EFaUTsBETEHDEFLEA. COVYJa—23
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VNid TEBRBERLICHLETZDDOTIEHD FEAD. HEIEEOMEAL FL—HFEU T ZRELE
To COMBEDERICOVWTIE. ZT2BBEWROML—TEUT A ZRETEZILDOTREDD EHA. T2l BE
IKINCCC Oz OEFa)TrV )a—a v eHdabtEa e zEE8HLET,

Tty avur—2—<I—URTFIALTHD., I—HF—ILBRESNZ Y aVICBRASNEYS, tyarvous
—H—X—VILEoT. T—RRBZ BRI 2 LDDBERIMEZSNET, RBDEELRT—ZIE. BEAX—IHE
FEINREOEY 3000 J 32— -0 ID TY, T—2FRRE L DHRNICEBH T BI2I1F. T—N—Ffid
V34TV DAY EZ—2y b FOMILT RLAPEGRELZEDZOMOBEREEDE T,

A—HY—IIVRRUIVRZRAETBZICIE. [ty arir—2—v—0] RUL—REZFEALT. EELOER
BEUA—F—X—UDIMRZBRLET,

HIFREIE

e Lyl arUr—R—<—Ulk TSUHF-ACTOVDOULEAL Y MHMERINZ LY a Y TIEYR—k
TNTLEEA, COMEZFERTZICIE. IZUH—YToYOUAAL Y MOEMICE>TWVWE L%
HRBL T T,

s REA/N—RFIIT7T7IEIL—2avE—F (2BE H.264 £/cld H265 x> 0—Fr>7) TLHY—
NVIDIA RSAN—%FERLEEY 3 VHRITINTVWBREBEIF. Ey>aro+r—2—<—JdHR—k
INTHEST. RndhFEtA. (COHBE. LI X MU T NvCaptureType 2 ICEREINTWET,)

e TF—F—I—VIE Ly arOI v RIUTIFRRINELE A,

o A—H—A Print Screen ¥—#%#H L CEAE%EF v 7F v LIBE. VDA T v 7 F ¥ SNBZEEICT A —
A—I—VIFEENE A, TEDH. BHEAIE—SNBZIDEHSTEDICRT ) =2 a3y bADKEER
Loz LET,

Thinwire o704 L v J7RE

July 8,2022

REABEIIBBLEDEGTIE. Ly a>vnr>25 071 TENMET I BRIBEMDH D £9, mr xiE. Web
R=TZDRIVA—NUDEBL BRSO, BE LB B oD BYNTEDTBIEHAHDET, F—KR—FPIVID
BN T ZT7 10 v VDERICEBWMID BV EDHD T,

N=23a> 117 &TR. By aryzRETREICRET 5. FRBEREZMHRS (16EY FELIEZ8EY IS
T4vY) REIDELT. RUS—REZFEAL THEHABHEZRRTEE Ll L. BLVEGKRETH S
EEI—H—PH>TVIHRELNH D £ L7z HDX Thinwire Tid. v b7 —7 OREICESVTEHNBERO M
HeHMICHABIEZCRHBOEEATLT

N—23> 7.18 LBE. HDX Thinwire (. XOWT A DIBEICT I AL ETTOT LYy TEHRE-RICTIDE
Hbhxd:
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o {ERATREAHEEN 2Mbps = FE>TW3,

o Ry hT—UDEIEH 200 S UMEBZ TS,
CDE—RTIF:

o IRTDFEREEBRIIKEBICEBEINET,

e TXFAMOBEMETLEY,
T2z, 7O Ly TERE—RDAEMAERDISTovITid. XFFrellBWT—F1 770 hBHD.
AX=DFERELEBINTVET, COT7TO—-FICELD., HHBHEDKBICEHRIN., BIRETFXE LD
RFEICRETE, Ty ayDrrE250 7« TEPELLET,

Features

Ty a v eDBEMELTRE. SULIEERPTFIDRRLICO v—FIIBD HUI R EDET, L X
B RDT ST 4w I T XFILEDT =T 770 bD B B>THEDH. BENTORETRTIINTVLE T,

Features

EfRDHZE. FVALICTAYIEATS v—THLET, TFILDHE, BLOXFPHEEBO—FN v—Tk
LET, Pv—ThoTOCRBETL—LICO>TITONE T, COFEICED, B—OXRERIv—THTL
—LICKBEEZEEEL X T,

EBBER (ETF) E. 72771 TREREIS Selective H.264 TEEINF£TY,

7a7L vy TE-RFOBIE

774N TR EFr@E] RUS—REDN (&l ] (TI74)08). &eld UR] oiFa. 7AJLyTE—
RIERZ Y NARETT,

7O Ly TE- RGO ROBAISEFINICA T (BRAINEL) ICRDET,
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o [RTEME] B [BICEEK] £/ [2ERIIRRE] THS

o [BEART ST v I ADEBEBRE] H [BEY K] THB

o [BREICETAO—T v oRFERT ] A ([BELEICER] (2EBED H.264 ME X LWMES) THB
TOJL YT E—RBREINARETHBZHBE. T 7 AL FTIEROVWTNHADKRRICK > TEIICHED 9,

o fEFATREAFIHIEN 2 Mbps Z FEI>TWL3
o Ry bT—UEEA 200 S URE EESTWVS

E-RFOUIDBEINEELLERIE. BLORY FT—IRAPBRENTH > TH. TDE—FHRM 10 EMGE SN
£,

7O0JL v TE—ROEBEDESE

TOJLySTE—RFOBEZEETBICIE. ROATVRZRTLEY:

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\SOFTWARE\
CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "
ProgressiveDisplay" -d "<value>" --force

<!--NeedCopy-->

value IZIFRDEZ AN LT

0=8KA+7 (WHIAZBETHEALAVTIEETY)

1=H8 (kY b T—IRE. TIAILMECESWTA Y EATEYDERB)
2=8ET>

BHE—F (1) OFE. ROOAIYYRFOWTNAERITL T, 7OJ Ly TE—RHAIYIDEDLZ LIWVMEZEET
R IE

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\SYSTEM\
CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "
ProgressiveDisplayBandwidthThreshold" -d "<value>" --force
<!--NeedCopy-->

value IZIE Kbps BRI L WMl (57 4L~ =2,048) ZANSILET
fl: HiEgtEht 4Mbps 2 FRIZ . FAJ LYy TE—RARAVICHIDEDD £9

sudo /Jopt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\SOFTWARE
\CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "
ProgressiveDisplayLatencyThreshold" -d "<value>" --force
<!--NeedCopy-->

value ICIZS VRBEMD LI VWME (F74)L K =200) #ANHLET

Bl =y hT—TEEN 100 S UBETREIZ . AT LY TE—RDBFUICTIDEDD £,
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F—R—R

July 8,2022

SOt arTR MTOREYZICDOWTEHBALET:
« 517>~ IME
¢« V34T MIMEA-H—a2E—-T 1 XDRHA
s BNAF—R—RLAT7Y ORI
¢ VI RhF—K—R

. SEENAOYA— b

73472 bANNY AT L (IME)

July 8,2022

e
2NA bXF (BAFE. FEE. BEELCOXF) & IMEDSANTIHENHD £9, Windows X171 7

@ CIKIME 2. o5 7> MAlT Citrix Workspace 7 7 t BitlEh' e 2FERD IME #ERALT. Th50X
FENNILETY,

AR =)

COEEIE. LINUXVDAZ A YA =L B SICEBTI YA M—ILENES,

ERIRR

@EE & 0IC Citrix Virtual Apps %7:1& Citrix Virtual Desktops ot v > a > =#HEE£ 7,

531472 MU IME EEDERZIRT 3ICIE. 75172 MITORBEICRETANBFRZEELE T,
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https://docs.citrix.com/ja-jp/linux-virtual-delivery-agent/2203-ltsr/configure/keyboard/client-ime-user-interface-synchronization.html
https://docs.citrix.com/ja-jp/linux-virtual-delivery-agent/2203-ltsr/configure/keyboard/dynamic-keyboard-layout-synchronization.html
https://docs.citrix.com/ja-jp/linux-virtual-delivery-agent/2203-ltsr/configure/keyboard/soft-keyboard.html
https://docs.citrix.com/ja-jp/linux-virtual-delivery-agent/2203-ltsr/configure/keyboard/configure-server-ime.html
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BERN oD RERE
« U517 MU IME #8E%Z2 A L T Google A7L Y R — FDEILIEXFZANATBICIE. X TLy Ry
—rRAQEILELZTINLI Vv I TIRELRBHD £7,

e U547 MUIME #EIE [NRT—F] 74 —IJLRTEHTEMICHD T A
e IMEaA—H—a22—T x4 Rd. NAEHTIZA—VILICERLEEA,

97247 MIME - —1>%2—T x4 XDAEH

July 8,2022

=

9347 MIIMEA—H—A2>2—T (R (ERTVA VY ROLBHI« 2V RUZET) IF. ChExTEEOALL
BICEEESN TVWEL, COMYZ—T oA RIEA—VILICERET. TFIANAEHTRA—VILHSENT
EESN3ZehHbFELE:

Composition and candidate windows

Text input area

Citrix Tlza—v—trcvusadagtban. UTD&LSi1IC. 25147 MIIME TOI—H—TIRRUI VBT 5
ICRETNTVET:
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f#©) ~ @A

72 < 8
TidHsdassdussdissdussdf
FHHEFHY

TARG

FEH

FHHE

N

Ctrl + Delete to remaove this candidate

HEEZER T 3 O DRIRZ MY

1. Linux VDA T Intelligent Input Bus (IBus) Z&#MICL &9, Linux OS TIBuszBMIZY 35EICD
WTIE. OSARYA—DRFaXY hZ2SRLTIZTWL, Fi:

« Ubuntu: https://help.ubuntu.com/community/ibus

« CentOS. RHEL: https://access.redhat.com/documentation/en-us/red_hat_enterpris
e_linux/7/html/7.0_release_notes/sect-red_hat_enterprise_linux-7.0_release_notes-
internationalization-input_methods

+ Debian: https://wiki.debian.org/118n/ibus

« SUSE: https://documentation.suse.com/sles/15-SP2/html/SLES-all/cha-gnome-
settings.html#sec-gnome-settings-lang

2. COBBEIRBEBNICT YA —LINEITH ERTIRICEMICTIUELBD ET,

HEED B & EIL

9347 MIIME - —a1>2—T 1 XOEMAEEIE. TT7HIILFTEPICHE->TVWET, COHEEZSR
ERLIFEMICTRICNE. [OFAF7rF—FR—FLA77rORAE IMEDOXHE] RUS—%RET DD
ctxregi—T VT Z2FEALTLYR M ZHRELE Y,

e
[VZ4T7 > rF—R—RLaA77 DR IME O5E] RU>—iE. LYXAMNURELDBHERIN. 18

ELIA—Y—FTIOzo b2 oFATIOxI b FLB YA FROIRTOA T I MSBERTEET,
FED LiINuxVDADL X FUREIZ. EDOVDADIARTOE Yy a VICERINET,

e [USAT U E—R=—FLAT7Y OEMAL IME OXE] RUP—ZRELT. 517>~ IME2—5—
AVE—T7 11 AEHREEZ BN R LIZEMCLET:
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1. Studio T, [RUY—] #zHBIU v o L. [RUS—DER] ZERLET,

2. [9Z4T7 Y hF—R=—FLAT7Y ORI IME DXE] RIS —ZRELEXT,

Create Policy
Studio Select settings
| (All Versions) « || Ansettings “ || Keyboard Layout syneT X |
Settings: 0 selected [ View selected only
Settings

» Client keyboard layout synchronization and IME improvement

Users and Machines User setting - ICA\Keyboard and IME
Not Configured (Default: Disabled)

Summary

‘ J [ Cancel

| Next

3. RUL—ZBOEICHB IRl 200w I LET,

4. R —Z2RELEY,
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Edit Setting

Client keyboard layout synchronization and IME improvement

Value: | Disabled v |
Disabled

Support dynamic client keyboard layout synchronization

[Juse

v App Support dynamic client keyboard layout synchronization and IME improvement

Vll"l ar UCIIVCI)" HHCII[- ZUUU TWIUTU3E55TUTT WJ, ZUUU JIIIHIC STISIUTT UJ, ZUUT IWIUTII=5E5 1on OS, 2009

Single-session OS

¥ Description
Allows a user to change the client keyboard layout and synchronize it to the VDA side dynamically in
a session without relogging on or reconnecting. For Chinese, Korean, and Japanese users, who
require client keyboard synchronization to use IME improvement, allows them to use client IME
improvement for best user experience.
For the Windows VDA, setting “Support dynamic client keyboard synchronization® equals "Support
dynamic client keyboard synchronization and IME improvement.” For Linux VDA, they are two
different settings.
When not configured, the default is “Disabled” in Windows Server 2016 and Windows Server 2019,
The default is “Support dynamic client keyboard synchronization and IME improvement” in Windows
Server 2012 and Window 10 for consistency with the previous release.
Note:
For nen-Windows Citrix Workspace app, such as Citrix Workspace app for Mac, enable Unicode
keyboard layout mapping to ensure correct key mapping.
We are phasing out the registry setting in the Windows VDA -
HKEY_LOCAL_MACHINE\Software\Citrix\|CA\lcalme\DisableKeyboardSync value = DWORD 0

¥ Related settings
Enable Unicode keyboard layout mapping, Hide keyboard layout switch pop-up message box

“ Cancel

UTFD320F T2 3V HFIARRETY:

- B BNAF—FR—RFLAT7IORBAE I SA 7Y M IMEA—H—0 >4 —T 21 ROFRH
ZEMILET,

- BRI SATYREF—R—FLAT7T bORBAOHR—: HKEY_LOCAL_MACHINE
\SYSTEM \CurrentControlSet\Control\Citrix\LanguageBaro
SyncKeyboardLayout L 2 X 1) & —@ DWORD f&ICBEFEAR L . BINF—R—RLAT7U b+
OEEAZBHMICLEFT,

- HMNAERISTATORE—R—RLAT7TTOrORPECIMEDKE DY K — b
HKEY_LOCAL_MACHINE\SYSTEM \CurrentControlSet\Control\
Citrix\LanguageBar® SyncKeyboardLayout & & ¢ SyncClientIME L > X
bUF—a DWORD fEICRAFEEL . BINF—HR—RLA7V FOREAZEMICLET,

o Ctxregal—Tas VT« ZEALTLYZA M) ZHEL. V517 MIIMEA—S -1 22 —T 21D
EIHAREE BN R I BmMICL £ T,

COMBEEBMICTBICIE. XROOAVY REEITLES,
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/opt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\System\
CurrentControlSet\Control\Citrix\LanguageBar" -v "
SyncClientIME" -d "Ox00000001"

<!--NeedCopy-->

COMBEEEMICT BICIF. ROOATY REEITLED,

Jopt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\System)\
CurrentControlSet\Control\Citrix\LanguageBar" -v "
SyncClientIME" -d "Ox00000000"

<!--NeedCopy-->

BHNLF—R—FL177 ~DEH

July 8,2022

BUEiE. LINuUXVDA XIS4T b TNARADF—R—RLATI MIRAILTHITNIEAED FEATLR, ¥—<
yEYI OB e ZEF—R—RLA T IR ISAT7Y R TNAZATHEDNS T FVZBICEESIN. VDA
TREESINBD S TBEREICEEL. VDAL TSV RBICEETNIETCOMENERTH I LHHD FL
1o

Citrix TR VDA DF—R—RLA T I LEIFATYRTNARDF—R—RFLAT7Y 2 EBNICEABHAIESZ
ET. COMBZEBALEL. IFA TV TNARDF—R—RLAT7UMHEESNBUIC. VDADL AT
UVhLEEINET,

paH

HTMLS mi7 Citrix Workspace 7 7V 1d. BIMAF—R— KL+ 77T bOEHAEEZ Y R— L TOLEEA,

B

BMAE—R—RLA7Y cOREAKEEIL. T 72 FTEMCR>TVET, COREEEZEDNEIEEMICTSIC
B [9314T7Y F—R=FLA77 bOEEL IME OE8E] RUS—%Z2RET DD\ ctxregi—FTsUTr%
FERLTLSAN)ZHBELE T,

paH

(V247 bF—R—FLA7UOREAL IME OE] R —d LZZXMIURELDHERIN. 15
ELEA—H—FTIOc o bV FTII M FRETA MAOTRTOF T MIBRATEET,
BED Linux VDA DL I X M UREIZ. EDOVDADIARTOEYy S a VICBERINET,

[TV RF—R=—FLA7U OEAL IME OE] RIS —ZREL T BNBF—R—-—FLATY
bOEHREEEE B E IZEMICLE T
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1. Studio T, [RUY—] #zHBIU v o L. [RUS—DER] ZERLET,

2. [9Z4T7 Y hF—R=—FLAT7Y ORI IME DXE] RIS —ZRELEXT,

Create Policy
Studio Select settings
| (All Versions) « || Ansettings “ || Keyboard Layout syneT X |
Settings: 0 selected [ View selected only
Settings

» Client keyboard layout synchronization and IME improvement

Users and Machines User setting - ICA\Keyboard and IME
Not Configured (Default: Disabled)

Summary

‘ J [ Cancel

| Next

3. RUL—ZBOEICHB IRl 200w I LET,

4. R —Z2RELEY,
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Edit Setting

Client keyboard layout synchronization and IME improvement

Value: | Disabled v |
Disabled

Support dynamic client keyboard layout synchronization

[Juse

v App Support dynamic client keyboard layout synchronization and IME improvement

Vil"l ar UCIIVCI)" Hyclll- ZUUU TWIUTU3E55TUTT WJ, ZUUU JIIIHIC STISIUTT UJ, ZUUT IWIUTII=5E5 iOn OS, 2009
Single-session OS

¥ Description
Allows a user to change the client keyboard layout and synchronize it to the VDA side dynamically in
a session without relogging on or reconnecting. For Chinese, Korean, and Japanese users, who
require client keyboard synchronization to use IME improvement, allows them to use client IME
improvement for best user experience.
For the Windows VDA, setting “Support dynamic client keyboard synchronization® equals "Support
dynamic client keyboard synchronization and IME improvement.” For Linux VDA, they are two
different settings.
When not configured, the default is “Disabled” in Windows Server 2016 and Windows Server 2019,
The default is “Support dynamic client keyboard synchronization and IME improvement” in Windows
Server 2012 and Window 10 for consistency with the previous release.
Note:
For nen-Windows Citrix Workspace app, such as Citrix Workspace app for Mac, enable Unicode
keyboard layout mapping to ensure correct key mapping.
We are phasing out the registry setting in the Windows VDA -
HKEY_LOCAL_MACHINE\Software\Citrix\|CA\lcalme\DisableKeyboardSync value = DWORD 0

¥ Related settings
Enable Unicode keyboard layout mapping, Hide keyboard layout switch pop-up message box

“ Cancel

UTFD320F T2 3V HFIARRETY:

- B BNAF—FR—RFLAT7IORBAE I SA 7Y M IMEA—H—0 >4 —T 21 ROFRH
ZEMILET,

- BRI SATYREF—R—FLAT7T bORBAOHR—: HKEY_LOCAL_MACHINE
\SYSTEM \CurrentControlSet\Control\Citrix\LanguageBaro
SyncKeyboardLayout L 2 X 1) & —@ DWORD f&ICBEFEAR L . BINF—R—RLAT7U b+
OEEAZBHMICLEFT,

- HMNAERISTATORE—R—RLAT7TTOrORPECIMEDKE DY K — b
HKEY_LOCAL_MACHINE\SYSTEM \CurrentControlSet\Control\
Citrix\LanguageBar® SyncKeyboardLayout & & ¢ SyncClientIME L > X
bUF—a DWORD fEICRAFEEL . BINF—HR—RLA7V FOREAZEMICLET,

e Ctxregial—FaUToZ2ERALTLIYRMIZHEL. BNLT—R—RFLA7U bOREMBEEZRN &
TIRREMICLET:

COMBEEBMICTBICIE. XOOAY REEITLES,
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/opt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\System\
CurrentControlSet\Control\Citrix\LanguageBar" -v "
SyncKeyboardLayout" -d "Ox00000001"

<!--NeedCopy-->

COWMEEZREMICT ZICIE. ROAY Y RERTLET:
Jopt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\System)\
CurrentControlSet\Control\Citrix\LanguageBar" -v "

SyncKeyboardLayout" -d "Ox00000000"
<!--NeedCopy-->

fERRSR

COMEEEBMICTBRE. By a Il ISA 7Y R TENARALETEF—R—RLAT7I A TEINIBES, Y
2aYvDF—R—RLA7IRBENCRLCTEEINET,

TEREIFATURTNRARDF—R=—RLAT7IbETFVREE (FR) ICEETB L. RDLSICHEDFET,

%03 AM

1/4/2018 E]

Linux VDAt vy > 3>DF—HR—RKLAT7U b Ifr) IZEDDET,

TIVr—artyiarTiE. SBEN-ZEMICLTVSESE. COBBEEIFRRINET,

TRy TRy a TR COBBEENZIIN—ICRRETNET!:

— | >

Thuoo:10 O ) O ~

fr =

VPR S

November 27, 2023
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V7 hF—R—F#EEIE. LinuXRETZXI by TEERBTIVr—23 >0y a > THRATEET, VI MF
—R=FRR AT —ILRTANZHIBRTZERTEIN. NAZETITBLIERTICADET,

M Applications Places  LibreOffice Writer - zh Tuell:lls @ A ) O
Untitled 1 - LibreOffice Writer = a X

File Edit View Insert Format Styles Table Tools Window Help x
B-r&-EH-d9a BE-ae9 Q¥1 =250 -
: v (& (X | LiberationSe @« || 12 ~vaaa-o aag @& -
w

-

Test mrvc i

(a7

@

Tab Esc Win Ctrl Alt Del Cut Copy Paste Un .=. ﬁ f

&

return

&
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F:
Z DiAEIE. RHEL 7.8, RHEL 7.9, RHEL 8.1. RHEL 8.2. RHEL 8.3, RHEL 8.6. RHEL 8.8. Rocky Linux
8.6. Rocky Linux 8.8 TR T £9, SUSE 15.3. SUSE 15.2, SUSE 12.5. Ubuntu 18.04. & & U

Ubuntu 20.04, i0S mi+ Citrix Workspace 7 71 & & U Android @+ Citrix Workspace 7 71 THR
—hTNTLET,

WEED B ML & Bk
COWEERT 74 M TIRENICE>TVET, ctxreg 1—7r UTr 2EAL T, COWEZEMEIIEMIC
LEd, HED Linux VDA DiEEERIE. ZD VDA DTARTOE Yy 3 VICBERINET,
COWBEZBMICT BICI3:
1. ROOAT Y RERTLET:
/opt/Citrix/VDA/bin/ctxreg update -k "HKLM\System\
CurrentControlSet\Control\Citrix\VirtualChannels\Mrvc" -v "

Enabled" -d "0Ox00000001"
<!--NeedCopy—-->

2. Citrix Studio T*¥—R—rFOBBRTAVS—% [FH] ICRELET,

3. (#7>3>) RHELT & U CentOS 7 oi&. Roav > FZ2XE{TL T Intelligent Input Bus (IBus)
2774 DO IMY—ER LTHERELET:

echo "GTK_IM_MODULE=1ibus" >>/etc/bashrc
<!--NeedCopy—-->

CDWREEEMICT BICIZ. ROOATY Y RERITLET,
/opt/Citrix/VDA/bin/ctxreg update -k "HKLM\System\CurrentControlSet\

Control\Citrix\VirtualChannels\MrVc" -v "Enabled" -d "0x00000000"
<!--NeedCopy-->

pE

CNBORFREIF. LWy avicOd 49358, £7EO0F7 7 L TEREOEY S aVICRZBEIC
BMCHED £,

HIFREIE

« COiEEIE Google Chrome. LibreOffice. Znfthdy 7 71 THBELBZW I L HH D £7,

s FHTY I bF—R—RZERRICLIEBBRTTBICIE. ANATr—ILESMEI v I LT BERED
ANNT71=ILER=o )y I LET,
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e Web 7595 —T12ONNT 4 —ILRZI VY I LTHSRDTr—ILRZIVYITRE VT hF—
R—RHARRINBVWIEHHDET, COMBEZERTBICIE. AT —ILRSMEI Uy I LTH SN
RONNT1—ILREIZVYILET,

o COHEEIE. Unicode XFX A TILNA +XF (B4R, PEE. BEZEARY) 2 HR—FLEEA

e VI bF—R—FiZ. NRT—=FANT 1 —ILFETIIFATTEEA.

o VI RF—R—RIFI. BEDOANA T4 —ILREER>TRRINBZIIEDHBDET, CDIH/BAE. 7TUVDI+«
VRUEBHTZN. BEEZLEICRIVO-ILTANAT7T =L REZT7IOECXATEZUEICBIHLET,

« Citrix Workspace 7 7') £ Huawei 2 7L v b OEREDRREICK 2T, Huawei 27 L v MCYEXx
—R—RBEHINTLBEETHY 7 hF—R—RHERRINES,

ZEB|AIDYR— b

July 8,2022

Linux VDANX—=2 3> 1.4 LTI, Citrix TRE7 7U T —> 3>yt R—rHBMIATVEY, 1—F—id
Linux 722 by TERIEN RS TH, BER LINUX 7TV —2 a7 oERTEE S,

ezl EBN—ELINUX T2 by TRIBEBEICRE TN TWVWS o, Linux VDA Ox+1 71 TEB/N—IER
M7= 3y TIRIERATIEEATL ., TOBR. FEE. BAHE. BEELRY. IMEXSBELFETTF
AREANATEEFRAT LI AT U=y a  hIldF—R—RLAT7UREDEZZ L
HTETFEFEATLT

NSDOBRBICIHLT B70Ic. COWEET. TFAMANAICHGLIERBET7Z V5= a3 Y BAOEE/N—ZiRMHEL

£9, sm/N\—Z2FERTR . Y—N—fIDO IMEZERLD. 7FUTr—2artyda yARICEF—R—FLA17
ThEYIDEZBICNTEET,

101

ctxreg I—F 1 UT 1B FERALT. COREZENZLIEEMNICTICHTEIET (F74L L TIHEWN . IE
@ Linux VDA H#—/N\—D#EEREIE. TDVDAIZARINTVWBRIRTOT7 U r—>avIlBRAThEY,

#m+—Ix THKEY_LOCAL_MACHINE \SYSTEM\CurrentControlSet\Control\Citrix\LanguageBar1 <. &
¥8|% DWORD T,
COEEEEBMICT BICIE. ROOAT RERITLED,

/opt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\SYSTEM\
CurrentControlSet\Control\Citrix\LanguageBar" -v "Enabled" -d "0
x00000001"

<!--NeedCopy-->
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COMWBEEEMICTZICIE. AOITY RERTLET:

/opt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\SYSTEM\
CurrentControlSet\Control\Citrix\LanguageBar" -v "Enabled" -d "0
Xx00000000"

<!--NeedCopy-->

fERRM
FEVWHIIBETY,

1. AEEZEMICLET,

2. TEFRMANAICHIGTEZRAT TV T =23 VICFIVERLET, SN 7TUT—>3>cedic
Ty avIERRINET,

3. FAOYTE U XZa—h5. R EE] ZBRLTHEDSE NIV —X) ZEBMLEY,

(®) French fr
() German de

Show Keyboard Layout

Region & Language

4, ROy FEIARZa—h5 IME F1ldF—R—RLA7Y +rZBIRLET,
5. BIRLAIME £/23F—R—RLA7UEFERALTEEZNNLET,
e
* VDARIOEREN—TF—R—RLAT7I b2 EBTZH5E. 517> M (Citrix Workspace
FTTUHDHRTINTWVWS) THELF—FR—RLAT7IMDNERETNTWVWR I ZBRBLTLET
b\O
o [l =] 40 7O Ry I XTREZITSICIE. accountsservice /Ny —SHEN— 3
Y 0.6.37TURRICTY I L—RTBIHRELRHD XTI,
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Region & Language Login Screen

English (United States] o

= <
& Language
Formats
Input Sources
French
German
+ —
RIVFRXT17T
July 8,2022

United States (English)

Options

COEILarTIE UTOMEYZICDOWTHEBLET:

o A—T 1 AHEEE

e JSUY—-aVTFIOYVOUREALY K

+ HDXWeb A XS 74 E4

Z—7 1 Fiee

July 8,2022

FETF4 T —F 1%

TETTFATA =T FET 7 I TEICE>TVWET, XD Citrix Workspace 77U o547

FEnTVEd:

« Windows @7 Citrix Workspace 7 71) - 2109 LD N—2 3 >
o Linux @7 Citrix Workspace 7 71J - 2109 LD /N—T 3>
+ Mac |+ Citrix Workspace 77\ - 2109 LABEDN—2 3 >~

> AR —
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—BICBWISAT Y 2FERTRE. PTRTTATA—TA A RBRROF—FT 1 AICTA—INvILET,

TEATT4TH =T« F=2FERITNUI. VDATH —T A @mBER) L —Z2FETHER T ZBEDIHD EFEA. 74T
TATHA=T1FIE XY bT—IRBICESVTH T ATV ITDEY FL—FZBMICHAELT. 7L
ST LRA-T A ARBRERBELE T,

RORIE, TETTA TA—T A FEREKDA—T 1+ 7L OEBEERLTVWET:

TFETTF4TH—T47 kDA —F 1 F
BAA—TaAH>FILL—: 48kHz BRA—FTaAH>FILL—+: 8kHz
ATLAFvYxRIL B/ Fv 2RI

B>k

RHEL 8.x T PulseAudio 13.99 L% FERAL £,

SUSE 15.3 Ti& PulseAudio 14.2 Lg%, SUSE 15.2 Tl PulseAudio 13.0 Uz R L £,

PAAAy ki D2 DAV NVES S G274 o

July 8,2022

e

Linux VDA iZ. Google Chrome TO 7 SoH—a>FoYoUAAL Y bEYR—FLTVWEYS, 75UH%—0
DTIOYDIEALYT RTIR 75072 MIOHFTU X MIERINT Web R—JSEL VA VI TEEY, C
DHgElE. Citrix Workspace 77U FRLTIS1T7 Y MIOJBTEIL VANV ITI VS VEAVRAZV R
L. URLAS HTTP BT HTTPS O> 7>V ZBELET,

i
HFAI) XM REALT. 2507 MNICUAAL I TE Web R—JZIEETEF Y, P, BlEUX %
FARALT. 25107 MIICURZA LY bW Web R—SEIEETE T,

ZOF—N—LAWeb LTI bT>IVid VDA LTRELISA 7Y M ETEITIN, 517> D CPU.
GPU. RAM. 8&Uxy bT7—0%FERALEY,

T2 —DEa—R—bREIFRULEALIPENET, Ea—R—bE IVTUIYDRRTENBZT SO —RD
REFOEHTY, Ea—R—FICE PRLAN= BRUIADN— AT—RIAN-RBEREEFNEEA. T
5NIERIF5F4tE VDA © Web 750 —TRITINET,
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aboutblank x
i}

& C 1 | O www.youtube.com

AT LEHR
Windows /517> b:

» Windows @i+ Citrix Workspace 7 71) 1809 L{&
Linux VDA:

o« VDAARL—F 1 >F > X574 Ubuntu 20.04. Ubuntu 18.04, RHEL 7.8. RHEL 8.2. RHEL 8.1. SLES
12.5

« VDADTSoH#—: Citrix 75 0% —0>F>Yo U4+ Lo MMEREEENBIM S iz Google Chrome
V66 LIBE

IS0 =TYDIEA LY ~DERK

1. Citrix Studio T, 759 —a>F>VDUSACL I MIDWTURLOHFITU R EBIFY X MEIEET S
RIS —#HELET, 7SOF—20FoYDOULAALI I TTAILET [BFA] ICBESNTVET,
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Edit BrowserContentRedirection

Studio

Settings
Users and Machines

Summary

Select settings
(Al Versions) « || Al Settings | [Browser X |
Settings: 1 selected [7] View selected only

» Browser Content Redirection

Computer setting - ICA\Multimedia
Not Configured (Default: Allowed)
+ » Browser Content Redirection ACL Configuration Edit | Unselect
User setting - ICA\Multimedia
https://www.youtube.com/*; https://www.google.com/*;https://www.citrix.com/* (Default: https://
www.youtube.com/*)
Browser Content Redirection Authentication Sites Select
User setting - ICA\Multimedia
Not Configured (Default: )
Browser Content Redirection Blacklist Configuration Select
User setting - ICA\Multimedia
Not Configured (Default: )
Browser Content Redirection Proxy Configuration Select
User setting - ICA\Multimedia
Not Configured (Default: )

A

v

v

Back Next

[(TSoH—arFovylE41L o bd ACLER] BEIZ. TS5OF—-2VToVYDOULRA LY M EERTS
% URL ol X REIBELE T,

Edit BrowserContentRedirection

Studio

Settings
Users and Machines

Summary

Select settings

[ (All Versions) v W Settings ~ || Browser x|

Settings: 1 selected (] View selected only
» Browser Content Redirection Select

Computer setting - ICA\Multimedia
Not Configured (Default: Allowed)
Browser Content Redirection ACL Configuration Edit  Unselect
User setting - ICA\Multimedia

https://www.youtube.com/*; https://www.google.com/*;https://www.citrix.com/* (Default: https://
www.youtube.com/*)

Browser Content Redirection Authentication Sites Select
User setting - ICA\Multimedia

Not Configured (Default: )

Browser Content Redirection Blacklist Configuration Select

v

User setting - ICA\Multimedia

Not Configured (Default: )

Browser Content Redirection Proxy Configuration Select
User setting - ICA\Multimedia

Not Configured (Default: )

v
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Edit BrowserContentRedirection

X

(] View selected only

select

Edit Setting
Studio Browser Content Redirection ACL Configuration
Values:
Setungs | https://www.youtube.com/*
Users and Machines
| https://www.google.com/*

Summary

I https://www.citrix.com/*

Pl Unselect

1909 Single-session OS, 1912 Multi-session OS, 1912 Single-session OS
¥ Description

Content Redirection.

1903 Server OS, 1903 Desktop OS, 1906 Server OS, 1906 Desktop OS, 1909 Multi-session OS,

This setting allows you to configure an Access Control List (ACL) of URLs that can use Browser

Select

- Select
[ Use default value: https://www.youtube.com/*
¥ Applies to the following VDA versions -
Virtual Delivery Agent: 7.16 Server OS, 7.16 Desktop OS, 7.17 Server OS, 7.17 Desktop OS, 7.18 Select
Server OS, 7.18 Desktop OS, 1808 Server OS, 1808 Desktop OS, 1811 Server OS, 1811 Desktop OS,

“.m

(20— 7oV IEALY bDT Sy o UXMER] REIE. 750 —-aY7oVDIEALI %

EATERVWURLOEIEY R FZEELET,

Edit BrowserContentRedirection

Studio Select settings

[(A? Vemo;;) ~ " I‘ All Settings

hed ‘ [ Browser X

| Settings: 1 selected
Settings
Users and Machines Computer setting - ICA\Multimedia
Not Configured (Default: Allowed)
v » Browser Content Redirection ACL Configuration
User setting - ICA\Multimedia

‘ » Browser Content Redirection

Summary

www.youtube.com/*)

» Browser Content Redirection Authentication Sites
User setting - ICA\Multimedia
Not Configured (Default: )

» Browser Content Redirection Blacklist Configuration
User setting - ICA\Multimedia
Not Configured (Default: )

» Browser Content Redirection Proxy Configuration
User setting - ICA\Multimedia
Not Configured (Default: )

[ View selected only

Select

Edit | Unselect

https://www.youtube.com/*;https://www.google.com/*;https://www.citrix.com/" (Default: https://

Select
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pE
Linux VDA I3, [FS5o5—a>FoV UL LY hOTOF ] REETR—MLTLWEE
/110

2. VDA [Chrome 2] #2Uwv2o L. Chrome 97X +7H5 Citrix 7SoF—a>FovVoU4s
1LY MEREREZEBIML £ 9, Chid. VDA LT SoHF—h (#8%D) URL AU R k F7/zl32Z1E
DARE—HTEIDESHEHETEIDICKRILIBEET,

BE:
C DIRREEEIL T T4 7Y MMTIFARETY, VDAIZDHBIML TLET LY,

Chrome OIEREAEIF. I—H—ZCICA YA —ILL &, IRIEAEZIBIN X 7o IZHIBR T BB AIC.
J=ITUoAA—DZBMITBIHBEEHD T Ao

£ chrome web store o 5o
Broowiar Content Redwe: X Extensions Vo4 § pferaions

O Exwosions Browser Content Redirection Extension

O Tremes ., Offered bry: Cotri

Features This sxierdion redinects Webpages

(m} g CHE

[ By ek

O Fee

] oot Andeged

O 'rks with Googe O

Ratings

O *dhdhw
0 ek ko & Bup
O kdok &up

O ke & up

a1 X FRIC—ET S URLAHD (fFl: https://www.mycompany.com/). 21U X FARICIZHR VG
A, REBFvxJL (CTXCSB) &, VALY D ETH S C &% Citrix Workspace 77U IZ#8R~ L. URLZ
L—L %79, Citrix Workspace 77U E. O—ALLIEVITIOIVEA VAV ZH L. Web #1 FE&RR
L&,

Citrix Workspace 7 7V &, Web 1« 2 RETFR I by P IS0 -0V T VEFHICS—LLRIZTL Y
FLEYS
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[l Ubuntu1804DSK - Desktop Viewer

Activities @ Google Chrome v Tue 23:58 @

G Google

& C @& google.com

ADDw, Store Gmail Images iif

Google Search I'm Feeling Lucky

Advertising Business How Search works Privacy Terms Settings

1. Citrix 75o%—a> 7 VYU L41 LY MIRIEED 713>
Chrome #ERIEEED 7 AV DBIF. AT —2RXEEELE T, UTD320BOVTNHTY:

o B TUTA T TEHINTVEY
o JL—: BEDRITIET VT4 T TIIRBRVWHT A RILIRETY
o Fi: BNTWLWBHEELTULWEEA

2. VATV RTLIYA) I EINT. FRIEERETRI My AT Y RENFEEa—KR—b
3. Linux VDA

4, Windows 517>k

VEAL I bDIF)F

Citrix Workspace 77U N A>T oV EEDESICTTvFEIHh DI FUAEZRIIRLETS:
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Server Fetch &
Server Render

Benefits:
Better end user
experience (Adaptive
Bit Rate (ABR))
Reduced VDA rescurce
usage (CPU/RAM/IO)
Reduced bandwidth
consumption

Client Fetch &
Client Render

o H—N=TzyFeH—N—LIAUIT: YA bZFHFAUIMIBRLTVWAEVLD, VAL T MIKEL
fete®d. VALY MMEHD £ Ao VDA ETDO Web R—T L >& ) »FICRD. Thinwire 2R L T
25710y RZERRMELE T, RUD—Z2FELTIA—INYIDOEEZEIBLET, CDOPF VAT
I&. VDA To CPU. RAM. L UVFHIBDHEENZ B FT,

« USATU NI IVvFEOSAT LY Citrix Workspace 7 71 & Web 4 —N—ICHIEZ
Be Bl AVA—FY MITIERATIBELRBDEY, CD>FUFTIE Citrix Virtual Apps and
Desktops 41 kh 5%y b T7—2 CPU. & U RAM OFRE%2 IARTAT7O—RLET,

TA=INYIDANZX L
ISATURDURAL YT CDRBTBEDHBDET, RERIE ISATYRIIUTAYEZ—Fy MMCHEHET

TEATEIBWEE, T5—IEDVDAICRINBAEMELNHD 9, COLSWIFAE. VDA LD TS IH -3
HP—N—LtDOR=JZUO—RLTLYAUITEET,

HDXWeb 71 X5 &7+ E#E

April 4,2023

e

LinuxVDAt£ v 3 Y TERITTNTVWBETARET IV 75— 3 >01—H%—k HDXWeb AXSETF# EME%
FEALTWeb AXSZHATEZLSICHRDE LTce COMREIRT 7 4L FTEMICH>TVET, AIRETHNIFL
EIZ. HDXWeb WX ST ERZER T eb8OLET,
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HDXWeb h XS EFAE#EIE. SEK Web A XFE—REeLBENET, TDZ1 7D Web h XFEFA XL
Tl FEEY I TRITINTWVWERETASET U r—>avICH264 ET A2 EiEEfEL £9, HDXWeb
ARXSETAREBTIE. VATV MARL =T VIV RTLIZEEFNBZNILFAT«T7IL—LI7—0FT0./0
PILED FYTFYTNARDETHEAVEZ—ET L. FIVROA-RBLUVERLET, EF v TFv TN
1 RADHETH S OSH—RILDR M= VT T7—FF I FvICHHPAENDZ RSAN—DREBEINATVET,

I5A4T7 > I Web AX S 0BEZNEBLEY., TOBE. Y—N—TBUICRTTIZETFDHE. H—N
—ICEELET. T—N—DWeb XS LEEPDEDEZTIDITTEHD FHAD. KREICEDTRI LY TT
BEBOIIVZIRUI VAW ESNE T, Citrix Workspace 77U N E T A2 EMHET 270, THBHEHLHI N,
WAN U FToEEEDOREL £,

Webcam Workspace app VDA

Captured ; a ;
Meeting
HDX webcam server Me * EE—— conference
server

video

stream
_—

Encode and send Send througha
through the HDX native app
Offers several native (raw) webcam virtual Hosted video apps protocol. For
formats for the Citrix channel (vdmm.dll) Applications built to use example, Skype for
Workspace app client to DirectShow can load the Business, Webex,
choose from. Citrix webcam filter, which or Go to Meeting.
We also support webcams

looks and actslike a
normal webcam to the
application.

with dedicated on-board
video compression (UVC
H264).

i

o ZOHEEIZ. Citrix Workspace 77V 0S4 7> b 6D H264 ETADHEFR—ELET,

o HAR—FINTULS Web 1 X5 DfEEEIX 48x32 H 5 1920x1080 DEHETY,

« Web x5 % ERALTWVWSHA. Citrix Workspace 77U @Y —J)LN—d [ USB F/31 2] &
BIRLAWVWTLIET W, BRI B . FHLAVEEIEET ZHMENHD FT,
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Devices File Access Display Monitor Layout

Choose how devices will connect to your virtual sessions.
Microphones and webcams

Session Settings Global Settings
(O Connect automatically Preferred Webcam

(O) Do not connect Automatic
(@) Ask me

Digital cameras and scanners Relative Mouse Settings

(O Connect automatically [ Use relative mouse

(O Do not connect
(@) Ask me

Generic USB devices

[[] When a session starts, connect devices automatically

[ When a new device is connected while a session is running, connect the device automatically

HR—FTNTVLBLINUXTFAXRJE2— 3y

« RHEL 8.4

« RHEL 8.3

« RHEL 7.9/Cent0S 7.9
« Ubuntu 20.04

« Ubuntu 18.04

» Debian 10

« SUSE 15.3

« SUSE 15.2

« SUSE12.5

HR— kI TW3 Citrix Workspace 7 7V

HDXWeb A1 XS D EFHELEIE. KRD/N— 3 >0 Citrix Workspace 77U EHR— L ET:
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A A AN Bl N Ot vt

Windows @i+ Citrix Workspace 7 71J Windows @i+ Citrix Workspace 7 71U 1&. XenApp
& U XenDesktop 7.17 LIELD 32 By bB LT 64
Evbk7FUDWeb hXSEFHEHEEHR—FLFE
T BEID/N— 3> TlE. Windows @i Citrix
Workspace 77U 32 Ew b 7 ) D E&EHR—
LTW&E L7,

Chrome @i Citrix Workspace 7 71 —&8a ARM Chromebook l& H.264 T>3—5F ¢ >4
EHR—bLTVWARWVED., REKIN- HDXWeb A
XSETAEREFERTEI3DIF32EY R 7 TUDH
T,

TLILTANEAD Web 1 X3

Web i XSHERNIE. JL—LL—k%, BBR3TEIVEFSIFDOLARNILBHELRD 3, Citrix @ T, #HID
HRERREEICRD Web A XSEFERLET:

+ Logitech HD Webcam C270
+ Logitech Webcam C930e
+ Microsoft-LifeCam-HD3000

1B

COWEEIFT 7 I ETEMICE>TVWET, ChEFERT3ICIE. AOMEEERER T LET!:
B> bk
Citrix Workspace 7 7') @2 —#—|%. Desktop Viewer ® [Y12& Web hxX5] RET [EHELAV]
ZEIRTDE. TIAINIREZLESTTTET,
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Devices File Access Display Monitor Layout

Choose how devices will connect to your virtual sessions.
Microphones and webcams

Session Settings Global Settings
(O) Connect automaticall Freferred \webcam

|O Do not connect Automatic

(@) Ask me

Digital cameras and scanners Relative Mouse Settings

(O Connect automatically [ Use relative mouse
(O Do not connect
(@) Ask me

Generic USB devices

[[] When a session starts, connect devices automatically

[ When a new device is connected while a session is running, connect the device automatically

1. VDA® 1 >R b—LH52T L7=5. VDA 4 Delivery Controller ICE&RTE. RSN LinuX TR by
Tty arh Windows BERIEHRZEA L TERBICEBH TEZ L 2BABLET,

2. VDABA VB =2y MZT7IEZRATEZ BB LTH S, sudo Jfopt/Citrix/VDA/sbin/
ctxwcamcfg.shdvY RERITLT Web AXS0O#EBERT LE T, VDALY Z—FRy b T ER
PaWngsd. FIE3 ICEAET,

VDA H* Debian 10 (277041 SN TWVWBIHFEIF. RMOA—RILN—I3 Y TERITINTWSB =L
TLET W, ZRLSMDIBEIF. ROOARYY FZRITLTEMON—RIN=2avICERLET:

sudo apt-get update

sudo apt-get dist-upgrade

sudo reboot
<!--NeedCopy-->

VDA A* SUSE 15.3. SUSE 15.2, F£7 & SUSE 125 ICEBRTNTWVWBHBEIF. ROOATYY FZ2ETLTH
MOA—IN—2aVICEHL. BESHLEFT:
zypper up kernel-default

reboot
<!--NeedCopy-->

ctxwcamcfg.sh RZ U 7~ iE. ROZCICRIB !

a) kernel-devels &UBHH—ILEZ 2—I)LHHR—F (Dynamic Kernel Module Support:
DKMS) 7045 L% VDAICA YA M—=J)LLET,
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o« kernel-develid. WinT3N—a3>DREWeb AXSH—XIILEDa—ILE=EET -
DICFERAINET,
o DKMS iE. R Web i XSH—RIILED a—IILZEMNICEIBT31-OICERINE T,

P
FsEn 7055 L% RHEL LU CentOS 11> X =)L g3, ctxwcamcfg.shzxol
ThBA YA R=ILE N, VDADKRD RS FUDHEMIHED FT:

« Extra Packages for Enterprise Linux (EPEL)
« RPM Fusion

b) https://github.com/umlaeute/v4l2loopbackh 54 —F>yv —2a—Rkv4121loopback%z 4
v>O—RkL. DKMS #fEBLTv4 12 loopbackx &L £,
val2loopbackid. VAL2 L= Ny I TFNA ZAEERTEZN—RILEZSa—ILTY,

¢) sudo service ctxwcamsd restartadv>R#ZE{TLET, Linux VDA ® Web h X5
H#—E X, ctxwcamsdig, HDXWeb h X5 EF# EME#EEDv412loopbackh—XILES 2
—LEBEHLTO—RLET,

3. VDA IZA > a—2y b7 EIADBRVBEIR. BlOT> > T vdl2loopback A—FILEZa—ILEEIL KL
THh5. VDAICOE—-LFY,

a) 12—y MIT7IERTE MO VDALRLA—XIAN=Sa>YDEILRI S U EEHLE T,
uname -raAI >R A—RILDON—=C 3 HBDIFZDICERIBEET,

b) IR 2T, sudo mkdir -p /var/xdlav>RERITLET,

c) /var/xdl/configure_x%. VDAN5/var/xdl/OELRISVICIE—LET,

d) EJLRT>>T, sudo fopt/Citrix/VDA/sbin/ctxwcamcfg.shav > R%&R
TFLTH—RLEZa—ILEEILRLEFT, AV RAEEICRTIND . /var/lib/
dkms/v4121loopback/1.81b8df79107d1fbf392fdcbaa®51bd227a9¢c94cl
/$(uname -r)/x86_64/module//\ X iZ v4l2loopback.ko 7 7 1 LB EE S N £ T
ctxwcamcfg.sh 27U 7 h 2 RTITRZ L SICRETZAREMOHZ TS —IFERLE T,

e) val2loopback.ko #EJLrk<>>h5 VDAICIE—L T, /Jopt/Citrix/VDA/1lib64/ICHER
BL*Y,

f) VDA ©. sudo service ctxwcamsd restartav>Ru=ER{TLTWeb AX5H—EX
ZHE#HL. v4l2loopback hi—FILEYa—IILEO-RLET,

R X 3o Linux VDA

January 31,2023
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e

R X >3EBMD VDA 2R T 5. VDA LU I—H—BHAD Active Directory R X1 VI VDA =8NS
BRENGCEDET, XA VSO VDA ZER T2 FiE. VDAZ OISO ROV FO—ILFL—VIZERT
B-DDRNAF—CMBF—DORTEERLFT, LD Active Directory R XA > ADBINIEREIZAD £
Lfco A—H—DRXAVIESMD VDAL Sty 3> 2RIad 3. VDA X, Citrix Workspace 7 71U AdO
JA>DEHICA—H—HIERT I I —RFEFE->TO—AIIVYEITTHI>Y b EERLET, VDAL SSO
Ly ayOBEROEOICO—AIIIIRYTEINZTAVY CDMERTEI VA LNRT—REEDETET,
SUHALNRAT—RZEETBHL. SSO ety 3 v OBEEFICKML £9, SSO Z|EMICT BICIE. TSSO LD
FEEl ZBERL TSI,

HE:

o KX 3ESM VDA £, Citrix DaaS THR—rIN £,

- Oy raO—=)ILFL—>id Citrix DaaS @HTRERTIHELHD £9,

- RXAVIEBMVDAIE. NTU W OIS TREREA Y TITLIROT—2EVZ—ICBETEE
o RXAVIEBMVDA I, CitrixDaaSoa> bO—ILFL—VIZ&>TEEINE T,

- Citrix Cloud Connector % /N1 /X2 9 % & 5 ICRendezvous V2B TE £9, TNLUIDE
%1%, Cloud Connector 1 > X k—JLLT. VDA% QY bA—=ILTL—VICIEGT 2 HEL D
h*xd,

o RX-r>3E210 VDA #1EM S % ICi&. Machine Creation Services (MCS) %# BT 3 HRELRHD £
ED

- MCS BT XN —N—%HFR—FLTVWEE A,

R X >9E200 Linux VDA TER TS 31%EE
RX1 23S MD VDA THEESNBEZF>O0-AIL 21— 2RI 3

FXAVIESMO VDA THRR TN TWBR Ly 3>z, VDART 7+ OB ZH>O—A/IL1—H—
ZBEEMICIER L £9, VDA &, Citrix Workspace 7 7UADOJF VICERLI—HF—BICBEOWTO—hIL
I—H—ZERLET. oo A—HF—021—H—HBF (UID). JIL—T#HBIF (GID). F—LF7sL oYU, O
TAVINBREDIA—HF—BHZIRETEICHTIET ., COWEZFERTBICIE. ROFIEZRITLET:
1. ROV REERITLT. COMBEZEIICLET:
/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\
VirtualDesktopAgent\LocalMappedAccount" -t "REG_DWORD" -v "

CreateWithUidGid" -d "Ox00000001" --force
<!--NeedCopy-->

2. VDAQA YR =)LIXRDOTFICH B /var /xdl/getuidgid.shRI U+ TROBUEIEELET:
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B WEBEDA T gD HEH
uid B a—H—5#BF (UID) &, Linux

&2 T RTLEDEI—H—I(C
FOHTHLNBZESTY, 1—H—
BT7IEXTEBZBVIXTLIYV—R

ZERELET,

gid WA JIL—T7#HMNF (GID) & HED
IN—TERTIDICERINZE
5T,

homed-ir F7oav Linux F—L7F« Lo b UId FE
DA—HY—HDTAL I FUTY,

shell T7Fay aJa>>xiiEg. 2—%—7Ah7
YhAOOTA VEHI I —ICHR
HINZ3>TILTI,

RIZ. getuidgid.shxZU 7 boflzRmLEY:
7

AUV T THEEIIRUDNBN THSZ e 2BBL TR T L,

#!/bin/bash
HAHHBHH G HH AU HH AU H ARG HH AU AR HH A H R HH AU HHBHH A HH B UG H U H U H U HHH#H

#

# Citrix Virtual Apps & Desktops For Linux Script: Get uid and gid
for the user

#

# Copyright (c) Citrix Systems, Inc. All Rights Reserved.

#

export LC_ALL="en_US.UTF-8"

function get_uid_gid_for_user()

{

echo "uid:12345"
echo "gid:1003"
echo "homedir:/home/$1"
echo "shell:/bin/sh"
}

get_uid_gid_for_user $1
<!--NeedCopy-->
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SSO LIS DEB:E
F 7 4L ETlE. Linux VDA TIE> > 7Lt >4 > (SSO) BAEMICAR->TUWET, 2—H—id. 1 DOERBER
Dty bEMERLT Citrix Workspace 77U e VDA vy > avicQd4 > LET,

I—H—HRlOEEEROLY FEERALTVDAL Y 3 IOJF > TES L S5ICTBICIE. Linux VDA T SSO
EEMILET, FLIE TSSO LIS DREE Z2BRL T T L,

Rendezvous V2

kX >3E&40 VDA 3. Rendezvous V2 %/ L 7= Citrix Cloud Connector ®/N1 /XA LT, HR—+T
NTWET, FL<IF. TRendezvousV2) #BBLTLET L,

KX >3E&MD Linux VDA O1ERL

MCS =B L T. Citrix DaaS TR X > IESMD Linux VDA ZEREL £9, £ L <IE TR X1 Y IESMD Linux
VDA O1ERf) ZBRLTLEETL,

RS — K~ b —H

September 5, 2022

Linux VDA R S —HR—h—&

Studio
R T>a A
- *—8 &S —JL L&

254  UselocalTimeOfCli€d % o —/n\

7k — 1LY —DH
oa— = E ALY
HILAE il - %
1LY fERAY
- % %
FRY

%
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Studio
N EPa FI 7
- *—% EE —JL JL ME

ICA7* IcaRoundTrip€heckERabledB%h

BRE a—4% vk (1)

tT=H

27
ICA IcaRoundTrip€heckBhyibd 15
BRE a—% YR
kR - —H—

t=H

>y
74K IcaRoundTrip€heck@®thyanid|&sh
P%::5 a—% Ykra (0
o ICA — —H—
FER £=4
E 27

Ty LimitOveraiBwy ICA\% O
Ive - 1iE

LN}

R

1]

#—5  LimitAudioBw)® ICA\® O
7Y — g

Hd1L

A0

BRAH

b ]

(Kbps)

F—5  LimitAudioBwPercé@A\®w O
17 — i

21 L

A1)

BA®

1

(%)
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Studio
N EPa FI 7
- *—% EE —JL JL ME

uUsB LimitUSBBw-#  ICA\® 0
FINA — HiE

A4

1L

D&

K

L]

usB LimitUSBBwPgrced€A\E 0
FINA — g

e

1L

O]

HtE

(%)

£y LimitClipbdB¥ ICA% 0
FR— - 51
R &

1LY
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5y LimitCliphdBWPerteAtE 0
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1LY

N0}
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Studio
N EPa FI 7
- *—% EE —JL JL ME

771 LimitCdmBw+  ICAA\® 0
IR - e =

1L

[N}

Kl

1]

(Kbps)

774  LimitCdmBwPercet@A\xx 0
e - HiE

1L

(N0}

R

& (%)

71> LimitPrinteeBw  ICAA\® 0
Z—1) — g

A1 L

A0

BRAH

b 1]

(Kbps)

71>  LimitPrinterBwPertéAts 0
a2—1) — b =

21 L

A1)

BRAREH

g

(%)
WebSock&tceptWehSocketsidnwWediSfukets
=4t 1—4&
WebSockétbSocketsPert ICA\WebSRab&@ts
R—+ a1—%

&S —
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Studio

BN

EPa

F-8 BE =L

T+
JL &

WebSock&ETrustedQriginSd6AMWEDSockets

Bk
naE
Tt
—B
ICA
Keep-
Alive

ICA
Keep-
Alive
BA L
7ok

ICA
2F—
A=k
DES

HDX

RS
Ta17
[

ZAR—

V%
aAvE
EDR
S

a1—=

SendICAKaepKlivedCA

a—4% Keep-
— Alive
ICAKeepAliveEimedQA
a—% Keep-
— Alive
IcaListenenPotrtNurdser
a1—4

HDXoverUbP &2 ICA
a1—%

ICA
Keep-
Alive
Xyt
-
(0) =
EEL
A0
60 7

1494

2%
(2)

AcceptSeszinrRelidbilitgCorgFattions
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— VEH
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(1)
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Studio
NI
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754
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54
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*—5
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gL
A

EPa

F-8 BE =L

T+
JL &

Reconnectiort)iTrdgfyaren0%yvel

a—4 147

- DA N0)

EEE

SessionRetiatlity IQA\
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- VEH

DIREF
SessionRetiatlity TioAg it
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— VEH
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- 2147
DA N0))
SEEE
AllowAudmRetlirections
- %

AllowPrinterRegdir ENRI

2598

180 #

s
(1)

el

E|

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

348



Linux Virtual Delivery Agent 2203 LTSR

Studio
NI

PDF 2
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Studio
NI

754
7ok
uUsB

TINA
AA
1L
~FREAY

#EE

TU2
bS5
48

BT
BRI
L —
N

2—4
v k7

EPa FI 7
F—% &BE - JL &
AllowUSBRedi* USB =)k

- (0)

USBDevicaRutes USB ¢ 274  USBDevicaRutgs

— 7k

TINA
R
1TL7
~HRR
MovinglmageGom JieissidreCérfiguration
- (1)
ExtraColorCetfipre3dianwire #Exf

- (0)

TargetedMintium AaimesRetS&aond

FramesPenSetdnd Thinwire 30fps

VisualQuatityt#  Thinwire & (3)

USB

“\0”

© 1999-2024 Cloud Software Group, Inc. All rights reserved.

350



Linux Virtual Delivery Agent 2203 LTSR
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Studio
NI ®Ya FTI#
- -3 fEckE] —JL L MME

w3  EnableSessiotiidletiroer  H%h

arv7y — ava (1)
1Rl 1~Y—
2AXY

vy  SessionldteFitterinterdal 1,440

av7r - Iy &
TR 13—
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] EnableSessietiDiscammectTidEgh
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> 8o 13—
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Windows Virtual Delivery Agent (VDA) ®&#%. User Datagram Protocol (UDP) TO#—7F « 48z
EEHR—FLTWVWET, Linux VDA TlEHR— I TWEE A, 5%2L <I&. TUser Datagram Protocol
(UDP) TOA—FTA4AUTIEALETVRR— b1 ZBRLTIIES L,

Citrix RU>—8BE#FEAL T, CitrixStudiodt vy 3 iEHRL2rI—2BRTI X7

e Lyl alTARILEAT— TARIKEDE Y 3 VICKEFIREZERT3HDESDERELEY,

e Ty aVTARILEAT—DER: 71 RILREDOEY S 3V ORMEREZRELET, Ty a>7a1R
WEA=1 [BH] IKB->TVWT, 7707 REY S 3 VHIRESNEKERNICI—F - ANNZRELE
hofcima. ty P avidiEhEd,

s Yty arEa7— YIS hitE Yy a VICHEGRZERTZDESHZRELEF T,

s ity 3 EAT—0O/R: YIEhictEy a2 O0J 3733 ETORBERELE T,

CORIS—REDVWITINDNZEET ZI5HI1F. BRSATREN—BELTVEIEZRIBLTIIEEL,
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71 RIVREDE YL 3V OFREENEBRT S, EEXvE-—UHRREINET, fle LT UTFORIU—>
2ayvbEBRLTLETY, [OK] 2. EEXAvE—2REACERTN v arvez7o 70 JICREDIL
BTEERA. ty2ara7 070 TICRDICE. PFARLEAR—UEY bT27HDI—F—ANIHRET
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Your session has been idle For the maximum allowed
time. You will be disconnected in 5 minutes if the
session remains idle. The session may then be

logged off after an administrator specified delay
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CDREF. LINuXVDA TO TSI URBROEBMN TSI TV bDI )y TR—RTEHRINZHE S D
ZHELEY (BOBEBEK). EICIZ. RD4DDA TS a>hHDET:

Primary selection update mode

Host selection changes are not updated to client
¥ Appl Client selection changes are not updated to host

vi Selectnon changes are up-dated on both client and host 5, 7.1 Desktop OS, 7.5 Server
: v e'sldup 05, 7.8 Server 05, 7.8
Desl‘dcp 05, ? 9 Server 0s, 7.9 Desktop 0s, 7.1 Senrer 0s, 71 Desk‘top 0§, 7.12 Server 0§, 7.12
Desktop OS5, 7.13 Server OS, 7.13 Desktop 05, 7.14 Server 05, 7.14 Desktop OS5, 7.15 Server 0§, 7.15
Desktop OS, 7.16 Server OS, 7.16 Desktop OS5, 7.17 Server OS, 7.17 Desktop 05, 7.18 Server 05, 7.18
Desktop OS5, 7.19 Server 05, 7.19 Desktop 05

¥ Description
This setting is supported only by Linux VDA version 1.4 onwards.

PRIMARY selection is used for explicit copy/paste actions such as mouse selection and middle mouse
button paste. This setting controls whether PRIMARY selection changes on the Linux VDA can be
updated on the client’s clipboard (and vice versa). It can include one of the following selection
changes:

Selection changes are not updated on the client or the host. PRIMARY selection changes do not
update a client's clipboard. Client clipboard changes do not update PRIMARY selection.

Host selection changes are not updated on the client. PRIMARY selection changes do not update a
client's clipboard. Client clipboard changes update the PRIMARY selection.

Client selection changes are not updated on the host. PRIMARY selection changes update the client's
clipboard. Client clipboard changes do not update the PRIMARY selection.

Selection changes are updated on both the client and host. PRIMARY selection change updates the
client’s clipboard. Client clipboard changes update the PRIMARY selection.

¥ Related settings
Clipboard selection update mode

- BROXEIFZVFSAT7Y FTHRIATHERINEEA
Linux VDA TOZ SR VBROEEICE 2T 5347V LDV )y TR—REEHINE L Ao
IIATYRDOTSATRBROEEICED. LInuXVDA DY Uy FHR—ROBEMEINZCIEHD F
Ao

- RZAMEROEEIZISAT7Y FTEHINEEA
Linux VDA TO 7SR UBRDEFICEL > T, 317 LDV Uy FR—RIZEHINEE A
ISATYRDTSARIVBROEEICED. LinuxVDA DT ) v ITR—RABHINET,

- V37V MEROEEFIRI CTEHEINEEA
LiInuxVDATO 7SI UBIROEEICE > T 51TV b EDI Uy TR—RABEHINET, 7
AT DT SAT)BIROEBICELD, LinuxVDA DI U w TR—RABHINZ ZIEHD FH
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Fuo

- BROEEIF. V51TV PRI NOBMATEHRINET
Linux VDA TO 754X UBROEBICE > T, I51T7 Y hEDI) Y TR—RBEHINE T, &
SATYEDTSAT)BIROEBICED. LinuxVDA DY Uy T R—RABHINE T, COF TS
AN T I METT,

BEERE: Uy TR—-FERERE—F

« ClipboardSelectionUpdateMode

&g (531%): [0,1,2,3]

FI7AIMME: 3

¥4

1)y FHR—RBIRIZ. WO DT—E2%ZEIRL., Ya—brAyvy rXZa—D TOE—] ZBRITIHL.
Yy TIR=—RICTOAE—] §3cZBATRMICERTZHEICERALET, 7y THR—R&ERIE. E£IC
Microsoft Windows @ ) w 7R— RIBEICEEEL TERIN. 7S5 URRIZ Linux 3E01RETY,

CORYZ—E LinuxVDATDI Uy TR—RFBROEENISA T D)y TR—RTEHIND
NESHZEFIBELEY (EDBFEOEK). BEICIE. RDA4DDF T ahHDET !

Studig

Setting
Users g

Summg

Edit Setting

Clipboard selection update mode

Value: | Selection changes are updated on both client and host +

Selection changes are not updated on neither client nor host

host
Host selection changes are not updated to client

Appl Client selection changes are not updated to host

Virtu changes are updated on both dient and host
0s, = R === eerrer—o i/ Desktop OF, 7.8 Server OS5, 7.8

F F g
Desktop OS, 7.9 Server OS5, 7.9 Desktop 05, 7.11 Server 05, 7.11 Desktop O3, 7.12 Server 05, 7.12
Desktop OS, 7.13 Server 05, 7.13 Desktop 08, 7.14 Server 08, 7.14 Desktop 0S8, 7.15 Server OS5, 7.15
Desktop OS, 7.16 Server 05, 7.16 Desktop 08, 7.17 Server OS5, 7.17 Desktop OS5, 7.18 Server OS5, 7.18
Desktop OS, 1808 Server 05, 1808 Desktop O35, 1811 Server 05, 1811 Desktop OS5

QS, 7.1 Desktop 08, 7.5 Server

Description
This setting is supported only by Linux VDA version 1.4 onwards,

This setting controls whether CLIPECARD selection changes on the Linux VDA are updated on the
client's clipboard (and vice versa). It can include one of the following selection changes:

Selection changes are not updated on the client or the host. CLIPBOARD selection changes do not
update a client’s clipboard. Client clipboard changes deo not update CLIPBOARD selection.

Host selection changes are not updated on the client. CLIPEOARD selaction changes do not update a
client's clipboard. Client clipboard changes update the CLIPBOARD selection.

Client selection changes are not updated on the hast. CLIPBOARD selection changes update the
client's clipboard. Client clipboard changes do not update the CLIPEOARD selection,

Selection changes are updated on both the client and host. CLIPBOARD selection change updates
the client's clipboard. Client clipboard changes update the CLIPBOARD selection.

Related settings
Primary selection update mode

| x]

ted only

o .

Select

lancel
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- BROEERFIISATY I THRALTHERSIhEEA
LinuxVDATDZ Uy TR—REROEEICE>T. I3A7Y LDV )y TR—RIEEHRINEE
Ao VAT DIy TR—FBROEEICELD. LINuXVDAD T Uy FTR—RHAEHINBZ L
iEdH O EHE A

- RAMEROEEIZIIV A7V CTEHINE LA
Linux VDA TDO o U w TR—RBEROEBICE>T. 95147 DIV TR—RIZEFHFINEE
bo V54T RDI) Y TR-RBIROLEEICED. LInuxVDA DV )y T R—RHBEHINET,

- VA7V MEROEEIF. RASTEHINEZEA
Linux VDA TD I Uy FHR— RBIROZEICE>T. 9517V LDV Yy TR—FHEHINE
To IVSATYEDI )y THR—RBEROEBICED. LinuxVDA DI Uy THR—RHABHINZ &
iEdH O EFEA

- BIROEEIF. V51TV FERAMOBEALTERINET
LinuxVDATO o Uy FR—RFBEROEEICE>T 95147V R LEDI VY TR—RHAEHINE
To VATV RDIU Yy TR—RFBEROEEICED. LINUXVDA DT Uy TR—RAEFHRINET,
COFTavhTT+ILMETT,

BERE: TSIV BEREHE—NR
pa
Linux VDA Tig. 27w THR—RBRE TSI UBIROBmAHHR— I TWET, Linux VDAL o510

TYrEOIE—BLUVMDFITOBEZEHTBICIE. Uy TR-FBEREME-—RE T 50T ERE
WE—FOEAZRALCMEICKRET S L EeHE#OL T,

ENRl

July 8,2022

DU a>TIE UTFOREYZICDWTEHHBALE T

o EIRIODRZA TS OT 1R

+ PDF ENRI

ENRl

September 5, 2022

CITIE ERIOANR R TS F 4 ZIZDWTHAL £ T
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1AY=L

Linux VDA Ti&. cups 7«1 )LZ— foomatic 71 JLZ—DEAHBETY, 7 ILEZ—IFVDA L HIZA VR
F=ILENET, T0ILEZ—IF. TA4RXAMIE2—SaVICBEDVWTFIATI VAR —ILTBZEHTEET, RIC
flzrmLET:

RHEL 7 0135

sudo yum -y 1install cups

sudo yum -y install foomatic-filters
<!--NeedCopy-->

1B

Citrix MR 32 N—HILTU>EZ— RS54 /N\—Id 37HF (Postscript. pcl5. pcl6) TF, L. 2=/N—
YW TV VA= RSAN—DISATY T 02— L BVEREDRHD £T, COBE. MEio!))—2X
TOMW—DF T a>id. ~/.CixlpProfileSCLIENT_NAME R 7 7 1L EHET S Tl N— 3> 1906
BETId. K 0IC Citrix Studio T [FUYE—RSAN—DOIvES T HERYE] RUS—%2EBMT34 7> 3
UHBMEINTVET,

Citrix Studio T [FUYEZ—RSAN—DIv YT rHRM] RUS—%2BRT 31015
1. [FUYR—=RSAN—DIvEVT e HBifa] KU —%FRLET,
2. BNl #0)wvoL%Ed,

3.IRSAN=BI IZUFATYRTIE—DRSAN—BENALE T, Linux @i+ Citrix Workspace 7
TUEFERALTWVWREEIF. KbDIcFV>E2—82 N NHLET,

4. [BE#] Z2#RL. VDADRFAN=T 71 INADHENIZNALET,
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Edit Setting

A

Printer driver mapping and compatibility

Driver Name | Action | Settings | Se
Microsoft XPS Document Writer * Do not create Unmodified
Send to Microsoft OneNote * Do not create Unmodified
FX FPS Color Class Driver Replace with /
Edit driver mapping
Driver Name: Down
- FX FPS Color Class Driver
| Use defaulty — ™ Deny
(O Allow
¥ Appliestoth O Do not create =
Virtual Delvy ) Create with universal driver only 0S, 7.5
server 05, 71 @) Replace with [fusr/share/ sfilters/Fuji_X 5, 18
Server 05, 7| p usr/share/ppd/cupsfilters/Fuji_Xerox bp 05, 7.12
Server 05, 7 rcktop OS, -
7.15 Server ( | OK " Cancel J 7 Desktop

0S5, 7.18 ServerUs, 7,186 USSKIOp US

¥ Description

Lists driver substitution rules for auto-created client printers. When you define these rules, you
can allow or prevent printers to be created with the specified driver. Additionally, you can allow
created printers to use only universal printer drivers.

Driver substitution overrides (or maps) printer driver names the client provides, substituting an

o [

e PPD FSAN=T 71 ILDIHNYR—ETNTUVET,
¢ [FVYE—RIAN—DIVEYTEElMYE] RUS—DZOMDA T aviEFR—FThTVEE
ho [BEt] OHHEIRFIREICHRD £

ERRR

RETRI MY TELVRET IV r—>a vy OmADSEHRITEE S, V517V MIOT I AL ETIVE—D
&B. LINuXVDA w2 aVICBIDETONEY, TUVE—BIETRI My FeT7FIUS—2a e TRAD X

ERS

« NETRY MY TOBE
CitrixUniversalPrinter:SCLIENT_NAME :dsk$SESSION_ID

s NEATTUTr—>a 0BE
CitrixUniversalPrinter:$CLIENT_NAME:app$SSESSION_ID
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pE

B—1—Y—HD2BTFXI by TR 7 TV —oa>omAZRVEEEIE. E5507) v E—bty
YAVTERATEET, 207 V=3 ey aVYRATOTRAI Yy T TU2—%ER LR %
T2IERBET RO MY ITOT IV r—o 3> T o2 —%ER LT-EIRIEREL £,

FSTWNSa—Ta2T
ENRITE &0

ENRIACIE L < #BE L A WBE. EIRIT—E > ctxlpmngt & CUPS 7L — LD — 0 %RBL £ T,

BRI 7T—E> ctxlpmngt i3ty > 3>l 7O0EX T £y a ViBZEL TRITINTVIRELNHD F
o MDYV RERFTLT. ERIT—EVHRTRTHZ BB L ET, ctxlpmngt KHEITHTHVEEIZ.
ARV RSA VD SFHT ctxlpmngt ZEF L £ 7,

ps -ef | grep ctxlpmngt
<!--NeedCopy-->

ZNTHERINEEEL AWVWEEIE. CUPS 7L —LD— 0 %R LE T, ctxcups —EXE7 ) > 2 —EBIE
Bon. LinuxCUPS 7L —L7—0rBELEFT, CHETI Y ITe0BE—7OXTHH, UTFTOATVRERE
TLTHRTEET:

service ctxcups status
<!--NeedCopy-->

CUPS OJ =N 3 /e DIEIMFIE

CUPS O/ % R&ET 3. UFOIATY RERFLTCUPS Y —EX 771 LEBRLET. BRLALL.
CUPS O%7%* hdx.log TS hEtA:

sudo service cups stop

sudo vi /etc/systemd/system/printer.target.wants/cups.service
PrivateTmp=false

sudo service cups start

sudo systemctl daemon-reload
<!--NeedCopy-->
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COERIZ. BEFIPRELGRICTE2BERAOJZNETEEDAZENELTVET, COBRICKD
CUPSotFa T HE5NB7c8. BEDOKRRTIZCDERHIEHEED LEE A

ENRIH N DSXF T T B

WIHLTWEWTY Y EZ—RSAN—%2FBALTVWE I N, BHOXFRITORRICAE > TWBEREMENH D £7,
A—H-—rDRSAN—EREERTE 379, ~[.CtxlpProfileSCLIENT_NAME &7 7 1 /L &= 4mEL THE
RTE£d:

[DEFAULT_PRINTER]
printername=
model=

ppdpath=

drivertype=
<!--NeedCopy-->

BE:

printername (3. RED IS4 7> MIDBEES 7)) V4 —DEZRMEEINTVWE T —ILRTT, C
NUIHABWMDBRADMETT, HELAEVTIRZTL,

ppdpath. model. drivertype &7 —JLRiE. v TInfcFUrE2—IcdLTOWIThDh 1 DD T«
—JLRLDEMIBRSBRWVTD. ARICIFRETTEFE A

« AZN—HINTVVE—=RSAN=DBIZATY T EZ—=ICHBLTVWRVEES, model=47> 3>
EERALTRATA T TIVE—RSAN—DETINEEBRLET, TUVEZ2—DREDETILEIE. lpinfo
IRV RZFERALTRRTEET:

lpinfo -m

xerox/ph3115.ppd.gz Xerox Phaser 3115, SpliX V. 2.0.0

xerox/ph3115fr.ppd.gz Xerox Phaser 3115, SpliX V.

2.0.0
xerox/ph3115pt.ppd.gz Xerox Phaser 3115, SpliX V. 2.0.0

<!--NeedCopy-->

ROESICLT, TV UE—I—HBITBESICETIERETTEY,

model=xerox/ph3115.ppd.gz
<!--NeedCopy-->

¢ AZN—HBILTIYE—RFSAN=—DISAT T VEZ—ICH/IELTVWEWVEE. X1 T T FUVE—
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RSAN—DPPD 771 ILONREEEL £Y, ppdpath ofEld. %A F1 T TV YEZ—RSAN=T7
TILDHEIF/INZTT,

fee ziE. ppd RS /N—h/home/tester/NATIVE_PRINTER_DRIVER.ppd 2% 31 &1E. KDL S IC
ANON - I

ppdpath=/home/tester /NATIVE_PRINTER_DRIVER.ppd
<!--NeedCopy-->

o Citrix MRS Z2AZN—HILTU > EZ—R S N—I&37%4E (Postscript. pcl5. pcle) T, FU>%
—DOFOANTAICBEDVWTRSZAN—DBEEZERTEX T,

feERIE VSAT Y MHBREMES T V02— R 51 N\—DFEEN PCLS TH3HEE. drivertype % x
DESICHEELET:

drivertype=pcl5
<!--NeedCopy-->

HAtr A0
AMoOBED TS Va2 —%H L £, Ffc. CutePDF » PDFCreator B RS > 2 —%FEALTHT. DM
BTV E—RIAN-ICEHETZHDOHES D ZHERL £ T,

BRI a7 95147 b BEFRAIBZ TV EZ—DRSAN—ICE->TERDET, REBEAINATWVLB R
SAN—DBEZRETBZECNEETY, /53172 bDTVEZ—HPCLS RS N—ZFEBLTVBE—5T.
Linux VDA #* PostScript F 51 N—Z#RL TV 3 . BEIEETBHEEHHD ET

T E—RSAN—DOBENELVIZEIE. ROFIRICHE > THEZHELF I,
1. ZRTRI by Ty avicod 4> LEY,
2. vi~/.CtxlpProfileSCLIENT_NAME JI< > RERTLET,
3. ROT 1 —ILRZEMLT. X7—=ILT771)L% Linux VDA IZREFEL 7!

deletespoolfile=no
<!--NeedCopy—-->

4, WoftAOdA 7L THE0OJA Y LELT. BROEEZHHMAAET,

5. R a XY h#ERILTRIEZBERL ZILRINTT 35 k. Jvar/spool/cups-ctx/$logon_user/$spool_file
ICRT=ILT7AIUNDMREINE T,

6. AT—NT7AINDBETHZINESHEHEELET. XTI T71ILOHA XN 0 DHFERF. IhhRERIC
B ET, Citrix HR— MIERIOJ ZREL T A Z 2 XU TSI L,

1. Z7=NLT77AILDHAZIH0 THRWEEIE. 771N EISA 7 MIOAE—LET, XT=ILT 7LD
ABIE. IS5SIT7 Y M BEEATRZ TSI VE—RSAN—DBEICE>TERDET, Yy FThiFUY
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2—D (%171 7) FZ1/N—H PostScript TH335E&. XF—IL 7 7 )L Linux OS TE#EZBE C &
WTIET, RBHMNELVWHERELE T,

RT=INT7AIUH PCLDBE, U 517>k 0S A Windows DIF&IF. RT—ILT7AIL%EDS
A7 MMIOE—=L. BOFTV Y EZ—RIAN-—ZFRALTI/SAT7 Y MIOTU > Z—THRILE7,

8. Ry FENLTIYZ—DRDO TV E—RSAN—%2FERATIELSICEEL £, UTTIE PostScript
I3AT RV EZ—%FC LTERALEY!

a) TUOT47EyoavicQd#a >y LT I9SATFY TR MY T TI SO —2RTET,
b) ENRIBEAR—2IL 2B £T:

localhost:631
<!--NeedCopy-->

c) ¥y Fahi=7FU>4— [CitrixUniversalPrinter:$ClientName:app/dsk$SESSION_ID] %
BIRL. [TV YEZ—DEE] #0) v o LEFT, COREICIIEEREEERNIVETT,

d) CUPS & CTX Mo#EfizRIsLicE & (4:17] 20V v L. TUYE—RSAN—%2ZBELET,

e) [Make]l 7+ —JLrr [Modell 7+ —JLRT. Citrix UPD RSAN—TIHHRLBID RS N—%&
RLFET, frexid. CUPS-PDF{RET v 2—h+1 VX k=L TWB5EIE. AR CUPS-PDF
T E—=] RSAN—ZERLET, EEERELET,

f) COTOEANERICTET LIBEIF RS1N—DPPD 771 JL/X2%.CtxlpProfile$CLIENT_NAME
TREL. Ny TEINLTI O Z—DRTIERLIEFSAN—ZEATEISL5ICLET,

BER] DFEIRE

Linux VDA TOEIRIICDWT. ROMEHERINTUWET,

CTXPS RS54 N\—H—&D PLC 7Y > &2 —II3G LA

ERIHEADBII THRWERIF. FUYE—RIAN—%, BERISERESNIcRA T T TV E—RIAN=IC
BELTLLIT W,

P A ZDKEBRNEDENRIHEL

O—ALDISATUETIVE—THAXDREBRFaXVMEHBITRE. TORFaAXY MEF—N—CD
BRzN L TEEINE T, BLMESRTIZ. COERICKBIDIDBIELRBHD XY,
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Aoty arhsF) e —@BHLHRY 3 TRBANKRTINDG

Linux totyv>a>nEzHIE. Windows ARL—F 4 VIV RXTFLEEERBRD T, LIeh>T. 3RTO
—H—HO AT LLEOBHEZRITRD £, RO CUPSHEBR 7 7MILEZZELT. CNHDBHMEZEMICTIET !
|etc/cups/cupsd.conf,

RDESIC. BREINTWBREDR S —BH DT 7AILICEEREINTVE T,
DefaultPolicy default
R o—&h default THZHBEIF. ROTETI7AIIL RV — XML 7Oy ZICEBMLET:
<Policy default>

# Job/subscription privacy...

JobPrivateAccess default

JobPrivateValues default

SubscriptionPrivateAccess default

SubscriptionPrivateValues default

<Limit Create-Printer-Subscription>
Require user @OWNER
Order deny,allow

</Limit>

<Limit Al1l>
Order deny,allow

</Limit>

</Policy>
<!--NeedCopy-->

PDF £/

July 8,2022

PDF ENRIC3 S L 7=/ — 3 > o Citrix Workspace 7 7 U RT3 & LinuxVDAtv > a>hsTifadhic
PDF #EIRITE %9, v 3 VEIRIS 3 7. Citrix Workspace 7 7U b1 Y X k=L TWVWZO—-HILT>
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VICEEINhET, O—HILIP VTR EIRLPDFEa—7—%2FALTPDF ZBE. BRRLIELTV>HZ—T
HR$2ZeNTEIET,

Linux VDA Iz F/N—2 3 > o Citrix Workspace 771 T PDF ElRIZHR— b L £ 7!

« Citrix Receiver for HTML5 N—2 3 > 2.4~2.6.9. HTMLS5 @i Citrix Workspace 7 71J 1808 LAF%
+ Citrix Receiver for Chrome /N\—< 5> 2.4~2.6.9. Chrome @i+ Citrix Workspace 77 71J 1808 L{f&
« Windows [i# Citrix Workspace 7 1) 1905 Lip&

101

PDF ENmitaEIC 3t L 7= Citrix Workspace 7 7z L. Citrix Studio TUTORU > —Z2HBMICL FT:

« USATIUNIIIE—DI)EAALALI N (FT7FILETE)
e« PDFA=N—HILTVVEZ—%BHEKT S (57 3/L ~TEX)

INSDRIYS—DEMCR>TWVBIFE. BEIShity>a>T [BR] 22Uy o933, O—ALI>Y

DERTLE2—ICRREN. TUVE—ZEBIRTIET, 774N TV E—DRFEICDVWTEHEL < IE. Citrix
Workspace 77U D RFa XY FEBRBLTET WL,

JE—KFPCT7OEX

July 8,2022

e

IJE—k PC 77X, Citrix Virtual Apps and Desktops DIERIEEET T, ChiC& D BBIFREEH YR
WEAT 1 R PCICREARAETUE—FFPI/ERATESRLSICLET, A—H—HBHRPCIZTIEIXTE3HBA.
EEICBBRIRTOT IV r—3> 7—4. VY —RIITIVERTEFT,

UE—FPCT7IERTIE. RETRXV by FeT7 IV r—>a3>%fET 20 R Citrix Virtual Apps and
Desktops v R—> bHMERINET, VE—FPC7IoER0EBRCEBROBH S LU0 7Ot XL, Citrix
Virtual Apps and Desktops D BBICHEBEREGHS LSO T7OEREBEL T, COHE—MICED. —BlEDH 34
—TINEEBIVIRVIVINREINET, 2—H—I&. Citrix HDX ZERALTUE— A 74 XPCEYv >3
VERETEZICT, REOIA—H—TIIIARVIVIAERBETEET,

#2L <&, Citrix Virtual Apps and Desktops RFaxX> +bd TJE—FPC 7o) 2BBLTEIL,
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ATEE

ROEEEBIEIZ. Linux VDA ICEBDHDTY:

o MIETL > DBE. Linux VDA IZFE3D E—RTOAERALE Y. NVIDIAD RS N—0&IRRICE D, HDX
3D E—RABICA>TVBHE. PCOO—NIILBEIZTSvIT7IRLEEA, COBEORTIF. EF
AT EOURIDOEIRERDLH D T,

o MR LinuX > VIiCiE. 22PNty a>y 0S a1 7oy >AROT = FERLET,

o Linux I > Tk BEIOA—Y—Z0HTIERATIEFHA. B —-FNOHETEERATI L. 1—H—
EPCICO—AILTOI A LI EIC. BAOI I VICEFNICEIDETONET, COOJFVICE. &
BEICLINEFIBESHD EFRA. 517> MMITEET S Citrix Workspace 77U Ic& D UE—+
PC7ot2Rty>a>THRDPC LOT7FUTr—> a9 TF—RICT7VEATEET,

o A—H—HIcO—AITPCIcOIA> LTWSIGSE. StoreFront h5 PC%EEEFL LS 35 RHL
9,

e Linux x> > Tid. ABAA TS 3V BEATIEE Ao
104
Linux PC £y >3 > 2EET 31013 RO PCICLinuXVDAZ A Y X b=JLL. YE—FPCTIEXEA1TD

R>oh207%ZER L. BEJIL—TZERLT. 77/ XZ2EKRTZ 1T >H42O07AD PC ZFIHA
TEBLSICLET. RDOEIS 3> TIE FIBICOVWTEHLLSHRALET:

FIE 1 - 3% D PCIZ LiINnuxVDA %21 >V h—)LT 3

HEA Y 2= LZEBLTLNUXVDAZS YR =T BE2EE8HDOLET, 1V =L,
CTX_XDL_VDI_MODEZ#HoEZVYICEREL X9,

FIE2-VE—FPCT7IEVRZATDIAEZOT%1ERT %

1. CitrixStudio T [v>>h404] #2H57J)v oL, Ya—bAYy b XZa—h56 [¥o>rhHE20O00DIER]
#ERLET,
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§2 Citrix Studio

File

=75 B

] Console Root
v § Citrix Studio (site)

Action  View Help

v B Citrix StoreFront

3 Stores

Server Group

1O Search
I8 pachine Catalnne || Machine Cataloa
£ Delivery Gro Create Machine Catalog
[# Application:
Vi
[= Policies e
[# Logging Refresh

~ [E» Configuratic

£ Adminis 2
Controllers

= Hosting

&% Licensing

3 StoreFront

sy App-V Publishi

@ Zones

+ | Machine type Allocated machines

Single-session OS5 (Remote PC Access)

Details L_Mﬁhm l Delivery Groups J ‘Administrators

Single-session OS (Remaote PC Access)
Single-session OS (Remate PC Access)

Details - RemotePC-suse125

Name:

Scopes:
Zone:

Machine Cataleg

Machine Type:
Set to VDA Version:

RemotePC-susel25

Single-session OS (Remote PC Access)

7.9 (or newer)
All
Primary

2. [lFC®IC] R=IT [RAN] 20w I LET,

tachine Catalog Setup

Studio

Introduction
Operating System
Machine Management
Master Image

Virtual Machines
Computer Accounts

Summary

Introduction

Machine

Installed VDA Version:
Operating System:

20.09.03
SUSE Linux Enterprise Server 12 (x86_64)

Machine Catalogs are collections of physical or virtual machines that you assign to users,
You create Catalogs from Master Images or physical machines in your environment.

Important: The Master Image or physical machine that you use to create a Catalog must
have a Virtual Delivery Agent installed. Also, ensure that the operating system is up-to-
date and that applications are installed.

Before you begin, ma

ke sure that you:

® |dentify the types of desktops and applications your users need

® Choose a Catalog infrastructure (for example, whether to power manage virtual

machines)

® Have a technology for creating and managing machines (such as Machine Creation
Services or Citrix Provisioning)

® Prepare your environment, including the Master Image, computer accounts, and
network interface card configuration.

Learn more

[ | Don't show this again

3. [ARL—=F o VIV RTFL] R=JT [VE—FPCT7oER] #8RLET,
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tachine Catalog Setup

Operating System

Studio

Select an operating system for this Machine Catalog.

Multi-session 05
The multi-session OS5 machine catalog provides hosted shared desktops for a large-scale

+ Introduction
deployment of standardized Windows multi-session OS or Linux O5 machines.

Operating System
: Single-session 05
Maching A t
Selne Aocaunts The single-session 05 machine catalog provides VDI desktops ideal for a variety of

Surmmary different users.

(®) Remote PC Access
The Remote PC Access machine catalog provides users with remote access to their
physical office desktops, allowing them to work at any time,

There are currently no power management connections suitable for use with Remaote PC
Access, but you can create one after completing this wizard. Then edit this machine
catalog to specify that connection.

o) R

~

4, [OU piEmM] 22Uy L THERO PCEEE OU #:&ERITZH. [ THU Y FDEM #0Uv oL
TEBDOIT> >EIAZOJICEML £ Y,
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tachine Catalog Setup

Studio

+ Introduction
+ Operating System
Machine Accounts

Summary

Machine Accounts

Machines in your network domain have an associated machine account. The machine account
name is usually the same name as the machine. The machine accounts you choose must match
the machines that users use for remote access. To add groups of machines by Organizational
Units (OUs), select Add OUs,

Select the machine accounts and/or OUs associated with your users:

To get started, add a machine account or OU.

Learn more

l Add machine accounts... ][ Add OUs.., ” Remove

o Select the minimum functional level for this 7.9 (or newer) “
catalog:

Machines will require the selected VDA version (or newer) in order to register in Delivery Groups

that reference this machine catalog, Learn more

Back l | MNext | l Cancel

5. v A0 ICERIEHITE T,
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tachine Catalog Setup

Studio Ty
Machine type: Remote PC Access
Elitadiiton IWachines added: 1 organizational unit (OU)
= EEm VDA version: 7.9 {or newer)
« Operating System
. Scopes:
+ Machine Accounts
Zaone: Primary

Summary

Machine Catalog name:

| RemotePC_RHELS1| |

Machine Catalog description for administrators: (Optional)

| Example: Windows 7 5P1 desktops for the London Sales office |

To complete the deployment, assign this Machine Catalog to a Delivery Group by selecting
Delivery Groups and then Create or Edit a Delivery Group.

6. (ATF>ar) A0 ZRI VI LT, BERIBEERITLET,

& Citrix Studio
File Action View Help
L 2l N ? i

¥4 Citrix Studio (site)

O search

™ Machine Catalogs

3 bavey roepe” | asinecato v st macives

4 Applications RemotePC-susc 1S Single-session OS {Remote PC Access)

[E Policies i L e T Single-session O (Remote PC Access) 1 1

(@ Logging Edit Machine Catalog
B Configuration
8 Administrators.
(55 Controllers
= Hosting

Single-session O (Remote PC Access) 1 1
View Machines

Delete Machine Catalog
Rename Machine Catalog

o Licensing Upgrade Catalog
3 storeFront
[ App-V Publishing

@ Zones

FIE3-FIUNV=FIN—TFZER L TT7 I RZERLEI—H DT 0h420JTPCEFATEZL5ICT
3

1. Citrix Studio T [FUNU—=FIL—T] #H5IVvIL. Ya—thAYyXZa—T [FUNI=FIL—TF
DIERR] =FERL £,
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& Citrix Studio
File Action View Help

= s BE

1 Console Root

~ & Citrix Studio (site)
[ Search

Machine Catalogs

Sessions in use

octeery aoup .

£ Delivery Grouns EematePC . Desktops Total: 1 Total: 0
i Applicat Create Delivery Group (Static machine assignment) Unregistered: 0 Disconnected: 0
[= Policies v N Desktops Total: 1 Total: 0
[# Logging e (Static machine assignment) Unregistered: 0 Disconnected: 0
~ [E» Configu Refresh Desktops Total: 1 Total: 0
£ Adm (Static machine assignment) Unregistered: 0 Disconnected: 0
Con' Help
™ Hosting
Fu Licensing

3 storeFront
gy App-V Publishi
@ Zones

w ¥ Citrix StoreFront

I3 Stores

[E5] Server Group

Details - RemotePC-suse125

Details | Catalogs | Desktop Assigrment Rules | Deskiops (1) | Ussge | Tags | Administrators

Delivery Group State
Name: RemotePC-susel25 Enabled: Yes H

Maintenance Mode: Off

Description:

2. [FUNY—=GI—TFDER] R—JT [AA]l 220w LET,

Create Delivery Group

Studio Getting started with Delivery Groups

Delivery Groups are collections of deskteps and applications (which could be in Application
Groups) that are created from Machine Catalogs, Create Delivery Groups for specific teams,

Introduction departments, or types of users.
Machines ) ’ Ll ; i E
- ) Make sure you have enough machines available in single-session S or multi-session OS
Machine allocation Machine Catalogs to create the Delivery Groups you need.
Users
Applications

Desktop Assignment Rules

Summary

["] Don't show this again

Back Mext

3. FIE2 THERLER> Y A2O0JZFRL T, TUNV=JIL—FICEERITE T,
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Create Delivery Group

Studio

+ Introduction
Machines
Machine allocation
Users
Applications
Desktop Assignment Rules

Summary

Machines

Select a Machine Catalog.

| Catalog
RemotePC_2020_06

O  RemotePC_RHEL81

| Type | Machines
Remote PC Access -

Remote PC Access =

0 This will set up an association between this Delivery Group and the selected Catalog. This
association means machine accounts added to the Remote PC Access catalog in the future,
will automatically be assigned to this Delivery Group.

o] SN

4. PCIZT7UERTER1—H—%2I>rAZOJICEBMLEY, BMLEI—F—d 517 RTNAX
Lt Citrix Workspace 77U zfERL T, PCICUE—RTT7IERATEEY,
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Create Delivery Group

Studio sl

Specify who can use the applications and desktops in this Delivery Group. You can assign users
and user groups who log on with valid credentials.

® Allow any authenticated users to use this Delivery Group.

Restrict use of this Delivery Group to the following users:
Users
Desktop Assignment Rules

Summary

Back m Cancel

Wake-on-LAN

DE— K PC7U+EXTIE Wakeon LAN B R—tah, ¥BPCZUE— MO SEBTIET, COMEEICED.
I—H-—DBHEKICPCOEBRZATICTIBLSICHZ D, HEENZHNTIE Y, Ffeo BRPRATTIC
BolPCICHBUE—RTIERTEIBLSICADETS,

Wake on LAN ##E%x 9 5 & . Delivery Controller @3RIt > T. PC ETRITHFD VDA H5 PCHEET
BTy MIRZYINTy HEEEEINET, CNUSE-2 T IDPYINT Y hEEETZHICEBMD
VIZRAMZOFRAVR—RY R ERBY—RFN—FToRY ) a—2aVIilKEFETIREDNBRIED T,

Wake on LAN #gEiZ. €5k D SCCM RX— X dD Wake on LAN #aE¥ IZ24 D £ 3, SCCM RX— 2 d Wake on LAN
Ic2W Tk, TWake on LAN -SCCM #i&1 #8BLTLIET L,
AT LEH

IUFid. Wake on LAN #eez AT 37D X7 LEHTY !
e aAvkO-LTFL—>:

- Citrix DaaS (IB#r Citrix Virtual Apps and Desktops #+—E )
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- Citrix Virtual Apps and Desktops 2012 L{&
o 932 PC:

- VDAN—2 3> 2012 LU
- BIOS & U NIC T Wake on LAN BAE®ICH>TW3

Wake on LAN DO#ER%

HE. #i53n7- Wake on LAN o#Ergix. PowerShell oo &R R— kT TULE D,

Wake on LAN %483 3113

1. UE=bPCT7IERTI2AZOT 2 IR L TVLWRWSEIERL £9,

2. Wake on LAN R MMESiZ F72ER L TOWRWBEIZER L £,
7
Wake on LAN #&E% B3 % ICid. TMicrosoft Configuration Manager Wake on LANy 21 7o
R MEGNDHZHEIF. R MEGRZERL £7,

3. Wake on LAN 7R 2 MMEHDO—EDHEFEZEELE T,
4., Wake onLAN 7R FE&iE Y > h2OJICREEMITE T,
Wake on LAN 7R X MEGZER T 3 121!

# Load Citrix SnapIns
Add-PSSnapIn -Name "\*xcitrix\x"

# Provide the name of the Wake on LAN host connection
[string]$SconnectionName = "Remote PC Access Wake on LAN"

# Create the hypervisor connection
$hypHc = New-Item -Path xdhyp:\Connections °
-Name $connectionName °
-HypervisorAddress "N/A"
-UserName "woluser" °
-Password "wolpwd" °
-ConnectionType Custom °
-PluginId VdaWOLMachineManagerFactory °
-CustomProperties "<CustomProperties></
CustomProperties>" °
-Persist

$bhc = New-BrokerHypervisorConnection -HypHypervisorConnectionUid
$hypHc.HypervisorConnectionUid

# Wait for the connection to be ready before trying to use it
while (-not $bhc.IsReady)
{
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Start-Sleep -s 5
$bhc = Get-BrokerHypervisorConnection -
HypHypervisorConnectionUid $hypHc.HypervisorConnectionUid

}

<!--NeedCopy-->

R MEGOEBH TS /S, ROATVY FZRITL T RAMEGO—EOHAFZEIFLET:

$bhc = Get-BrokerHypervisorConnection -Name "<WolL Connection Name>
n

$hypUid = $bhc.Uid
<!--NeedCopy—-->

BRO—EOHMNFZERBLES. ROOAXYFZRITLT E0EHZzVE-—FPCT7IERTI A%0O
JICEERITE T
Get-BrokerCatalog -Name "<Catalog Name>" | Set-BrokerCatalog -

RemotePCHypervisorConnectionUid $hypuUid
<!--NeedCopy-->

5. 32 >h20JRD&E VM @ BIOS & U NIC T Wake on LAN zB#ICLE T,

E: Wakeon LAN Z28%IC$ 3 5%1E. IO UBHRICK>TERD T,

« BIOS T Wake on LAN ZB®MICT 3113

a) BIOS #&Rx L. Wake on LAN i#gExBMICL 7,
BIOSIZT7 V2R T 2HZEIF. IHF—R— FORETE BIETHEIRL /- BIOSRY A —IZ&->T
BBD&ET,
b) REEZ®RELT. I V2HEHMLET,
+ NIC T Wake on LAN &I 3 ICid:

a) sudo ethtool <KNIC>OTYRZERITLT. NICHIZwINTYy bEHR-FLTWVS
MESHEEIBLET,
KNIC>IENICOFNAZRBTY (ffl: ethO), sudo ethtool <KNIC>OvYYRIZLK-T.
NIC DIEEICRAT 2HNEERT DI ENTET XD,

- HAICSupports Wake-on: <letters>n&5uiTMEEN. <letters>itxX
FghadFEFhnTWaHAE. NICIEWakeon LAN Y v o RTy FAREFR—FLTWE
ED

- HAicWake-on: <letters>0&5HTNEFN, <letters>iiXFghaEn.
XFANEENTLHRWEE. Wakeon LAN XPw o N7y fARDEMICHR>TVETD,
fefe L. <letters>ildXFhE&FhTLSHEIE. Wake on LAN #EENEICHR > T
WB3ZeZRLTWEY, COHBE. sudo ethtool -s <KNIC> wol gawy R
%R{TL T Wake on LAN #B#ICL£7.
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b) FLAZDF+ X MUE2—> 3> Tid. BEEEHEICSUdo ethtool -s <KNIC> wol
EARYIRHBBETY, COF T araEKGEMICRET ZICIF. FIALTVWSETr X UED
—2aVICBDOVWTRDOFIEEZRITLET:

Ubuntu:
AV B—T 1 AER T 71I)L/etc/network/interfacesicup ethtool -s <
NIC> wol gfTZEmL %9, fi:
# ifupdown has been replaced by netplan(5) on this system.
See
# [/etc/netplan for current configuration.
# To re-enable ifupdown on this system, you can run:
# sudo apt install 1ifupdown
auto etho
iface eth® inet static
address 10.0.0.1
netmask 255.255.240.0
gateway 10.0.0.1
up ethtool -s etho® wol g
<!--NeedCopy-->
RHEL/SUSE:
ROETHTOOL_OPTSKSX—4—%1VE—TJ 1 AER7 71l /etc/sysconfig/

network-scripts/ifcfg—<NIC>IZEBILET:
ETHTOOL_OPTS="-s ${
DEVICE }

wol g"
<!--NeedCopy-->

®st EDOEEEIE

VE—k PC72+tXT Wakeon LAN 2B 358(1F. RO[ZERBL T LIV

o« BHOTI>Hh2OITIERE L Wake on LAN KX MEGIEFERTI £9,

« PCHRDPCEITA U T v IT3ICIEZ. @ADPCHAEILCH Txy FRICHD. EL Wake on LAN KX
MEGRZFERTIMNELHBD ET, PCHARLTIAROTICHZ D, BT >AZOT7ICHZNMEEEFR
HOFEA

o R MEHIIBEDY —VICEIDYTENET, BEICERDOY —>hH318581E. &Y —IC Wake on
LAN R MERDMRETT, ALY >AZOJICHETIEED T,

e XD NTy RE FO—-NILT7O—REv X 7 RL R 255.255.255.255 = fFEA LTI O0—R¥v X k
RESNET, COTRLIADTOVvITATVAVNI L ZRERL TR L,

« TOHTRY FADI I VEDVIAITYITEDLSICTBICIE. T TRy FAT (Wake on LAN #4512
i) MR H 18D PCHAVIIHE>TVWIRELHD £7,
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ERLDEEEE

LAFid. Wake on LAN #Ee2 AT 3155 0EEEATY !

o & TNT-Wake on LAN #EeEZERLTPCE T4 o7 v e 5ICid. VDAELAELC S 1[OERTS
RELBHD £,

« WakeonLAN . PCOT A U7 v FICDOIHERTEET, BRSPS vv MUV RYE. OEFIRE
IEFHR—FLTULWEEA,

« Wake on LAN E&EMMER I B &, Studio ICRTRINE T, 7720, Studio RTOFONT « fREIFH R
—rINTVEEA.

o IDYINTY ME KD 2 DODFEDVT A TEEINET:

- A—H%—HPCADtEyIa>FRIBLLS LIt FIZ. VDA BEREBRINTVWRSES
- BEEH Studio £7z1x PowerShell "5 ERA > DAY Y REFHTEET REE

+ Delivery Controller & PC 0B RDOKREZ R L W, Studio TIEEFROREDO L ZAIC [HR-+
INTLEREA] ERTRINFET, Delivery Controller i&. VDA EFREEFERB L TPCHA VHh A Th%E
FlkL £,

ZFOMDIY—X

UE—FPCT77ERDEDOMD )Y —RIFRDEEDTT:
e YUa—2avEa A4 >R TUE—F PCT7UEXEFDREL

e UE—FPCT70ER7—F%F70FvDfl: TCitrix D) E—FPCT7oERYVa—>a3a> D) T7LYR7T
—*TUFvlo

July 8,2022
Ot arTiR MTOREYZICDOWTEHBALET:
e VRATT4 T RIVRR—F
s NET V=23
o Ly aYEEOFRE
» Rendezvous V1

« Rendezvous V2
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e TLSIZ&ZaA—H—t v a>DiR:E

o DTLSIC& 32—t -ty arnfriE

FATF 1T RSV AK— bk

July 8,2022

TRATT 1T T2 RR— k&, Citrix Virtual Apps and Desktops O F —ZEEXHZXLTY, SR CTIERYE
PEd. 7V Tr—2a>oxE#eErmE L. BLVWRERO WAN 1> 22—y MERTOI Y250 717
MZzEOET, TEATTA T I VRR=—MIDWTEHLIE 7277145V RR—F) 28R LTS
Lo

TETTAT IV AR—bZBHICTS

Citrix Studio T. [HDX 74 751 T SV RR—F] RUS—H [BE] £/l [BRE—R] ICREINhTL
BPeEMRLET, T2 ETIE. [BEX] PEIRThhTWVWED,

« 8% AlaEA B A, Enlightened Data Transport (EDT) TO74 77+ 7 ~ 5V RR— bHMEA SN
TCPICT =Ny LET,
o T E—F: EDT 2&HIBNICHA IZHB D TCPADT =LY JISEMICHD £7,
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HDX Adaptive Transport

¥ Appli JA versions
Virtua oty server 05, 7.13 Desktop OS5, 7.14 Server 05, 7.14 Desktop OS5, 7.15 Server
05, 7.15 Desktop 05, 7.16 Server 05, 7.16 Desktop 05

¥ Description
Adaptive transport is a network-aware data transport engine that provides efficient, reliable, and
consistent congestion and flow contral.

gnostic mode
Eazrm

By default, adaptive transport is disabled (Off) and TCP is used.

When set to Preferred, data transport takes place over a proprietary transport protocol, Enlightened
Data Transport (EDT), that is built on top of UDP, with automatic fallback to TCP. Additional
configuration is not required to optimize for LAN, WAN, or Internet conditions. Citrixd€™s transport
protocol responds to changing conditions.

Setting *Diagnostic mode *forces EDT on and disables fallback to TCP. Recommended for testing
purposes anly.

Mone of these settings affects other services that depend on UDP transport, such as UDP Audio and
Framehawk.

TEATT4T IV RR— b2 BT

TEATT4T T2 RR— b 2B BICIE. Citrix Studio T© [HDX 74771 TSV ZR— K] RUS—%

[A7] ICRELET,

TEATT4T TV RR—HEMHESH AT S

UDP URXF—HRITINTLBZHESHERBT BICIE. ROOAY Y FEERITLET,

1 netstat -an | grep "1494|2598"
-2 <!--NeedCopy-->

BEOKRRLTIE. BAXRDODELSICAED T,

‘ 1 udp (0] 0 0.0.0.0:2598 0.0.0.0:%
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udp 0 0 :::1494 AR
<!--NeedCopy-->

EDT MTU #&H

EDT iE. £y avERIUTRETIC. RAGEREM (MTU) ZB8MNISRELF T, CNICED. NT+—<T V2R
DEFTPEYSa>OBIRKREBZEEEDOH D, EDT NIy bDTZITXTF—2a Vh Bk hE T,
=NEH:

o Linux VDA 2012

« Windows @7 Citrix Workspace 7 1) 1911
« Citrix ADC:

- 13.0.52.24
- 12.1.56.22

s Lyl avEEORFZEMICTIHNENHDET
IIATU TSy T A—LELRBIOEEZYR—FLTVAVLWN=—a Y Z2FALTVSHA. BIRICELE
HAZZ LD EDT MTU Z#MTEF %9, %L <IE. Knowledge Center »CTX231821% 88 L T2\,

H .
=

I

LSRN ZBR->THRET D . FABBELIRETZA8EDHD. AL —FT0 VI ATLDBA VR
E—ILDRBICRBZBEDLHDET, LIAMNIIFTAZ—D:RAICEZBEEICHLT. U v I X TlE—

TEEZEVEEA. LPZAMIIT A Z—d EEROBECHMOEETIEAL LTV, el LY X b
V774N DNY I Ty TR LTH S, LR MU ZEELTSIZTL

VDA T EDT MTU B Z B X 1cIFEIICT B

EDT MTU BWEIZF 7 # )L E TEMCAE>TULET,

« EDT MTU iz EMICT B ICIE. ROOAYY REFEAL TMtuDiscoveryLP A bUF—%8EL
VDA zEiEEE L C. VDARBERINZDEFEET:

Jopt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\CurrentControlSet

\Control\Terminal Server\Wds\icawd"-t "REG_DWORD"-v "MtuDiscovery
"-d "OxO00000001"--force

o EDT MTU % EMICT 3BE1&. MtuDiscoveryL X MU ERHEIBRL £9,
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247> ~TEDT MTU i Z #1109 %

ICA 770 JLICMtuDiscovery/XSX—&Z—%BMT 3T 754072 b LETEDT MTU #H % #EIRIICH
HTIFET, COMEEEFEMICTZIHEEIE. Applicationtyoa > TROLSICRELET:

MtuDiscovery=0ff
COMEEEBEBEMICTZICIE. ICAT 7 Ilh5MtuDiscovery/NS X—2—%HRL £9,
BE:

CDOICAT7AILINSA—R—EHEESE ZIC1E. VDA TEDT MTU B %#=E#IC L £9, VDA TEDT MTU
BHEAEICE > TUVWAEWSE. ICAT71ILINTX—2—(3HEEL £ Ao

RET7TVr—>3>

July 8,2022
LinuxVDAN—2 3> 7.13 Tl Citrix TY—LL X7 TV =2 a UHEEDR Y R— RO TARTD Linux 73
vk T7A—LICBINSNE LT COMBEERFERT3DICHNEAS VX M—ILFIBIEFRETT,
(7 N
Linux VDA Version 1.4 Tld. 3E>—LLABRBET7 TV r—>avety s ayoHEBoHR— A Citrix
TEMEThE LT

Citrix Studio ZE>T7 7V r—> 3> %2 Q93

TUNV=TN—TEERLED. BEOTUNY =TT TV r—>3>%2BMLIED T3 L. Linux VDA
ICAYAR=LETFIr—a v RT3 ehTEET, 07Ot RiE Windows VDA IZ1 >R k—
WLIT T —2 a3 a2 RT3 BELRABETT. L <l Citrix Virtual Apps and Desktops Rz X > k
(fEAF o Citrix Virtual Apps and Desktops d/N—23>) #BEBLTLET WL,

e
e TUNU—=FI—TOEETIE. TUN)—DEER [FTRIMYTFT7IVr—>3>] £k [7
TVr—2ar] ICRELE T,

« 7V =23 >DARBIE LinuxVDAN—=2 3> 14 BBETHR—FINTVEY, L. A—Y
SIUANDTRI My TELVT T DEEIF. Linux VDA THR—FIhTVEEA, COBBEICIHL
TBICIE TIUVELUOTRI by TORERICEROTIN) —JIL -T2kl 5 e z68HL &
ED

o —LLRT7 V=23 EFATBICIE StoreFront T —LLXE—REEMICLAEVWTLED
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Wo —LLRE—RIFE. TIAILNTEMICAE>TWET, BEIC TTWIMode=0ff) #%E L TEMIC
LTW3EEIE. TTWIMode=0n, ICEET 3D TIdAL. COREZHIFBRL TSIV, HIBRLAWL
BEIE. RRTRX I My TERETEIRVWEAHD F9,

HIFREIE

Linux VDA Tid. 1 AQ2—H—HDELCT IV Tr—>a > OBERORARA VA2V RERHMTI LI TEEE
Fuo

TF)EyarTiR. FTVICEBEDYa— Ay FOABEEICHEELE T,

BER] DFEIRE

IV =2 a v ARROBMOMEIIROEED T

e FEFDV s Y RIEHR—bINEHA TV RTDOBIZH—N—AOBESEHRTINZI LB £,

e VY RUDOHBRZRART7T IV Ir—2a3 o6 FLEa—F3iFHR—rINTULEEA,

o ¥ o LibreOffice 7 7V r—>avickoTFaE xpEI B 2. Citrix Studio ICIERMICES L
LB DDHINRRINE T,

« TDolphiny BREDAREINIZQER—RDT I =2 a VIt DWTUET A AVHRRTIINBZVWI L HHD
£9. COMBEEMAT BICIF. https://wiki.archlinux.org/title/QtDsEEZ BB L T3 L,

s ACICALYS a3 YATERITINTWVRRAT7 TV Tr—>3a>DIRTDERIN—KREZUHRELTIL—FIC
FEINET, COMBEEBRTBICIE. FRIN—REVEFEEGLBVWESICHZRAIN—OTONT 1 %%
ELXT,

Rendezvous V1

July 8, 2022

Citrix Gateway #—E X &2 FER 7 3RIETIE. Rendezvous 7O +JJLic& D HDX v > 3 >Ht Citrix Cloud
Connector #/N\1 /X2 LT, CitrixCloud > bO—IIL 7L —VICEEN OREIIEH TET £ T,

24

« Citrix Workspace ¢ Citrix Gateway #+—E X2 FERL TREBICT VAL £ T,

« O bO—JLFL—>: Citrix DaaS (IB#F Citrix Virtual Apps and Desktops #—E ),

o Linux VDANN—2 3> 2112 LIF%,

+ Citrix /K1) >—7T Rendezvous 7O L EBMICL 3, #L <IF. TRendezvous 7O kJJLKR U > —
BEL ZBRLTIEIL,
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e VDA E. TRTOYTRXAVEEThttps://*.nssvc.netiC7 A TEZHERHDET,
DHEETIRTOY T RAAERTA M)A NMIBERTERVWGE, Kbbichttps://*.c.nssvc
.nets&https://*.g.nssvc.netzFEALET, s£L <& CitrixCloud d R 2 X >k
(Virtual Apps and Desktops #—EZXW) @ 1> & —% v MEGOEH] £ 35 LU Knowledge
Center @z2=ECTX270584%= 8L T EE LY,

o Cloud Connector ig. v a>#ir535HE4a. VDA D FQDN #2EE 3 3MEBEAHD £9, COEIE%
ERT BICIE. U7 D DNS @Rz E%IC L £7, Citrix DaaS Remote PowerShell SDK % 8 L T.
av > kRSet-BrokerSite -DnsResolutionEnabled $truez=®:fTL %9, Citrix DaaS
Remote PowerShell SDK icoWTe#L < i&. TSDK B LT APl ZBBL TSI,

ZOF 8

VDA Tid. HTTP 7O %/ L7 Rendezvous EGORIHNH R— FIhTLET,

TOXTICET R ERER

Rendezvous T7Ox > % EAT3HAIE. AOEEEEL T LIV
o« IBEBHTTP FOX oY R— TN TULET,

o NTv FDESHEBEEFIHR-—FINTWEEA. VDA £ Gateway H—EXOE®D ICA > 71 v o h
ER. BSh. TRBBRESNEBWVWE SIS, GISh2EERLE T, fISheBRLBVE., BRI E T,
« HTTP Z7O#* > Tid. Negotiate & & U Kerberos sBiE 70 b DL ZFEAL T Y I R—XOBEHH R
—FINTWVWEY, 7OFSH—N—ICELH T B & F. Negotiate sBIEERF—LIZ & > T Kerberos 70 +
JIHBEEMNICEIRSNE T, Kerberos . Linux VDA THR— TN TWBHE—DXF—LTT,
pE
Kerberos #fERd 3 ICid. 7OF>H—N—DH—EXTU > NILE (SPN) ZERL. Th%i
7O* >0 Active Directory 7775 > MMCBERMITIHBEDH D £9, VDAIR. v a > O

ICHTTP/<proxyURL>#3 o SPN 24 L 9. CDiF&. 7O+ > URL id Rendezvous 701
FOORVS—FBENSEHEBINE T, SPN ZER LABWVWES. BiEldkBL £9,

o HTTP 7OF>D{FE. ICAD RSV RAR—+7ORILELTTCP 2ERBLE T,

FE@IOF>

Zyw b= TEZEBIOFC2ERALTVWAIESIF. Rendezvous 7OF L OHEBDBEETVWET. CORE
BREMCHR->TWRIFEE, FATZ7OF N VDA TREINZ LSS, HTTP 7OF 7 RLXEERELE T,
.

« FOFPTRLZA: http://<URL or IP>:<port>
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Rendezvous DO #&:E

TRTOBHEHI-LTVWBIESIE. ROFIEICH > T. Rendezvous BMERATNTLWEH ZRIEL £ :

1. VDATH—=FI)L=EEL 7,
2. /opt/Citrix/VDA/bin/ctxquery -f iPZ®RFLET,
IS YRA=+FOMDIIL] FEGOBEEZRLET:

« TCP Rendezvous: TCP-TLS-CGP - ICA
« EDT Rendezvous: UDP-DTLS-CGP -ICA
« Cloud Connector & 7O+ : TCP-CGP-ICA

B>k
Rendezvous "E%1T VDA #* Citrix Gateway #—E X ICEEFETEHWES. VDAIZT7+—ILNv oL

Cloud Connector #/f LT HDX vy avicFOx &5 LE T,

Rendezvous ® L < &

CONIZ. Rendezvous &7 O0—DEETY,

JO—%BfR 33701213, COFIEERTLTLLIEIL,

1. Citrix Workspace ic#81L £,

2. Citrix Workspace TEEIBEREZANIL X7,

3. #> 7L = X Active Directory % R 3 %155, Citrix DaaS i& Cloud Connector F ¥ #JLEFERL T
Active Directory TEERZBAL £,

4. Citrix Workspace i, Citrix DaaS B 55E i)Y —IBRRINET,

5. Citrix Workspace TUY —X%&&ERL £9, CitrixDaaS . VDAICX v E—C%FEL T, Bty g
COEFEELET,

6. Citrix Workspace i&. Citrix Cloud IC& > TERSNISTAF 7Y rZEL ICAT71ILEIY RRAY
MCEELET,
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7. T RRA > biE Citrix Gateway H—E XTSI L. VDA ICEG T3 71eDICCOF 7y i L. Citrix
Cloud izF4 v b EIFEL £ T,
8. Citrix Gateway #—E =i, #E#11E#H% Cloud Connector IC#f5L £ 9, Cloud Connector I, #E&HH
Rendezvous 5 THZH S hz M L. ZD1EHR=Z VDA ISEELE T,
9. VDA iZ. Citrix Gateway H—EXANDOBEZEZEHZzEILL £7,
10. VDA t Citrix Gateway #—E RO HEiFEG N R AlaE 4B S, VDA (& Cloud Connector ZH T4t 7
OF>=R/ELET,
11. Citrix Gateway #—E X, TV RRAY TN R VDARBOEGERIILE T,
12. VDA i%. Cloud Connector #7L T Citrix DaaS TS5 1t > X% #EL £,
13. Citrix DaaS i%. Cloud Connector BTty 3> R —% VDAICEELET. TN5DKRY S —hH
BRAINET,

Rendezvous V2

October 6, 2022

Citrix Gateway ¥ —E X %2 MR ¥ 3B A, Rendezvous 7O k JJLiIC& D, +F T 1w & H Citrix Cloud
Connector #/N\r /XX LT, CitrixCloud O> bO—ILFL—VICEEN ORDIEHTT £,

EBINELT T v IICIE2 20217 HBDEY: 1) VDAERC Yy a vy HNOHOFEA ST v o,
2) HDXtv> 3> k371w,

Rendezvous V1 Tid. HDXtwv > 3> k57«1 w2 Cloud Connector E N1 XX TEFITH. ENTH.
Cloud Connector VDA BBty a YN DO DIRTOFHA NS T v IICTOF 2 ERATIHNE
BHb £,

Oy EYy aryELUTILFEY S a>d Linux VDA T Rendezvous V2 Z{ERT 37-®IC. 1Z# 0D AD K X
AVBMIIVEERXA VBN DY R— SN TOWET, KX YIEBMYS > Tk, Rendezvous V2 i,
HDX ST v o el S 7« v o DmEAD Cloud Connector Z/NA1 /XX TEF3LS5ICLET,

2

Rendezvous V2 #EHT37-ODEHIZRDEED TT:

« Citrix Workspace ¢ Citrix Gateway 4+ —E X & FEH LIZIRIEAD 7 It R,

« O¥bO—JLFL—>: Citrix DaaS (IB#r Citrix Virtual Apps and Desktops #—E ),

« VDAN—23> 2201 BUB%,

« Citrix/R1) >—7T Rendezvous 7O b )L=BMICL £, %L <I&. TRendezvous 7O kJJLR1 > —
®El ZBRLTETL,
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e VDA E. TRTOYTRXAVEEThttps://*.nssvc.netiC7 A TEZHERHDET,
DHEETIRTOY T RAAERTA M)A NMIBERTERVWGE, Kbbichttps://*.c.nssvc
.nets&https://*.g.nssvc.netzFEALET, s£L <& CitrixCloud d R 2 X >k
(Virtual Apps and Desktops #—EZXW) @ 1> & —% v MEGOEH] £ 35 LU Knowledge

Center 0525 CTX270584% 8RB L T 2T LY,
« VDA IZ. BIRDT7 RLRICESHTIZHENHD FT !

- TCP 443 TlZ. TCP Rendezvous A,
- UDP 443 <i3. EDT Rendezvous A,

ZOF 8

Linux VDA 133R7E. 7OFx> %A L7z Rendezvous V2 #45i%# HR— L TWEE Ao

Rendezvous V2 OErL 7%

T, CEADIRKET Rendezvous 2189 37O DFIETY :
1. IRTOEHRELINTUVEHHERL TLIET L,
2. VDAZAYZb—LLTcB. ROOAIVFZRTLT. BEBRLIZAMIF—ZRELET:
/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\
VirtualDesktopAgent" -t "REG_DWORD" -v "GctRegistration" -d "0

X00000001" --force
<!--NeedCopy—-->

3. VDARL r=BEHLET,

4. Citrix RUS—%{ER T2 BEEORUS —=ZHELET:

+ [Rendezvous 7O kL] REE [FA] ICRELET,

o Citrix RS =T 4 LEZ—HELLRESNTVWR L ERBRBLET, ZDHRJ>—IE. Rendezvous
ZEMICTIHRENH BT VICERAINE T,

e ORI —%EEZILABVESIC, Citrix RUS—DBEENAELVWC EERBRBL T I,

Rendezvous D #&:E

w3 h Rendezvous 7O LN EFHALTVWEHE SHhERERT SICIE. 2—ZFILT/opt/Citrix/
VDA/bin/ctxquery —-f iPOYYRERITLET,
RRAINZ LS URAR—F7OMTIE EHGEOBEEZRILTVWET:

o TCP Rendezvous: TCP-TLS-CGP -ICA

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 388


https://docs.citrix.com/ja-jp/citrix-cloud/overview/requirements/internet-connectivity-requirements.html
https://support.citrix.com/article/CTX270584
https://docs.citrix.com/ja-jp/linux-virtual-delivery-agent/2203-ltsr/configuration/rendezvous-v2.html#requirements

Linux Virtual Delivery Agent 2203 LTSR

« EDT Rendezvous: UDP-DTLS - CGP -ICA
+ Rendezvous Tid#Ly: TCP - CGP-ICA

Rendezvous V2 iMERINTVWBIHEA. 7ORINDON—3 V2.0 #RELET,
B2k

Rendezvous #5831 T VDA ' Citrix Gateway #—E R ICEEFLETE RWVWEE. VDA 7+ —ILNv oL
Cloud Connector #/fLTHDX vy avicFOx4E64LE T,

DTLS iC& 31— —tvi 3> DRE

September 5, 2022

DTLS BBS{bifgeid. 7.18 U =W S5TLICHR—bINET, OHEEE Linux VDA TIET 7 )L E TEMIC
BoTWET, L <&, TTransport Layer Securitys 28BLTLETL,

DTLS EESLDEML
FETTA4T RS VAR—EBEMCE>TVWER I RT3

Citrix Studio T [HDX 7477« T b5V XAR—F] RUS—H [B%] £3 [BEE—F] IKREIATL
BCEBABLES,

Linux VDA T SSL St BMICT 3

Linux VDA T. Jopt/Citrix/VDA/sbin i % % enable_vdassl.sh 'y — )L =B L T. SSLEES k=G
FRIFEWNICLET, COYV—ILTHERATIZA S a>vIico20WTik Jopt/Citrix/VDA/sbin/
enable_vdassl.sh -hav>YREERIFTLTLETL,
&
I87E. Linux VDA (Z DTLS 1.0 & DTLS 1.2 o@A%EHR— kL TWE$, DTLS 1.2 (i Citrix Receiver
for Windows 4.12 % 7zi& Windows @i+ Citrix Workspace 7 71) 1808 LI M ETY, AL TWL
3254 7>+ DTLS 1.0 (Citrix Receiver for Windows 4.11 & ¥) Oo&a%ZHR— kL TLWBIBEIE.

enable_vdassl.sh v —)L#{#H L T. SSLMinVersion # TLS_1.0 (Cc SSLCipherSuite # COM % 7-
I&ALL ICEREL 9,
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TLS IC&B31—H—t v a>DRE

July 8,2022

N—23 > 7.16 LI, Linux VDA id. A—H—tv>a>otF*a )7+ REOLHICTLSESHKEYR—FLE
To TLSESHKIZT 7 4L FTREMCH>TVET,

TLS EESWZBMICT S

A—H—ty>a>vEREITZILDICTLISESHKEFBMICT 3I21E. Linux VDA & Delivery Controller
(Controller) omA TiEREE%Z 1> X h—JLL. TLSESLZEMICLET,

Linux VDA (ZEEBAEZ 1 Y R b—ILT B
PEM e —N—3EBBE & CRT 2 D)L — FEERAZZES L £ 9. U —N—FEREICIZ. ROEIZ 3B D
9,

« iEARE
s BSUIh TVLWARLMEF—
o BREERAE (BATIEHD EHA)

B — N—FEBRE D

© 1999-2024 Cloud Software Group, Inc. All rights reserved. 390



Linux Virtual Delivery Agent 2203 LTSR

MIIDTTCCAragAWIBAgIJALTuncpigGXCMAOGCSGGSIb3DQEBBQUAMGEXCZAIBONV

BAYTATVLMRIWEAYDVQQIEW]DYWLicmIKZ2UXEAQBGNVBACTCUNhbWIVAXIUZTEY

MB IGALUEChMLQ210cm14IFR1C 3QXG] MNpAH!

MB 4XDTA4MDKZMDEWNTK1M10XDTI4MDKYNTEWNTK1M10WGYOXCZAIBONVBAYTATVL

MR IWEAYDVQQIEW1DYWL1cm1KZ2UXE JAQB gNVBACTCUNhbWIVAXJUZTEUMBIGALUE

ChMLQ210cm14IFR1C3QXGZAZBGNVBASTEIN1cnZ1CiBDZXI0aWZpY2FOZTEGMBAG

ALUEAXMXY 2EWMDETC2MWMDEUY210cm10ZSSu. IKo: NAQEBBQAD

gYOAMIGIAOGBALCTTOGXC Vb IOLOF66XgOSgkNeIGKVP+37pSKVEB66TWCVZr6p9.
©72Fa+90CCT2X/Ue274NXFCg4TqGRDSEWL3YXMECOYBF7L6PST SCONNBPLGSTIH

4XOPIXUeaWdMVK/3PVyFhHKs4F28yy1 MBAAG]

'9QUrLidzYot+CUXShOXMFp1M+/08yOw

9ZKGALUAIWSBKTCBjOAUSSKNLEPIOCVhcOss1s1seDQwGsKha6RpMGCXCZAIBONY

BAYTATVLMRIWEAYDVQQIEW1DYW11cm1KZ2UXEJAQBGNVBACTCUNhDWIVAXIUZTEU

MB IGALUEChMLQ210cm14IFR1C3QXG] MNpAH:

ggkAy8NnC8dcB32EWEQYIYT. q6: 4

ADSaxBYHWIXJCIZNt2zdXnbp200yUToWE1BwQe /9cGaP6CpjoxI7FJa2/8IpaT6s
Ve 1BULSEYY1GKCGCWO3pc7sPKqb8pGBRI S/dygb+geFk1Q7KyVbuOTjotr 3pkxae

b6CFITNLUGHUrWF610r8722byz3P1 IX+HEWE1j0j824K

MIICXgIBAAKBGQCWKOZNCXIr2yNCOBeusYDUYIDXiB11T/t+6Ui1fAeupvglce+q
fbeghwvvaAnH9s f7ntu+DVXXIOH6hKQ7KXMNA2MTOg] sgX+y+qbK7AgzZwWT9avEy
R+MaDyF1Hm1UDFZP9Z1cn4RYrOHS /Ms tSOFQS11R4CPTBUNGAtZYCLEYZWIDAQAS
A0GBAKWBgZu/bK18edgBSYPYU7d11BX89T0s4b/aPjM+IDM) XbENOGRSPO24pIEA
FTtUC9+iL8MEroLUbS1cCXjSIFC+CXgIVVaNaBEEKKB]7350CUERGSX0Yb/1Adck/
FXZUOtqytUe/KHgcSgj tirseqLIqMm+yxzBAatVRTTZGAwAhAKEA311KRZINSuZ
Enmi 2RTI3ngBhBP/S3GEbYIFKSDSN2R190+00EPXCTVVPSNe8Q0ZUpshbj FEPHOC
ykZ6UassFwIBAMtISyPnV9ewPzJ0aNjZIJCMENXDChS1xXiJ1yzv+Qmr8RuQzIPV
fIenmTrfZ+Wo4DaKg+8ar20vOnKFOHFAMDECQQDEWR1HECE3WyCFN1Uu942MIXKhR
GVSPR7+b///VLENWWY3CWPVINSDTPL+wuDKIZINCVRte19M1aMTY s 3aTNVAKEA
Qy532ZcbBNrYzMbV0323ju7ZPISNhTGO1XDIZMSLLPTGPNLN34bOK3STCr8L42E

uQj tTqRm+wdsrVF31FazkQ: TdXIfHYOIYv+3TezhQY6

3 TagHS 9TCH 2;

MIIDGTCC TIAMY. AIBGNV'

BAYTATVLMRIWEAYDVQQIEW1DYWL11cm1KZ2UXEJAQBGNVBACTCUNhDWIVAXIUZTEY

MBIGALUEChMLQ210cm14IFR1C 3QXG NPGH.
MB4XDT TI4MDKyNTI VUSX
£3 AQBGNVBAGTCUNNDWIyaWRNZTESMBAGA JQ2F tYmo1cms IMRQWEGYDVQQK

EwtDaXRyaXggVGVzdDEaMBgGALUEAXMRY 2EWMDEUY210Cm]02S SuZXQWgZ8wDQY

KoZIhve YOAMIG! 703 ionr

zhsc 1C60B71zL: 12CFKHN3ZGI17p89pdyjketiMs1Vedw
acogryvD+fNNSVIjunTbaCywvtALjmFSFMHeZIXVSckrpEhnkonkMs16tcrya/K/

05512VI3AQMBAAG] g 1EP)

0cVhcOss1515eDQWGS IwgZKGALUAIWSBKTCB j 0OAUSSKNLEPIOCVhcOss1s1seDQw

AJBGNVBAYTATVLMR! IEWIDYW1icm1kZ2UXEJAQBONV

BACTCUNhbWIVAXIUZTEUMBIGAIUEChMLQ210cm14IFRC3QXGIAYBGNVBAMT EWND

MDAXLMNpAH. §dcB32EWDQYIKOZ: QADGYEAIZ4Z
9gXLLXF12RNgh/awtsbd41ugv8BIKASg5zhNAT TiXbzz8C13ec53Fb6nigMwe 5T11
UNCLXWNXRU1D400tESLX9ACUNH3I9 4yx0gujksOSBNi21jjZTvFBB 32Rmr 508y g

UMKORN/hdqM1cgpe SWO6as6+HN4WUOT +h ETUMME=
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TLS BESkZBIICT S

Linux VDA T TLS BES k2B % IC 9 % Linux VDA T i&. [opt/Citrix/VDA/sbin & «+ L & ~ U
menable_vdassl.shX2 U7+ EALT. TISEBSKE=ESHEIFEHICLET,. CDRXT U
TrTHERTER A S avIicoVWTid /Jopt/Citrix/VDA/sbin/enable_vdassl.sh -helpa
YU RERITLTLIETL,

root@lxul8e4:~# /opt/Citrix/VDA/sbin/enable_vdassl.sh

===Enable/Disable S5L on Linux VDA===

To enable SS5L, a certificate file must be specified, otherwise the local certificate file under
setc/xdl/ . sslkeystore/ is used, If the local certificate file does not exist, the command
fails. You can specify the SSL port number, version and cipher suite, otherwise, their default
values are used!

Usage: enable_vdassl.sh -Disable
Disable Linux VDA SSL

Usage: enable_vdassl.sh -Enable [-Certificate <CERT-FILE>] [-SSLPort <SSL-PORT-NUMBER>]
[-SSLMinVersion <SSL-MIN-VERSION>] [-SSLCipherSuite <SSL-CIPHER-SUITE>]
Enable Linux VDA SSL.

Options:
-Certificate <CERT-FILE>
Specify a certificate file, where <CERT-FILE> must include the full file path. Only ene format
is currently supported, that is PEM.

-RootCertificate <ROOT-CERT-FILE>
Specify a root certificate file, where <ROOT-CERT-FILE> must include the full file path, The root certificate will be put in the local keystore(under /etc/xdl/.sslkeystore/cacerts).

-S5LPort <SSL-PORT-NUMBER>
Specify an 55L port number. Unless otherwise specified, the default port 443 used.

-SSLMinVersion <TLS_1.BITLS_1.11TLS_1.2/TLS_1.3>
Specify SSL version. Unless otherwise specified, the defoult value TLS_1.2 is used.

-SSLCipherSuite <GOVICOMIALL>
Specify an SSL Cipher suite. Unless otherwise specified, the defoult value GOV is used.

Examples:
enable-vdassl.sh -Enable -Certificate "/home/cert@@l.pem”
Enable Linux VDA SSL using Certificate cert@@l.pem.

enable-vdassl.sh -Enable -RootCertificote "/home/root(R.cer”
Enable Linux VDA SSL using Root Certificate rootCR.cer with local certificate(under /etc/xdl/.sslkeystore).

enable-vdassl.sh -Enable -SSLPort 445
Enable Linux VDA SSL on port 445 using local certificate(under /etc/xdl/.sslkeystore).

enable-vdassl.sh -Enable -Certificate "/home/cert®®1.pem” -SSLPort 445
Enable Linux VDA SSL using Certificate cert®@l.pem on port 445, with default SSLMinVersion and SSLCipherSuite.

enable-vdassl.sh -Enable -Certificate "/home/cert®d1.pem" -SSLPort 445 -SSLMinVersion "TLS_1.2"
Enable Linux VDA SSL using Certificate cert®@l.pem on port 445 with SSLMinVersion TLS_1.2 and default SSLCipherSuite..

enable-vdassl.sh -Enable -Certificate "/home/cert®d1.pem” -SSLPort 445 -SSLMinVersion "TLS_1.2" -SSLCipherSuite "GOV"
Enable Linux VDA SSL using Certificate cert@@l.pem on port 445 with SSLMinVersion TLS_1.2 and SSLCipherSuite GOV.

B> b & LinuxX VDA H—N—CH—N—3AE% 1 VXA h—=JLL. & LINUXVDAY—N—= 051 7> RZIL—
NEEEZ A VA =L ZIRELRHDET,
Controller T TLS BES{k%2EMICT S
pE N
TLSBES&iZ. TUNV—=FI—TFL2EIIF L TOABMCTZ DN TEET, BEDODT SV r—>avic
LT TLSEBSHUEZEMICTAZCIETT XA

Controller @ PowerShell 9« Y R T, ROIARY RZEJEBICEITLT. 2= Yy bDOTFUNU—=FIL—TD
TLSEShKZAMICLET,

1. Add-PSSnapin citrix.x*
2. Get-BrokerAccessPolicyRule -DesktopGroupName 'GROUPNAME'| Set-
BrokerAccessPolicyRule -HdxSslEnabled $true
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pE
VDAFQDN &M ICAtE vy 3>y T 71ILiIcEEn3 £ 5ic.Set-BrokerSite -DnsResolutionEnabled
Struedv Y RZERTIZELDHTIET, COATY Rid. DNSHERZBRICL £9, DNS fBR%Z EIC

T35 ICAEy>3>T770ILIGVDAD IP 7 FLXZFERL. SSLProxyHost*UDPDTLSPort#%
o TLS EEERICXY L ToH FQDN Zieft L &9,

Controller T TLS BES 4 EEMICT BICIE. XOIAT Y REZIBEBICERITLET,

1. Add-PSSnapin citrix.x*

2. Get-BrokerAccessPolicyRule -DesktopGroupName 'GROUPNAME'| Set-
BrokerAccessPolicyRule -HdxSslEnabled $false

3. Set-BrokerSite -DnsResolutionEnabled $false

cSTWDa—FTa>d

AESINETRI by TRy avIlT7 oL &S T3 . Windows @7 Citrix Workspace 7 1) T. RD
MTBERINZTRLRAEZRDHTEZENTEEFREAI COWSIS—HRETEZIEHHBDET:

Desktop Viewer %

e The connection to "_"' failed with status (Can't assign

requested address).

oK

EEESEE LT, hosts 771 IILICRD LSBTV MUEBMLET:
<IP address of the Linux VDA> <FQDN of the Linux VDA>

Windows ¥ > Tld. hosts 7 77 JLigi@E. C:\Windows\System32\drivers\etc\hostsic®
h*xd,

v a YEEDREF

<

December 13, 2022
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Citrix THAR—FINTWVBIARTD LINUX TSy b7+ —LAICIE. Ty aYEEOFRSEENENTNTLE
j-o ‘//3/ E@{%*% ;\ sz')bbrﬁ)‘i”;t&?’tb‘ijo
Ty g EEROFREFEICE>TICAtEY avid. 2y 7= D0HFREATHY—LLRAICBESRINET, ©

v VEEDRFICOVWTHLLIE, V5147 Y FoEFHBEGirty a3 YEERORT] 28BLTLES
LYo

A By I VEEORBOESRENL TEEINET—2IE. 774 ETRIL—VTFRAMTY, EFaUT
1 ZRFRTBD. TLSEBSKEEMCTBZ e ebBHLET, TLSESKICDWTHLLIE MTLSIC&3 21—
H—twvoaroR#El 2BRL TSIV,

TR

Citrix Studio o R > —8&E

Citrix Studio ©. v BEEORFICETZI2RDRI S —ERETIET,

s Ly arEEOREF

s LY LI VEERORIFEOZALT Y
e Ty avEEOFIFDOR— FES
« BiES Ul OBERLANIL

FHLCR. TEy Y aYEBEOREORY S —REl 8LV 1751472 FOEBHBEGOR) > —8El 2BRLT
<V

A By g vEEORBFOESGE Iy a Y EEOFREOR—FESR)O—%FRELLS. VDAY —ERL
HDXH—EX %= ZDIEFETHBREE# L THREZEBMICLET,

Linux VDA O%E

s Ty a EEOFRED TCP URF—Z2EMEISEMICTS

T7AIWETIE. 2y a>yEmOFREFD TCP U XF—I3BMICA>THED, R—Kr 2598 Ty AV LET, YR
F—ZEHITBICIE ROOAR Y FEEITLET,
/opt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\SYSTEM\
CurrentControlSet\Control\Citrix\WinStations\cgp" -v "

fEnableWinStation" -d "Ox00000000"
<!--NeedCopy-->

A REZBMICTBICIE HDXH—EXZBEBL TRV, TCPURF—ZEMICLTH, Ly avEED
RIFIIENICRD EFHA, Ly aYBEROFRFEOEGRY S —ICE > THRENEHICAR>TVLBRHRE, Evay
EEDOREFIIMD U R F— (SSLAY) ZALTEISHRIFATETET,

s Lyl avEEORIFOR—+ES
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ROATY RZFALT, Ly a vEEORFOR—FESEZRETICHTIET (fle LTR—-+FS 2599
ZER) .
Jopt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\SYSTEM\
CurrentControlSet\Control\Citrix\WinStations\cgp" -v  "PortNumber"

-d "2599"
<!--NeedCopy-->

* REZBEMICTBICIE. HDXH—ERZzBEE L T 2TV, Citrix Studio dRY > —BETHR— FESHE
EINTWBIESE. Linux VDA OREISERINE T, VDAD T 717U+ — P REShFAR—rENALEF
YhI—=O ST v 0 ZBELABVWLSICRESNTULWS L ZRBLET,

o H—=N—=D50 517> bAD Keep-Alive DRIFR

Keep-Alive Xwt—Jld. £y a>RIl7 T ET o HRVEE (Bl <O ZXHBE LAV, BEOEHRHI A
W. LiInuxVDA oS04 7> hFETREINE T, Keep-Alive Xwt—Sld. 517 FHREREIBEZELTVS
WESIHZRETBEDICFERINE T, 77072 MHSDRENBWNEE. Ty arik. 751472 M BEE
MTDETHEINES, CORETIE. Keep-Alive Xyt —S DR EMREMHEMTIEELEFT, T74ILLT
&, COREIFBHRINTOEEA, BRI BICIE. ROOATV RERTLET Bl LTL0HEFER),
/opt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\SOFTWARE\

Citrix\XTEConfig" -t "REG_DWORD" -v "CgpServerToClientKeepAlive"
-d "10" --force

o U547 b5 —N—~0 Keep-Alive DFRIFR

CORETIE. ICAU 17> +h 5 Linux VDA IZEEE 13 Keep-Alive X vt — 2 DX ERREF B TIEE
LET, 774 ETIE COREFBEINTVEEA, BT BICIF. ROIIYVFZRITLEY (Bl LTI0
E )

/opt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\SOFTWARE\
Citrix\XTEConfig" -t "REG_DWORD" -v "CgpClientToServerKeepAlive"
-d "10" --force
<!--NeedCopy-->

A e Rl 274

RUS—DREICE>TEY I aVERORFEZEMCLIZRIC, £y a v EREETIRL,
COMBEEBART B0, UTFOFIECRVET,
1. Citrix Studio ®H U > —®ETE v 3 VEEDREEEMIC L7, VDA H—E ¥ HDX 4 —E ZHT
DIEFTERBSNSC L £HBL T,

2. VDAT, Zoax > RrzFERALTEy > a YEEOFREFD TCP URF—AETINTVWSR I ZzHBRBLET
(ffle LTHR—k 2598 #{EHA),
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netstat -an | grep 2598
<!--NeedCopy-->

Ty a EEORIFOR— NI TCP UXF—HAAWVEEIF. ROOATYY RZRITLTYRF—Z2FHICL
x9,
/opt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\SYSTEM\
CurrentControlSet\Control\Citrix\WinStations\cgp" -v "

fEnableWinStation" -d "Ox00000001"
<!--NeedCopy-->

USBUA 1LY EDRE

November 27, 2023

USB 7 /31 Zi&. Citrix Workspace 771U & Linux VDA ¥ X kv FRITHEBEINE T, USB T N1 ANFT RS
Fy VAL RENZ L. USBTNAAM ZZO—-AIIIEHEINTVRIDDESIZERTZ2CHTEET,

B>k

v =8N 100 S UBKEDHZSIF. USBUAAL Y b eFERT2ICeBE8HOLET, =my bT—
VEEN 200 S UMZEBRB3551F. USBUACL Y FEFERALBVTIETL,

USBUSAL T LDEREEEE LT, RD 3 DHEIFSNET !

o F—TFv—FO U LDEN (VHCI)
e VHCI#—EX
« USBHH—EX

F—=7>V—Z VHCI:

USBUAAL I DT DOMERICED. IPRY b T—O LT RTFLEHBETZARAUSB TN XZRAAELFET, C
OHEEIF LINUX A—RIL R SAN—BLUVI—HF—FE—FRDSA TSIV TEBRINTED. 2—HF—FH—FILKS
AN—CBELTIRTOUSB T—42Z2BBTZHTIET, Linux VDA DEANTIE, VHCIOA—RILES
1 N—1 Citrix TBRIBINFJ, 7=75L. Linux VDA & Citrix Workspace 7 7R ® USB ¥ —&&mikid g~
TCitrix ICAZO NN T —JICEMINET,

VHCI 5 —E R

VHCI #—E Zi&. Citrix MRt 3. VHCl A—FRILED 2 —ILEOBEOHDF—T>Y —IHF—ERXTY,
DH—E ZXIZVHCI ¢ Citrix USB 4 —EXDOE D7 — ho 1 LTHEEL X T,

USB—EX:

USB #—EXid. USB FNA XA TOREUE L UVT—2EiEE IR TERY S Citrix EVa2—-ILTY,
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USBUSALI DL H

#@%. LINuxVDAAD USB FNA RO UAA LY CHERICITONZ L. TINA R/ — KRBT LD/dev /XRIC
ERINET, 7272 L. UFAL Y RENETNAZBT VT« % Linux VDA £ v > 3 Y THERATIAVEEN
HDFET, USB TN RADERBICHEET ZHESMIRSAN—ICE > TRED . —HBOT/NA XUHFHIB RSN
—ERBLLET, RIAN—DREEINTLRWVEE. UFTL Y MINT USB FNT RIET YT« 7% Linux
VDAt w>avIil7 V2R TEFEEA. USBFNA XDBHEEHRTBICIE. RSAN—F21YI—ILLTYR

TLZEELSHEELTIRE W,

Linux VDA 3. 25147 e DBETUAA LY FHREBICTONTZUSB TN ZO—EZHR—FLTWE

ED

HR—FINTLWS USB 7/ X

ROTNA ZUF. LINUXVDADZDON—2 3>z HR—bLTVWB D

TR, THEWERDELZHEDHDFT,

E:

Linux VDA Tid, USB2.0 7O IO &HHR— TN E T,

USB AARERLBEET /N1 R
Netac Technology Co.,
Ltd

Kingston Datatraveler
101 II

Kingston Datatraveler
GT101 G2

SanDisk SDCZ80 flash
drive

WD HDD

USB3D <%V X

VID:PID

0dd8:173c

0951:1625

1567:8902

0781:5580

1058:10B8

3DConnexion SpaceMouse Pro

VID:PID

046d: c62b

BEINTWVWET, FHOTNATXZFER

T71I AT L

FAT32

FAT32

FAT32

FAT32

FAT32
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USB X% v+ — VID:PID

Epson Perfection V330 photo 04B8: 0142

USB VS 1LY ~DRE

USB FNARDUAA LU bOBEMLE LUEMLIEZ. Citrix R > —IckDFIEISN £, Delivery Controller
RIS —FRALTTNA ROBEEZEETZILHTEET, USBUA T LY % Linux VDA IZERET B 1T 1.
MORY S —HRAZRELET !

A7V RUSBTFNARVEALY RRY S —
SAT7YRUSBTFNARUAA LY MRAY

USBUAALY +ZBMICTS

Citrix Studio T, 547> b USBTFNA RO U ALY bEBHEIRBEMCLET (V- XF—>3aY
DRER L DHZEDH) o

[(REDHE] 41700 KY I AT, UTOREZITVWET:

1. [5fr7] ZBRL KT,
2. [OK] 20V v o L&Y,
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Client USB device redirection

Applies to: Virtual Delivery Agent: 5.0, 5.5, 5.6 Feature Pack 1, 7.0 Server OS, 7.0 Desktop QS, 7.1
Server OS, 7.1 Desktop OS, 7.5 Server OS, 7.5 Desktop OS

@® Allowed
Client USB devices can be mapped, if specified elsewhere

() Prohibited
No client USB devices will be mapped

¥ Details and related settings
Enables or disables redirection of USB devices to and from the client (workstation hosts only).

Related Settings: Client USB device redirection rules

USB VAL o MEEIZ®BET S
USBUAT LY RS —%FMICLS. Citrix Studio ZEHE L T. Linux VDA TOERZHFaI £/-1321L93%
TNARERRELT. VEIL U MREIZRELET,

[054 7>k USBFAA RS+ LY RRAI] #4 7O KRy 22T

1 BRR] 20Uy o LTUEALY RRAIZBINY 2D [R&E] 20 v o L TREFORAZRIELE I,
2. RADIER X IcISmER. [OK] 20Uy I LET,
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Client USB device redirection rules

Applies to: Virtual Delivery Agent: 5.0, 5.5, 5.6 Feature Pack 1, 7.0 Server OS, 7.0 Desktop OS, 7.1
Server OS5, 7.1 Desktop OS, 7.5 Server OS, 7.5 Desktop OS

Values:

Allow: #all ok

| New || Edit | Delete | MoveUp  Move Down

CJ Use default value:

¥ Details and related settings

Lists redirection rules for USE devices. -

AEAUSBUAALY FOEREICDWTHEHLLIE, TCitrix DA USB VA1 LY FOEEAT Rl 28R LT

:—k L\O

VHCl A—RILED a—ILZBELET

USB UA LI MEVHCI A—RILET a—)L (Usb-vhci-hcd.ko&&usb-vhci-iocif.ko) Ic&
STERDET, TNHDEVa—)Lik. RPM Ny r—J 00— LT LinuxVDAF1r A b Ea—>avItEF
NFEF, bk LINUXKARTA X MIE2—23 YDA —RILER—=IZOAVNRAILINTZDHD T, RORICE
EHHSNTWET:

HR—FINTWB Linux T A MUE2—>3 Y A—RIN=23>
RHEL 8.x. Rocky Linux 8 4.18.0~240
RHEL 7.9, CentOS 7.9 3.10.0~1160
RHEL 7.8. CentOS 7.8 3.10.0~1160
SUSE 12.5 4.12.14

Ubuntu 20.04 5.4.0-81
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HR—FINATWS LinuX T XU Ea2—>3Y H—ZIJLN—S 3>
Ubuntu 18.04 4.15.0~154
Debian 10 4.19.0~17

BE:

FRTZIII>OH—RILH Linux VDA B®D RS A4 N—IZxi L TWaWESIE. USB ¥ —E X DEEEIH'EL
HTBZehHBDET, COFEIF. VHCI A—RILED 2 —IILZHEBELTVWEHEDH. USBUAL T K
Wz ERATEEY,

FRATZH—FIID Citrix DBRLET 2 —LICHIEL TVWEI D =R S

IRYRSAYTROOARY FZRITL. A—RILBHBLTWE D Z2HBLET:

insmod /opt/Citrix/VDA/1lib64/usb-vhci-hcd.ko
<!--NeedCopy-->

ARV RAERICERITINDBEAIE. A—RILEZa—-loO—RICEIL. N—2a YA Citrix IC&kD 1> X b—
ILENFEDHDITHIGLTVWET,

ARV RDEFATIS—HELIEE. H—ILE Citrix DED 2 —JLICR L TWAEWES., BEEOXKELRDHD
£9,

VHCI Hi—RIILEDa—IILOEBEEE

A—FIWEZ 2— LD Citrix DN—2 3 VITHBE L TWAWEEIE. ROFIBICHVWET:
1. Citrix & o >O—RH+ ka6, WDAY—XRO—R%EHo>O—RLET, £ 3> lLinuxVirtual
Delivery Agent (sources)| IC&FN3 771 ILEERL£T,

2. citrix-linux-vda-sources.zip 7 7 1 L &3 L £ 9, linux-vda-sources/vhci-hcd-1.15.zip (2%
L. unzip vhci-hcd-1.15.z7pax >y kEERALTVHCI Y- 77 1L EHHLET,

3. LINUXVDANRY T —ShH A YA M=—ILENTWE L ZBRBLTHS. ROAYY FOWVWThHhEERTLE
ER
+ sudo bash ctxusbcfg.sh dkms

ZnaX Y RERITT 3. Dynamic Kernel Module Support (DKMS) 7O4J > L%=ERL T
VHCI h—RIIED 2 — I ZzBETETFT, DKMS I SUSE TIEEATE £t A.
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E:

sudo bash ctxusbcfg.sh dkmsad ¥ >~ K & kernel-devel7 O 4 5 A
EDKMS7OJ 5 L% VDAICA YR +=ILLEY, RHELBL U CentOS IC7OT S L1 >
2= F3HE. TOIX > R VDA IC Extra Packages for Enterprise Linux (EPEL) U
ROMIZAVRAM—=ILLTEMICLET,

DKMS i3, W=2 324Xy DHEN—2a >y EXYANDESBA—RILDAS v—=TvTIL
—REEFTIBZL. VHCl A—FRILEYa2—)L (usb-vhci-hcd.kod & ¥usb-vheci-

jocif.ko) DEERICKKTZBENHD £T, DKMS A%kl L5 4&IE. sudo bash
ctxusbcfg.sh dkmszBEZTLET,

+ sudo bash ctxusbcfg.sh build
COOAXYRIFEDKMS #7233 v L TVHC A=V ED 2 — L ZBREL VI VI L—ILLET,
USBUAALY MDD STV a—FTa >0

Dt a> T LiInuxVDA DERICHEITZTEIEFLMBEDO LS TN a—T 1 Y JICDVWTHBLET,

VALY RSN USB T R0 Ty MERTE AL

Linux VDA Ti&. CitrixWorkspace 77UhB5UAA LI hTNIZTRTO USB 71 RO 2 BEEIERTEEL.
FIEEOHDNVAAL Y CINETNARICTIVERTESRLSICLTVWEY, T0oH. BEEEERZHO>I—H

—RHBTENA RERT Y MEBRTE £
- ) |

Unable to unmount sda

umount: /media/ctx/sda: umount failed: Operation not permitted

OK

USB 71 200U ALY hERIET 3L 7 71 Lbt%kbh3

Citrix Workspace 77U DYV — I N—%2FERALTUSBFr RVDQUA I LI b EEBICELETZ L. T4 XV E
TEEFRBER LT 7 AILDRONBAIREMDH D £, COMBIF. T7 MY RATLICT—22ETATL
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XEUF vy ah T 7ML RTLICRTD Y EINBZCEHRRATRELET, T—RIEFT 1 XRIZDHDICIFE
FAFENFH A, CitrixWorkspace 77U DY —)LN—%FERBLTIVEAL Y rEFLELIEBE. T—2408F< R
D27 v adNBEEIE > TOWRWED. T—4hkbnEd, CORMEZBERTZICIE. ¥4—ZFI)LD sync
ARV RZFALTT— 4271 RVICT77v2alTHh5 USBUAAL Y hZzEIELET,

F "

userl@rhel7dwork:~ - O x

File Edit View Search Terminal Help

[userl@rhel74work ~1%
[userl@rhel7dwork ~]% sync
[userl@rhel74work ~1%

Citrix Workspace 7 7 @Y —IILIN—IZTF N1 ADROH 5 R VEE

Citrix Workspace 7 71U DY —ILIN—ICTFNA ABRRINBL ARDZ e HD EFTH. TNREUSBUFTILY
TN TVWAWCEETRLFET, BENRELBER. ROFZHEEBL T T

e RUD—HD USBUSFAL Y M ZHFTTBREICES>TWVS
e A—FLET 2D ERITEH—RILICHELTWS

e | = B Y. o » mm-

Home Ctrl+Alt+Del Preferences Devices Full-screen Disconnect Shortcuts

i

[\ 2] 2 71& Linux @7 Citrix Workspace 7 7V TERTIT £t Ao

Citrix Workspace 77U Y —)LN—IC USB T /N1 ABRRINBH RIS —D&IR] cRsZThISA1L
7 ORI B
BEARELIHESIE. ROFIEEZRITL T IV

o LINUXVDARU =%, UAALL I FEBMICTZREICLET,

+ Citrix Workspace 77U DL Y Z b U TEMOKR Y > —FHIRPERINTVWEINIERRBLET, LI
/XX T DeviceRules #HZB L. COBRENTNAADT I/ ZXZEBFLAEVKSICLET:

HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Citrix\ICA Client\GenericUSB
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#£L < IZ. Knowledge Center
DieE TUSB N1 ROBEENUA T LY FORERZEI ZBRLTIETW,

USB FN\A XDULA LY MRERICITONE M, £y a TENA REERATIRL

BE. VALY LTEZDORTR—EINTWVWSE USBT N1 ZXDHEHRD £, DT /N1 ZXH Linux VDA D7
D717 Ry aVIlUAALIMNTERERLHDET, UAALINLIET NI RIS, A—Y—DFEY
3/ —RHRY T LD [dev XRUERINET, 7L A—HF—DRTFNA XEEBICERTEIZNESMERS
AN—EBRICE > TRESNE T, FIE (F371Y) LTULWBHDDTIVERATEIRVWTNARAZRDIT5E
& ZOFNA REFPRINTVAWRY > —IZBML £9,

P
USB RS N—mDiFEIE. LINUXVDAL T4 RVDEBELIR VY b EITVWET, I—H— (BLUTNA X%

AVRAR=ILLIEFREEDHA) IEBMORBERLTTA XATICTIERATEE T, MR- FINTVLBTNA
2—E | ICEBHINTLARALWTNT XDV TIE. TP BRIV ERDD £7,

RA8F v )L SDK (EEREFE)

July 8, 2022

Linux VDA BOREF v LY 7 Uz THEF v b (SDK) 2FERAT3L. VDA TEIT T —N—AI7 V75
—>aYEERTIET, #L <& TLinux VDA @i Citrix 8 F v =)L SDKI O RFa XY bESBLTRED
(A

Linux VDA @+ Citrix {x#8F + % JL SDK 1%, Citrix Virtual Apps and Desktops 40> O—RR—=I 54D
YO—RTEF7, Citrix Virtual Apps and Desktops @I N—a v BREL. [AYR—FRV ] 20Uy
2 LT LinuxVDA DA o >O—RZERLET,


http://support.citrix.com/article/CTX123015
https://docs.citrix.com/ja-jp/linux-virtual-delivery-agent/2203-ltsr/configuration/configure-usb-redirection.html#supported-usb-devices
https://developer-docs.citrix.com/projects/citrix-virtual-channel-sdk-for-linux-vda/en/latest/
https://www.citrix.com/downloads/citrix-virtual-apps-and-desktops/
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